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kex_al gorithnms string: diffie-hell man-group-exchange-sha256, diffie-hell man-group-exchange-

shal, di ffi e- hel | man- gr oup14-shal, ecdh- sha2- ni st p256, ecdh- sha2- ni st p384, ecdh- sha2- ni st p521
encryption_algorithms_client_to_server string: aesl28-ctr, aesl192-ctr, aes256-ctr, aes128-cbc, 3des-
cbc, bl owfi sh-cbc, cast 128-cbc, aes192- cbc, aes256-cbc, ri j ndael -chc@ysator.|iu. se

encryption_al gorithms_server_to_client string: aesl28-ctr, aesl192-ctr, aes256-ctr, aes128-cbc, 3des-
cbc, bl owfi sh-cbc, cast 128-cbc, aes192- cbc, aes256-cbc, ri j ndael -chc@ysator.|iu. se
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kex_al gorithms string: curve25519-sha256@i bssh. org, ecdh-sha2- ni st p256, ecdh- sha2- ni st p384, ecdh-
sha2-ni st p521, di ffi e- hel | nan- gr oup- exchange- sha256, di f fi e- hel | nan- gr oup- exchange- shal, di ffi e-
hel | man- groupl4-shal, di ffi e- hel | man-groupl-shal

encryption_algorithns_client_to_server string [truncated]: aesl128-ctr,aesl92-ctr, aes256-

ctr, arcfour 256, ar cf our 128, aes128- gcm@penssh. com aes256- gcm@penssh. com chacha20-

pol y1305@penssh. com aes128- cbc, 3des- cbc, bl owfi sh-cbc, cast 128- chc, aes192- cbc, aes256-

cbc, arcfour, rijndael -cbc@ysator.liu.se

encryption_al gorithns_server_to_client string [truncated]: aesl128-ctr,aesl92-ctr, aes256-

ctr, arcfour 256, ar cf our 128, aes128- gcm@penssh. com aes256- gcm@penssh. com chacha20-

pol y1305@penssh. com aes128- cbc, 3des- cbc, bl owfi sh-cbc, cast 128- chc, aes192- cbc, aes256-

cbc, arcfour, rijndael -cbc@ysator.liu.se
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('.Could not find matching key exchange algorithm ,3) .1
. Error —Unexpected EOF on connect .2
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| ab. esa. con> sshconfig

: Choose the operation you want to perform
.SSHD - Edit SSH server settings -

USERKEY - Edit SSH User Key settings -

ACCESS CONTROL - Edit SSH whitelist/blacklist -
sshd <[]

:ssh server config settings
:Public Key Authentication Algorithms
rsal
ssh-dss
ssh-rsa
:Cipher Algorithms
aesl28-ctr
aesl92-ctr
aes256-ctr
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
rijndael-cbc@lysator.liu.se
:MAC Methods
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl60
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
:Minimum Server Key Size
1024
:KEX Algorithms
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521

:setup sglax, 6gla> I CLI > ssheonfig > sshd Jl 0 gl

setup <[]

Enter the Public Key Authentication Algorithms do you want to use



<[ rsal, ssh-dss, ssh-rsa]

Enter the G pher Al gorithns do you want to use
aesl28-ctr,aesl92-ctr,aes256-ctr,aesl28-cbec, 3des-cbe,blowfish-cbe,cast128-cbe,aes192-]
<[ cbc, aes256-cbc, rijndael-cbc@lysator.liu.se

Enter the MAC Met hods do you want to use
hmac-md5, hmac-shal,umac-64@openssh.com, hmac-ripemd160, hmac-ripemdl60@openssh.com, hmac-shal-]
<[ 96, hmac-md5-96

Enter the M ninum Server Key Size do you want to use
<[ 1024]

Enter the KEX Al gorithns do you want to use
diffie-hellman-group-exchange-sha256,diffie-hellman-group-exchange-shal,diffie-hellman-groupl4-]
<[ shal,diffie-hellman-groupl-shal, ecdh-sha2-nistp256, ecdh-sha2-nistp384,ecdh-sha2-nistp521
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http://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/ar_ae/support/index.html
/content/en/us/support/docs/security/content-security-management-appliance/118461-technote-esa-00.html
/content/en/us/support/docs/security/email-security-appliance/118692-configure-esa-00.html
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