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:]:.:]:. ny_azure.sh by Robert Sherwin (robsherw@isco.com) ©2018 G sco

Usi ng openssl, this script will create a self-signed certificate for you to use in

.order to conplete the Mailbox Settings configuration for G sco Email Security

: Pl ease respond to the foll owing pronpts

HAHHH R HHH R HE AR R R R R R R R R R R R R R R R R R R R R R R

i f which openssl >/dev/null; then
echo "openssl check passed: openssl is installed!" & openssl version
el se

echo "You do not appear to have openssl installed." && exit
f
" echo
: Pl ease enter a nane for your cert
read nmy_cert

;[ while [ -f $my_cert.key
do

echo "File exists, please enter a name for your cert: && read ny_cert

done

" echo
" :Thank you. The files that will be generated for your cert are
crt=$my_cert.crt

key=$ny_cert. key

pens$ny_cert. pem

echo $crt
echo $key
echo $pem

"" echo

while true; do
read -p "Are you ready to proceed and generate these files for your configuration? $(tput

snms0) (y/ n) $(t put sgr0) yn
case $yn in
Yy]* ) openssl req -x509 -sha256 -nodes -days 1825 -newkey rsa: 2048 -keyout $key -out]
$crt

openssl rsa -in $key -out $key

cat $key $crt > $pem

"" echo
base64Thunbpri nt =" openssl x509 -outformder -in $crt | openssl dgst -binary -shal | openss

" base64

" base64Val ue="openssl x509 -outformder -in $crt | openssl base64 -A

“"(()keyid="python -c "inport uuid; print(uuid.uuid4

" echo

HERHH R HH R R R R R R R R R R R R R R R R

:Next, $(tput smul)copy$(tput rnmul) the following to Azure for your manifest

HERHH R HH R R R R R R R R R R R R R R R R



] :"\echo "\"keyCredentials

}

,"\custonKeyl dentifier\": \"$base64Thunbprint"\
"V keyld\ " \"$keyi d"\

,"\typel": \"Asymmret ri cX509Cert "\

, "\usage\": \"Verify"\

"\value\": \"$base64Val ue"\

{
"1[
echo
HHBHAHHHHAH B H BB R A R R A R R AR R R H R R

Then $(tput smul)conpl ete$(tput rmul) the Azure configuration to get the $(tput snso)dient
. (I D$(tput sgr0) and $(tput snmso)Tenant |D$(tput sgrO

HHBHAHHHHAH B H BB R A R R A R R AR R R H R R

echo "This is the $(tput snmso) Thunbprint$(tput sgr0) for your ESA configuration:
"$base64Thunbpri nt
echo "This is the $(tput snmso)Certificate Private Key$(tput sgr0) for your ESA configuration:

$pem
;:break ;"
;7 Nnl* ) exit]
;;".echo "Please answer yes or no ( *
esac
done

while true; do
read -p "Do you wish to reviewthis certificate in detail? $(tput snso)(y/n)$(tput sgr0) " yn
case $yn in
Yy]* ) openssl x509 -in $crt -text; echo]
;; Thank you!" && break
;7 Nn]* ) echo "Thank you!" && exit]
;;".echo "Please answer yes or no ( *
esac
done

Ausill LB ol aobll JexJ<chmod u+x <script_name J>'>i (sl golidl &S > 200 jruels
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ny_host$ ./my_azure

HRHHH R H R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R
:]:.:|:. ny_azure.sh by Robert Sherwin (robsherw@isco.com) ©2018 G sco

Usi ng openssl, this script will create a self-signed certificate for you to use in

.order to conplete the Mailbox Settings configuration for G sco Email Security

: Pl ease respond to the foll owi ng pronpts

HAHHH R R R H R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

I openssl check passed: openssl is installed
LibresSsSL 2.2.7

: Pl ease enter a nane for your cert
technote_example

:Thank you. The files that will be generated for your cert are
t echnot e_exanpl e. crt
t echnot e_exanpl e. key
t echnot e_exanpl e. pem

Are you ready to proceed and generate these files for your configuration? (y/n) y
Generating a 2048 bit RSA private key



You are about to be asked to enter information that will be incorporated
.into your certificate request

.What you are about to enter is what is called a Distinguished Nane or a DN
There are quite a few fields but you can | eave sonme bl ank

,For sone fields there will be a default val ue

.If you enter '.", the field will be left blank

Country Name (2 letter code) []:uUs

State or Province Nane (full nanme) []:North Carolina

Locality Nane (eg, city) []:RTP

Organi zati on Name (eg, conpany) []:Cisco

.Organi zational Unit Nane (eg, section) []:Example Dept
Conmmon Nane (eg, fully qualified host nane) []: example.local

Emai | Address []: joe.user@example.local
writing RSA key

SRR A A A
:Next, copy the following to Azure for your manifest
SRR A A A

] :"keyCredential s"

}

, "=cust onKeyl dentifier": "wWHhkWEf uhDHTXPzznmHoSEnj bNM'

, "keyl d": "338836b8-f c8d-4elb-9a3f-b252f 8368d34"

,"type": "AsymmetricX509Cert"

, "usage": "Verify"

val ue":"

"M | Dt DCCApwWCCQDV3bbi HmaN2j ANBgkghki GOwOBAQs FADCBnz EL MAK GA1UEBhMCVVIVK Fz AVBgNVBAgMDk 5venRol ENhe
saVWbhMWVCg YDVQOHDANSVFAX Dj AMBgNVBAOMBUNpc 2Ny MRYWFAYDVQQLDALFe Gt cGx| | ERI ¢ HQUVRYWFAYDVQQDDALI eGF
t c&xl LmxvY2Fs MSUM wYJKoZl hveNAGkBFhZgb2Uud XNl ck Bl eGFt ¢ Gxl Lnxv Y2Fs VB4 XDTE4MI Ax ODAy MDAOOVoXDTI zMTA
x Nz Ay MDAOOVowg Zs x Cz AJBgNVBAYTAI VTVRcwWFQYDVQQ DA5Ch3J0aCBDYXJvbd uYTEMVA0GALUEBWWDUl RQMUAWDAYDVQQ
KDAVDaXN bz EWWBQGALUECWINRXhhbXBs ZSBEZXBOLj EWWBQGALUEAMMNZXhhbXBs ZS5sb2NhbDElI MCMGCSqGSI b3DQEJARY
VanBl LnVz ZXJ AZXhhbXBsZS5sb2Nhb DCCASI wbDQYJ KoZI hvec NAQEBBQADg g EPADCCAQuCggEBAKI YMAT DN+AxcZQcpc8hZhm
vIOyqMHul 2c¢j V3@E088nk G RZUSKUVNKZZSnM ny 3l OKg6c Tu4Ez4Uui gzC/ 2IXEf 3+wQg 9YChK92bEYW YsKeZt bl oqYRf HE+
Sk+bsJb5CGpi zXgPcYZG e8lecganmhDr g7NzZr t hPTSKa4zxmywpQ 6xGDr M pol GoENf +ey NCo5Vy AXI xuYH8n6t 0Gd Pw+VKH
J7k+4wl OKTUWALABoOW8hUnDi Oyz2k9mgNv TGHu75EUUMcTW/ | SsXj C8kpbGCsxt eZl i UAxUvgNd1t 96i ccj ad19n61Jds
WGX+CCLPI +ZZMWk8/ | QEPt bPgs/ 4p3c mECAWEAATANBgk ghki GOWOBAQs FAACCAQEAQUq7i xBbt f hor r Wk73uCoYUPRqWZLKH
| gs1UpEnnPj vLZi | my+0O6ki ROi cDV) FD47AW0vYg3pHt 6pKW 7TUZpi | z4hNpOoYc/ qj d6aCA8B2KMrbf h2DVhmp YWA8P7w
bNP/ i m8114F/ zJvBVnH eaYI9KsuTUUS4WH8VX2FFX40/ YFm HTHr XcHHy W 5XBUIMFVEU+Yv6J1 xCaEgj 5J7] VAqGQMi-+f n
+EpRPKkVHN844Hz gxmMA0ObRWI 471 ] GuyKss+E2t | W T6OrDI4r uHCFdvhkZvvzVIyVnOPVN+cwoJ0gLM/ p20a7J31 dNZ3p2CMX
"==vFdZsRi FFUpBI bK3VYI FRr g

{
[

SRR A A
. Then conpl ete the Azure configuration to get the dient ID and Tenant ID
SRR A A

=This is the Thunbprint for your ESA configuration: wWHhkWEf uhDHTXPzznHoSEnj bNM
This is the Certificate Private Key for your ESA configuration: technote_exanple.pem

sill 2ol JlasY N ol y S5l Juaiidl, Las il de>lay ol golsl cldlagw

Do you wish to review this certificate in detail? (y/n) ¥y
:Certificate
- Dat a
(Version: 1 (0x0
(Serial Number: 15410674582220606938 (0xd5ddb6e21e668dda
Si gnature Al gorithm sha256WthRSAEncryption



I ssuer: C=US, ST=North Carolina, L=RTP, O=Ci sco, OU=Exanpl e Dept.,
CN=exanpl e. | ocal / enmi | Addr ess=j oe. user @xanpl e. | ocal
Validity
Not Before: Oct 18 02:00:49 2018 GVII
Not After : QOct 17 02:00:49 2023 GVII
Subj ect: C=US, ST=North Carolina, L=RTP, O=C sco, OU=Exanple Dept.,
CN=exanpl e. | ocal / enmai | Addr ess=j oe. user @xanpl e. | ocal
: Subj ect Public Key Info
Public Key Al gorithm rsaEncryption
(Public-Key: (2048 bit
: Modul us
:a9:58:99: 6e:¢3:37:e0:31: 71: 94: 1c: ab: cf: 21: 00
caf: f7:2a:8c:1e:e9:76:72: 35: 77: 1b: 4f : 3c: 66: 19
:9a: 41: ad: 45: 95: 39: 29: 45: 4d: 29: 96: 52: 98: c9: 67
:cb: 79: 4e: 2a: Oe: 9c: 4e: ee: 04: cf: 85: 2e: 8a: 0c: c2
:ff:62:57:11:fd: fe: c0: e8:fd: 60: 28: 4a: f7: 66: c4
:d8: b0: a7: 99: b5: b2: 28: a9: 84: 5f: 1c: 4f: 92: 61: 68
. e6: ec: 25: be: 46: a6: 2c: d7: 80: f7: 18: 64: 68: de: 93
:£3:57:9c:81: a9: al: Oe: b8: 3b: 35: 9a: ed: 84: f4: d2
;ae: 19: c6:66: 30: a5: 09: 7a: c4: 60: eb: 32: 2a: 68: 29
:94: 6a: 04: 35: ff: 9e: c8:d0: a8: e5: 5¢: 80: 5e: 5c: 6e
:60: 7f: 26: ea: dd: 06: 74: fc: 3e: 54: al: c9: ee: 4f: b8
:c0: 8f: 4a: 4d: 4c: 38: 2c: 00: 68: 39: 6b: 3c: 85:49:c3
: 8b: 4c: b3: da: 4f : 66: a8: db: d3: 1b: eb: bb: e4: 45: 14
. cf:c8:4a:ch: e3:0b: c9: 29: 6¢: eb: 31: 32: 07: 13: 59
: b5: e6: 48: 89: 4e: 31: 52: fa: 8d: 77: 5b: 7d: ea: 27: 1c
:8d: a7: 75: f6: 7e: b5: 25: db: 30: 19: 7f: 82: Ob: 53: €5
:9:96:4c:93:cf:c8:40:43: ed: 6¢c:fa:ac:ff:8a:77
72: 61
(Exponent: 65537 (0x10001
Signature Al gorithm sha256W thRSAEncryption
:aa: bb: 8b: 10: 5b: b5: f 8: 68: ae: b5: a4: ef : 7b: 82: al: 85: 0f: 42
:ab:99: 2c: al: e5: 82: cd: 54: a4: 49: e6: 3e: 3b: ch: 66: 22: 26: 46
:e3: ba: 92: 24: 7d: 89: c0: d5: 8c: 50: f 8: ec: 05: be: d2: f 6: 20: 63
:de: 91: ed: ea: 92: 96: 97: b4: d4: 66: 98: ab: cf: 88: 4d: a7: 4a: 18
:fa:al3:77:a6: 82: 03: c0: 76: 28: c9: 9b: 7e: 1d: 83: 56: 19: a9: 73
:bc: 3f: bc: 1b: 34: ff: e2:9b: 7d: 75: e0: 5f: f 3: 26: f 0: 55: 61: 65
:9c: 78: de: 69: 8f : 4a: b2: e4: d4: 53: 9e: 16: 6f: c5: 57: d8: 51: 57
:e3:4f:d8: 16: 6f:c7:4c: 7a:d7: 70: 71: f 2: 5b: 2e: 57: 05: 4f : 4¢c
:bb: e6: 2f: e8: 92: 31: 09: al: 20: 8f: 92: 7b: 8d: 5e: 2a: 15: 59: 84
:19:03:3e:f9:f9:fe: 12: 94: 4f: 91: 51: e7: f 3: 8e: 07: ce: Oc: 66
:e3:46: d1: 5b: be: 3b: ae: 31: ae: c8: ab: 2c: f 8: 4d: ad: 8d: 62: 53
:e8:e9:83:27: 8a: ee: 1c: 21: 5d: be: 19: 19: be: fc: d5: 27: 25: 67
:d0: f5:4d: f9: cc: 28: 27: 48: Ob: 33: ba: 76: al: ae: c9: dc: 87: 4d
:67: 7a:76:08: c5: ef: 15:d6: 6¢: 46: 21: 45: 52: 90: 48: 6¢: ad: d5
ae: 62: 51:51
----- BEG N CERTI FI CATE- - - - -
M | Dt DCCApwWCCQDV3bbi HmaN2j ANBgk ghki GOwOBAQs FADCBz EL MAKk GA1UEBhMC
VWM Fz AVBgNVBAgMDk 5venRol ENhcmBs aWWs hMQmvCg YDVQURHDANSVFAX D AMBgNV
BAoMBUNpc 2 Nv MRYWFAYDVQQLDA1FeGFt cGx| | ERI ¢ HQUMRYWFAYDVQQDDALI eGFt
cGxl LmxvY2Fs MSUM wYJKoZI hveNAQKBFhZgb2Uud XNl ckBl eGFt cGxl LimkvY2Fs
VB4 XDTE4MI Ax CDAy MDAOOVo XDTI z MTAx Nz Ay MDAOOVowg Zsx Cz AJBgNVBAYTAI VT
MRcwWFQYDVQQ DA5Ch3J0aCBDYXJvbd uYTEMVA0CGALUEBWWDUI RQMAWDAYDVQRK
DAVDaXN bz EWWBQGAL UECWMRXhhbXBs ZSBEZXBOLj EVWWBQGAL UEAWMNZXhhbXBs
ZS5sb2NnbDEl MCMGCSqGSI b3DQEJARYWANDI LnVz ZXJAZXhhbXBs ZS5sb2NhbDCC
ASI wDQYJKoZI hvc NAQEBBQADgg EPADCCAQDCggEBAKI YMAT DN+AxcZQecpc8hzZhmy
9yqgMHul 2¢j V3R088nk & RZUSKUVNKZZSM ny 31 OKg6c Tu4Ez4Uui gzl 2IXEf 3+
w3 9YChK92bEYW YsKeZt bl oqYRf HE+Sk+bsJb5Gpi zXgPcYZG e8lecgamnhDr g7
NZr t hPTSKa4zZxmywpQ 6xGDr M pol GoENf +eyNCo5Vy AXI xuYH8m6t 0Gd Pw+VKHI]
7k+4wW 9KTUMLABoON 8hUnDi 0yz 2k 9ngNv TGHu75EUUMgc TW/ | SsXj CBkpbOsx
teZli U4xUvgNd1t 96i ccj ad19n61JdswGX+CCL1Pl +ZZMk8/ | QEPt bPqs/ 4p3cnEC
AWEAATANBgk ghki GOw0BAQs FAAOCAQEAQQ7i xBbt f hor r Vk73uCo YUPRQWZLKH
gs1UpEnnPj vLZi | my+06ki ROi cDVj FD47AW-0vYg3pHt 6pKW 7TUZpi | z4hNpOoY
¢/ qj d6aCA8B2KMrbf h2DVhmpYWA8P7wWbNP/ i n8114F/ zJvBVnH eaY9KsuTUUS4W



+b8VX2FFX40/ YFni HTHr Xc HHy W 5XBU9IMFVEU+Yv6J1 xCaEgj 5J7j VAqGQWI-+f n
EpRPkVHN844Hzgxmi0bRW 471 j GuyKss+E2t j W T60OnDI4r uHCFdvhkZvvzVJyVn
==0PVN+cwoJ0gLM7p20a7J3l dNZ3p2CMXvFdZsRi FFUpBI bK3VYI FRr g

----- END CERTI FI CATE- - - - -

I Thank you
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