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/content/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010001.html?bookSearch=true#con_1809504
/content/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010001.html?bookSearch=true#con_1809504
/content/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010001.html?bookSearch=true#task_2483367
/content/en/us/td/docs/security/esa/esa14-2/user_guide/b_ESA_Admin_Guide_14-2/b_ESA_Admin_Guide_12_1_chapter_010001.html?bookSearch=true#task_2483367
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-user-guide-list.html
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Epold:
Edit File Reputation and Analysis Settings

Advanced Malware Protection

Advanced Malware Protection services require network communication to the cloud servers on ports 443 (for File Reputation and File Analysis). Please see the Online Help for additional details.
File Reputation Filtering: [ Enable File Reputation

File Analysis: (2 Enable File Analysis

= select All Expand All Collapse All [Reset |
b Archived and compressed
L Configuration
b Database
+ H pocument
+ [ email
k Encoded and Encrypted
¢ £4 executables
b Microsoft Documents
¢ (=] Miscellaneous

b Advanced Settings for File Reputation Advanced settings for File Reputation

= Advanced Settings for File Analysis File Analysis Server URL:

File Analysis Client 1D:

01_VLNESA m _423AA9781B67 m mm -25CCEm m _C600V_000000

Use File Reputation Proxy

Server; | Part: I

Username:
Passphrase:
Retype Passphrase!

» Cache Settings | Advanced settings for Cache

b Threshold Settings Adwvanced Settings for File Analysis Threshold Score
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https://www.cisco.com/c/ar_ae/support/security/cloud-email-security/products-user-guide-list.html
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Security Appliances

Centralized Service Status

S arantine: bled, using 1 license

Policy, Virus and Outbreak Quarantines:

Enabled, using 1 license

Alternate Quarantine Release Appliance C,T_P,J : esas | Specify Alternate Release Appliance... |

Centralized Email Reporting: ' Enabled, using 1 license
Centralized Email Message Tracl-:ing:" Enabled, using 1 license
Centralized Web Configuration Manager: . Service disabled
Centralized Web Reporting: I Service disabled
Centll.'alfzeld dpgraal&lc folr W&b Service ldli.s.ablled

Security Appliances
Email

| Add Email Appliance...

Services

| Policy, Virus
Spam and Outbreak Connection
Appliance Name | 1P Address or Hostname Quarantine | Quarantines Reporting | Tracking | Established?

. - 2 Y v | v e

Neo centralized services are currently available,

File Analysis

B _420D5DEO7A468! -006DAF =_M300V_00000000

File Analysis Client ID: | 06_VLNSMA

* | File Analysis Server URL: | AMERICAS: https://panacea.threatgrid.com
Group Name: | Group Now |

» Typically, this value will be your Cisco Connection Online ID (CCO ID).

= This Group Name is case-sensitive.

+ It must be configured identically on each appliance. An appliance can belong to only one group per
server.

This change will take effect immediately, without Commit. Once grouped, this value can only be
reset by Cisco support.

Grouping Details: | v, can use any appliance in a group to view detaifed File Analysis results in the cloud for files uploaded from

any appliance in the group.

| View Appliances in Group |

pdlelbé: $9z3 e dlld B pe) gpsd wedsd Idpddle JJizess IUblo,ss pdlod IUlzojs.

Swwowd peyd gpsd wedsd Ideddle Jdosss IIJdessus 9bhs Idsse [ds wouuwsd
u.uJu.u.Jo U 65 DL.QI:

IJSspd IJuinz

06_ "06" ¢le « Email and Web Manager.

VLNSMAXXYy Pl dIo 03l zols bloys: Sluo suucsp cogsuo VLAN # (IJeoess o o) 9lz06 Lwlo, 1JI
— (CLI) showLicense). |3| Jlg, o3l zolje BJI s92> 28J-

lJouwduwds_  ouwduwd Jlpd JJeol;.
MXO00V_ bl IUzols.
000000 Lol Iz 8. wule eds 1dz89d 1Juwluds. Blo 3JY sogs) Jluole 1Jz8d pu 65 2



oepse IJizoss Jlgsh edbs) vedsd IUpddle

Bl Yy Ido,esue 1Uelue vd souopeu 1d9uesd IJs wedsdle Cisco Secure Ware
(https:/panacea.threatgrid.com). Blu IS od ppluws Jewhs IUssw 19 eulhs Iuwzlus IUglu06
wd o yobol Leuwle 1Jedumwws IUD,0s 1JElue wd. Jduwele JUIBE Tzoj6 lelu IJpzess S
[o_9uuuuud ¢&ue IJuulseg IJuduosto WO Iduwelesd 2od IJpdole U,o_)uu.Jo Jduedsd pu
ls wolwé 19 g0l pweloss Os pduwuwed: sdipd Idlugoele IUs zese IJizo;6 1S pzeses
I._Jlao_)o o wol. gud ouwesd 1U>¢d IJs cedsdle IJulez IJuolyo swpe 800 Jlds
IJbuwlJle 9upldz IJoossle IJos wp huwldel |Us peeses IJuble Jdopdsd Ws Jogo
ro&._J_9|.o|CJ uaJ§J|u LJ\TJ_)era lJol,)é .Jro_éu.uuuod.

odlebs: scpoe gpdle gulyd lduwelus wosl ldodsse leule gpdsle IJouuvshb sldoui,
lJos sop lplgel woluwlbs Cisco.

2058 IJpze9€8

pdlzba: |3l JIvo Dbed wolos pueloss sde sop [Jpld S3JY. WOSHzs Yo zldo sgp God
SJ9su eyl ue preses lzojo.

IJosled Is gl Idgvelus

1. pu sleed Idpuucgre: loodd Is gplo Iialo > uupgs IJpdd 9ozdsdo.

2. 108, 996 lud) oul Jogpse 2056 buwld wdbsy cedsd Ieddle Iy 5020l

3. bed perdlluwp pzesesd IJizoss IUgluos wJ. IJBse Il oss os: pu IJpdee
lwegsle peyd Bisé 1pg,s (CCOID) Joso 1UBsp6.5pdu Iu suwps Izols |Us peeses
9lz28 WYb.wg> ©dssu psid "ordsd IdpdW" spdud |Uold6 2ol IUs pzeses.

4. 108, V938 wepst IJlu.

lJeos IUIJIe 906 9p08) [U9sy

pdlehos: Jl 5098 dusly 0oy perSlluwp pzesesd lzess Ul e lo sdo s 1w
IJlJIen90s 9p28) Id9sw 2oy wusa [Jdesgus puples JIg)lua 1dbLé 1p,d5s6 99> wpe
oyesd Iduoez sldws suwle gldeldle 1Jpeg 59d6 Jovd s [de,yuo.


https://panacea.threatgrid.com
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Appliance Grouping for File Analysis Reporting.

Appliance Grouping for File Analysis Reporting

Appliance Group ID/Name: (7) | pm m m

.Ehang; 6r_ou|:1 I _;.fi_ew ;f-'\_pp_l.iam:es-l

List of Appliances in the Group: ¥ WS HENEEEN (https://panacea.threatgrid.comt

Number | File Analysis Client ID (?)

Copyright @ 2003-2022 Cisco Systems, Inc. Al rights ] 4 01_7coeC™E-FcH: Bm =Ml C380_0000000000000000000000000000000
2 01_EC2B20195 sm m ~FB7E4 @sm _C300V_000000000000000000000
3 01_VLNESA  ®9_4239CEE1SEN SN WN-0EDD MmN N@ C100V_00000000
4 01_VLNESA ™ 554D99310 ®-18568 W _IC100V_00000000
5 01_VLNESAmmmim _420D4F3y e 4F-E9 Bmm = 21_C300V_000000
6 01_VLNESA mm _420DF638 m w17-A5@W = mZ_C100V_000000
7 01_VLNESA'EEEEN  423A11CES N BN )AA-20 BN \A_C100V_000000
8 01_VLNESAE W E 4335497 B Wy £ SHE 33_C600V_000000
9 01_VLNESA; mm _S564D3DE g  g\FFD-9. g m 1F9_C100V_000000
10 01_VLNESA® mm B _564DA24mem 97E-Ef m m mm3D_C100V_000000
11 01 _VLNESAE ©E 564D7GEEE U W =52-6C & ® 2_C100V_000000
12 01_VLNESAWSEEEE  45)D390 B Wm;pg-6: W4 _C100V_000000
13 01_VLNESA m =m _423A59C 22E-SEg = =9_C100V_000000
14 01_VLNESA mmm'm _4239CEEr EE04-0E( 19_C100V_000000
15 01_VLNESA . 42166768 W W W 28-p05 @ W N|_C100V_0000000
16 o1_viNEsA™==gm 423r28950 [e2c-77cF ™ _c1oov_0000000
17 01_VLNESA m  mm_420D39DE memmDG-62 wm _C100V_0000000
18 01_VLNESA BN _420D4E75EE =N ® FE3-0Af EEE EZ_C100Y_0000000
19 01 _VLNESA M H 43370088 @ EEE ;5 5p; BN {C100V_0000000
20 01_VINESAR Bmmm 423459C6  fimm Ezs-_sas- Bm= '_C100V_0000000
21 06_VLNSMAmm _420DSDEO. mmm = m_ == _M300V_00000000
22 06_VLNSMA WE mE_420D4B¢ WE  MWC57-CE 19C_M100V_000000
23 06_VLNSMA E B | 450p538; W EE EENoF.gFCEE BN - 3100V 0000000
24 06_VLNSMA g _420D704E w mm 62-17gmm m °_M100V_0D00D00D
25 06_VLNSMA mm _420D8737 'm m 346080 m W 1_M100V_0000000
26 06_VLNSMA! M | 420DEE3: WE & 4B-F50 NEEE W 2_M100V_0000000
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https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-command-reference-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-installation-guides-list.html
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https://www.cisco.com/c/ar_ae/support/security/cloud-email-security/products-release-notes-list.html
https://www.cisco.com/c/ar_ae/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/ar_ae/support/security/content-security-management-appliance/products-release-notes-list.html
https://www.cisco.com/c/ar_ae/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/ar_ae/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-installation-guides-list.html
/content/en/us/products/security/threat-grid/index.html
/content/dam/en/us/products/collateral/security/secure-product-naming-qrm.pdf
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