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29909 IP (Luolic) Glsie) dcgazally JLasVl o Bazill (9 @Saidly ESA gJodun i 28 .alols Juolas _lc
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139 dsoull

(cloud-sa.amp.sourcefire.com) (&)l) ouwinsa oVl
€9 ¢® DNS (CNAME). CNAME J _sgila)l puwVl J=w ¢® "cloud-sa.amp.sourcefire.com” cauaoll puwl
098G 48 " igil8" Jlrall 989 31 Jxad leiws puwlS Jbrall puwl ayaxid pasamall DNS (9 559001 Jxw
:J dilao puwl lig lag ol goxill (8 & jisoll capaoll clawl

(ec2-107-22-180-78.compute-1.amazonaws.com (107.22.180.78 -

(ec2-54-225-142-100.compute-1.amazonaws.com (54.225.142.100 -

(ec2-23-21-208-4.compute-1.amazonaws.com (23.21.208.4 -

(ec2-54-83-195-228.compute-1.amazonaws.com (54.83.195.228 -
la®ayaxi Sy wlalall d=ow pilex) GLOLo] s JLd

(cloud-sa.amp.cisco.com) &S, 0Vl -

(cloud-sa.eu.amp.cisco.com) Lg,9l -
133 _$ "(cisco.com.) culdl calol] dgouw 315 wins clawl” puwd (9 ujeSiall (uosl3l WS dydass cuos
o |

b dwoll asidl 0 cloud-sa-amp.sourcefire.comCNAME o &iéall dauaall 6562V o Gzl iSay
138 aayll ol el pMsiwl Jasiiis ad poids 89 sl 9

dig cloud-sa.amp.sourcefire.com +short $
.cloud-sa-589592150.us-east-1.elb.amazonaws.com
107.22.180.78

54.225.208.214

23.21.208.4

54.83.195.228

nslookup cloud-sa.amp.sourcefire.com $
Server: 208.67.222.222
Address: 208.67.222.222#53

:Non-authoritative answer

.cloud-sa.amp.sourcefire.com canonical name = cloud-sa-589592150.us-east-1.elb.amazonaws.com
Name: cloud-sa-589592150.us-east-1.elb.amazonaws.com

Address: 54.225.208.214

Name: cloud-sa-589592150.us-east-1.elb.amazonaws.com

Address: 54.83.195.228

Name: cloud-sa-589592150.us-east-1.elb.amazonaws.com

Address: 107.22.180.78

Name: cloud-sa-589592150.us-east-1.elb.amazonaws.com

Address: 23.21.208.4

I>biwl "ESA alo dgouw” j9,0 45,5 audi paC Cuuiauall ¢ _9aubmeMaJlo)e.>§llom :dax>No
&aadlqswlubﬂwupmlguolzllp&gwyl@bmgs Janswlo)pWo,@J!
Sl 09
9] 109

103 el O all 81 oo _SL,exl IP @890 o axil cliSa,

http://geoiplookup.net/ip/107.22.180.78 -
http://geoiplookup.net/ip/54.225.208.214 -
http://geoiplookup.net/ip/23.21.208.4 -
http://geoiplookup.net/ip/54.83.195.228 .
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(cisco.com.) culill walall dgouw p35 Clasias clowl

2016 ple (3 AMP J "alall dsaus” doaxd "Cisco.com.” | éxituall ayinall elowl 1995 3 Cisco wix,
138 o calall dzawd a>bio IP (y9Lcs dnl ooy clowl Jid

(a5 0V axiall o LYg)l - allasid| 1S, ,0l) cloud-sa.amp.cisco.com -
(Inid ] d;,9¢0> - Lg,91) cloud-sa.eu.amp.cisco.com -
(OLWI - 55l laxxally Luwl dslnis) cloud-sa.apjc.amp.cisco.com -

e 9l i peianl Jusiig kS oo & jisiall IP cpglicy adpinall 6562Vl (o 38l poii 18
:NSLOOKUP

H(6azind] ©LYgl) dadlouid] 1S, 0l

dig cloud-sa.amp.cisco.com +short $
52.21.117.50

(1l & )0g0>) Lol

nslookup cloud-sa.eu.amp.cisco.com $
Server: 208.67.222.222
Address: 208.67.222.222#53

:Non-authoritative answer
Name: cloud-sa.eu.amp.cisco.com
Address: 52.30.124.82

(L) soll laxoll

dig cloud-sa.apjc.amp.cisco.com +short $
52.69.39.127

103 el O all 81 oo _SLexl IP @890 o il cliSay

http://geoiplookup.net/ip/52.21.117.50 -

http://geoiplookup.net/ip/52.30.124.82 -

http://geoiplookup.net/ip/52.69.39.127 .
"sourcefire.com." cauanll dwouus cl2Jy lalas a2gi V¥ (w96l 13D 9

(cloud-sa.eu.amp.sourcefire.com) JuaJl dy9)9Vl deoull &yl 5 gaxs

Ul 5ST09 polol I dinse 9,0 &S,> Jlwyl Gullaally (29,991 3LVl (S (392 9all eMasll duill,
19,991 30M il ginll I Lol 6,LioM) ESA (19S5 clgguusall (Say s 19,991 5Ll S 839200l
99V LYl b dzawll dluw pols> gazs JI 9

cloud-sa-eu.amp.cisco.com -

cloud-sa.eu.amp.sourcefire.com -
cloud-" awaall pwl o5 ("cloud-sa.amp.sourcefire.com” _.ol 91 hostname Jio
lig: lowioll gazill (9 @ jisoll cannall clowl (955 28 .CNAME Lyl ¢ "sa.eu.amp.sourcefire.com
:J dileo CNAME

(ec2-54-217-245-97 .eu-west-1.compute.amazonaws.com (54.217.245.97 -
(ec2-54-247-186-153.eu-west-1.compute.amazonaws.com (54.247.186.153 -


http://geoiplookup.net/ip/52.21.117.50
http://geoiplookup.net/ip/52.30.124.82
http://geoiplookup.net/ip/52.69.39.127

(ec2-176-34-122-245.eu-west-1.compute.amazonaws.com (176.34.122.245 .

oo EUROPEAN cloud-sa.eu.amp.sourcefire.com CNAME o, & o)l dauanll 652V (o gaxill iSay
::nslookup sl dig oMeiw! Jaing daSuiull

dig cloud-sa.eu.amp.sourcefire.com +short $
.cloud-sa-162723281.eu-west-1.elb.amazonaws.com
54.217.245.97

54.247.186.153

176.34.122.245

nslookup cloud-sa.eu.amp.sourcefire.com $
Server: 208.67.222.222
Address: 208.67.222.222#53

:Non-authoritative answer

.cloud-sa.eu.amp.sourcefire.com canonical name = cloud-sa-162723281.eu-west-1.elb.amazonaws.com
Name: cloud-sa-162723281.eu-west-1.elb.amazonaws.com

Address: 54.247.182.97

Name: cloud-sa-162723281.eu-west-1.elb.amazonaws.com

Address: 176.34.122.245

Name: cloud-sa-162723281.eu-west-1.elb.amazonaws.com

Address: 54.247.186.153

b liawl "ESA (alo dnaw” 19,0 4,> i 08 uismall 09 &b cu divinoll 6562Vl 030 -ala>Vo
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http://geoiplookup.net/ip/54.217.245.97 .
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MFKkwEwWYHK0ZIzj0CAQYIK0ZIz]j0DAQcDQgAEchIaplVgPuGibM2n3w]j fhgQzdzC9
==WI1z7QZ2Q7VesLe+A53TxYujeo7fCDKIJEQKrPjU6kI36PSZusObr9Cur/g

:cloud-sa.eu.amp.sourcefirce.com _le JaJl clall deouw o313 slac] (8 Jlall 138 Jaclww

myllesa.local > ampconfig

NOTICE: This configuration command has not yet been configured for the current cluster mode
. ((Machine 122.local

?What would you like to do

."Switch modes to edit at mode "Cluster Test_cluster .1

. (Start a new, empty configuration at the current mode (Machine 122.local .2

. (Copy settings from another cluster mode to the current mode (Machine 122.local .3
<[1]

File Reputation: Enabled

File Analysis: Enabled

:File types selected for File Analysis

(Adobe Portable Document Format (PDF

(Microsoft Office 2007+ (Open XML

(Microsoft Office 97-2004 (OLE

Microsoft Windows / DOS Executable

Other potentially malicious file types

Appliance Group ID/Name: Not part of any group yet

:Choose the operation you want to perform

.SETUP - Configure Advanced-Malware protection service -

. (ADVANCED - Set values for AMP parameters (Advanced configuration -

SETGROUP - Add this appliance to the group of appliances that can share File Analysis -
.reporting details

.CLEARCACHE - Clears the local File Reputation cache -

.CLUSTERSET - Set how advanced malware protection is configured in a cluster -
.CLUSTERSHOW - Display how advanced malware protection is configured in a cluster -
advanced <[]

?Enter cloud query timeout
<[15]

:Choose a file reputation server
(AMERICAS (cloud-sa.amp.sourcefire.com .1
Private reputation cloud .2

<[2]

?Enter AMP reputation server hostname or IP address
cloud-sa.eu.amp.sourcefire.com <[]

Do you want to input new public key? [N]> y

Paste the public key followed by a . on a new line

MFkwEwWYHKoZIz3j0CAQYIKoZIzj0DAQcDQUAEchIaplVqPuGibM2n3w]fhqQzdzc9

==WI1Z7QZ2Q7VesLe+A53TxYujeo7 £CDKIJEQKrPjU6kI36PSZusObr9Cur/g

?Enter cloud domain

<[a.immunet.com]

<[Do you want use the recommended reputation threshold from cloud service? [Y



?Enter heartbeat interval
<[15]

<[Do you want to enable SSL communication (port 443) for file reputation? [Y

Please make sure you have added the Amp onprem reputation server CA certificate in certconfig-
>CERTAUTHOROTIES->CUSTOM

:Proxy server detail

Server

Port

User

<[Do you want to change proxy detail [N

:Choose a file analysis server

(AMERICAS (https://panacea.threatgrid.com .1
Private analysis cloud .2

<[1]

onsSil 8 ohuss sl ity 28
233V ob)laoYly AsyncOS 9.7.x

dsoud| dluw poles gox @d 5 e 9,5V Ll oY AsyncOS 9.7.2-065 e JlaJl 138 Jacluyw
:cloud-sa.eu.amp.sourcefirce.com _J| JaJl

my97esa.local> ampconfig

File Reputation: Enabled

File Analysis: Enabled

:File types selected for File Analysis

(Adobe Portable Document Format (PDF

(Microsoft Office 2007+ (Open XML

(Microsoft Office 97-2004 (OLE

Microsoft Windows / DOS Executable

Other potentially malicious file types

Appliance Group ID/Name: Not part of any group yet

:Choose the operation you want to perform

.SETUP - Configure Advanced-Malware protection service -

. (ADVANCED - Set values for AMP parameters (Advanced configuration -

SETGROUP - Add this appliance to the group of appliances that can share File Analysis -
.reporting details

.CLEARCACHE - Clears the local File Reputation cache -

advanced <[]

?Enter cloud query timeout
<[15]

?Enter cloud domain
<[a.immunet.com]

?Enter reputation cloud server pool
cloud-sa.amp.sourcefire.com]> cloud-sa.eu.amp.sourcefire.com]

<[Do you want use the recommended reputation threshold from cloud service? [Y

:Choose a file analysis server
(AMERICAS (https://panacea.threatgrid.com .1



Private Cloud .2
<[1]

?Enter heartbeat interval
<[15]

<[Do you want to enable SSL communication (port 443) for file reputation? [Y
:Proxy server detail

Server

Port

User

<[Do you want to change proxy detail [N

oSl (8 wlhmss sl ki, 08

(FireAMP Private Cloud) _lxal Gilo)l daw el

o Iy sy a3l FireAMP &l puwl Loyl 89,20l (Jxall olaloll dgaw 0315 plaziw] aass a5
w958V 2l LY AsyncOS 10.x

diSad «liSeiv e Cisco o 6,lall polull (o doriiall dlaxlly Lol ol dlw jlg> sy cuod 3]
Sl oS anlall dsmll b I oyl 09> Jiluol olad o o3l calall dsmouw o pdatua¥l O

pasiiun > 9 "lehlis olalall dnow dans” Juosll g2l lxall olalall draw 0305 plaiwy oy Lol
¥l e olageill ol ESA

- " L')D - __"
2o JSuiy oueSil Jac sl puns] 13 paciuwl

&S Db e G 91 Siiliaw] Sl casao JSain JI ) sou 19,0 85> dsaw wlo cul, in order to
90 85,5 443 cliso 91 32137 clipo Lad e ol puiyo oz g0 ESA Jl o bladl by, ool

plaziwl SSL wYlasly cloud-sa.eu.amp.sourcefire.com alxull pslgs 2oz pasiwl (Jliall Juw _le
.443 iaioll

AMP oM (9 ESA I oYl 138 Jyuw a5

Sun Mar 26 21:17:45 2017 Info: File reputation query initiating. File Name =
'contract_604418.doc', MID = 463, File Size = 139816 bytes, File Type = application/msword

Sun Mar 26 21:17:46 2017 Info: Response received for file reputation query from Cloud. File Name
= 'contract_604418.doc', MID = 463, Disposition = MALICIOUS, Malware = W32.8A78D308C9-95.SBX.TG,
Reputation Score = 99, sha256 =
8a78d308c96ff5c7158ealdbca25f3546fae8515d305cd699eab2d2ef3c08745, upload_action = 2

i xall 03D g abdis 5,1l ESA doj> gui olb

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TCP 74 51391 28.504624 1060
443 [SYN] Seqg=0 Win=16384 Len=0 MSS=1460 WS=64 SACK_PERM=1 TSval=198653388 TSecr=0
ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local TCP 74 443 28.594265 1072
51391 [SYN, ACK] Seqg=0 Ack=1 Win=28960 Len=0 MSS=1380 SACK_PERM=1 TSval=142397924
TSecr=198653388 WS=256


/content/dam/en/us/td/docs/security/esa/esa10-0/ESA_10-0_Release_Notes.pdf
/content/dam/en/us/td/docs/security/esa/esa10-0/ESA_10-0_Release_Notes.pdf
//www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-user-guide-list.html
//www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-user-guide-list.html

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TCP 66 51391 28.594289 1073
443 [ACK] Seg=1 Ack=1 Win=16384 Len=0 TSval=198653478 TSecr=142397924

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com SSL 502 28.595264 1074
Client Hello

ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local TCP 66 443 28.685554 1085
51391 [ACK] Seg=1 Ack=437 Win=30208 Len=0 TSval=142397947 TSecr=198653478
ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local TLSvl 1434 28.687344 1086
Server Hello

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TCP 66 51391 28.687378 1087
443 [ACK] Seqg=437 Ack=1369 Win=15040 Len=0 TSval=198653568 TSecr=142397947
ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local TCP 146 [TCP 28.687381 1088
[segment of a reassembled PDU

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TCP 66 51391 28.687400 1089
443 [ACK] Seqg=437 Ack=1449 Win=14912 Len=0 TSval=198653568 TSecr=142397947
ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local TCP 1434 [TCP 28.687461 1090
[segment of a reassembled PDU

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TCP 66 51391 28.687475 1091
443 [ACK] Seqg=437 Ack=2817 Win=13568 Len=0 TSval=198653568 TSecr=142397947
ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local TCP 1346 [TCP 28.687479 1092
[segment of a reassembled PDU

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TCP 66 51391 28.687491 1093
443 [ACK] Seqg=437 Ack=4097 Win=12288 Len=0 TSval=198653568 TSecr=142397947

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TCP 66 [TCP 28.687614 1094
Window Update] 51391 443 [ACK] Seqg=437 Ack=4097 Win=16384 Len=0 TSval=198653568 TSecr=142397947
ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local TLSvl 1120 28.711945 1096
Certificate

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TCP 66 51391 28.711973 1097
443 [ACK] Seqg=437 Ack=5151 Win=15360 Len=0 TSval=198653594 TSecr=142397953

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TLSv1l 392 28.753074 1098
Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local TLSvl 348 New 28.855886 1099
Session Ticket, Change Cipher Spec, Encrypted Handshake Message

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TCP 66 51391 28.855934 1100
443 [ACK] Seqg=763 Ack=5433 Win=16128 Len=0 TSval=198653740 TSecr=142397989

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TLSv1l 252 28.856555 1101
Application Data, Application Data

ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local TLSvl 252 28.952344 1104
Application Data, Application Data

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TCP 66 51391 28.952419 1105
443 [ACK] Seqg=949 Ack=5619 Win=16192 Len=0 TSval=198653837 TSecr=142398013

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TLSvl 300 28.958953 1106
Application Data, Application Data

ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local TLSvl 268 29.070057 1107
Application Data, Application Data

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TCP 66 51391 29.070117 1108
443 [ACK] Seqg=1183 Ack=5821 Win=16192 Len=0 TSval=198653951 TSecr=142398043
ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local TLSvl 103 59.971986 1279
Encrypted Alert

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TCP 66 51391 59.972030 1280
443 [ACK] Seqg=1183 Ack=5858 Win=16320 Len=0 TSval=198684848 TSecr=142405768
ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local TCP 66 443 59.972034 1281
51391 [FIN, ACK] Seqg=5858 Ack=1183 Win=33280 Len=0 TSval=142405768 TSecr=198653951

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TCP 66 51391 59.972044 1282
443 [ACK] Seqg=1183 Ack=5859 Win=16320 Len=0 TSval=198684848 TSecr=142405768

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TLSvl 103 59.972392 1283
Encrypted Alert

myllesa.local -> ec2-176-34-122-245.eu-west-1.compute.amazonaws.com TCP 66 51391 59.972528 1284
443 [FIN, ACK] Seqg=1220 Ack=5859 Win=16384 Len=0 TSval=198684848 TSecr=142405768
ec2-176-34-122-245.eu-west-1.compute.amazonaws.com -> myllesa.local TCP 66 443 60.062083 1285
51391 [ACK] Seqg=5859 Ack=1221 Win=33280 Len=0 TSval=142405791 TSecr=198684848

ulgiell Jai a8 ((my11esa.local) b Lol ESA g3g0 0 443 clyo uc Juais 59,0 Sl ol sy el
Ulgies lag o 138 cavaall auwl .hostname ec2-176-34-122-245.eu-west-1.compute.amazonaws.com
1P 176.34.122.245



dig ec2-176-34-122-245.eu-west-1.compute.amazonaws.com +short $
176.34.122.245

:cloud-sa.eu.amp.sourcefire.com J pwYl 9 goxi giac ¢ IP 176.34.122.245 ()lgic

dig cloud-sa.eu.amp.sourcefire.com +short $
.cloud-sa-162723281.eu-west-1.elb.amazonaws.com
54.217.245.200

54.247.186.153

176.34.122.245

cloud- (4855 pi SVl dzoull 4w pilg> goxi dowlyy dgi99 JLaiVl azgi o5 (Jliall Juw e
.sa.eu.amp.sourcefire.com

le>Nolg ellas VI BLiSiwl
Le>Noly oSl elas] GliSiw Lgolasiuw] iSay wlogles pwall 13D 9,
JwaVl LY Telnet polaziw)

dzaull &l p3lo> gaxi) danall puwl paziwl "ilall dnaw" &l ddiall Seims e JlasVl Go Baxill
leioSs o5 aS 443 daioll 9l (32137 iaiall | telnet go i1y leioSs o5 il

my97esa.local> telnet cloud-sa.amp.sourcefire.com 443

...Trying 23.21.208.4

.Connected to ec2-23-21-208-4.compute-1.amazonaws.com
'[~' Escape character is

[~

telnet> quit

.Connection closed

1443 3aioll_ue 2>l o 19,9V sVl led Jlasl

my97esa.local> telnet cloud-sa.eu.amp.sourcefire.com 443

...Trying 176.34.113.72

.Connected to ec2-176-34-113-72.eu-west-1.compute.amazonaws .com
'[~' Escape character is

[~

telnet> quit

.Connection closed

132137 3aiall e JLasVl e 130 e a9,V sl led Jlasl

my97esa.local> telnet cloud-sa.eu.amp.sourcefire.com 32137

...Trying 176.34.113.72
telnet: connect to address 176.34.113.72: Operation timed out
telnet: Unable to connect to remote host

plail; ol dlxaw plg3 gaxi) CNAME Gl (asinall elawl 9l ilall IP JI Telnet jLis| cliSay
2lxi Telnet Jwogs e 1518 oS5 o) 151 .443 idiall 91 32137 diall plaiw] go lguis Telnet lis| da, b
ESA 5,5 alaxl 5> bliely auidl Jlasl oo il | ks 186 iaislly cayiaall punly

2050 6D LS lgwis dglasll dlowls _Ixall olala)l dzaw p315) Telnet pol do (o Gaxdl pigw



plell plisall Jiso|

il o 25T &asV wllaoYlg AsyncOS 10.x Jeiill ol iy SUIESA e plell zliaall JB55| 2ic
;oS 2,50 plall plisall (8 clasl sl Lo,e piw .ahoxs 91 plall plisall gua) 9 e

Do you want to input new public key? [N]> y
Paste the public key followed by a . on a new line

MEAWEAYHK0ZIzjO0CAQYFK4EEAAEDLAAEATHPMkgCHO57gxeQK6aUKgmpgk+1AWOu
vxOkpuI+gtfLICR1ijTx3Vh45

Failed to save public key

.Cisco acyy Juail dbolgioll clasW duudly . oSl dglxo acld Uns eyl 13)
AMP oMoww de>,0

s>azall "ayull o wloll dgow pNeiwl” 545 bl o ST ESA e 39290l AMP Jouw L2y poii boaic
ralodl d2ouw pMsiwl w99 9

Sun Mar 26 11:28:13 2017 Info: File reputation query initiating. File Name =

'billing_fax 271934.doc', MID = 458, File Size = 143872 bytes, File Type = application/msword
Sun Mar 26 11:28:14 2017 Info: Response received for file reputation query from Cloud. File Name
= 'billing_ fax 271934.doc', MID = 458, Disposition = MALICIOUS, Malware = W32.50944E2888-
100.SBX.TG, Reputation Score = 0, sha256 =
50944e2888b551f41f3de2fc76b4db57cb3cd28e718c9265c43128568916fe70f, upload_action = 2

o3lg> dcgazo o NOT 9 ESA J dudxall cddall ozl 6,515 (o dlxiwdl oo pMaiwdl Gl 13D el 13]
 laingSs o5 Ll szl &

Sun Mar 26 11:30:18 2017 Info: File reputation query initiating. File Name =

'billing_fax 271934.doc', MID = 459, File Size = 143872 bytes, File Type = application/msword
Sun Mar 26 11:30:18 2017 Info: Response received for file reputation query from Cache. File Name
= 'billing_ fax 271934.doc', MID = 459, Disposition = MALICIOUS, Malware = W32.50944E2888-
100.SBX.TG, Reputation Score = 0, sha256 =
50944e2888b551f41f3de2fc76b4db57cb3cd28e718c9265c43128568916fe70f, upload_action = 2

i3] clguisy ellos|
83319 oSl ddlac M5 paiill aolel, clled LoVl 13D Lk po 13 lewyl 13D ESA J9sue ki, 19

:The Warning message 1is

amp The previously selected regional server cloud-sa.eu.amp.sourcefire.com is unavailable.
.Server cloud-sa.amp.sourcefire.com has been selected as default

Version: 11.0.0-028
Serial Number: 1111CEE15FF3A9F9A1111-1AAA2CF4A1ALl
Timestamp: 26 Mar 2017 11:09:29 -0400
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