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logsle uble pzeses ey SSH

C370.71ab> clusterconfig

Do you want to join or create a cluster?
1. No, configure as standalone.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.
[1]> 2

Enter the name of the new cluster.
[J> NameOfCluster

Should all machines in the cluster communicate with each other by hostname or
by IP address?

1. Communicate by IP address.

2. Communicate by hostname.

[2]1> 1

What IP address should other machines use to communicate with Machine C370.7ab?
1. 10.1.1.11 port 22 (SSH on interface Management)

2. Enter an IP address manually

[1>1

Other machines will communicate with Machine C370.1ab using IP address
10.1.1.11 port 22. You can change this by using the COMMUNICATION subcommand
of the clusterconfig command.

New cluster committed: DATE

Creating a cluster takes effect immediately, there is no need to commit.

Cluster NameOfCluster

Choose the operation you want to perform:

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a member of.

- RENAMEGROUP - Rename a cluster group.

- DELETEGROUP - Remove a cluster group.

- REMOVEMACHINE - Remove a machine from the cluster.

- SETNAME - Set the cluster name.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.
- COMMUNICATION - Configure how machines communicate within the cluster.

- DISCONNECT - Temporarily detach machines from the cluster.

- RECONNECT - Restore connections with machines that were previously detached.
- PREPJOIN - Prepare the addition of a new machine over CCS.

logble pze9es gwy CCS

C370.1ab> clusterconfig

Do you want to join or create a cluster?
1. No, configure as standalone.
2. Create a new cluster.



3. Join an existing cluster over SSH.
4. Join an existing cluster over CCS.
[1]> 2

Enter the name of the new cluster.
[]> Test

Should all machines in the cluster communicate with each other by hostname or by IP address?
1. Communicate by IP address.

2. Communicate by hostname.

[2]> 1

What IP address should other machines use to communicate with Machine C370.1ab?
1. 10.1.1.1 port 22 (SSH on interface Management)

2. Enter an IP address manually

[1> 2

Enter the IP address for Machine C370.1ab.
[]> 10.1.1.1

Enter the port (on 10.66.71.120) for Machine C370.71ab.
[22]> 2222

Swpr Iluwels pu 030 IUgbgs: o9, Jrsd uble pzesed sswp 0dd zese IJodssule
IUgluos wd pu "ldzols" IUs puvess wble Idpzeses. o3l o9 IJodssu IUs wovo zese Ulzoss
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Jlugople [s pzeses 2ldss eo ¢JIJ SSH 19 CCS
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Cloblise po $ud s JJos. lugople Ids wble pzeses elds wls pu ldbssdosy poplodosy
VI IJuoz: 9ldudbs IU)ssuvss 1Uggsre JJIgodlw os i ublpe CCS swbdy ¢lbgs |olwso
Jlole o3l IJuble JUuwpele JJpzees wdwsd Idzols IJizse.

|J|Qu'o|o|ro V-19) aJlJ SSH

S pdlebs: 9ldSuwe IJpubly [Jse Lldgb IJersuo B 3o IUgbsle 1Joldss sovés lu sop
eds 9go 1U>96. pg SSH: szw Ul o 99d vepe Jupdsy CCS.

<#root>

C370.1ab> clusterconfig

Do you want to join or create a cluster?
1. No, configure as standalone.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.
[1]> 3

While joining a cluster, you will need to validate the SSH host key of the remote machine to which you
To get the public host key fingerprint of the remote host, connect to the cluster and run: Tlogconfig ->



-> fingerprint.

WARNING: A11 non-network settings will be Tost. System will inherit the values set at the group or clus
the non-network settings. Ensure that the cluster settings are compatible with your network settings (e
settings)

Exception: Centralized Policy, Virus, and Outbreak Quarantine settings are not inherited from the clus
These settings on this machine will remain intact.

Do you want to enable the Cluster Conmunication Service on C370.1ab? [N]>

Enter the IP address of a machine in the cluster.
[I> 10.66.71.120

Enter the remote port to connect to. This must be the normal admin ssh port, not the CCS port.
[22]>

Enter the name of an administrator present on the remote machine
[admin]>

Enter password:

Please verify the SSH host key for 10.66.71.120:

PubTlic host key fingerprint: d2:6e:36:9b:1d:87:c6:1f:46:ea:59:40:61:cc:3e:ef
Is this a valid key for this host? [Y]>

w8 IJSzuo suuoe Idzols IJs 1dpreses wuele.
|J|Qu'op|ro V18] aJlJ CCS

03l wog publuod IJW,8 1U9zss 09 lue Bud lu wl IJuwele JJzols 1dzass wldsgsd IJs
IJezeses IJeldsé: see wuvesd 1Usgad [Js IJzols Idugile B 1dpzeses.

eds IJzols Idugule Os uble lJpzeses:

(Cluster test)> clusterconfig
Cluster test

Choose the operation you want to perform:

- ADDGROUP - Add a cluster group.

- SETGROUP - Set the group that machines are a member of.

- RENAMEGROUP - Rename a cluster group.

- DELETEGROUP - Remove a cluster group.

- REMOVEMACHINE - Remove a machine from the cluster.

- SETNAME - Set the cluster name.

- LIST - List the machines in the cluster.

- CONNSTATUS - Show the status of connections between machines in the cluster.
- COMMUNICATION - Configure how machines communicate within the cluster.

- DISCONNECT - Temporarily detach machines from the cluster.

- RECONNECT - Restore connections with machines that were previously detached.
- PREPJOIN - Prepare the addition of a new machine over CCS.

[1> prepjoin

Prepare Cluster Join Over CCS

No host entries waiting to be added to the cluster.



Choose the operation you want to perform:
- NEW - Add a new host that will join the cluster.
[I> new

Enter the hostname of the system you want to add.
[1> ESA.Tab

Enter the serial number of the host ESA.Tab.
[I> XXXXXKXXXXXX = XXXXXA

Enter the user key of the host ESA2.lab. This can be obtained by typing
"clusterconfig prepjoin print" in the CLI on ESA.lab.
Press enter on a blank line to finish.

e beld wuepd luooe SSH (IJos swp ldeuwesd edsel eus wuvesd IUsed [Us 1Jzels 1Uss
Selod IUluople |Us wble 1Jpzeses lUgluo o oluwagsle 1Ul e clusterconfig prepjoin print) Os pold
e Iduwlede 9lgld yuloy BlLg Bluol wdpd 9,0 IJp > p0.

A pdlebé: 1351 Spu woubésd gsly PREPJOIN . Blue welzs IUs Iddesle vogssilod eds
ESA IJlwluvs Wod wuvgsd clusterconfig eJs ESA IJeluss sldluople [Js 03l 1Jzol)
IJs 1Jpzpesgd lJos wp odysuol pasel. 9sdleh 3JY oo Iduloz bold IUgpdso: Jywb ol
IJzols IJs wble pzeses wedlost pubends puvedl Sp vouvesd 1Usesd IUs zols wble
lJpzp9e6: &p Yp wouvgsd IJle, clusterconfig > prepjoin > zass &p bgd IJolosd
IJoldss: 99 voudss Idogssle.

w83 3Jde spdud woe gpdss IUlugoele eds IUzols 1dss selad Idlugoele [dso Jdszse 1o
Bp wldlouold o ESA2.1ab Jeblu s £pdss IUlouople [Js 1UEb96 1wl 6.

N LUl bs: 55925 pbele SSH-DSS Wi I peld IJeles.

ESA2.Tab> clusterconfig

Do you want to join or create a cluster?
1. No, configure as standalone.

2. Create a new cluster.

3. Join an existing cluster over SSH.

4. Join an existing cluster over CCS.
[1]> 4

While joining a cluster, you will need to validate the SSH host key of the remote machine to which you
To get the public host key fingerprint of the remote host, connect to the cluster and run: Tlogconfig ->
-> fingerprint.

WARNING: A11 non-network settings will be Tost. System will inherit the values set at the group or clus
the non-network settings. Ensure that the cluster settings are compatible with your network settings (e
settings)

Exception: Centralized Policy, Virus, and Outbreak Quarantine settings are not inherited from the clus
These settings on this machine will remain intact.



In order to join a cluster over CCS, you must first log in to the cluster and tell it that this system

On a machine in the cluster, run "clusterconfig -> prepjoin -> new" with the following information and

Host: ESA2.1ab

Serial Number: XXXXXXXXXXXX-XXXXXA

User Key:

ssh-dss AAAAB3NzaClkc3....... BrccM=

Choose the interface on which to enable the Cluster Communication Service:
1. ClusterInterface (10.1.1.2/24: ESA2.Tab)
[1]1> 1

Enter the port on which to enable the Cluster Communication Service:
[2222]

Enter the IP address of a machine in the cluster.
[]> 10.1.1.1

Enter the remote port to connect to. This must be the CCS port on the machine "10.1.1.1",
not the normal admin ssh port.
[2222]>
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pdlebs: Bl Jlue rsd g9lpd ©uods6 press wuvs) Is gpdsle e5d &y 92929
Sop lobldol zos sop wdssu "g5d [Juoe Ideubly 1Use" eds 1Uzols.

IO sup odIsu ldpepsele IS preses ESA

98 veue Idussubssele spdu lo subenb eds €3> $dsd pu ldIslule IS olisss
IUlg, 9066 Idgleds s Idpzeses Iu wgpd wlbysds pesué I, pu gsol. Jupdsd 3JIJ. I
weole lds logsle uble pzeses 225> 9spdud pulogsd luyble pzesgle.



pdlzbs: wopss Iodssole IJos sope lpldol eds puvess IUpzeses wldluvodss
eds odosu puwess wble IUpzesgs.

Jloule pregelor §p wloublisel po slzes ywlo, Iisle, (CLI) J ESA. Jose IJodssur lwegse
|Jl o, clusterconfig --> ADDGROUP:

(machine esalab.cisco.com)> clsterconfig

sy 03l e,y eJs 9008 wble IJpzeses. od wrtw B ldowssd Ids supe wble Iezeoess
[Y]>

pzp9eod Cisco
igoy IJgpdsé IJos oyss wudssol:
- ADDGROUP - | o196 pzpe986 wblp pzp9gs.

- setGroup - wessu IJpeeses IJos cueps lJsol 1dizo 6.



- Renameggroup - [g1>6 & w6 peeed Lblp preses.

- Deletegroup - [51Jé pge9ed wblp pge9gs.

- RemoveAmachine - |51Jé golj pu ublp |Upee9gs.

- SetName - §p wogssu luwp vble IJpzesgs.

-LIST - 8w IJizoj6 1092926 B uble IUpzeses.

- CONSTATUS - |bol, 2lJs lJlouoldle wso IJizejé Wbs uble 1pze98s.
-lJlouold - oYdssy Jsdss louold Ui@_o_j& 12 1Jpzpe9es.

- Bbg IUlouold - Buod 1Ulzojs pddel o wble | ez e98s.

- Reconnect - | uogls Idlouoldle -__;IJiaojé lJos wp Ouodol guludl.
- PREPJOIN - [g51> |_old6 zolj 2355 gJs CCS.

[1> peeses luoldss

bed luwe peeses wble IJpzeses 1Jz>$28 1Jasl> loulol.

[[> New_Group

wpe louble pze9ed wble IJpeze9e6 New_Group.

Jluolos ESAs pu ldpzesed IJeldss [Js 1dpzpesesd 1Jzrs56 IJos wpe lugblgol iuuo@p |Jiro_)
setGroup:

(machine esalab.cisco.com)> clsterconfig

Sdwue) 03l i) eds 9uoe wble IUpzeses. od wotw Vs Idowssd IJs 900 wble IUpzeses®
[Y]>

pzp9eod Cisco

Igo, IJgpdsé IJos oyss woudssol:

- ADDGROUP - | |96 pzp9gs wble pzesgs.

- setGroup - wessu lJpzesss IJos cuops [Jsol 1dizojs.
- Renameggroup - lghé o wps6 pze9es wble pzeses.

- Deletegroup - [51Jé pgpe9gd wblp pee9gs.

- RemoveAmachine - |51Js zol; po wble IJpze9gs.

- SetName - §p wogssu luvpe vble IJpzesgs.



- LIST - $p o IJizo6 1092956 B wble IJpzeoes.

- CONSTATUS - |bol, zlJs IJlouoldle wso 1Jizo6 Bs wble |Jezeoes.

-1dleoold - odssu Jsbss louold IUizess sled 1 ez eoes.

- $bg 1Jlogald - Buad 1Jizess pdbel gu wble IJpzeses.

- Reconnect - |uoghs IJlouoldle uldizess lJos wp Buodol guludl.

- PREPJOIN - [g>1> | olw9s ol zos> eJs CCS.

[I> SetGroup

ige) Izols IJpbdsw wddo IUs pze9es peoduds. 18 od 1Jizesé IJpwessé il od.
1. esalab.cisco.com (ege986 ESA_GROUP)

[1]> 1

igo, |Jpzeoes IJos sew lu sJgyu esalab.cisco.com g ogl Bsol.

1- pzeoesd ESA

2. New_Group

[1]>2

esalab.cisco.com |Js pzpe9sed Nnew_group.

Jlglss o wpsd pze9ed eldss b uble IJpzeses ESA. Iuegse IJie, renameggroup:
(machine esalab.cisco.com)> clsterconfig

Sdwue) 03l i) eds 9uoe wble IUpzeses. od wotw Vs Idowssd IJs 900 wble IUpzeses®
[Y]>

pzp9eod Cisco

Igo, IJgpdsé IJos oyss woudssol:

- ADDGROUP - | |96 pzp9gs wble pzesgs.

- setGroup - wessu lJpzesss IJos cuops [Jsol 1dizojs.
- Renameggroup - lghé o wps6é pze9es wble pzeses.

- Deletegroup - [51Jé pgpe9gd wblp pee9gs.

- RemoveAmachine - |51Js zol; po wble IJpze9gs.

- SetName - §p wogssu luve vble IJpzesgs.



- LIST - $p o IJizo6 1092956 B wble IJpzeoes.

- CONSTATUS - |bol, zlJs IJlouoldle wso 1Jizo6 Bs wble |Jezeoes.
-1dleoold - odssu Jsbss louold IUizess sled 1 ez eoes.

- $bg 1Jlogald - Buad 1Jizess pdbel gu wble IJpzeses.

- Reconnect - |uoghs IJlouoldle uldizess lJos wp Buodol guludl.
- PREPJOIN - [g>1> | olw9s ol zos> eJs CCS.

[]> Renameggroup

2o 1eze9es IJos wortw Bs lghs cuvpsol.

1- pzpses ESA

2. New_Group

[1]> 2

bed IWlgwp IJeos> JJezeses.

[new_group]> cluster_group

wpw lehé ouwpss New_Group JJegeses lJs Cluster_Group.

Je3® pzp9es 2lJss pu pzeses ESA. Iuwegsp IJie, DELETEGROUP
(machine esalab.cisco.com)> clsterconfig

Swuos 03l Idipy gds 9uoe wble IUpzesgs.od cHrtw Bs IJowsd Is suoe wble 1Jpzesess
[Y]>

pzp9eo Cisco

igo, IJgpdsé IJos oyss wudssol:

- ADDGROUP - | ol 56 pzp9eé wlble pze9gs.

- setGroup - wessu [Jpzesss IJos vuops [Jsol 1dizojs.
- Renameggroup - |gé wuwpsé pze9es wble pzeses.

- Deletegroup - [51Jé pgpe9ed wblp pee9gs.

- RemoveAmachine - |;1Jé gol; pu wblp lUpzpe9es.

- SetName - §p vogssu luvp Uble 1Jpgesss.

- LIST - B wuwyo 1Uizojs 1Je9z2958 B wblo Ipze986.



- CONSTATUS - |bol, zlJs IJlouoldle wso 1Jizo6 Wbs wble |Jezeoes.
“1dlogold - odssu Jsdsé louold IUlzesé slgd IJpzeses.

- Sbg Ilogold - Buod Iizess pdsel eo wble 1ezesgs.

- Reconnect - |uuoghs Ilouoldle uldizoss lJos wp Buodol guludl.

- PREPJOIN - |gsls |ol86 zolj zos> gJs CCS.

[]> DeleteGroup

itoy 1Jpzeoes IJos omgw B lildwol.

1. Cluster_Group

2- 8,58 91U 1US ole 1Jl9,90.56

[1]> 1

2o 1peeses IJos szw wdd 1Jizoss 192936 W Cluster_Group |Jsol.
1- pzeoesd ESA

[1]> 1

o |51Jé cluster_group JJpzeses.
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