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Sumsbo, pold eds 3J9 po edld Jeld 2duws gpd wovlpe telnet sogsl JJpuwepe:

$ tel net exanpl e. com 25

Trying 192.168.0.189. ..

Connected to exanpl e.com

Escape character is '""]".

220 exanpl e. com ESMIP

hel o exanpl e. com

250 exanpl e. com

mail from <test@xanple.conr

553 Envel ope sender <test @xanple.con> rejected

e lgwoeles SMTP Jele 553 uoszs polubsd Jeasd Idluweeulele Jol op odysuo eds ESA
ou lJgbsle [Jgl,»6 [gdlo.

e0 wgdle IJeyss spdud j9se gusly IP 1UEluo o 192.168.0.9 £, 929> 9s ewsly IP
IJuozse Jeeeses IUppuwdso lduozses:

Wed Aug 5 21:16:51 2015 Info: New SMIP I CID 2692 interface Managenent (192.168.0.189) address
192.168.0.9 reverse dns host ny. host.comverified no

Wed Aug 5 21:16:51 2015 Info: 1CID 2692 RELAY SG RELAY_SG nmatch 192. 168. 0.0/ 24 SBRS not enabl ed
Wed Aug 5 21:17:02 2015 Info: 1CID 2692 Address: <test@xanple.conr> sender rejected, envel ope
sender mat ched donmmi n exception

wsbo) £slu IP puwesz wo pblud Jesus IJodsso eu IJgbsle igdle gds Idugs IJelds:

Wed Aug 5 21:38:19 2015 Info: New SMIP I CID 2694 interface Managenent (192.168.0.189) address
192. 168. 0. 15 reverse dns host unknown verified no

Wed Aug 5 21:38:19 2015 Info: 1CID 2694 ACCEPT SG SPOOF_ALLOW match 192.168. 0. 15 SBRS not
enabl ed

Wed Aug 5 21:38:29 2015 Info: Start MD 3877 I1CID 2694

Wed Aug 5 21:38:29 2015 Info: MD 3877 ICID 2694 From <test@xanpl e.conp

Wed Aug 5 21:38:36 2015 Info: MD 3877 ICID 2694 RID O To: <robert @xanpl e. con>

Wed Aug 5 21:38:50 2015 Info: M D 3877 Subject 'This is an allowed |IP and email"’

Wed Aug 5 21:38:50 2015 Info: M D 3877 ready 170 bytes from <test @xanpl e. conp

Wed Aug 5 21:38:50 2015 Info: M D 3877 matched all recipients for per-recipient policy DEFAULT
in the inbound table

Wed Aug 5 21:38:51 2015 Info: MD 3877 interimverdict using engine: CASE spam negative

Wed Aug 5 21:38:51 2015 Info: M D 3877 using engi ne: CASE spam negative

Wed Aug 5 21:38:51 2015 Info: MD 3877 interim AV verdict using Sophos CLEAN

Wed Aug 5 21:38:51 2015 Info: M D 3877 antivirus negative

Wed Aug 5 21:38:51 2015 Info: MD 3877 AWP file reputation verdict : CLEAN

Wed Aug 5 21:38:51 2015 Info: MD 3877 Qutbreak Filters: verdict negative

Wed Aug 5 21:38:51 2015 Info: M D 3877 queued for delivery

Wed Aug 5 21:38:51 2015 Info: New SMIP DCI D 354 interface 192.168.0.189 address 192.168.0. 15
port 25

Wed Aug 5 21:38:51 2015 Info: Delivery start DCID 354 MD 3877 to RID [O0]

Wed Aug 5 21:38:51 2015 Info: Message done DCID 354 MD 3877 to RRD [0] [(' X-1PAS-Result',

" AOGI MvA8uUs JV/ w8 AgVBb GQSEFRq FGKUy gnmuBk V2 GVIAKBc QEBAg EBAQOBB4 Qb KI El hxuCQbx nb Dc RAYNPAYEOAQSqSZB5g XA
BAQgCAYQ gT8DAgE' ), (' X-lronPort-AV , 'E=Sophos;i="5.15, 620, 1432612800"; \r\n
d="scan\'";a="3877"")]



Wed Aug 5 21:38:51 2015 Info: MD 3877 RID [0] Response '2.0.0 Ok: queued as 1D74E1002A8'
Wed Aug 5 21:38:51 2015 Info: Message finished MD 3877 done
Wed Aug 5 21:38:56 2015 Info: DCID 354 close

pedsple dlo LoJé
. ESA 3 SMA 3 WSA GREP p¢ Regex L uze s L wz I
oo ook s ESA

- ldoe o lJo 60 | oule - Cisco Systems



/content/en/us/support/docs/security/email-security-appliance/117968-troubleshoot-grep-00.html
/content/en/us/support/docs/security/email-security-appliance/117853-technote-esa-00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



