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: The Warni ng nessage i s

Potential Directory Harvest Attack detected. See the systemmil |ogs for nore
.information about this attack

Version: 8.0.1-023

Serial Nunber: XXBAD1112DYY-008X011

Ti mestanp: 22 Sep 2014 21:21:32 -0600

oo 12z S sae elal (21 Ay o3 Jobs el sl skl Il gliss Vi ooy awode] olguidl 0318 uiss
L bliwl 69568 ESA oz, (JJal sla> 0928 gio) DHAP auis iy o189 auall € ualivuall
2ol 2g eSS

158 Jiar a2 iniao o Lsaall Blakiuw (Il dslull (9 xnall ué uolisall s22) w08Vl 23l o8 132
abiaso ] Sl l) JlezYl saell ) a8LoYl SMTP slesiw] o33 (ad,9 RAT jad,) Yl sasll axll
9 LesSs i oS) Jasll ,lail dasld 5 lecls,] a5 ol SMTP dslxo 9 lgblawl ps Ll éxllo e LDAP
oloMeiwYl Jg:8 LDAP J DHP U,Sx Jo> logleall (1o 330l (0 isall Lasll le LDAP Jgid wlslacl
oSV 1l ol oo > oo "LDAP ¢ loMeiwl" Juaall g>1,

o lguiill 038 _al (S i Y S 3] olguid] 03 dyiuci) AlertConfig plaiwly awidl cayss calo loyio iSa,

nyesa. | ocal > alertconfig


//www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-user-guide-list.html

:Sending alerts to
robert @omai n. com
Class: Al - Severities: Al

Initial nunber of seconds to wait before sending a duplicate alert: 300
Maxi mum nunber of seconds to wait before sending a duplicate alert: 3600
Maxi mum nunber of alerts stored in the systemare: 50

.Alerts will be sent using the systemdefault From Address

Cisco IronPort AutoSupport: Enabl ed
.You will receive a copy of the weekly AutoSupport reports

: Choose the operation you want to perform

.NEW - Add a new email| address to send alerts -

.EDIT - Modify alert subscription for an enail address -
. DELETE - Renove an enumil address -

.(CLEAR - Renpve all enmil addresses (disable alerts -
.SETUP - Configure alert settings -

. FROM - Configure the From Address of alert emails -
edit <[]

. Pl ease select the emai|l address to edit
(robert @omain.com (all .1
1 <[]

."Choose the Alert Class to nodify for "robert@onai n.com
.Press Enter to return to alertconfig

Al - Severities: Al .1

System - Severities: All

Hardware - Severities: Al

Updater - Severities: All

Qutbreak Filters - Severities: All

Anti-Virus - Severities: Al

Anti-Spam - Severities: Al

Directory Harvest Attack Prevention - Severities: All
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Rate Limit for Hosts:

May. Recipients Per Howr: Qun;mn.ﬂ

[l |
Max, Recipients Per Hour Coder a5z

Mz, Recipients Per Hour Test! | Tog many recipients recsives this hour

F Rate Limit for Envelope Semders:

St ko define: 1 recipeends for envelope sender, per Bme iverval.

Flere Conitral:

Directory Marvest Attack Preventian
(DHAP):

Lt SerderBase for Flow Cantral: E'}'Dn- ._'_.M

Group by Similarity of [P Addresses:  This Feature can ooy be wsed o Serdanbare Now Comtrod is o
el

signaticans hits 0-32)

Mo, Invaihdl Rscipients Per Howrt () Upginited

) —

Direp Conreection f DHAF threshold = Reached within an SMTP Conversstion:  (@on () or

Max. [nvalid Reciseents Per Hour Code: lssu—

Mawx. Invalid Recipients Per Hour Text: n
Taa many irreabd recpie
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Default Policy Paraneters

Maxi mum Message Size: 10M

Maxi mum Nunmber OF Concurrent Connections From A Single IP: 10
Maxi mum Nunber O Messages Per Connection: 10
Maxi mum Nunber OF Reci pients Per Message: 50
Directory Harvest Attack Prevention: Enabl ed

Maxi mum Nunmber O Invalid Recipients Per Hour: 25
Maxi mum Nunber O Recipients Per Hour: Disabled
Maxi mum Nunber of Reci pi ents per Envel ope Sender: Disabl ed
Use SenderBase for Flow Control: Yes

Spam Det ecti on Enabl ed: Yes

Virus Detection Enabl ed: Yes

Al l ow TLS Connecti ons:

Al l ow SMIP Aut henti cati on:

Require TLS To Offer SMIP aut henti cati on:

DKI M Donai nKeys Si gni ng Enabl ed:

DKI M Veri fication Enabl ed:

SPF/ SI DF Verification Enabl ed:

DVMARC Verification Enabl ed:

Envel ope Sender DNS Verification Enabl ed:

Domai n Exception Tabl e Enabl ed:

Accept untagged bounces:

6665656556855

.There are currently 5 policies defined
.There are currently 8 sender groups

: Choose the operation you want to perform
.NEW - Create a new entry -
.EDIT - Mudify an entry -
. DELETE - Renpbve an entry -



.MOVE - Move an entry -

. DEFAULT - Set the defaults -

.PRINT - Display the table -

.IMPORT - Inport a table froma file -

. EXPORT - Export the table to a file -

. RESET - Renpve senders and set policies to systemdefault -
default <[]

Enter the default nmaxi mum nmessage size. Add a trailing k for kil obytes, Mfor
. megabytes, or no letter for bytes

<[ 10M

Ent er the nmaxi mum nunber of concurrent connections allowed froma single
.1 P address

<[ 10]

. Enter the nmaxi mum nunber of nessages per connection
<[ 10]

. Enter the maxi mum nunber of recipients per nmessage
<[ 50]

<[Do you want to override the hostname in the SMIP banner? [N

<[Wuld you like to specify a custom SMIP acceptance response? [N
<[Wbuld you like to specify a custom SMIP rejection response? [N

<[Do you want to enable rate linmting per host? [N

<[Do you want to enable rate liniting per envel ope sender? [N

<[Do you want to enable Directory Harvest Attack Prevention per host? [Y

. Enter the maxi mum nunber of invalid recipients per hour froma renote host
<[ 25]

:Sel ect an action to apply when a recipient is rejected due to DHAP

Drop .1
Code .2
<[1]

<[Wuld you like to specify a custom SMIP DHAP response? [Y

.Enter the SMIP code to use in the response. 550 is the standard code
<[ 550]

.Enter your custom SMIP response. Press Enter on a blank line to finish
<[Wbul d you like to use SenderBase for flow control by default? [Y
<[Wuld you like to enable anti-spam scanning? [Y

<[Wbul d you like to enable anti-virus scanning? [Y

?Do you want to allow encrypted TLS connecti ons

No .1

Preferred .2

Required .3

Preferred - Verify .4

Required - Verify .5

<[1]

<[Wbul d you like to enabl e DKI M Donai nKeys signing? [N



<[Wbuld you like to enable DKIM verification? [N

<[Wbul d you like to change SPF/ SIDF settings? [N

<[Wuld you like to enabl e DMARC verification? [N

<[Wuld you like to enabl e envel ope sender verification? [N
<[Wbuld you like to enable use of the domain exception table? [N

<[Do you wi sh to accept untagged bounces? [N
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