JsB $pJduus 88l ESA oy |uolds Hlw
puvode lJs Huvlisd Idosss 1UIJYe 908
lJol>)6¢

|Jp 9506

$9522 03l IJpuwows Jsdss zelss eulssy IP 10s1gdss 19 luwe IJpupsd (Iuvels IJpuosed)
9lgslgol pu ,99uw IJenss 1oy weel gu Huwlisd IJe) s> IJ!J&{ngo.___s lJos wop peldzool pu
2JIJ 2ol Tl 1deess 1JIJJe 90 (ESA).

Jsb seduus ls§ld ESA oy |golds sl puwede IJs

89 IJpuoés woersd Idesss IUJIe,90s IUss souwde g0 bisd luolds JSlow puwedpe eds
JJ Huwlds. Bl de odu e)gw Vs ouopsu ld)luw Idpodds: spdud websdo wluvegsle o3l
lJgsh.

se> ogbsd Ibluw 1dss cp luwedlpe bys$s Jusplu g0 St ptlbb IJubods g0 b)rsd
JIoind 0 golase IP I Ioue (Iusele) Ipuosd Jgslse 10slediss e ks sumlsd coedd the
lJouss lJlgwlgwsé 1UEluod wd. syes wees IJded) sus websd Ul 1U3s we luvedleo.

wgbsd luvesle slzed IUpuwese

ouvesd [Uxged |Js ESAT.

loedd IJs Idubuds > 9236 IUlogle2.

23 luwp puwops IJoyss IUss oyt Vs websd IJjuu IJpwede Jo3.

lod) B9 esble pedres Jluwdlb tsble 1Jodsso 1deadses J9zaé 1luagled.

IJgle 1Jc2d6 posluw luolds puuedpss.

lod, 999 LuwlJ6.

o) 898 wudss IJugssule Vs s Ideds!l Idspus po 9lzos IJpuweésp JedbT.
wvessle ldodysu IUglues I



Edit Listener

pold Jorrsy pase Ihuwlisd pu 9lzed IJpuucop:

Type of Listener:

Interface:
Bounce Profile:

Disclaimer Above:

Disclaimer Balow:

SMTP Authentication Profile:

Certificate:

= SMTP Address Parsing Options:

Advanced:

Name:; IH‘r’ bidirectional

Public
Management E& TCP Port: |25

Dafault H
Mone [

Nisclairmer text will be applied above the message body.
r text will be applied below the message body.
Mg H Note: To use Certificate type Auth profile, please enable TLS on mail Now policies for this

listener,
Cisco ESA Certificate )

Address Parser Type:

Loose [

Allow 8-bit User Names: | ) Yes
No
Allow B-bit Domaln Names: ﬂ‘fﬂs
Nao
Allow Partial Domains: | O Yes
Mo
Add Default Domain: I
Source Routing: | @ Strip

Reject

Unknown Address Literals: | i Reject

Accept

Reject These Characters in | o @

User Names:

-

TCP Listen Queus Size: | |50

Maximum Concurrent
Connections:

CR and LF Handling: i@ Clean messages of bare CR and LF characters

Reject messages with bare CR or LF characters

Allow meassages with hare CR or LF characters
(DEFRECATED)

Add Received Header

&l Use SenderBase IP Profiling

Timeout for |g

Queries:

oebsd luvogsle CLI (lzos Lwb, 1J19l0,)
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<#root>
myesa.local>

listenerconfig

Currently configured Tisteners:
1. InboundMail (on Management, 172.16.6.165) SMTP TCP Port 25 Public

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a Tistener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

edit

Enter the name or number of the Tistener you wish to edit.

[1>
1

Name: InboundMail

Type: Public

Interface: Management (172.16.6.165/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 50 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection Tlimits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this Tistener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1>

set up



Listener InboundMail Options

Default Domain: <none configured>

Add "Received:" Header: Yes

Clean messages of bare CR/LF: Yes

Enable SenderBase Reputation Filters and IP Profiling: Yes
SenderBase query timeout: 5

SenderBase per-connection timeout: 20

Footer Attachment: <none configured>

Heading Attachment: <none configured>

Address Parser Type: Loose

Choose the operation you want to perform:

- DEFAULTDOMAIN - Configure a default domain name.

- RECEIVED - Set whether or not a Received: header 1is added.

- CLEANSMTP - Set whether or not to repair bare CR and LF in messages.
- SENDERBASE - Set SenderBase options.

- FOOTER - Configure to add a footer to every message.

- HEADING - Configure to add a heading to every message.

- ADDRESS - Configure email address restrictions.

[1>

recei ved

Would you Tike the system to add a "Received:" header to each message received on this Tlistener? [Y]>

n

Listener InboundMail Options

Default Domain: <none configured>

Add "Received:" Header: No

Clean messages of bare CR/LF: Yes

Enable SenderBase Reputation Filters and IP Profiling: Yes
SenderBase query timeout: 5

SenderBase per-connection timeout: 20

Footer Attachment: <none configured>

Heading Attachment: <none configured>

Address Parser Type: Loose

Choose the operation you want to perform:

- DEFAULTDOMAIN - Configure a default domain name.

- RECEIVED - Set whether or not a Received: header 1is added.

- CLEANSMTP - Set whether or not to repair bare CR and LF in messages.
- SENDERBASE - Set SenderBase options.

- FOOTER - Configure to add a footer to every message.

- HEADING - Configure to add a heading to every message.

- ADDRESS - Configure email address restrictions.

[1>

Name: InboundMail

Type: Public

Interface: Management (172.16.6.165/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 50 (TCP Queue: 50)
Domain Map: Disabled

TLS: No



SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1>

Currently configured Tisteners:
1. InboundMail (on Management, 172.16.6.165) SMTP TCP Port 25 Public

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

(1>

myesa.local>

conmi t

Please enter some comments describing your changes:

[1>

| istenerconfig, renoved received header configuration

Do you want to save the current configuration for rollback? [Y]>
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X-IronPort-Anti-Spam-Filtered: true
X-IronPort-Anti-Spam-Result: Ap8BAHDK410sEAYB/2dsb2JhbAANTbIVAwaBD4YITyGIJE4UaISIDAlyIegGtOoJpjVAKGYEahR
X-IPAS-Result: Ap8BAHDK410sEAYB/2dsb2JhbAANTbIvAwaBD4YITyGIE4UaISIDATyIegGtOolpjVAKGYEahREXhXyJbYMZgRwB



X-IronPort-AV: E=Sophos;i="5.01,819,1400040000";
d="scan'208";a="215"

Received: from unknown (HELO [172.16.6.1]) ([172.16.6.1]) by myesa_2.Tlocal
with ESMTP; 07 Aug 2014 14:54:46 -0400
From: End User <end_user@domain.com>

Subject: HELLO - received header [BEFORE Tistenerconfig]
Message-ID: <C78097B1-BD05-48BE-902C-9D692D344D5B@gmail.com>
Date: Thu, 7 Aug 2014 14:54:50 -0400
To: <end_recipient@domain.com>
MIME-Version: 1.0 (Mac OS X Mail 7.3 \(1878.6\))
X-MaiTler: Apple Mail (2.1878.6)
Return-Path: end_user@domain.com
X-MS-Exchange-0rganization-AuthSource: xxx-yyy-000.domain.com
X-MS-Exchange-0Organization-AuthAs: Internal
X-MS-Exchange-0Organization-AuthMechanism: 10

Content-type: text/plain;
charset="US-ASCII"
Content-transfer-encoding: 7bit

BEFORE Tistenerconfig
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X-IronPort-Anti-Spam-Filtered: true
X-IronPort-Anti-Spam-Result: Ap8BAAnM410sEAYB/2dsb2JhbAANTbIwAwaBD4YITyGIFIUaISIDATw6iEABrT2CaY1SChmBGo
X-IPAS-ResuTlt: Ap8BAANM410sEAYB/2dsb2JhbAANTbIwAwaBD4YITyGIFIUaISIDATw61EABrT2CaY1SChmBGoURF4V83jQaBHAWS

X-IronPort-AV: E=Sophos;i="5.01,819,1400040000";

d="scan'208";a="216"

From: End User <end_user@domain.com>

Subject: HELLO - received header [AFTER Tistenerconfig]

Message-ID: <F1AEEE6E-BBOA-42BF-9FD0-775AAF25ACAC@gmail.com>

Date: Thu, 7 Aug 2014 14:58:36 -0400

To: "End User (end_recipient)" <end_recipient@domain.com>

MIME-Version: 1.0 (Mac 0S X Mail 7.3 \(1878.6\))

X-Mailer: Apple Mail (2.1878.6)

Return-Path: end_user@domain.com

X-MS-Exchange-0rganization-AuthSource: xxx-yyy-000.domain.com

X-MS-Exchange-0rganization-AuthAs: Internal

X-MS-Exchange-0rganization-AuthMechanism: 10

Content-type: text/plain;

charset="US-ASCII"

Content-transfer-encoding: 7bit

AFTER Tistenerconfig
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http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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