Jl spdu cpdsu &5d IJuwslyws gl ogwle
9lJuslusle (PVO) o9l J ESA

doasall

dublally olwynually d S el dwluull (=all 2l iSai i dic Igig2loo o dlSuine ol 13D aay
alSial) M> 02859 uSadl 5 ruo ey sV [l (Cisco (ESA o 39SV sl Gl jle> e (PVO)

auwlwVl o llhiall
ldlaiall

@)Wl guoloall, d9,20 cal 0985 b Cisco ogs
(SMA) oLVl 6,15] 5lg> Lle PVO (iS5 dss -
Jlao ESA JS I PVO doxs adlio] dsasS -
PVO > 55 (eSS @S -

a0 13kiuall & LgSall

bl dplall olsSally aoll ollaol Il xiwall 13id (8 65,l0) &logleall xiiuws



&Vl obluoYlg 8.1 Hlausyl SMA -

&Vl olyluoylg 8.0 lasdl ESA -
: 65>V o> ul)d o> dlaso diy S 639>9all 6562V oo Aol 132 I Sloglall elis] o
SY Joixall Lslll clagd o LS <6 iblo eliSuis wslS 13 (Lol i) 2ouran (oS dimall 13D (9 doaimoll
ol

dawlwl ologleo

oS ESA e dieo g gaue ollacy olwluwy dbas Jolse dawls, godlles cus il Jilw )l @09 oSos
ESA _le PVO ¢iSai oS Y @il 93 oY Gasy 6 -olel2Vl oo a50) L) edall jlxoW all 2l
8l 038 eSai) 3l L ¥ " il @llee” plaian] pig SMA e aumo Sy aigoSs @i ail o pll e

7025 3aiall le SMA o JlasVl _le 318 & ESA oY 6sle lagwo ESA _lc

alSinoll

oSadl 5 gawo o (ESA e

Policy, Virus and Qutbreak Quarantines

Policy; Virus and Outbreak Quarantines Setting

The Podicy, Virus and Quibreak (PY0) Quarantines senvice s not enabied,

There are moitiple $eps to centralizing Policy, VWus and Owibreak (PV0) Quarantings, before you can enable Sservice on this ESA...
= To configure migration of PYO Quarantines, go bo SMA > Management Appliance > Centralized Services = Policy, Wirus and Outbresk
Quarantines),
» After you enable service and configune migration on the SMA, refurn here bo enable Centralired Policy, Virus and Ouwtbreak (PYO) Quarantines
for this ES4.

Enable...

wsllasll el,>Ylg dlniis e doas)l SMA gl

Multiple steps are required to completely configure the Centralized Quarantine service and to migrate existing quarantines messages from the Email
appliances,

Service Migration Steps and Status

Migration Steps Status
Step 1. On this SMA, select ESA appliances o use the cantralizped 1 Email Appliances {ESAs) have the Centralized Quarantines service selected
Palicy, Virus, and Outbreak Quarantines on the SMA,

To select additional ESA appilances, go to Management Appiiance =
Centralized Services » Securily Applignces,

Step 2. Configure migration of any messages curmently quarantined Migration is configured for all appliances.
on the ESAs
Use the Migration Wizard to configine how quarantined messages will be
mgrabed.
Launch Migration Wizard... |
Step 3, Log into cach ESA to start migration and begin using Ay Service s not active on 1 out of 1 selected ESAs,

centralized quarantines.
Log into cach ESA as roguired to enable the service (soo status below),

Emall Appliance Status
Selected Email Appliances (ESAS) Status

Sabek Al Action Reguired: Log into ESA to enable Centralized Quaranting.
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sma. exanpl e. con> status

.Enter "status detail" for nore information

Status as of: Mon Jul 21 11:57:38 2014 GMr

(Up since: Mon Jul 21 11:07:04 2014 GV (50m 34s
Last counter reset: Never

System st at us: Offline
A dest Message: No Messages
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.cpq_listener

sma. exanpl e. con> resume

. Receiving resuned for euq_listener, cpq_listener
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nx. exanpl e. con> deliveryconfig



Default interface to deliver mail: In

:SMA 7025 éio _JI in dg=lsll (o ESA Jlasl lis| _L lagd

nx. exanpl e. con> telnet

. Pl ease select which interface you want to telnet from
Auto .1
(I'n (192.168.1.1/24: nx.exanple.com.?2
(Managenment (10.172.12.18/24: ngnt.exanple.com.3
2 <[1]

.Enter the renote hostnane or | P address
10.172.12.17 <[]

.Enter the renote port
7025 <[ 25]

...Trying 10.172.12.17
tel net: connect to address 10.172.12.17: Operation tinmed out
tel net: Unable to connect to renmpte host
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nx. exanpl e. con> deliveryconfig
Default interface to deliver nmail: In

: Choose the operation you want to perform
. SETUP - Configure mail delivery -
setup <[]

. Choose the default interface to deliver nmai
Auto .1
(I'n (192.168.1.1/24: nx.exanple.com.?2
(Managenment (10.172.12.18/24: ngnt.exanple.com.3
1 <[1]
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Mon Apr 7 15:48:42 2014 Info: New SMIP DCI D 3385734 interface 172.16.0. 179

address 172.16.0.94 port 7025

Mon Apr 7 15:48:42 2014 Info: DCI D 3385734 TLS failed: verify error: no certificate
from server

Mon Apr 7 15:48:42 2014 Info: DCI D 3385734 TLS was required but could not be
successfully negotiated
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nx. exanpl e. cont tlsverify

:Enter the TLS domain to verify agai nst
the.cpg.host <[]



Ent er

the destination host to connect to. Append the port (exanple.com26) if you are not

:connecting on port 25
the. cpg. host] > 10.172.12.18:7025]

. Connecting to 10.172.12.18 on port 7025
. Connected to 10.172.12.18 frominterface 10.172.12.17
. Checki ng TLS connection

.TLS connecti on established: protocol TLSvl, cipher ADH-CAMELLIA256-SHA

.Verifying peer certificate

.Certificate verification failed: no certificate from server

. TLS connection to 10.172.12.18 failed: verify error

. TLS was required but could not be successfully negoti ated

.[Failed to connect to [10.172.12.18
.TLS verification conpleted
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.high:medium:all:-aNULL:-SSLv2

nx. exanpl e. cont sslconfig

:sslconfig settings

QU HTTPS net hod: sslv3tlsvl

QU HTTPS ci phers: RC4- SHA: RC4A- MD5: ALL

I nbound SMIP net hod: sslv3tlsvl

| nbound SMIP ci phers: RC4- SHA: RC4- MD5: ALL
Qut bound SMIP net hod: sslv3tlsvl

Qut bound SMIP ci phers: RC4- SHA: RC4- MD5: ALL

: Choose the operation you want to perform
.@QU - Edit QU HITPS ssl settings -
.INBOUND - Edit |nbound SMIP ssl| settings -

. QUTBOUND - Edit CQutbound SMIP ssl settings -
.VERIFY - Verify and show ssl| cipher list -
OUTBOUND <[ ]

. Enter the outbound SMIP ssl nethod you want to use
.SSL v2 .
SSL v3 .
TLS v1 .
SSL v2 and v3
SSL v3 and TLS vi
SSL v2, v3 and TLS vl
<[ 5]
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. Enter the outbound SMIP ssl| cipher you want to use
RCA- SHA: RC4- MD5: ALL] > HIGH:MEDIUM:ALL:-aNULL:-SSLv2]

:sslconfig settings

QU HTTPS net hod: sslv3tlsvl

QU HTTPS ci phers: RC4- SHA: RC4A- MD5: ALL

I nbound SMIP net hod: sslv3tlsvl

| nbound SMIP ci phers: RC4- SHA: RC4- MD5: ALL

Qut bound SMIP net hod: sslv3tlsvl

Outbound SMTP ciphers: HIGH:MEDIUM:ALL:-aNULL:-SSLv2

: Choose the operation you want to perform
.@QU - Edit QU HITPS ssl settings -
.INBOUND - Edit |nbound SMIP ssl| settings -



.OUTBOUND - Edit CQutbound SMIP ssl settings -
.VERIFY - Verify and show ssl cipher list -

<[]
nx. exanpl e. com> commit
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Unabl e to proceed with Centralized Policy, Virus and Qutbreak Quarantines
configuration as hostl and host2 in Cluster have content filters / DLP actions
.available at a level different fromthe cluster Level
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