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1. NHRP Resolution Request (triggered by routing)

‘ 2. NHRP Resolution Request Forwarded
3. NHRP Resolution Reply (tunnel initiator)

Spoke1 Spoke2
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SPOKE1#ping 192.168.2.2 source Toopbackl
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

B XN

g0 p9lz06 pod 03l Iduwsulss: pu Ipop IJwse Lldozdd pu odosy IJudd sldolds e o
eJ.:JI IJzobisu sewsslo eds IUSse IUuoeses slgdo. Jeslzes odoso IJudE: Bp wouvésd
|Jl o, show running-config interface tunnel<id>.

o lple odoso ud g gleo:

<#froot>

SPOKE1#show running-config interface tunnell0
Building configuration...

Current configuration : 341 bytes
!

interface TunnellO
ip address 10.10.10.1 255.255.255.0
no ip redirects

ip nhrp authenticati on DWPN
ip nhrp map 10.10.10. 10 172. 20.10. 10

ip nhrp map nulticast 172.20.10.10

ip nhrp network-id 10

ip nhrp nhs 10.10.10. 10

tunnel source GigabitEthernetl

tunnel node gre nultipoint

tunnel protection | PSEC profile | PSEC Profile_1

end

odosu w9 Talk 2:

<ttroot>



SPOKE2#show running-config interface tunnell0
Building configuration...

Current configuration : 341 bytes
!

interface TunnellO
ip address 10.10.10.2 255.255.255.0
no ip redirects

ip nhrp aut henticati on DWPN
ip nhrp map 10.10.10.10 172.20.10. 10

ip nhrp map mul ticast 172.20.10.10

ip nhrp network-id 10

ip nhrp nhs 10.10. 10. 10

tunnel source GigabitEthernetl

tunnel node gre nultipoint

tunnel protection IPSEC profile IPSEC Profile_1

end
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pdlebs: B 2lJs weass ls punldd pe IKE/IPSec. szw 1o sy luweduld IJigble
sluedleoel gds 030 1o ,9u9dsdlw.

216 w8 IKE/IPSec gJ.s Talk1:

<#froot>
SPOKE1#

show crypto | PSEC sa peer 172.22.200.2

interface: TunnellO
Crypto map tag: TunnellO-head-0, Tocal addr 172.21.100.1

protected vrf: (none)

local ident (addr/mask/prot/port): (172.21.100.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.22.200.2/255.255.255.255/47/0)
current_peer 172.22.200.2 port 500

PERMIT, flags={origin_is_acl,}



#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: O

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0O

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0O

local crypto endpt.: 172.21.100.1, remote crypto endpt.: 172.22.200.2
plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: Ox6F6BF94A(1869347146)

PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: 0x84502A19(2219846169)

transform esp-256-aes esp-sha256-hmac

in use settings ={Transport, }

conn id: 2049, flow_id: CSR:49, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4608000/28716)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

inbound ah sas:

inbound pcp sas:

out bound esp sas:

spi: Ox6F6BF94A(1869347146)

transform esp-256-aes esp-sha256-hmac

in use settings ={Transport, }

conn 1id: 2050, flow_id: CSR:50, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4608000/28716)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:



2lJé ud§ IKE/IPSec gJ.s Talk2:

<{froot>
SPOKE2#

show crypto | PSEC sa peer 172.21.100.1

interface: TunnellO
Crypto map tag: TunnellO-head-0, local addr 172.22.200.2

protected vrf: (none)

local ident (addr/mask/prot/port): (172.22.200.2/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.21.100.1/255.255.255.255/47/0)
current_peer 172.21.100.1 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 16, #pkts encrypt: 16, #pkts digest: 16

#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0O

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.22.200.2, remote crypto endpt.: 172.21.100.1
plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl

current outbound spi: 0x84502A19(2219846169)
PFS (Y/N): N, DH group: none

i nbound esp sas:

spi: Ox6F6BF94A(1869347146)

transform esp-256-aes esp-sha256-hnac ,

in use settings ={Transport, }

conn 1id: 2045, flow_id: CSR:45, sibling_flags FFFFFFFF80004008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4608000/28523)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

inbound ah sas:

inbound pcp sas:

out bound esp sas:



spi: 0x84502A19(2219846169)

transform esp-256-aes esp-sha256-hmac

in use settings ={Transport, }

conn id: 2046, flow_id: CSR:46, sibling_flags FFFFFFFF80004008, crypto map: TunnellO-head-0
sa timing: remaining key lifetime (k/sec): (4607998/28523)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:
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oo 1 802 vy 9lzos dmvpn<id>|oole:

<ttroot>
SPOKE1#

show dmvpn interface tunnel 10

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete

N - NATed, L - Local, X - No Socket

Tl - Route Installed, T2 - Nexthop-override, B - BGP

C - CTS Capable, I2 - Temporary

# Ent --> Number of NHRP entries with same NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel




Interface: Tunnell0, IPv4 NHRP Details
Type:Spoke, NHRP Peers:1,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

172. 20. 10. 10 10. 10. 10. 2 UP 00:00:51 12

10.10.10.10 UP 02:53:27 S

OIS 2 800 U9 9lzos dmvpn<ID>[E,lz:

<{froot>
SPOKE2#

show dmvpn interface tunnel 10

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete

N - NATed, L - Local, X - No Socket

T1l - Route Installed, T2 - Nexthop-override, B - BGP

C - CTS Capable, I2 - Temporary

# Ent --> Number of NHRP entries with same NBMA peer

NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnell0, IPv4 NHRP Details
Type:Spoke, NHRP Peers:2,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 172.21.100.1 10.10.10.1 UP 00:03:53 D

1 172.20.10.10 10.10.10.10 UP 02:59:14 S
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ro\Jlané)':: Jro_9|um_'9|=o I:Jiro_, (Iduoségs: IiJguox_é‘ IJIJple IJpulusé: pold) Sozs polees
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1. NBMA X.X.X.X (2S& SI9u X XXX 09 gu9ly IP IJglLo oldzol) lJogss) IUElue « debug
dmvpn.

2. debug dmvpn all: s§90 03l IUle, wopdsy I9le, ouozse IJigble ISAKMP g IKEV2 9 IPsec 9
DMVPN 9 NHRP.


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/security/s1/sec-s1-cr-book/sec-cr-s4.html#wp2307386995
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J9s6 w399 NHRP IJJlpd: cp luvegsle [9|,o_) OUPTST I._Ji'aJoIs: lJoldsé eds JJ goly:

op ldog>e 1

debug dmvpn condition peer NBMA 172.22.200.2
debug dmvpn condition peer NBMA 172.20.10.10
debug dmvpn all all

P9JE



debug dmvpn condition peer NBMA 172.21.100.1
debug dmvpn condition peer NBMA 172.22.200.2
debug dmvpn all all

ub9 2

debug dmvpn condition peer NBMA 172.21.100.1
debug dmvpn condition peer NBMA 172.20.10.10
debug dmvpn all all

pdlebi: szw cpdso wuest IJighle sezpseol B To sles edis zese Jizoss
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Sop Erue wuoese Wigble IUppdus eds zase Ilzess wluwegsle 11, show debug:

<{froot>
ROUTER#

show debug

IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop
IOSXE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port

NHRP:

NHRP protocol debugging is on

NHRP activity debugging is on

NHRP detail debugging is on

NHRP extension processing debugging is on
NHRP cache operations debugging is on
NHRP routing debugging is on

NHRP rate Timiting debugging is on

NHRP errors debugging is on

NHRP events debugging is on

Cryptographic Subsystem:

Crypto ISAKMP debugging 1is on

Crypto ISAKMP Error debugging is on
Crypto IPSEC debugging is on

Crypto IPSEC Error debugging 1is on

Crypto secure socket events debugging is on
IKEV2:

IKEv2 error debugging is on

IKEv2 default debugging is on

IKEv2 packet debugging is on

IKEv2 packet hexdump debugging is on
IKEv2 internal debugging is on

Tunnel Protection Debugs:

Generic Tunnel Protection debugging is on

DMVPN:

DMVPN error debugging 1is on

DMVPN UP/DOWN event debugging is on
DMVPN detail debugging is on

DMVPN packet debugging is on

DMVPN all Tevel debugging is on

w8 UEpSE 2aSE wuoest Migble. seo lu wwsl cedsd wuozse Uigble gds 1Jpuos, 1Uss
op ldogse guo (Talk1): 903l suwpe JI voowe Idovdlyo po lJwslso.



I&lz ouozse IJigble TALKT:

<{froot>

*Feb 1 01:
add State
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:
*Feb 1 01:

31:34.657: ISAKMP: (1016):

31:
31:
31:
31:
31:
31:
31:
31:

34.
34.
34.
34.
34.
34.
34.
34.

657:
657:
657:
661:
661:
662:
662:
662:

IPSEC(key_engine): got a queue

CRYPTO_SS(TUNNEL SEC): Sending
IPSEC-IFC MGRE/Tul0(172.21.100.
IPSEC-IFC MGRE/Tul0(172.21.100.
CRYPTO_SS(TUNNEL SEC): Sending
IPSEC-IFC MGRE/Tul0(172.21.100.
IPSEC-IFC MGRE/Tul0(172.21.100.

tunnel _protection_socket _up

IPSEC-IFC MGRE/Tul0(172.21.100.

NHRP:

[IKE/IPSEC DEBUG OUTPUTS OMITTED]----------------—---

IKE.QUR QW2 New State = | KE_QM PHASE2_ COMPLETE

event with 1 KMI message(s)

IPSEC(key_engine_enable_outbound): rec'd enable notify from ISAKMP

MTU Changed message

1/172.22.200.2): Got MTU message mtu 1458
1/172.22.200.2): connection lookup returned 80007F2
Socket Up message

1/172.22.200.2): connection lookup returned 80007F2
1/172.22.200.2):

1/172.22.200.2): Signalling NHRP

NHRP: Checking for delayed event NULL/10.10.10.2 on Tist (Tunnell0 vrf: global(0x0
NHRP: No delayed event node found.

NHRP: There is no VPE Extension to construct for the request

NHRP: Sending NHRP Resolution Request for dest: 10.10.10.2 to nexthop: 10.10.10.2

NHRP: Attempting to send packet through interface Tunnell0 via DEST dst 10.10.10.2
NHRP-DETAIL: First hop route Tookup for 10.10.10.2 yielded 10.10.10.2, TunnellO

uest via Tunnel 10 vrf: gl obal (0x0), packet size: 85

src: 10.10.10.1, dst: 10.10.10.

sht1: 4(NSAP), sstl: O(NSAP)
pktsz: 85 extoff: 52

*Feb 1 01:31:34.662:
*Feb 1 01:31:36.428:
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
Send Resol ution Req
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
*Feb 1 01:31:36.429:
regid: 10

*Feb 1 01:31:36.429:

src NBMA: 172.21.100.1

*Feb 1 01:31:

src protocol

*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb
*Feb

RPRRPRRPRRPRRRR

01:
01:
01:
01:
01:
01:
01:
01:

31:
31:
31:
31:
31:
31:
31:
31:

36.

429:

10. 10

36.
36.
36.
36.
36.
36.
36.
36.

429:
429:
429:
429:
429:
429:
429:
429:

.10.1, dst protocol: 10.10.10.2

(C-1) code: no error(0), flags:
prefix: 0, mtu: 9976, hd_time:
addr_len: O(NSAP), subaddr_len:
Responder Address Extension(3):

Authentication Extension(7):
type:Cleartext(l),

(M) flags: "router auth src-stable nat ",

2

(F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1

none
600
O(NSAP), proto_len: 0, pref: 255

Forward Transit NHS Record Extension(4):
Reverse Transit NHS Record Extension(5):



dat a: DWPN

*Feb 1 01:31:36.429: NAT address Extension(9):

*Feb 1 01:31:36.430: NHRP: Encapsulation succeeded. Sending NHRP Control Packet NBMA Address: 172.20.10
*Feb 1 01:31:36.430: NHRP: 109 bytes out TunnellO

*Feb 1 01:31:36.430: NHRP-RATE:

Retransmitting Resol ution Request for 10.10.10.2, reqid 10, (retrans ivl 4 sec)

*Feb 1 01:31:39.816: NHRP: Checking for delayed event NULL/10.10.10.2 on 1list (TunnellO vrf: global(0x0
*Feb 1 01:31:39.816: NHRP: No delayed event node found.

*Feb 1 01:31:39.816: NHRP: There is no VPE Extension to construct for the request

*Feb 1 01:31:39.817: NHRP: Sending NHRP Resolution Request for dest: 10.10.10.2 to nexthop: 10.10.10.2
*Feb 1 01:31:39.817: NHRP: Attempting to send packet through interface TunnellO via DEST dst 10.10.10.2
*Feb 1 01:31:39.817: NHRP-DETAIL: First hop route lookup for 10.10.10.2 yielded 10.10.10.2, TunnellO
*Feb 1 01:31:39.817: NHRP:

Send Resol uti on Request via Tunnel 10 vrf: gl obal (0x0), packet size: 85

*Feb 1 01:31:39.817: src: 10.10.10.1, dst: 10.10.10.2

*Feb 1 01:31:39.817: (F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1
*Feb 1 01:31:39.817: shtl: 4(NSAP), sstl: O(NSAP)

*Feb 1 01:31:39.817: pktsz: 85 extoff: 52

*Feb 1 01:31:39.817: (M) flags: "router auth src-stable nat ",

regid: 10

*Feb 1 01:31:39.817:

src NBMA: 172.21.100.1

*Feb 1 01:31:39.817:

src protocol: 10.10.10.1, dst protocol: 10.10.10.2

*Feb 1 01:31:39.817: (C-1) code: no error(0), flags: none

*Feb 1 01:31:39.817: prefix: 0, mtu: 9976, hd_time: 600

*Feb 1 01:31:39.817: addr_Ten: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: 255
*Feb 1 01:31:39.817: Responder Address Extension(3):

*Feb 1 01:31:39.817: Forward Transit NHS Record Extension(4):

*Feb 1 01:31:39.817: Reverse Transit NHS Record Extension(5):

*Feb 1 01:31:39.817: Authentication Extension(7):

*Feb 1 01:31:39.817: type:Cleartext(1),

dat a: DWPN

*Feb 1 01:31:39.817: NAT address Extension(9):

*Feb 1 01:31:39.817: NHRP: Encapsulation succeeded. Sending NHRP Control Packet NBMA Address: 172.20.10
*Feb 1 01:31:39.818: NHRP: 109 bytes out TunnellO

*Feb 1 01:31:39.818: NHRP-RATE:

Retransmitting Resol ution Request for 10.10.10.2, reqid 10, (retrans ivl 8 sec)

b 1 01:31:46.039: NHRP: Checking for delayed event NULL/10.10.10.2 on 1list (TunnellO vrf: global(0x0
*Feb 1 01:31:46.040: NHRP: No delayed event node found.
b 1 01:31:46.040: NHRP: There is no VPE Extension to construct for the request
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<{froot>
*Feb 1 01:31:34.262:

NHRP: Recei ve Resol uti on Request via Tunnel 10 vrf: gl obal (0x0), packet size: 85

*Feb 1 01:31:34.262: (F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1
*Feb 1 01:31:34.262: shtl: 4(NSAP), sstl: O(NSAP)

*Feb 1 01:31:34.263: pktsz: 85 extoff: 52

*Feb 1 01:31:34.263: (M) flags: "router auth src-stable nat ",

reqgid: 10

*Feb 1 01:31:34.263:

src NBMA: 172.21.100.1

*Feb 1 01:31:34.263:

src protocol: 10.10.10.1, dst protocol: 10.10.10.2

*Feb 1 01:31:34.263: (C-1) code: no error(0), flags: none
*Feb 1 01:31:34.263: prefix: 0, mtu: 9976, hd_time: 600

*Feb 1 01:31:34.263: addr_len: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: 255
*Feb 1 01:31:34.263: Responder Address Extension(3):

*Feb 1 01:31:34.263: Forward Transit NHS Record Extension(4):
*Feb 1 01:31:34.263: Reverse Transit NHS Record Extension(5):
*Feb 1 01:31:34.263: Authentication Extension(7):

*Feb 1 01:31:34.263: type:Cleartext(l), data:DMVPN

*Feb 1 01:31:34.263: NAT address Extension(9):

*Feb 1 01:31:34.263: NHRP-DETAIL: netid_in = 10, to_us = 0
*Feb 1 01:31:34.263: NHRP-DETAIL:

Resol ution request for afn 1 received on interface Tunnel 10

, for vrf: global(0x0) label: 0
*Feb 1 01:31:34.263: NHRP-DETAIL: Multipath IP route Tookup for 10.10.10.2 in vrf:
*Feb 1 01:31:34.263: NHRP:

global(0x0) yielded

Rout e | ookup for destination 10.10.10.2



in vrf: global(0x0
*Feb 1 01:31:34.263
*Feb 1 01:31:34.263
*Feb 1 01:31:34.263

NHRP Resol uti on Req

*Feb 1 01:31:34.263:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:

) yielded interface Tunnell0, prefixlen 24

: NHRP-DETAIL: netid_out 10, netid_in 10

: NHRP: Forwarding request due to authoritative request.
: NHRP-ATTR:

uest packet is forwarded to 10.10.10.2 using vrf: gl obal (0x0)

NHRP: Attempting to forward to destination: 10.10.10.2 vrf: global(0x0)

NHRP: Forwarding: NHRP SAS picked source: 10.10.10.10 for destination: 10.10.10.2
NHRP: Attempting to send packet through interface TunnellO via DEST dst 10.10.10.2
NHRP-DETAIL: First hop route Tookup for 10.10.10.2 yielded 10.10.10.2, TunnellO
NHRP:

Forwar di ng Resol uti on Request via Tunnel 10 vrf: gl obal (0x0), packet size: 105

*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:

reqid: 10

*Feb 1 01:31:34.264

src: 10.10.10.10, dst: 10.10.10.2
(F) afn: AF_IP(1), type: IP(800), hop: 254, ver: 1
sht1: 4(NSAP), sstl: O(NSAP)

pktsz: 105 extoff: 52

(M) flags: "router auth src-stable nat ",

src NBMA: 172.21.100.1

*Feb 1 01:31:34.264

src protocol: 10.10

*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:

code: no error(0)

, flags: none

*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:

.10.1, dst protocol: 10.10.10.2

(C-1) code: no error(0), flags: none

prefix: 0, mtu: 9976, hd_time: 600

addr_Ten: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: 255
Responder Address Extension(3):

Forward Transit NHS Record Extension(4):

(c-D

prefix: 0, mtu: 9976, hd_time: 600
addr_Ten: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 255

*Feb 1 01:31:34.264:

client NBMVA: 172.20

.10.10

*Feb 1 01:31:34.264:

client protocol: 10

*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:
*Feb 1 01:31:34.264:

dat a: DWPN

*Feb
*Feb

=

0
0

1:31:34.265:
1:31:34.265:

.10.10. 10

Reverse Transit NHS Record Extension(5):
Authentication Extension(7):
type:Cleartext(l),

NAT address Extension(9):
NHRP: Encapsulation succeeded. Sending NHRP Control Packet NBMA Address: 172.22.20



*Feb 1 01:31:34.265: NHRP: 129 bytes out TunnellO

loweisle Gsps reqid. spdod pdlzlbs o HUB suuede bl 1Jed 1desuvd wluulbbs Talk1.
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I&)lz wuozse IJigble TALK2:

<{froot>

[IKE/IPSEC DEBUG OUTPUTS OMITTED]---------------—----

*Feb 1 01:31:34.647: ISAKMP: (1015):

ad State

*Feb 1 01
*Feb 1 01
*Feb 1 01
*Feb 1 01

Rout e | ookup for destination 10.10.10.2 in vrf:

= | KE_QM | PSEC | NSTALL_AWAI T New State =

:31:34.647:
:31:34.648:
:31:34.648:
:31:34.648:

| KE_QW PHASE2_COVPLETE

NHRP: Process delayed resolution request src:10.10.10.1 dst:10.10.10.2 vrf: global
NHRP-DETAIL: Resolution request for afn 1 received on interface Tunnell0 , for vrf
NHRP-DETAIL: Multipath IP route lookup for 10.10.10.2 1in vrf: global(0x0) yielded

NHRP:

gl obal (0x0) vyielded interface Tunnel 10, prefixlen 24

*Feb 1 01:31:34.648: NHRP-ATTR: smart spoke feature and attributes are not configured

*Feb 1 01:31:34.648:

NHRP:

Request was to us.

*Feb 1 O1:
*Feb 1 O1:
*Feb 1 O1:
*Feb 1 O1:
*Feb 1 O1:
*Feb 1 O1:
*Feb 1 O1:
*Feb 1 O1:
*Feb 1 O1:
*Feb 1 O1:
*Feb 1 O1:
*Feb 1 O1:
*Feb 1 O1:
*Feb 1 O1:
*Feb 1 O1:
*Feb 1 O1:

31:
31:
31:
31:
31:
31:
31:
31:
31:
31:
31:
31:
31:
31:
31:
31:

34.
34.
34.
34.
34.
34.
34.
34.
34.
34.
34.
34.
34.
34.
34.
34.

648:
648:
648:
648:
648:
648:
648:
648:
648:
648:
648:
648:
648:
648:
649:
649:

Process the NHRP Resol ution Request.

NHRP-DETAIL: Multipath IP route lookup for 10.10.10.2 1in vrf: global(0x0) yielded
NHRP: nhrp_rtlookup for 10.10.10.2 in vrf: global(0x0) yielded interface TunnellO,
NHRP: Request was to us, responding with ouraddress

NHRP: Checking for delayed event 10.10.10.1/10.10.10.2 on 1list (Tunnell0 vrf: glob
NHRP: No delayed event node found.

IPSEC-IFC MGRE/Tul0: Checking to see if we need to delay for src 172.22.200.2 dst
IPSEC-IFC MGRE/TulO: crypto_ss_listen_start already listening

IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): Opening a socket with profile IPSE
IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): connection lookup returned 80007F1
IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): Socket is already open. Ignoring.
IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): connection lookup returned 80007F1
IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): tunnel is already open!

NHRP: No need to delay processing of resolution event NBMA src:172.22.200.2 NBMA d
NHRP-MEF: No vendor private extension in NHRP packet

NHRP-CACHE: Tunnell0: Cache update for target 10.10.10.1/32 vrf: global(0x0) Tlabel
172.21.100.1 (flags:0x2080)



: NHRP:

IPSEC-IFC
IPSEC-IFC
IPSEC-IFC
IPSEC-IFC
IPSEC-IFC
IPSEC-IFC

*Feb 1 01:31:34.649
Addi ng Tunnel

*Feb 1 01:31:34.649:
*Feb 1 01:31:34.649:
*Feb 1 01:31:34.649:
*Feb 1 01:31:34.649:
*Feb 1 01:31:34.649:
*Feb 1 01:31:34.649:
*Feb 1 01:31:34.653:

NHRP:

*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.653:
*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:
NHRP:

*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:
*Feb 1 01:31:34.654:
reqid: 10

*Feb 1 01:31:34.654

src NBMA: 172.21.100.1

*Feb 1 01:31:34.654:

src protocol: 10.10

*Feb 1
*Feb 1
*Feb 1
*Feb 1

client NBVA: 172.22

*Feb 1

client protocol: 10

“Feb 1
“Feb 1
“Feb 1
“Feb 1

01:31:34.654:
01:31:34.654:
01:31:34.654:
01:31:34.654:

01:31:34.654:
01:31:34.654:
01:31:34.654:
01:31:34.654:

.10.1, dst protocol

. 200. 2

01:31:34.654:

.10.10.2

MGRE/Tul0O: crypto_ss_Tlisten_start
.200.2/172.21.100.1):
200.2/172.21.100.1):
200.2/172.21.100.1):
.200.2/172.21.100.1):
200.2/172.21.100.1):

MGRE/Tul0(172.
MGRE/Tul0(172.
MGRE/Tul0(172.
MGRE/Tul0(172.
MGRE/Tul0(172.

NHRP: Peer capability:0
NHRP-CACHE: Inserted subblock node(l now) for cache: Target 10.10.10.1/32 nhop 10.
NHRP-CACHE: Converted internal dynamic cache entry for 10.10.10.1/32 interface Tun
NHRP-EVE: NHP-UP: 10.10.10.1, NBMA: 172.21.100.1

NHRP-MEF: No vendor private extension in NHRP packet

NHRP-CACHE: Tunnell0: Internal Cache add for target 10.10.10.2/32 vrf: global(0x0)
172.22.200.2 (flags:0x20)
NHRP: Attempting to send packet through interface TunnellO via DEST dst 10.10.10.1
NHRP-DETAIL: First hop route Tookup for 10.10.10.1 yielded 10.10.10.1, TunnellO

Send Resol ution Reply via Tunnel 10 vrf:

22

22.
22.

22

22.

Successful ly attached NHRP subbl ock for Tunne

gl obal (0x0),

Endpoi nts (VPN 10.10.10.1, NBMA: 172.21.100. 1)

src: 10.10.10.2, dst: 10.10.10.1
(F) afn: AF_IP(1), type: IP(800), hop: 255, ver: 1
sht1: 4(NSAP), sstl: O(NSAP)
pktsz: 133 extoff: 60
(M) flags: "router auth dst-stable unique src-stable nat ",

10.10.10.2

(C-1) code: no error(0), flags: none
prefix: 32, mtu: 9976, hd_time: 599
addr_Ten: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 255

Responder Address Extension(3):

(C) code: no error(0), flags: none
prefix: 0, mtu: 9976, hd_time: 600
addr_Ten: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 255

Endpoi nts (VPN

packet size

already listening

Opening a socket with profile IPSE
connection Tookup returned 80007F1
Found an existing tunnel endpoint
tunnel_protection_stop_pending_tim
Socket is already open. Ignoring.

10. 10. 10. 1, NBMA: 172.21.100.1)

133



*Feb 1 01:31:34.654:

client NBMA: 172.22.200.2

*Feb 1 01:31:34.654:

client protocol: 10.10.10.2

*Feb 1 01:31:34.654: Forward Transit NHS Record Extension(4):

*Feb 1 01:31:34.654: (C-1) code: no error(0), flags: none

*Feb 1 01:31:34.654: prefix: 0, mtu: 9976, hd_time: 600

*Feb 1 01:31:34.654: addr_len: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 255
*Feb 1 01:31:34.654:

client NBMA: 172.20.10.10

*Feb 1 01:31:34.654:

client protocol: 10.10.10.10

*Feb 1 01:31:34.654: Reverse Transit NHS Record Extension(5):
*Feb 1 01:31:34.654: Authentication Extension(7):
*Feb 1 01:31:34.654: type:Cleartext(l),

dat a: DWPN

*Feb 1 01:31:34.655: NAT address Extension(9):

*Feb 1 01:31:34.655: NHRP: Encapsulation succeeded. Sending NHRP Control Packet NBMA Address: 172.21.10
*Feb 1 01:31:34.655: NHRP: 157 bytes out TunnellO

*Feb 1 01:31:34.655: IPSEC-IFC MGRE/Tul0(172.22.200.2/172.21.100.1): connection Tookup returned 80007F1
*Feb 1 01:31:34.655: NHRP-DETAIL: Deleted delayed event on interfaceTunnellO dest: 172.21.100.1
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ip access-list extended filter
10 permit ip host 172.21.100.1 host 172.22.200.2
20 permit ip host 172.22.200.2 host 172.21.100.1

w83 3JY: Bp wodssu IIdeslb wluwegsle IJie, monitor capture <capture_name> access-list
<acl_name> buffer size 10 interface <wan_interface> g Js 2> Jusle slusl IUIJe sl Lluwegsle
we IJodlb p)lBus IJie, <capture_name>.

edosy IUIedlb gds Talk1 ¢ Talk2:

monitor capture CAP access-list filter buffer size 10 interface GigabitEthernetl both
monitor capture CAP start

Jeowe peoele IUIJeslb [uuegse IJie, show monitor capture <capture_name> buffer brief.

ouvesd [Ble IJBsss 1

<#froot>

SPOKE1l#show monitor capture CAP buffer brief

# size timestamp source destination dscp protocol
0 210 0.000000 172.22.200.2 -> 172.21.100.1 48 CS6 UDP
1 150 0.014999 172.21.100.1 -> 172.22.200.2 48 CS6 UDP
2 478 0.028990 172.22.200.2 -> 172.21.100.1 48 CS6 UDP
3 498 0.049985 172.21.100.1 -> 172.22.200.2 48 CS6 UDP
4 150 0.069988 172.22.200.2 -> 172.21.100.1 48 CS6 UDP
5 134 0.072994 172.21.100.1 -> 172.22.200.2 48 CS6 UDP
6 230 0.074993 172.22.200.2 -> 172.21.100.1 48 CS6 UDP
7 230 0.089992 172.21.100.1 -> 172.22.200.2 48 CS6 UDP
8 118 0.100993 172.22.200.2 -> 172.21.100.1 48 CS6 UDP
9 218 0.108988 172. 22. 200. 2 -> 172.21.100.1 48 CS6 ESP

10 70 0.108988 172.21.100.1 -> 172.22.200.2 0 BE | CVP
11 218 1.907994 172. 22. 200. 2 -> 172.21.100.1 48 CS6 ESP
12 70 1.907994 172.21.100.1 -> 172.22.200.2 0 BE | C\VP
13 218 5.818003 172. 22. 200. 2 -> 172.21.100.1 48 CS6 ESP

14 70 5. 818003 172.21.100.1 -> 172.22.200.2 0 BE | CWP



15 218

16 70

17 218

18 70

19 218

20 70

12.

12.

26.

26.

54.

54.

559969

559969

859001

859001

378978

378978

172.

172.

172.

172.

172.

172.

oyvesd UIBlz v 2:

<tfroot>

22.

21.

22.

21.

22.

21.

200.

100.

200.

100.

200.

100.

-> 172.

-> 172.

-> 172.

-> 172.

-> 172.

-> 172.

SPOKE2#show monitor capture CAP buffer brief

21.

22.

21.

22.

21.

22.

100.

200.

100.

200.

100.

200.

48 CS6 ESP

48 CS6 ESP

48 CS6 ESP

ONOoOYUVT A WNREO
=
wv1
o

9 218
10 70
11 218
12 70

13 218

[eNeNeNoNoNeNoNeNe)

.000000
.015990
.027998
.050992
.069988
.072994
.074993
.089992
.099986

0.108988

0.

1.

1.

5

108988

907994

909001

817011

172. 22.

172.

172.

172.

172.

200. 2

21.

22.

21.

22.

100.

200.

100.

200.

NRENRNRNRN

-> 172,21

-> 172

-> 172

-> 172

-> 172

.100.1

. 22.

. 21.

. 22.

. 21.

200.

100.

200.

100.

PFNRERNRNRNR

48

48 CS6 UDP
48 CS6 UDP
48 CS6 UDP
48 CS6 UDP
48 CS6 UDP
48 CS6 UDP
48 CS6 UDP
48 CS6 UDP
48 CS6 UDP

CS6 ESP

0 BE ICQwW

48 CS6 ESP

0 BE ICwW

48 CS6 ESP



14

15

16

17

18

19

20

s9uoz 1ple eedsle 1o dlb 1o 125 IJlsdss os 2598 pa9) UDP. ppl sy IJs wdls o
IKE/IPSec. wg»s 3JI. syuwd Talk2 15 eds IJed IJs Talk1: 9ldss sep s9swo gds lwo 2,6
290 ESP (12506 9). we> 03l 90 b 296 19y Idpesde 09 ESP. 9pg 53U 106
lJeldss IJos sop j9swol os 2)9s p)y9) ICMP 1J8bes oo Talkl |Js Talk2.

Joedsd lgpd 1yub. lue suvelbse Losyo IJ PCAP o0 00 IUbls o syduo 1Ule, show
monitor capture <CAPTURE_NAME> p_05. &p luuwgsp ble OJ IJu)pess Jogssd pdzle

70

218

70

218

70

218

70

12.

12.

26.

26.

54.

54.

. 818002

559968

560960

858009

859001

378978

379970

172.

172.

172.

172.

172.

172.

172.

21.

22.

21.

22.

21.

22.

21.

100.

200.

100.

200.

100.

200.

100.

-> 172.21.100.1

-> 172.22.200.2 0 BE ICQwW
-> 172.21.100.1 48 CS6 ESP
-> 172.22.200.2 0 BE ICQwW
-> 172.21.100.1 48 CS6 ESP
-> 172.22.200.2 0 BE ICQwW

48 CS6 ESP

-> 172.22.200.2 0 BE ICQwW

lJow)sé 1Js pdd PCAP Lese spdud Wozo oluwwgsle Wireshark.



roJ|2_Joo wewss Cisco gds ,oaJJ e tSsY Spdud IJgu_s_) &J._s ud_9._su IJIJU@IJo
9ldleeJs 9088 IJouds,: Ibls Cisco TAC -

I&,lz Wireshark:


https://cway.cisco.com/capture-gen-analyzer/
https://cway.cisco.com/capture-gen-analyzer/
https://cway.cisco.com/capture-gen-analyzer/

Time Source Destination Protocol  Length Info

1 1969-12-31 13:080:80.0800008 172.22.2080.2 172.21.100.1 ISAKMP 218 Identity Protection (Main Mode)
2 1969-12-31 18:00:00.000000 172.21.1088.1 172.22.200.2 ISAKMP 150 Identity Protection (Main Mode)
3 1969-12-31 18:00:00.000000 172.22.2080.2 172.21.108.1 ISAKMP 478 Identity Protection (Main Mode)
4 1969-12-31 18:00:90.000000 172.21.188.1 172.22.208.2 ISAKMP 498 Identity Protection (Main Mode)
5 1969-12-31 13:080:00.000008 172.22.200.2 172.21.1008.1 ISAKMP 158 Identity Protection (Main Mode)
6 1969-12-31 18:00:90.000000 172.21.180.1 172.22.200.2 ISAKMP 134 Identity Protection (Main Mode)
7 1969-12-31 18:00:00.000000 172.22.2080.2 172.21.108.1 ISAKMP 230 Quick Mode

8 1969-12-31 18:00:90.000000 172.21.108.1 172.22.208.2 ISAKMP 238 Quick Mode

1969-12-31 18:00:08.000000 172.21.108.1 Quick Mode

1969-12=31 18:00:80. eaaeau 172.21.100.1 218 ESP (SPI=0x33a95845)

1969-12-31 H: [ 1 o2 78 Destination unreachable (Communication administratively filtered)
1?2.21.100.1 218 ESP (SPI=| Bx333953451

B:00:00.8 .108.1 filtered)
1969-12-31 :0@:00. 172 22.288.2 1?2 21.100,1 185 ESP (SPI= 0133395315?
1969-12-31 188:088. 1?2 22. ZEIEI 2 186 ESP (SPI=Bx33a95845)
¢ 70 Destinatien unreachable (Communica y filtered)
218 ESP (5PI=0x33295845)
@ Destination unreachable (Communication administratively filtered)
135 ESP (SPI=Bx33a05845)
7@ Destination unreachable ( icatic e istrat y filtered)
186 ESP iSPI Bx33395345!
78 a y filtered)

218 ESP {5PI= 92&333953453
9:90.000000 1 ".'_ e, 2 CM 78 Destination unreachable (Communic: administratively filtered)
172. 22 ZGG 2 218 ESP (5PI=Bx33a95845)

administratively filtered)

IBlz IUldeslb eJs Wireshark

S2U9S P29 2ipd ICMP gJs 9206 Luwlds Igbl 1Jos sogs, 1d9uesd Idsel (cpo oupdss
IJlouold bhsl). 03l subsy 1Js 9295 wog pu Idouodss: pod Blisps [oedp B 1Usuo9J
JJpozo 19 2ol) 1dzplss 1Uss $9en eds 2,96 1Jpu9) £Js Idpuwly. B pebe IUlzslo sop
odysu gled IJouodss gds 1dzols 1J3s syuwd 1Jz)es (B oo IJzlde. Talk1) sJJo Ui@_o_jé
Iowloes spduol Luwldol I3JJ.



pdlzbo: wdgy pg ezl Wireshark os wdwol gds JJl IUgluoosu.

S0 wuuE 2jpd wslule Cisco IOS® XE

Swp luwedsle psjod wows gipd wslule Cisco 10S XE Jopdsd Jswdss peldzs 1Jzols JgyJo
P9 Idwslole. Jodssuel sdipd lugile lises 9u09d wouopu I8 1dess) Idos w)s>
IJlwesdle gdsol gds JJ po wrd@le 2596 1de,y9) (1J9l)s0 9lduols ;o).

Jo3l I wsobss: sop luveesle golsse IP 1Jgluos o NBMA.

ip access-1ist extended filter
10 permit ip host 172.21.100.1 host 172.22.200.2
20 permit ip host 172.22.200.2 host 172.21.100.1

w839 §p wodssu psib wuwe FIA sgsu 2lds wuoese igble Jigueisle $lises 1d9u09d-



sl lool 1y bo.

debug platform packet-trace packet 1024 fia-trace
debug platform condition ipv4 access-1ist filter both
debug platform condition start

+ debug platform packet-trace packet <count> fia-trace: spJu wowg FIA IJpdoJ: 959990
wee? IJodlb 8ol 1dzie Idos op wdssuol

+ debug platform condition ipV4 access-list <acl-name> JJI: sg»> )bl gds 1Jgol)
cluvepsle Jlised 1dsuosd Idos op odssuol puuodl

« wlss inb puuos wusese IJigble: swusl Il

Jeolzes perele woue FIATGuegs o IUIsle) IJoldss.
show platform packet-trace statistics

show platform packet-trace summary
show platform packet-trace packet <number>

oo 1 02 ol lewolssle vove 2ip IJoble Idlgwluus:

<#froot>

SPOKE1#show platform packet-trace statistics
Packets Summary

Matched 18
Traced 18
Packets Received
Ingress 11
Inject 7
Count Code Cause
4 2 QFP destination Tookup
3 9 QFP ICMP generated packet
Packets Processed
Forward 7
Punt 8
Count Code Cause
5 11 For-us data
3 26 QFP ICMP generated packet
Drop 3
Count Code Cause
3 8 | pv4Acl

Consume O



INFRA
TCP
ubp
IpP
IPVG6
ARP

INFRA
TCP
ubp
IpP
IPVG6
ARP

PKT_DIR_IN

PKT_DIR_OUT

Dropped
0

O OO oo

Dropped
0

O OO oo

Consu
0

O OO oo

Consu
0

O OO oo

med Forwarded
0

o O vl O

med Forwarded
0

[eNeNolNolNe)

Bs 1lz lewolssle voue 2ip lJuble 1lulus show platform. sedod j9s6 esble 150
lJos weo peldzool woluubs Uz.n_ol_j.gobl Suvee JY w986 1dg)e 1Usl)6 9lduols,e: sldee 89
pel 51 JIG 1Jzols s89p wluwdlb Is 2 pg uvow IUlundlb.

S Illz 1deersso: sd9p Talkl Cluvdll weuo IUzie wluvedsle IUguo IPVAACL. Jejss pu
wedsd 030 IJgjp spdu luwesle IUle, show platform packet-trace summary.

022 1 2 pdéwe ot tie IJuble IJlgslus:

SPOKE1#show platform packet-trace summary

<tfroot>

Pkt Inp
0 Gil
1 INJ.
2 Gil
3 INJ.
4 Gil
5 INJ.
6 Gil
7 INJ.
8 Gil
9 G1
10 Gil
11 INJ.
12 G1
13 Gil
14 INJ.
15 G1
16 Gil

ut

2

2

Output
internal0/0/rp:0
Gil
internal0/0/rp:0
Gil
internal0/0/rp:0
Gil
internal0/0/rp:0
Gil
internal0/0/rp:0

G1
internal0/0/recycle:0
Gil
G1
internal0/0/recycle:0
Gil

G1

internal0/0/recycle:0

State

PUNT
FwD
PUNT
FwD
PUNT
FwD
PUNT
FwD
PUNT

DROP

PUNT
FwD

PUNT
FwD

PUNT

Reason

11

11

11

11

11

8

26

26

26

(For-us data)
(For-us data)
(For-us data)
(For-us data)

(For-us data)

(1 pv4Acl)

(QFP ICMP generated packet)

(1 pv4Acl)

(QFP ICMP generated packet)

(1 pv4Acl)

(QFP ICMP generated packet)



17

18

19
20

21

22
23

24

25
26

INJ.

G1

Gil

INJ.

G1

Gil

INJ.

G1

Gil

INJ.

Gil
G1
internal0/0/recycle:0
Gil
G1
internal0/0/recycle:0
Gil
G1

internal0/0/recycle:0
Gil

FwD

PUNT
FwD

PUNT
FwD

PUNT
FwD

8 (1 pvdAcl)

26 (QFP ICMP generated packet)

8 (1 pvdAcl)

26 (QFP ICMP generated packet)

8 (1 pvdAcl)

26 (QFP ICMP generated packet)

og o3l IJulog: o sowolbse Jlse IJ job @be sso,d 116, as well as p22d 9ptaz Sho.
Sop &0 eldé 1Uzse8 lsuol JJluulys 1Js ol I3l Jlu @3 wpo lelé cozsool 9 [uwdlbol g

peldzeol slsJs! (PUNT).

WO o3l IJpelde gwlgs 03l 1UIE)le WO wedss Idgie Idos swpe luvdlbol woluwbs [Jzol).
oluwegsle IJipJ show platform packet-trace packet <PACKET_NUMBER>: 5909 5956 JsI9.$6

peldzs 1Uzoly JJzips 1Uppss6.

o 1 600 1e)lz 25pb oot e Ioble IUiulus <PACKET_NUMBER>:

<tfroot>

SPOKE1#show platform packet-trace packet 9

Packet: 9 CBUG ID: 9

Summary

| nput

Qut put

State :

G gabi t Et hernet 1

G gabitEt hernetl

Timestamp

Start :
Stop :
Path Trace

Feature: IPV4(Input)

| nput

Output :

G gabi t Et hernet 1

DROP 8 (I pv4Acl)

366032715676920 ns (02/01/2024 04:30:15.708990 UTC)
366032715714128 ns (02/01/2024 04:30:15.709027 UTC)



Source : 172.22.200.2

Destination : 172.21.100.1

Protocol : 50 (ESP)

Feature: DEBUG_COND_INPUT_PKT
Entry : Input - 0x812707d0

I nput : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 194 ns
Feature: IPV4_INPUT_DST_LOOKUP_ISSUE
Entry : Input - 0x8129bf74

I nput : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 769 ns
Feature: IPV4A_INPUT_ARL_SANITY
Entry : Input - 0x812725cc

I nput : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 307 ns
Feature: EPC_INGRESS_FEATURE_ENABLE
Entry : Input - 0x812782d0

Input : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 6613 ns
Feature: IPV4_INPUT_DST_LOOKUP_CONSUME
Entry : Input - 0x8129bf70

Input : G gabitEthernetl

CQut put : <unknown>



Lapsed time : 272 ns
Feature: STILE_LEGACY_DROP
Entry : Input - 0x812a7650

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 278 ns
Feature: INGRESS_MMA_LOOKUP_DROP
Entry : Input - 0x812a1278

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 697 ns
Feature: INPUT_DROP_FNF_AOR
Entry : Input - 0x81297278

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 676 ns
Feature: INPUT_FNF_DROP
Entry : Input - 0x81280f24

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 1018 ns
Feature: INPUT_DROP_FNF_AOR_RELEASE
Entry : Input - 0x81297274

Input : G gabitEthernetl

Qut put : <unknown>

Lapsed time : 174 ns

Feat ure: | NPUT_DROP

Entry : Input - 0x8126e568



Input : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 116 ns

Feature: | PV4_I NPUT_ACL
Entry : Input - 0x81271f70

Input : G gabitEthernetl

CQut put : <unknown>

Lapsed time : 12915 ns

B 1Jzse Ulsd: lue suwolbse Hlso 1dpsgd 9pérz Bhu:9zlds I ub. ssous o3l 1dzse Idelous
pu IlDlz 2se spdud IJesy, eds goulysu IP Jdpuos) 91U9zes slde,gegdsd.

w9uoe JJ pedo woldss Jsdss peldzo |.Jao|J Jodo IJgjped U,oa»o 905l gS_9L9J 196 1Js Ls
odysule pod wygesd suslo IJuveds (NAT) I_9 Ilispd 1Jgo9d I_9 lJeglpd IJI@& lJos &> w9,
edsol.

B 030 1JelJé. spdu IJog,d eds 1o w90999J 1Jz506 09 ESP. 9lde o, IP o9 gusly IP J
TALK2 J NBMA. 5lJsz06 IP 09 gcsle IP J TALKY. o3l s s, 1Us 1o 050 o5 12506 |Upcd 8956
B olguo NHRP. ssdleb lsual luo Jp sop o220 31206 etz B ls przds: pel subs) 1s
o sl el 1e) eds 98 1Upa9) Bud lebs wezsodl. W 1dpseds $ud Iizs)é spdud lu wys
1o 1Jzols 889 wluwdlb 2,36 1des9, 19156 £ 1Uslzos I pzs6 (GigabitEthernet1). wg, o
IJeseds 11858 Slispd 9,09 IJis 11El: pel Suivs) I ledluss 929> weue IJodsso eds
lJslzoo IJos couweww Vs IJluwdlb.



pdlebs: B 2lJs 30 1oy, lsé edlple wod gds loujld JIWs bele Iuwed vl IJigble
B!UDJJZO' lJp3I9,6 u_95 o3l IJpwews I9 lyol 0310.) eds 2yJs Idp)9) Blo 3JY sgus
loole lwed vl IJIg ble 9l odlzol gds o030 1Ulzoj6.

Sew o odsu 1Ugbbes 1doldss Beuo IUlzes6 1dpeswbs wswol pod za)lu Iz plss
9ldpzodle 9 ISP.

IJeJ
99 2ld L9ss Uwsulisy pu 03l IUBwsd: Blu 1Ugbys Ideldss os IUoedd pu 1Uslzed 1Jesoes

B Idperele Iduwleds. 903 souopeo IJezdd pu ldodsso Jdoedd pu el 131 Jlo ould s
UuSe *55&_) E_\.JsS C,)dé |J,°_)_9_).

odysu 9lgos WAN:

<#root>



SPOKE1l#show running-configuration interface gigabitEthernetl
Building configuration...

Current configuration : 150 bytes
|

interface GigabitEthernetl
ip address 172.21.100.1 255.255.255.0

ip access-group ESP_TRAFFIC in

negotiation auto
no mop enabled
no mop sysid

end

Jeie pu ldodssu lJelue ol wp wbusy preses 1Jsuesd eds 1Uslees. pu ldpop IJoe8Y pu
lo 1JIz056 1dpuos96 IJos wp odssuol gds Blispes 1U9uo9d JI wwslgd pe 2)9J6 1Jes9)
|qu.uoé)p6 J.p&_§|9ub|o NHRP.

<#root>

SPOKE1#show access-1ists ESP_TRAFFIC
Extended IP access Tist ESP_TRAFFIC
10 deny esp host 172.21.100.1 host 172.22.200.2

20 deny esp host 172.22.200.2 host 172.21.100.1 (114 matches)

30 permit ip any any (22748 matches)

lJoslo delus Jslses [dssosd sud) ldlouold vso gosly IP J TALKZ 1Jglo « NBMA
98u9lu IP 1Jgluo w TALKY: ppl yvow IJowsb 1Uss wpw publoswo gulo@l. wgs [51Jé peessd
lJoo9d pu ldslzed: sdou IUloLold vsu Idolosu uleel:

SPOKE1#ping 192.168.2.2 source Toopbackl

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.2.2, timeout is 2 seconds:
Packet sent with a source address of 192.168.1.1

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/2/3 ms

op wubgsd v IPSec 909 seHu2 IJIu gpdsle IUouvlds) 98 IUovds) eds JJI
lJzoljsu:

op ldozsre 1t

<tfroot>



SPOKE1#show crypto IPSEC sa peer 172.22.200.2

interface: TunnellO
Crypto map tag: TunnellO-head-0, Tocal addr 172.21.100.1

protected vrf: (none)
local 1ident (addr/mask/prot/port): (172.21.100.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.22.200.2/255.255.255.255/47/0)
current_peer 172.22.200.2 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 6, #pkts encrypt: 6, #pkts digest: 6

#pkts decaps: 7, #pkts decrypt: 7, #pkts verify: 7

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.21.100.1, remote crypto endpt.: 172.22.200.2
plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: 0x9392DA81(2475874945)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: OxBF8F523D(3213840957)
transform: esp-256-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn 1id: 2073, flow_id: CSR:73, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key 1lifetime (k/sec): (4607998/28783)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0x9392DA81(2475874945)

transform: esp-256-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn 1id: 2074, flow_id: CSR:74, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key 1lifetime (k/sec): (4607999/28783)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

oI 2

<{froot>



SPOKE2#show crypto IPSEC sa peer 172.21.100.1

interface: TunnellO
Crypto map tag: TunnellO-head-0, local addr 172.22.200.2

protected vrf: (none)
local 1ident (addr/mask/prot/port): (172.22.200.2/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.21.100.1/255.255.255.255/47/0)
current_peer 172.21.100.1 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 7, #pkts encrypt: 7, #pkts digest: 7

#pkts decaps: 6, #pkts decrypt: 6, #pkts verify: 6

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 172.22.200.2, remote crypto endpt.: 172.21.100.1
plaintext mtu 1458, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: OxBF8F523D(3213840957)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: 0x9392DA81(2475874945)
transform: esp-256-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn 1id: 2073, flow_id: CSR:73, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key 1lifetime (k/sec): (4607998/28783)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: OxBF8F523D(3213840957)
transform: esp-256-aes esp-sha256-hmac ,
in use settings ={Transport, }
conn 1id: 2074, flow_id: CSR:74, sibling_flags FFFFFFFF80000008, crypto map: TunnellO-head-0
sa timing: remaining key 1lifetime (k/sec): (4607999/28783)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas:

IUIo s&su2 229d DMVPN J Talk1 IJegbsb Iusese eds I UbglJso:

<{froot>



SPOKE1#show dmvpn

Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
Tl - Route Installed, T2 - Nexthop-override, B - BGP
C - CTS Capable, I2 - Temporary
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface: Tunnell0, IPv4 NHRP Details
Type:Spoke, NHRP Peers:2,

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb

1 172.22.200.2 10.10.10.2 UP  00:01:31 D

1172.20.10.10 10.10.10.10 up 1d05h S



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



