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lJodosule

pdlzbbs: sep cuopss IUIBusle e 1Juods BBb po IUcdsss B o3l 1JpdlJ.

lJesse 1derdss (HubO)

version 15.5

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

hostname central_hub

crypto isakmp policy 1

encr aes 256

hash sha256
authentication pre-share
group 2

crypto isakmp key ciscol23 address 0.0.0.0



crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport

|
crypto ipsec profile profile-dmvpn

set transform-set transform-dmvpn

|
interface Loopbackl

ip address 192.168.1.1 255.255.255.0
|
interface TunnelO

bandwidth 1000

ip address 10.0.0.1 255.255.255.0

no ip redirects

ip mtu 1400

no ip split-horizon eigrp 1

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp shortcut

ip nhrp redirect

ip summary-address eigrp 1 192.168.0.0 255.255.192.0
ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn
|

interface Ethernet0/0

ip address 172.17.0.9 255.255.255.252
|

router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.1.0

|

ip route 0.0.0.0 0.0.0.0 172.17.0.10

|

end

lJpewlo §6 11Je9se (IJe9je 1)

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname hub_1
|
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0
|



crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport

|
crypto ipsec profile profile-dmvpn

set transform-set transform-dmvpn

|
crypto ipsec profile profile-dmvpn-1

set transform-set transform-dmvpn

|
interface Loopbackl

ip address 192.168.8.1 255.255.255.0

|
interface Loopbackl00

ip address 172.18.0.1 255.255.255.252

|

interface TunnelO

bandwidth 1000

ip address 10.0.0.8 255.255.255.0

no ip redirects

ip mtu 1400

no ip split-horizon eigrp 1

ip nhrp authentication test

ip nhrp network-id 100000

ip nhrp nhs 10.0.0.1 nbma 172.17.0.9 multicast

ip nhrp shortcut

ip nhrp redirect

ip summary-address eigrp 1 192.168.8.0 255.255.248.0
ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn

|

interface Tunnell

bandwidth 1000

ip address 10.0.1.8 255.255.255.0

no ip redirects

ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp redirect

ip summary-address eigrp 1 192.168.8.0 255.255.248.0
ip summary-address eigrp 1 192.168.100.0 255.255.252.0
ip tcp adjust-mss 1360

tunnel source Loopbackl00

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn-1

|

interface Ethernet0/0

ip address 172.17.0.1 255.255.255.252

|
router eigrp 1
network 10.0.0.
network 10.0.1.
network 192.168.8.0
|

ip route 0.0.0.0 0.0.0.0 172.17.0.2
!

0 0.0.0.255
0 0.0.0.255

end



lJpwlo 86 2 p9je (IJp9sg 2)

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname hub_2
|
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0
|
crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport
|
crypto ipsec profile profile-dmvpn
set transform-set transform-dmvpn
|
crypto ipsec profile profile-dmvpn-1
set transform-set transform-dmvpn
|
interface LoopbackO
ip address 172.18.0.5 255.255.255.252
|
interface Loopbackl
ip address 192.168.16.1 255.255.255.0
|
interface TunnelO
bandwidth 1000
ip address 10.0.0.16 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp authentication test
ip nhrp network-id 100000
ip nhrp holdtime 360
ip nhrp nhs 10.0.0.1 nbma 172.17.0.9 multicast
ip nhrp shortcut
ip nhrp redirect
ip summary-address eigrp 1 192.168.16.0 255.255.248.0
tunnel source Ethernet0/0
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile profile-dmvpn
|
interface Tunnel2
bandwidth 1000
ip address 10.0.2.16 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 360
ip nhrp redirect



ip summary-address eigrp 1 192.168.16.0 255.255.248.0
ip summary-address eigrp 1 192.168.100.0 255.255.252.0
tunnel source Loopback0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn-1

1

interface Ethernet0/0

ip address 172.17.0.5 255.255.255.252

1

router eigrp 1
network 10.0.0
network 10.0.2
network 192.168.1

.0 0.0.0.255

.0 0.0.0.255

6.0

!

ip route 0.0.0.0 0.0.0.0 172.17.0.6
|

end

lJeulb 96 1 werew (wddee 1)

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname spoke_1
|
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0
crypto isakmp keepalive 10
|
crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport
|
crypto ipsec profile profile-dmvpn
set transform-set transform-dmvpn
|
interface Loopbackl
ip address 192.168.11.1 255.255.255.0
|
interface TunnelO
bandwidth 1000
ip address 10.0.1.11 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp authentication test
ip nhrp network-id 100000
ip nhrp nhs 10.0.1.8 nbma 172.18.0.1 multicast
ip nhrp shortcut
ip tcp adjust-mss 1360
tunnel source Ethernet0/0



tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn
!

interface Ethernet0/0

ip address 172.16.1.1 255.255.255.252

!

router eigrp 1
network 10.0.0
network 10.0.1
network 192.168.1

.0 0.0.0.255

.0 0.0.0.255

1.0

!

ip route 0.0.0.0 0.0.0.0 172.16.1.2
!

end

IJpolb s 2 (oddp 2)

version 15.5
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
|
hostname spoke_2
|
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 2
crypto isakmp key ciscol23 address 0.0.0.0
crypto isakmp keepalive 10
|
crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha-hmac
mode transport
|
crypto ipsec profile profile-dmvpn
set transform-set transform-dmvpn
|
interface Loopbackl
ip address 192.168.18.1 255.255.255.0
|
interface TunnelO
bandwidth 1000
ip address 10.0.2.18 255.255.255.0
no ip redirects
ip mtu 1400
ip nhrp authentication test
ip nhrp network-id 100000
ip nhrp nhs 10.0.2.16 nbma 172.18.0.5 multicast
ip nhrp shortcut
ip tcp adjust-mss 1360
tunnel source Ethernet0/0
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile profile-dmvpn



interface Ethernet0/0

ip address 172.16.2.1 255.255.255.252
!

router eigrp 1

network 10.0.2.0 0.0.0.255

network 192.168.18.0

!

ip route 0.0.0.0 0.0.0.0 172.16.2.2

|

end

Vop IJoslule 9e>99 2506 NHRP

ogHue 030 1Juo9)6 w9l 2ipd Iduslule IJioJ 13 Swwgo bdo 396 NHRP 9ex09,§ 1J)s:

Central Hub

Hub 1 Hub 2

Spoke 1 Spoke 2

o838 e IJoslole 1Jls
lJgloes 1. woe ool louold ICMP ey Talk 1 1Jggoeé = 192.168.18.10. IJp o>, = 192.168.11.1

1. sop lole e Ieusl, J 192.168.18.10. Jal sloo, olo: IUgb9s IJelss os 10.0.1.8
(evslu IJowwsd Jdezay 1)




2. op ldoze g0 3156 IJetiso IUesde J NHRP JJszos 192.168.18.10 gJ.s Tunnel0. 9o
309 Jp sop s eds s 1eld B oso 1Jpspds.

3. sop lle doze £0 31806 1Jeéiso 1Jesée J NHRP JJgbss IJollss. ls 10.0.1.8 eds
Tunnel0. Jol 09 o907 I>olo: IUBEI 9293 92duwd £ pd IJoubides, G IJoubts.

4. cop lgls ©9z80 25pd bdo Lo ICMP | IUgbes [Jellss. s HubT o) IJodd
IJe9z9>.

<tfroot>

spoke_1#show i p route 192.168. 18. 10

Routing entry for 192.168.0.0/18, supernet

Known via "eigrp 1", distance 90, netric 5248000, type internal

Redi stributing via eigrp 1

Last update from 10.0.1.8 on Tunnel 0, 02: 30: 37 ago

Routi ng Descri ptor Bl ocks:

* 10.0.1.8, from10.0.1.8, 02:30:37 ago, via Tunnel O
Route netric is 5248000, traffic share count is 1
Total delay is 105000 mi croseconds, m nimum bandwi dth is 1000 Kbit
Rel i ability 255/255, m ni mum MU 1400 bytes
Loadi ng 1/255, Hops 2

spoke_1#show i p nhrp

10.0.1.8/32 via 10.0.1.8
Tunnel O created 02: 31: 32, never expire
Type: static, Flags: used
NBVA address: 172.18.0.1

lJgb9s 2. &p ©J s e ICMP gds 1Jpe9je 1

1. sop lole vz IJpowly J 192.168.18.10. IJgbos IJeldss os 10.0.0.1 (usle 1Jowd @
Jesse 0). : : -

2. wpllo HUbT Jsuw u8bs IJese: sldzses weelz lo sdso buwde lds 1) Sho vopo 1J
o wo DMVPN Luzlué: Hub 1.5, ud gbillglss wozso NHRP |Js Talk 1.

3. Vs wUw 198w wwp lehsé u9zso 25p6 IJuslule |Js HubO.

<{froot>

*Apr 13 19: 06:07.592: NHRP: Send Traffic Indication via Tunnell vrf 0, packet size: 96

*Apr 13 19:06:07.592: src: 10.0.1.8, dst: 192.168.11.1

*Apr 13 19:06:07.592: (F) afn: AF_IP(1), type: |1P(800), hop: 255, ver: 1
*Apr 13 19: 06: 07. 592: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06: 07.592: pktsz: 96 extoff: 68

*Apr 13 19:06:07.592: (M traffic code: redirect(0)
*Apr 13 19: 06: 07. 592: src NBMA: 172.18.0.1

*Apr 13 19:06: 07.592: src protocol: 10.0.1.8, dst protocol: 192.168.11.1
*Apr 13 19: 06: 07.592: Contents of nhrp traffic indication packet:



*Apr 13 19:06: 07. 592: 45 00 00 64 00 01 00 00 FE 01 1E 3C CO A8 0B 01
*Apr 13 19:06: 07. 592: G0 A8 12 OA 08 00 Al C8 00 01 00

IJelb9s 3. oo ©Js 2jpd ICMP gJs Hub 0

1. swp lple vee ldpuwl) J 192.168.18.10. 1Jgbys IJeldss os 10.0.0.16 (gu9ly wwd§ Hub2)
eJs TunnelO

2. wel 1o 1due,8 0 Jsuwe 0dbs 1Ugsz 9lJzes crole lu sdso huwde 1Js IJ obuwo
DMVPN _welwo go bysd 1d o gwo $hu J3JY 1Idue,6 0 syuwd IJ NHRP wvdsd o
Ssodde 1 o0 gJIJd Iduo)o 1.

3. wup lehdé wogso gipd lJuslule |Us 1Jesje 2.

<tfroot>

*Apr 13 19:06:07.591: NHRP: Send Traffic Indication via TunnelO vrf 0, packet size: 96

*Apr 13 19:06:07.591: src: 10.0.0.1, dst: 192.168.11.1

*Apr 13 19:06:07.591: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1
*Apr 13 19: 06:07.591: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06:07.591: pktsz: 96 extoff: 68

*Apr 13 19:06:07.591: (M traffic code: redirect(0)

*Apr 13 19:06: 07. 591: src NBMA: 172.17.0.9

*Apr 13 19: 06:07.591: src protocol: 10.0.0.1, dst protocol: 192.168.11.1
*Apr 13 19: 06: 07.592: Contents of nhrp traffic indication packet:

*Apr 13 19: 06: 07. 592: 45 00 00 64 00 01 00 00 FD 01 1F 3C CO A8 0B 01
*Apr 13 19: 06: 07. 592: C0 A8 12 0OA 08 00 Al C8 00 01 00

IJglogs 4. op ©dds 2jed ICMP gJs Hub 2

1. sop lple vee IJpuwl) J 192.168.18.10. 1Ug by IJeldso os 10.0.2.18 (susle IJuwwd J
TALK2) s IJouws s 2

2. wpl Iy Hub 2 Jsuw uldbs 1Jg )9z slJesps weolz 1o ..§¢J_9.:', bhuwde s 18 Bbo yopu IJ
v S wo DMVPN _welowé Hub 2 sy wd IUNHRP wess) lo sedde 1 oo ¢JIJ Hub 0.

3. wwp lebs w9zso 2ips Iduslule s Talk 2.

<#froot>

*Apr 13 19:06:07.592: NHRP: Send Traffic Indication via TunnelO vrf 0, packet size: 96

*Apr 13 19:06:07.593: src: 10.0.0.16, dst: 192.168.11.1

*Apr 13 19:06:07.593: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1
*Apr 13 19: 06: 07. 593: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06: 07.593: pktsz: 96 extoff: 68

*Apr 13 19:06:07.593: (M traffic code: redirect(0)

*Apr 13 19:06: 07. 593: src NBMA: 172.17.0.5



*Apr 13 19:06: 07. 593: src protocol: 10.0.0.16, dst protocol: 192.168.11.1

*Apr 13 19: 06:07. 593: Contents of nhrp traffic indication packet:
*Apr 13 19: 06: 07. 593: 45 00 00 64 00 01 00 00 FC 01 20 3C CO A8 0B 01
*Apr 13 19: 06: 07. 593: G0 A8 12 OA 08 00 Al C8 00 01 00

IUg 096 5. &p s 2506 ICMP gJ.s Talk 2

Swp lple wzo ldpuwl) 80 192.168.18.10 905 v IJs poodé pedsl. lue ses> bde ICMP [Js
lJ9z0d.

w399 bde wedsd NHRP

thowe 1

1. 0p odis pedple NHRP IJeyuwds w9luwbos 1Jeyje 1 JJ9zos 192.168.18.10.

2. sop Il beld 31Y56 ogisu p9de NHRP ¢, pdopd J 192.168.18.10/32.

3. sup lple vee Idpuwly J 192.168.18.10. IJglbgo IJolJss os 10.0.1.8 (Hub 1) gJs TunnelO

4. sup lple lJoge gu3lYd)6 1Jegisu ldpsde J NHRP JJgbyé IJeldss 10.0.1.8 eJds
Tunnel0. wp IJeeg) eds beld 9op lsuol wuvgsd ples IJountds, (Is 9293 wdb)

5. Talkk 1 s)uwd bde wpdsd NHRP J 192.168.18.10/32 |Js Hub 1 g 1Jpe9z9> wdde IJs
w99 Hub1 IJl8Jsps.

<#root>
*Apr 13 19:06: 07.596: NHRP:
Receive Traffic Indication via Tunnel O

vrf 0, packet size: 96
*Apr 13 19:06:07.596: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1
*Apr 13 19: 06: 07. 596: shtl: 4(NSAP), sstl: O(NSAP)
*Apr 13 19: 06: 07. 596: pktsz: 96 extoff: 68

*Apr 13 19:06:07.596: (M traffic code: redirect(0)

*Apr 13 19: 06: 07. 596: src NBMA: 172.18.0.1

*Apr 13 19: 06: 07. 596: src protocol: 10.0.1.8, dst protocol: 192.168.11.1
*Apr 13 19: 06: 07. 596: Contents of nhrp traffic indication packet:

*Apr 13 19: 06: 07. 596: 45 00 00 64 00 01 00 00 FE 01 1E 3C CO A8 0B 01
*Apr 13 19: 06: 07. 596: C0 A8 12 OA 08 00 Al C8 00 01 00

*Apr 13 19: 06:07.596: NHRP: Attenpting to create instance PDB for (0x0)

<#root>
*Apr 13 19: 06: 07.609: NHRP:
Send Resol uti on Request via Tunnel O

vrf 0, packet size: 84
*Apr 13 19:06:07.609: src: 10.0.1.11, dst: 192.168.18.10
*Apr 13 19:06:07.609: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1
*Apr 13 19: 06: 07. 609: shtl: 4(NSAP), sstl: O(NSAP)



*Apr 13 19: 06: 07. 609: pktsz: 84 extoff: 52
*Apr 13 19:06:07.609: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19: 06: 07. 609: src NBMA: 172.16.1.1

*Apr 13 19:06: 07. 609: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.609: (C 1) code: no error(0)

*Apr 13 19: 06: 07. 609: prefix: 32, mu: 17912, hd_tine: 7200

*Apr 13 19: 06: 07. 609: addr _|l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O

IJe9 e 1
1. op odis bdo L NHRP py Talk 1 JJgzoes 192.168.18.1/32.
2. sup lple vee ldpuwl, J 192.168.18.1. |Ugbgs IJoldsé os 10.0.0.1 (Hub 0) gJs TunnelO
3. peyd s NHRP JJpesgd 9ldeé)z 09 uduwo 9lJg 826 IUpedss Jsuwe uldbé 1JE)9z.
4. sop lple Idoee g0 31568 IJogiso 1Jedde J NHRP JJgbes IJoldss 10.0.0.1 eJs

Tunnel0. sop 1Jgws, eds Ibeld ssop wubgsd eles Idosbds) (1JoBS 9z92)
5. syuwd Hub1 b wzdsd NHRP J 192.168.18.10/32 iu, )9 0 gy IJod s 1zl

<#root>
*Apr 13 19:06: 07.610: NHRP:
Recei ve Resol uti on Request via Tunnel 1l

vrf 0, packet size: 84
*Apr 13 19:06:07.610: (F) afn: AF_IP(1), type: 1P(800), hop: 255, ver: 1

*Apr 13 19: 06:07.610: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06:07.610: pktsz: 84 extoff: 52

*Apr 13 19:06:07.610: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19: 06: 07. 610: src NBMA: 172.16.1.1

*Apr 13 19:06: 07. 610: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.610: (C 1) code: no error(0)

*Apr 13 19:06:07.610: prefix: 32, mu: 17912, hd_tine: 7200

*Apr 13 19: 06:07. 610: addr _l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O

*Apr 13 19:06: 07.610: NHRP:
Forwar di ng Resol uti on Request via Tunnel 0

vrf 0, packet size: 104
*Apr 13 19:06:07.610: src: 10.0.0.8, dst: 192.168.18.10
*Apr 13 19:06:07.610: (F) afn: AF_IP(1), type: 1P(800), hop: 254, ver: 1

*Apr 13 19: 06:07.610: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06:07.610: pktsz: 104 extoff: 52

*Apr 13 19:06:07.610: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19: 06: 07. 610: src NBMA: 172.16.1.1

*Apr 13 19:06: 07. 610: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.610: (C 1) code: no error(0)

*Apr 13 19:06:07. 610: prefix: 32, mu: 17912, hd_tine: 7200

*Apr 13 19:06:07. 610: addr _l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O
IJes e 0

1. &p odds bdo cedsd NHRP JJszos 192.168.18.1/32, 9504 wslwlbos 1Uese 1.
2. sop lle wpe IUpowly J 192.168.18.1. 1 b9 IJeldss os 10.0.0.16 (Hub 2) gJs Tunnel0



3. p&y 8 U dd NHRP JJesgd sldetsz 09 w9 wo 9lJe 6 Idpedssé Jsuwe uldbs 1Jg)se.

4. sop lple 1doze g0 31956 1o iso 1Jpsde J NHRP JJgbes IolJss 10.0.0.16 g
Tunnel0. sop IJges) eds IbEl 9sce cuvgsd ples Idogids) (Josdd p9e92)

5. syuwd 1Jp9se 0 bdo wpdsd NHRP J 192.168.18.1/32 |Js Hub 2 g 1Jo88 1Jp929>.

<#root>
*Apr 13 19: 06: 07. 611: NHRP:
Recei ve Resol uti on Request via Tunnel O

vrf 0, packet size: 104
*Apr 13 19:06:07.611: (F) afn: AF_IP(1), type: 1P(800), hop: 254, ver: 1

*Apr 13 19:06:07.611: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19:06:07.611: pktsz: 104 extoff: 52

*Apr 13 19:06:07.611: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19:06: 07.611: src NBMA: 172.16.1.1

*Apr 13 19:06:07.611: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.611: (C 1) code: no error(0)

*Apr 13 19:06:07.611: prefix: 32, mtu: 17912, hd_time: 7200

*Apr 13 19:06:07.611: addr _| en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O

*Apr 13 19: 06: 07. 611: NHRP:
Forwar di ng Resol uti on Request via Tunnel O

vrf 0, packet size: 124
*Apr 13 19:06:07.611: src: 10.0.0.1, dst: 192.168.18.10
*Apr 13 19:06:07.611: (F) afn: AF_IP(1), type: 1P(800), hop: 253, ver: 1

*Apr 13 19: 06:07.611: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06:07.612: pktsz: 124 extoff: 52

*Apr 13 19:06:07.612: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19:06: 07.612: src NBMA: 172.16.1.1

*Apr 13 19: 06:07.612: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.612: (C 1) code: no error(0)

*Apr 13 19: 06:07.612: prefix: 32, mu: 17912, hd_time: 7200

*Apr 13 19: 06:07.612: addr _| en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O
Jp9se 2

1. sup ods bdo wpdsd NHRP oy Talk 1 JJgzos 192.168.18.10/32. 93JIJ w9l wloé Hub O

2. sop lple o IJpuwly J 192.168.18.10. IJgbys IJeldss os 10.0.2.18 (were 2) eds
Tunnel2

3. p&yd Uvods NHRP JJeszd 9ldetsz 09 uduwo 91Jg 96 Idpedss Jsuwe udbs IUg9e.

4. opldope g0 31806 1Uotiso 1Upsde J NHRP JJsbgs Ieldss 10.0.2.18 £ds [Jods 2.
op ldees) eds Idbgld 9o e wuvésd pigs Idounds) (IJusdd eozs»)

5. 5890 IUpzs, 2 Llehs wozse bdo wedsd NHRP J 192.168.18.1/32 JJozse 2 soy
lIJowd lJe9z9>

<ttroot>
*Apr 13 19:06: 07. 613: NHRP:

Recei ve Resol uti on Request via Tunnel O



vrf 0, packet size: 124
*Apr 13 19:06:07.613: (F) afn: AF_IP(1), type: 1P(800), hop: 253, ver: 1

*Apr 13 19:06:07.613: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19:06:07.613: pktsz: 124 extoff: 52

*Apr 13 19:06:07.613: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19: 06: 07. 613: src NBMA: 172.16.1.1

*Apr 13 19:06:07.613: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.613: (C 1) code: no error(0)

*Apr 13 19:06:07.613: prefix: 32, mu: 17912, hd_tine: 7200

*Apr 13 19:06:07.613: addr _l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O

*Apr 13 19:06: 07.613: NHRP:
Forwar di ng Resol uti on Request via Tunnel 2

vrf 0, packet size: 144
*Apr 13 19:06:07.613: src: 10.0.2.16, dst: 192.168.18.10
*Apr 13 19:06:07.613: (F) afn: AF_IP(1), type: 1P(800), hop: 252, ver: 1

*Apr 13 19: 06:07.613: shtl: 4(NSAP), sstl: O(NSAP)
*Apr 13 19: 06:07.613: pktsz: 144 extoff: 52
*Apr 13 19:06:07.613: (M flags: "router auth src-stable nat ", reqid: 3
*Apr 13 19: 06: 07. 613: src NBMA: 172.16.1.1
*Apr 13 19: 06:07.613: src protocol: 10.0.1.11, dst protocol: 192.168.18.10
*Apr 13 19:06:07.613: (C 1) code: no error(0)
*Apr 13 19: 06:07.613: prefix: 32, mu: 17912, hd_tine: 7200
*Apr 13 19: 06:07.613: addr _l en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O
ub9 2
1. sup wdds bde vpdsd NHRP JJgges 192.168.18.1/32. 93JYJ w9luwboé 1Jpegje 2
2. sup lple v ldpuwl,y g0 192.168.18.10. 905 v Jé poLoJdd pzdsl.
3. Talk 2 09 u§bs 1,9z 9589p wlouile 1) eds IJed J 192.168.18.10. IJul>iss /24
4. Talk 2 s,z 12l 31356 1Jegso 1Jedde J NHRP J 10.0.1.11 (Talk 1) Clgwegsle pedsple

o bdo wedsd NHRP.

5. Talk 2 5§90 wose 0B§ VPN of 0o wolissé wesss = eoslo NBMA IJglo o Talk 1.
Swpe lJovdly o 29J IJuw g IUssulpsds.

6. wg> 3J9 Talk 2 s uwd 1, £Jes o, NHRP J 192.168.18.10/24 |Jes Talk 1 g0, 1Jocd G
lUsulpsds 1U3s wp wulgo JJwy.

<{froot>

*Apr 13 19: 06: 07.613: NHRP: Receive Resol ution Request via Tunnel O vrf 0, packet size: 144

*Apr 13 19:06:07.613: (F) afn: AF_IP(1), type: |1P(800), hop: 252, ver: 1

*Apr 13 19: 06:07.613: shtl: 4(NSAP), sstl: O(NSAP)

*Apr 13 19: 06:07.613: pktsz: 144 extoff: 52

*Apr 13 19:06:07.613: (M flags: "router auth src-stable nat ", reqid: 3

*Apr 13 19: 06: 07. 613: src NBMA: 172.16.1.1

*Apr 13 19:06: 07. 613: src protocol: 10.0.1.11, dst protocol: 192.168.18.10

*Apr 13 19:06:07.614: (C 1) code: no error(0)

*Apr 13 19: 06: 07. 614: prefix: 32, mu: 17912, hd_tine: 7200

*Apr 13 19: 06: 07. 614: addr _I en: O(NSAP), subaddr_len: O(NSAP), proto_len: 0, pref: O

*Apr 13 19:06:07.672: NHRP: Send Resolution Reply via Tunnel 0 vrf 0, packet size: 172



*Apr 13 19:06:07.672: src: 10.0.2.18, dst: 10.0.1.11
*Apr 13 19:06:07.672: (F) afn: AF_IP(1), type: |1P(800), hop: 255, ver: 1
*Apr 13 19:06:07.672: shtl: 4(NSAP), sstl: O(NSAP)
*Apr 13 19:06:07.672: pktsz: 172 extoff: 60
*Apr 13 19:06:07.672: (M flags: "router auth dst-stable unique src-stable nat ", reqid: 3
*Apr 13 19:06: 07. 672: src NBMA: 172.16.1.1
*Apr 13 19:06:07.672: src protocol: 10.0.1.11, dst protocol: 192.168.18.10
*Apr 13 19:06:07.672: (C 1) code: no error(0)
*Apr 13 19:06:07.672: prefix: 24, mu: 17912, hd_tine: 7200
*Apr 13 19:06:07.672: addr _l en: 4(NSAP), subaddr_len: O(NSAP), proto_len: 4, pref: 0O
*Apr 13 19:06: 07. 672: client NBMA: 172.16.2.1
*Apr 13 19:06:07.672: client protocol: 10.0.2.18
ope ldogse 1
1. swp odis Iy eds wedsd NHRP oo Talk 2 JJgzos 192.168.18.10. [Jolsiss 124 g,

lJo s lUsrsulpsds.

csop Idlo wease beld 31d)s Ided s IJesde J NHRP J 192.168.18.0/24 ¢ 1J¢bgs

lJoldss = 10.0.2.18. NBMA = 172.16.2.1

3. wwp luolws pgwly NHRP Ws RIB J vwds 192.168.18.10. IJg bys IJwldse = 10.0.2.18.
<#root>
*Apr 13 19:06: 07.675: NHRP: Receive Resolution Reply via TunnelO vrf 0, packet size: 232
*Apr 13 19:06:07.675: (F) afn: AF_IP(1), type: IP(800), hop: 252, ver: 1
*Apr 13 19:06:07.675: sht1: 4(NSAP), sstl: O(NSAP)
*Apr 13 19:06:07.675: pktsz: 232 extoff: 60
*Apr 13 19:06:07.675: (M) flags: "router auth dst-stable unique src-stable nat ", reqid: 3
*Apr 13 19:06:07.675: src NBMA: 172.16.1.1
*Apr 13 19:06:07.675: src protocol: 10.0.1.11, dst protocol: 192.168.18.10
*Apr 13 19:06:07.675: (C-1) code: no error(0)
*Apr 13 19:06:07.675: prefix: 24, mtu: 17912, hd_time: 7200
*Apr 13 19:06:07.675: addr_len: 4(NSAP), subaddr_Tlen: O(NSAP), proto_len: 4, pref: 0O
*Apr 13 19:06:07.675: client NBMA: 172.16.2.1
*Apr 13 19:06:07.675: client protocol: 10.0.2.18
*Apr 13 19:06: 07.676: NHRP: Adding route entry for 192.168.18.0/24 () to RIB
*Apr 13 19:06:07.676: NHRP: Route addition to RI B Successfu
*Apr 13 19:06:07.676: NHRP: Route watch started for 192.168.18.0/23
*Apr 13 19:06: 07.676: NHRP: Adding route entry for 10.0.2.18/32 (Tunnel0) to RIB
*Apr 13 19:06:07.676: NHRP: Route addition to RI B Successfu

<{froot>



spoke_l#show ip route 192.168.18.10
Routing entry for 192.168.18.0/24

Known vi a "nhrp"

, distance 250, metric 1
Last update from 10.0.2.18 00:09:46 ago
Routing Descriptor Blocks:

*

10.0.2.18

, from 10.0.2.18, 00:09:46 ago
Route metric is 1, traffic share count is 1
MPLS Tabel: none

IJo2dl pu lduors

,oJIaJ'oé' s>¢p Cisco CLI Analyzer (o2, 9lz06 wlo, 1 JI9le, o0 Cisco) (JJgpdls

Lo wzdse bob) Isle, show PESUS. qu..,@,o Cisco CLI Analyzer (peJJ lzoé uwlb,
IJisle, oo Cisco) Je,uo wedsd Jetoe IJie, show.

Sod louile 1Jod s Ipodde s sop odase béld lgeuol, NHRP

<ttroot>

spoke_1#show ip nhrp

10.0.1.8/32 via 10.0.1.8
Tunnel0 created 02:19:32, never expire
Type: static, Flags: used
NBMA address: 172.18.0.1

spoke_1#

spoke_1l#show ip route next-hop-override
Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - next hop override

Gateway of Tast resort is 172.16.1.2 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 172.16.1.2

10.0.0.0/8 1is variably subnetted, 4 subnets, 2 masks
10.0.0.0/24 [90/5120000] via 10.0.1.8, 02:20:14, TunnelO
10.0.1.0/24 1is directly connected, TunnelO
10.0.1.11/32 1is directly connected, TunnelO
10.0.2.0/24 [90/6681600] via 10.0.1.8, 02:20:03, TunnelO

O nMNo


http://cway.cisco.com/go/sa/
http://cway.cisco.com/go/sa/
http://cway.cisco.com/go/sa/
//tools.cisco.com/RPF/register/register.do

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16.1.0/30 1is directly connected, Ethernet0/0
L 172.16.1.1/32 1is directly connected, Ethernet0/0
172.25.0.0/32 is subnetted, 1 subnets
C 172.25.179.254 is directly connected, LoopbackO
D 192.168.0.0/18 [90/5248000] via 10.0.1.8, 02:20:03, Tunnel0 <<<< Sunmary route received from hub!:
D 192.168.8.0/21 [90/3968000] via 10.0.1.8, 02:20:14, TunnelO
192.168.11.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.11.0/24 is directly connected, Loopbackl
L 192.168.11.1/32 is directly connected, Loopbackl
spoke_1#

spoke_l#show dmvpn detail
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
Tl - Route Installed, T2 - Nexthop-override
C - CTS Capable
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface TunnelO 1is up/up, Addr. is 10.0.1.11, VRF ""
Tunnel Src./Dest. addr: 172.16.1.1/MGRE, Tunnel VRF ""
Protocol/Transport: "multi-GRE/IP", Protect "profile-dmvpn"
Interface State Control: Disabled
nhrp event-publisher : Disabled

IPv4 NHS:
10.0.1.8 RE NBMA Address: 172.18.0.1 priority = 0 cluster = 0
Type:Spoke, Total NBMA Peers (v4/v6): 1

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb Target Network

1172.18.0.1 10.0.1.8 UP 00:02:31 S 10.0.1.8/32

<<<< Tunnel to the regional hub 1

Crypto Session Details:

Interface: TunnelO
Session: [0xF5F94CC8]
Session ID: 0
IKEvl SA: local 172.16.1.1/500 remote 172.18.0.1/500 Active

<<<<< Crypto session to the regional hub 1

Capabilities:D connid:1019 Tifetime:23:57:28
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel_id: 172.18.0.1
IPSEC FLOW: permit 47 host 172.16.1.1 host 172.18.0.1
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 35 drop 0 1ife (KB/Sec) 4153195/3448
Outbound: #pkts enc'ed 35 drop 0 Tife (KB/Sec) 4153195/3448
Outbound SPI : OxACACB658, transform : esp-256-aes esp-sha-hmac



Socket State: Open
Pending DMVPN Sessions:

spoke_1#

w8 wubdsd IJuv g Issulpsds 1U3s swp ldozse wo. Ls Supe wdosy beld
l¢wuol, NHRP

<ttroot>

spoke_1#show ip nhrp

10.0.1.8/32 via 10.0.1.8
Tunnel0 created 02:24:04, never expire
Type: static, Flags: used
NBMA address: 172.18.0.1

10.0.2.18/32 via 10.0.2.18

<<<<<<<<<<< The new NHRP cache entry for spoke 2 that was |earnt
Tunnel O created 00:01: 41, expire 01:58:18
Type: dynamic, Flags: router used nhop rib

NBMA address: 172.16.2.1

192.168.11.0/24 via 10.0.1.11
Tunnel0 created 00:01:26, expire 01:58:33
Type: dynamic, Flags: router unique local
NBMA address: 172.16.1.1
(no-socket)

192.168.18.0/24 via 10.0.2.18 <<<<<<<<<<<<< New NHRP cache entry formed for the rempte subnet behind sy
Tunnel O created 00:01: 41, expire 01:58:18
Type: dynamic, Flags: router rib

NBMA address: 172.16.2.1

spoke_1#

spoke_1#sh ip route next-hop-override



Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS dinter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route,

H - NHRP

, 1 - LISP
a - application route
+ - replicated route, % - next hop override

Gateway of last resort is 172.16.1.2 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 172.16.1.2
10.0.0.0/8 is variably subnetted, 5 subnets, 2 masks

D 10.0.0.0/24 [90/5120000] via 10.0.1.8, 02:23:57, TunnelO

C 10.0.1.0/24 is directly connected, TunnelO

L 10.0.1.11/32 1is directly connected, TunnelO

D 10.0.2.0/24 [90/6681600] via 10.0.1.8, 02:23:46, TunnelO

H 10.0.2.18/32 is directly connected, 00:01:48, Tunnel 0
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16.1.0/30 1is directly connected, Ethernet0/0

L 172.16.1.1/32 1is directly connected, Ethernet0/0
172.25.0.0/32 is subnetted, 1 subnets

C 172.25.179.254 is directly connected, LoopbackO

D 192.168.0.0/18 [90/5248000] via 10.0.1.8, 02:23:46, TunnelO

D 192.168.8.0/21 [90/3968000] via 10.0.1.8, 02:23:57, TunnelO
192.168.11.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.11.0/24 is directly connected, Loopbackl

L 192.168.11.1/32 is directly connected, Loopbackl

H 192.168.18.0/24 [250/1] via 10.0.2.18, 00:01:48

spoke_1#

spoke_1#sh dmvpn detail
Legend: Attrb --> S - Static, D - Dynamic, I - Incomplete
N - NATed, L - Local, X - No Socket
Tl - Route Installed, T2 - Nexthop-override
C - CTS Capable
# Ent --> Number of NHRP entries with same NBMA peer
NHS Status: E --> Expecting Replies, R --> Responding, W --> Waiting
UpDn Time --> Up or Down Time for a Tunnel

Interface TunnelO 1is up/up, Addr. is 10.0.1.11, VRF ""
Tunnel Src./Dest. addr: 172.16.1.1/MGRE, Tunnel VRF ""
Protocol/Transport: "multi-GRE/IP", Protect "profile-dmvpn"
Interface State Control: Disabled
nhrp event-publisher : Disabled

IPv4 NHS:
10.0.1.8 RE NBMA Address: 172.18.0.1 priority = 0 cluster = 0
Type:Spoke, Total NBMA Peers (v4/v6): 3

# Ent Peer NBMA Addr Peer Tunnel Add State UpDn Tm Attrb Target Network



1172.18.0.1 10.0.1.8 UP 00:05:44 S 10.0.1.8/32
2 172.16.2.1 10.0.2.18 UP 00:01:51 DT1 10.0.2.18/32

<<<< Entry for spoke2's tunne

172.16.2.1 10.0.2.18 UP 00:01:51 DT1 192.168.18.0/24

<<<< Entry for the subnet behind spoke2 that was | earnt

1172.16.1.1 10.0.1.11 UP 00:01:37 DLX 192.168.11.0/24

<<<< Entry formed for the |l ocal subnet

Crypto Session Details:

Interface: TunnelO
Session: [0xF5F94DCO]
Session ID: 0
IKEvl SA: local 172.16.1.1/500 remote 172.18.0.1/500 Active
Capabilities:D connid:1019 lifetime:23:54:15
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel_id: 172.18.0.1
IPSEC FLOW: permit 47 host 172.16.1.1 host 172.18.0.1
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 8 drop 0 1ife (KB/Sec) 4153188/3255
Outbound: #pkts enc'ed 9 drop 0 1ife (KB/Sec) 4153188/3255
Outbound SPI : OxACACB658, transform : esp-256-aes esp-sha-hmac
Socket State: Open

Interface: TunnelO
Session: [0xF5F94CC8]
Session ID: 0
IKEvl SA: local 172.16.1.1/500 remote 172.16.2.1/500 Active
Capabilities:D connid:1020 lifetime:23:58:08
Crypto Session Status: UP-ACTIVE
fvrf: (none), Phasel_id: 172.16.2.1
IPSEC FLOW: permit 47 host 172.16.1.1 host 172.16.2.1
Active SAs: 2, origin: crypto map
Inbound: #pkts dec'ed 10 drop 0 1ife (KB/Sec) 4185320/3488
Outbound: #pkts enc'ed 10 drop 0 Tife (KB/Sec) 4185318/3488
Outbound SPI : OxCAD04C8B, transform : esp-256-aes esp-sha-hmac
Socket State: Open

Pending DMVPN Sessions:

s 121 31856 1 ogiso 1psde J NHRP (£, e dwum) Ipeds Iss e gauoo igdlo

ouws) IJedlpsd 1dpedss |Js beldle ogsso NHRP 1Jgloé olduvodle Ideedss Josl 1degzo
(IJos wop posluwel wluwlbs 03l IJe9go). swp luunle 030 IULEIJIC guspl suveesye IUpgeo
o3l Jbdo ©edsd NHRP o 030 IJpgdsple 9sop luveisleo Jotisu euslo IP JJusds Jepse
£9> NHRP IJIg)s IJos huwd [Jsol 030 Idpgdyple. 31 B@> 03l 1Jpszo 1U9o9d IJs 030
lJuvoJé |JroaJ..§5 (.J.o SE ;_;!roéﬂoo CAp0 0do |Ju.uU-3Jo) Juvou r°|‘ Léw;s_)w‘J Huwldé lJe
NHRP |Js zese 9> NHRP IJwgss6 1Jpesyz6 W6 Ib¢ld "ldeeds” (ol osd IP NHRP)
Jebldod 1Jg 9 lJugss wpuwe 030 ldpedple pu edlad wessu NHRP IJglLoé wol.



J s pdeuw Jbgldle cesso NHRP IJos Jl vzolz ldsol 9dl uyss ouvésd IPsec Jlgsls

<#froot>

spoke_1#sh ip nhrp 192.168.11.0 detail
192.168.11.0/24 via 10.0.1.11
TunnelO created 00:01:01, expire 01:58:58
Type: dynamic, Flags: router unique

| ocal

NBMA address: 172.16.1.1

(no-socket)

Requester: 10.0.2.18

Request ID: 2

lweduuld IJigble gl oJlzol
S99, 03l IJd e Idpedsple IJos spdud |uweéslpol Jlywedgiled i'a]olc lJodssu sluadlzol.
odlebs: ze 1Js pedople popd 2o 19lo) o ozsz Bud luveésle I9le, debug.

SeUo ey luved il izble DMVPN sl odlzol B 4 bodle wodl lJe,oso:

1. bogs lJuggsoe IJplysé (NBMA 9 w§los wolss IJud3)
2. bo@o wvds, IPsec

3. bugs wuopsu GRE

4. bo¥s wy9u9dedle lJusgse lUssulpsdséd

Sod luvedunld IUigble gl uodlzol. oo 1JIGod wuigsd 1Uisle, IJelJsé:

<ffroot>

Il Enabl e nsec debug and | og timestanps

service timestamps debug datetime msec
service timestamps log datetime msec

'l To help correlate the debug output with the show comrand out puts


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

terminal exec prompt timestamp

b s lJogzso IUelsé (NBMA Iy o @bs Golss 1Juud 8)

ozl ppl Bl Joo ouwobse ool IJlouold po J9zs [Jeued 1Js suslo NBMA 1JglLo
?IJpgao 9p0 TALK |Js guslo NBMA 1JElLe wldpsze (pu 18z show ip nhrp eJs 1Jpelbeé). sgw
lo oy 0do ltovhle IUleuold pulyi,e pu ldslzes IJplbss 9dsuw po gl w99 DMVPN. |3l
Jp suze 3JI: Sloo welzs [ds 1dozdd po ldosese ks 2ol zelss wsu IJpszole 1Upzonsé
9ldp9zos.

bogo ouvs, IPSec

Sp wouvgsd Isle) 1Jeldss JJopdd po suwlisd SAs 9 IPsec IJglLos o ISAKMP C.so
colose NBMA Uzl o6 wldpeszo 9edJp.

show crypto isakmp sa detail
show crypto ipsec sa peer <NBMA-address-peer>

SpIdu wpdsu wuoese IJigble o3l Jlgvaduldd igble bugs wuvds, IPSec sl odlzol:

<tfroot>

Il Use the conditional debugs to restrict the debug output for a specific peer.

debug crypto condition peer ipv4 <NBMA address of the peer>
debug crypto isakmp
debug crypto ipsec

NHRP

Souwd Juigue Ieodde bdole ouvesd NHRP Ludd pocbec dJ Gspd <oglo>eods
ouwesd NHRP J 178 (eds 1dpedde) 19 IP. spdud IJozdd pu 03l O I1dpehbes gu)
lJogvgsd:

show ip nhrp nhs detail
show ip nhrp traffic



luwegse 1lole,s 1d90s6 ledle JJozdd pel 3 JIo 1duigue 1dss we Iozse sé9e whuwld
bdole ogwesd NHRP 9ldzosd eds 129> o IJuos6.

JJeedd po el 131 o 1degse Jase 1eld wgssu NHRP Jdb)sds ldos op Iopse wel Bis
3156 wgjsu NHRP [Jpes 9w eds 1Upgie Gp voubgsd o3l 1Jle):

show ip nhrp <spoke-tunnel-ip-address>

Jl.:}uodublgé i'a]olc lJpunldd Idpwed 86 o NHRP gl odlzoli spdo luweesle gpdsle wuozse
lJIg ble olo:

<{froot>

Il Enabl e conditional NHRP debugs

debug nhrp condition peer tunnel <tunnel address of the peer>
OR
debug nhrp condition peer nbma <nbma address of the peer>

debug nhrp
debug nhrp packet

bowsé wygosdedle ldusesoe lUrsulpsdssd

l2de 031 9886 zuww IJ s weus wi9w9dsd sdsu suvegpd:

o lowod ol izble EIGRP 9] o, Jlzol
o loweduldd izlble OSPF oo, Jizol
o lowed sl Igble o)90,999] Le L6 Lz39>.56 (BGP) 9l o lzol

pedyple slo Lodo

. lowed il Izble DMVPN gl o Jlzol LJIg,

s woug zxo DMVPN

* wwsd ool NHRP 1ez we

o lJosze o | 6 lJolensé oo Dynamic Multipoint VPN |
« Cisco Feature Navigator (po_o9z psjle Cisco)



//www.cisco.com/c/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/21324-trouble-eigrp.html
//www.cisco.com/c/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/21324-trouble-eigrp.html
//www.cisco.com/c/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/21324-trouble-eigrp.html
//www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/12151-trouble-main.html
//www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/12151-trouble-main.html
//www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/12151-trouble-main.html
//www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/22166-bgp-trouble-main.html
//www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/22166-bgp-trouble-main.html
//www.cisco.com/c/en/us/support/docs/ip/border-gateway-protocol-bgp/22166-bgp-trouble-main.html
//www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html
//www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html
//www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html
//www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-dmvpn-15-mt-book/sec-conn-dmvpn-event-trace.html
//www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-dmvpn-15-mt-book/sec-conn-dmvpn-event-trace.html
//www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_nhrp/configuration/xe-3s/Shortcut_Switching_Enhancements_for_NHRP_in_DMVPN_Networks.html
//www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_nhrp/configuration/xe-3s/Shortcut_Switching_Enhancements_for_NHRP_in_DMVPN_Networks.html
//www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_nhrp/configuration/xe-3s/Shortcut_Switching_Enhancements_for_NHRP_in_DMVPN_Networks.html
//www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/converged-vpn-solution-managed-services/prod_white_paper0900aecd8055c34e.html
//www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/converged-vpn-solution-managed-services/prod_white_paper0900aecd8055c34e.html
//www.cisco.com/c/en/us/products/collateral/ios-nx-os-software/converged-vpn-solution-managed-services/prod_white_paper0900aecd8055c34e.html
//tools.cisco.com/ITDIT/CFN/jsp/index.jsp
//tools.cisco.com/ITDIT/CFN/jsp/index.jsp
//tools.cisco.com/ITDIT/CFN/jsp/index.jsp

NFANK K ool - Cisco Systems



//www.cisco.com/c/en/us/support/index.html
//www.cisco.com/c/en/us/support/index.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



