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Configure > Security > VPN > Dynamic Mulipoint YPN g

-

Create Dynamic Mullipoint VPN (DMVPN) | Edit Dynamic Mulspoint VPN DMVEN) |

Conlgure DMYPN Spake

Use this option to confgure the router 25 & spoke in a full mesh or hub
and spoke nebwork topology. To complete this configuraiion, you must

know the hub's IP address, NHRP information, pre-shared key, IKE
policy, IPSec Transform set and dymamic rouling protocol information

" Creste o hub (server or head-end) in s OMUPN

Lize this opfion to configura the router 45 & primany of backup hub. Ifyvou

are configuring 2 backup hub, you must know the pimary hub's NHRF

inforrmation, pre-shared key, IKE policy, IPSec Transform e and

dynarmic routing protocol Inforrmation. =

Kaunch the selectod task)
T, =




DMYPN Spoke Wizard X

Configure a DMUPH spoke

DMVPM aliows you Lo create 3 scalable network thal connects mulliple remale routers o3
cantral hub router using the same security features offered by slte-lo-sita VPMNS. DRVEM
uses [PSec, NHRP, GRE and routing protocols to create secure unnels betwaen a hub and
& spoke.

This wizard allows you to configure he router as a DMYPR spoke,
The wizard guides you throwgh these 1asks:

* Bpeciling the DMYPH network topology.

* Prowicling hub information.

* Configuring 2 GRE funnel interface,

*Configuring a pre-shared key,

* Configuring IKE policies.

* Configunng an IPSec transiorm et

* Configurng & éynamic routing protocol.

Ta begin, click Mext

=iris] | Eanl:ell Help |

Lisly alSialls £ joall dSuis LS 32> .3
I




DEVPN Spoke Wizard - 10% Complete

DEVPN Network Topology
Select the DEVPRM network topalagy.

(ﬁ“ Hub and Spoke neteark j

I 1his topology, all DRYPR draffic is routed through the hub, A point-fo-point GRE interface
will be configured on the spoke, and the spoke will use itto creats a Wwnnel to the hub which
willl rermain up. Spokes do notcreate GRE unnels o other spokes Inthis topology.

™ Fully meshed network

In thizs topology, the spoke dvnamically establishes a direct tunnel 1o another spoke device,
and sends DMYPM traffic directhy to it A muitipoint GRE tunnel intetface is configured on the
zpoke to support this functionality,

| Hote: Clseo supports Tully meshed DMUPH networks only in the following Cisco 105
images: 12.3(8)T1 and 12.3(9) or later,

*Ea:k!fieﬂr” =i | Ean:ell Help |
C—
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DMVYPH Spoke Wizard (Hub and Spoke Topology] - 20% Complete [E|
Specify Hub Information

Enter the | address of the hub and the |F address of the hub's mGRE tunnel interface.
Contact vour nefwork administrator fo getthis information

Hukb Information

IP address of hub's physical interface: 209.165.201.2 |

IP address of hub's MGRE lunnel inteace; | 192.168.10.3 |

Pubilia P addigss
1o be cofosed abawa

Yo are confEunng

s s ook auber IP addiess of thwe mGHE lumnel

& be entered abawve

<Back ||Nea= || 7o | cancel| el |

chls e il a3 oMU dolell dg=lolly alSill gaill ag>ly Juols 52> .5
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DEYPH Spoke Wizard (Hubiand Spoke Topology] - 30% Complete

GRE Tunnel Interface Configuration

Selectthe interface that connects to the Intemet: |:_F-551E||‘IEFFIE|_|3I_ _ 1_ |

0 Selecting an intetface configured for a dialup connection may cause the connection to
bie abarays up.

GRE Tunnel Inarmace

A GRE tunnel inteface will be created for this DMYPR connection. Please eniar the
address information for this interface.

IF address of the tunnel interface Mvanced setings
IF Address: Click Advanced to verify that values
lﬁlﬂﬁ.ﬂ | triatch pear settings.
Subnet Mazk:

| anced. |
255.256.256.0 [z« B

Logical GREMGRE Turmel mterfacs.
P address of GRE'MGRE hanmnal
infarfsce on all hubs and apoks roubers
Infertace conmedlid o |mlensel mte private 1P addresses and st ba
Thia ia the intarface from which in 18 a BUbREl

GRE/MGRE Tumaed originatl :
Fed mane inforabon please dick e
lrarlyy buation_

*Ea:klﬂeﬂ? ~{miisl | Cancell Help |

Some of the following parameters should be identical
in &l devices in this DMYPM, Obiain the correct values
fromi wour nebeark administrator before changing the

Cisco P deraults.
MNHRP

HHRP Authentication String: |p|.,qupﬂ_ww
MHRP Metwork ID: :iuuﬁﬁd -
MHRF Hold Time: | 360

GRE Tunnel Intarface Informalion

Tunmnel Key. |1|][||][||]

Bandwidth: | 1000

MTL: [ 1400
Tunmnel Throwghput Delay: | 1000

(ok ]| cancet | e |
K .Hub

12,8519 e I iiuall pliasll 52> .7




DEVYPH Spoke Wizard (Hub and Spoke Topology] - A0% Complete E|

Authentication

Select the method you want to use o authenticate this router to the peer device(s) inthe
DaP M metwark, You can use digital ceriicate or a pre-shared key, |f digital cerdificate is used,
the rouler must have s valid cerdificate configured If pre-shared key is used, the key configured
@n his rouler must maich ke keys configured on all other roulers in the DMYER neteork,

I Digital Certificates

& Pre-shared Keys

pre-shared key, *"""' 1

Resrter key. s |

<Back [ Ned d | “ivist | cancel| e |

IKE Juasio ol in order to wiua, ddlnilo .8



DMYPN Spoke Wizard (Hub and Spoke Topology] - 50% Complete x|

IKE Proposals

ILE proposals specify the encraption algarithin, authentication algorthm and key exchange
method that is used by this rowter when negotiating a YPH connection with the remote
device, For fhie YPR connection to be established with the remale device, the remaote
device should be confgured with af least one of the policies listed balow,

Priority} Encryption | Hagh D-HGroup | Authenfication) Type

FRE SHARE CistoCP Defal

-I:Ea[_klﬂe:d! Alrl=] | Canl:ell Hetp |

9 495Lanllg Jl olaleo >a> .9

Add IKE Policy

Configure IKE Policy

Friority:; Authentication: :
|2 PRE_SHARE |
Encryption: D-H Group:

iiEE_‘I az v group1 |
Hash: Lifetime:

24 [0 |[o | HHMmsE

| oK || Cancel | Help |

i EE—

OK
Next 56 il 1d Lya> Bslis] a5 Ll IKE duwluw 4,9, oSy .10
(JWI)




DMVYPH 5poke Wizard (Hub and Spoke Topology) - 50% Complete E|

IKE Proposals

IKE proposals specify the encrption algorithen, authentication algonthm and key exchange
method that is used by thiz router when negoliating 2 VP connection with the remole
dewice. For the WPR conneclion to be established with the remale davice, the remole
device should be configurad with al least one of the policies listed belaw,

Click the Add.. bution (o add more policles and the Edit.. buiton to edit an exlsting policy.

Priority) Encrgption | Hash D-H Group | Authentication| Type

: 3 PRE SHARE Cicco CP Defal
2 AES_182  SHA1 groupt PRE_SHARE User Defined
Add.. :

-:Ea[_k,ilﬂe:d:n] ~iri=l | Cancell Help |

Lozl dcgazo dsylia) (JI il .11
ol Y|




DEVYPH Spoke Wizard (Hub and Spoke Topologyl - 60% Complete

Transform Set
Atransform sef specifies the encryplion and autheniication algorthms used to protect the

data inthe ¥PM tunnel. Since the bvo devices must use the same algorithms fo
cammunicate, the remote device must be configured with {he same transfonm et as the

one selecled below.

Chck the Add... bution fo add a new transform set and the Edit.. button to edit the specified
tranzform set.

Select Transfonm Set

Hame ESF Encryplion| ESF Intedrity AH Intearity

|

FLTuls Edit

< Back || Nest=] | 710 | cancer| Heip |

2 ok LD ogllaodl azeill JgSgi9 0 2> .12
.OSPF




DMVPH Spoke Wizard (Hub and Spoke Topology) - 70% Complete X]

Select Rowting Protocol
Routing profocols are used to adverise private netwarks behind this router to other routers
in the DEVPRL Selectthe dynamic routing profocol you want fo use,

Male; Wou can only treale as many OSPF pracesses as the number of inlefaces that are
configurad wilh an IP address and have the status adminisiratively up.

" EIGRP

< Back | [Mewt =]

Leic oMeVl piww (il oluill a9loY ddlo] §g9 sl .dslniall 9,209 OSPF ddac 9,20 52> .13
.OSPF

il | Eancell Help |




DEMVPH Spoke Wizard (Hub and Spoke Topology)

0% Complete

Routing Information

" Selectan existing OSPE procass D

¥ Creale a new OSPF process I0 [ |"] ]

CSPF Ares 1D for lunne! nebsark: m

Add the private networks that yowwant o advedize to the other roulers in this DWVERH, OSPF
miust e enabled on the other routers to send and receive these advarizements.

Frivate netwarks adverized using O5FF

Metwark | wilgcard mask | area

Edi I

[ialate

Phbvate Metwurk thil will L=
alvetined fu the DMVPN cloud,

«Back | Ne» | Firich | cancel | Heip |

Hetwork: 192,166.10.0 |

Wildeard Waske | 0.0.0.255 |

Area 4 |

| Ok ” Cancel |

699 il pi .oaxiy sl axgall wals doll éSyuill élo) 15



DEYPHN Spoke Wizard (Hub and Spoke Topology] - 0% Complete

Routing Information
™ Selectan eysting OSPF process |0
¥ Creale a new OSPF process IDy |—|w

QSPF Area ID for lunnel neteork: | 7 |

Add the privale networks thal youwant o adverlize o he ather routers in this DMWVPH, OSPF
miust e enabled on the other routers to send and raceive these advanizaments.

Private networks advedised using O5PF

Hetwork Wildcard Mask | Area
192.1668.10.0 0.0.0.255 2
17216180 0.0.0.255 Z

Puivaie Metwurk thal will L=

alvetized o the DMVPN vloud.

< Back | Eedr][ “iricl | cancel|  Heip |

1955 JWSY "cleil 9 il .16
ol




DMYIPH Spoke Wizard (Hub and Spoke Topology] - %0% Complete X

Summary of the Configuration

Click Finlsh fo delter the configuration to the router.

Rale of iz router; DMYPNSpoke (Hub & Spoke topology) S
Public IP address ol prirary hui 209,165 20172

IP addrass of primary hubs mGRE tunnel{0)

Interface thal connecls this rouler 1o the IntemealFastEheamald

P addrass of this roulsr's Wunnel inferface 1 32 163 105 Mask 255,255 255 0
mdvanced configuration for the lunnel ineace.

MHREF Authenficalion String DMYPR_HWY

MHRF flebatark 1D: 100 000

MHREP Haldkme: 360

Tunnel Key: 100,000

Bandwidth: 1,000

WATLE 400

Delay:d 000

Rouling Protocal:0SPF

OSPF Process 1010

DSPF Area 1D for funnel neteark: 2

Frivate netwarks adverized

192 16810 0Area2

TN AR A FMHEr~aTD b

= Back | e Finish | Cancel Help
| oo |Gemisn ) | |

S 131 jlgl s 23y 0055 9 running config bag> ;i Yl &5 5x> oYl iy ol aluy dsladl 17
ba> x5

Deliver Configuration to Device

Deliver defls commands (o the device's running canfia,

Previewy comenards thet wil be delvered to the dedce’s rufning configurstion,

crypto ipsac transtorm-2ef ESP-30ES-EHA, esp.cha-hmac azp-Jodes Cal
e transpar =
exk =

cryvpbo ipsec profile CiscoCP _Profilel

zet tranzform-sat ESP-30ES-SHA

axt

rerface Tunneld

exi

defosdt mberfece Tunnel

nterface Tunneld

Fearvdkadntth A 000 s

The differences between the running configuration and the startup configurabion are lost whenever
the device is turned off.

[~ Save running config. to device's starlup confio.
Thiz operafion can fake seversl mnutes.

| Dedver || Cancel Saveto fie Help




Talk J CLI 955
L dlall s3> CLI (4655 Jo,e o

ac Saxil pi sl azgall

crypto ipsec transformset ESP-3DES-SHA esp-sha-hmac
esp- 3des

node transport

exit
crypto i psec profile C scoCP_Profilel
set transformset ESP-3DES- SHA

exit
interface Tunnel O

exit
default interface Tunnel O
interface Tunnel O

bandw dt h 1000

del ay 1000

i p nhrp hol dti ne 360

ip nhrp network-id 100000

i p nhrp authenticati on DMWPN_NW

i p ospf network point-to-mnultipoint
ip ntu 1400

no shut down

i p address 192.168.10.5 255. 255. 255.0
ip tcp adjust-nss 1360

i p nhrp nhs 192. 168. 10. 2

ip nhrp map 192. 168. 10. 2 209. 165. 201. 2
tunnel source Fast EthernetO

tunnel destination 209.165. 201. 2
tunnel protection ipsec profile CiscoCP_Profilel
tunnel key 100000

exit
router ospf 10

network 192.168.10.0 0.0.0.255 area 2
network 172.16.18.0 0.0.0.255 area 2
exit
crypto isaknp key *****x** zddress 209.165. 201. 2
crypto isaknp policy 2

aut hentication pre-share

encr aes 192

hash sha

group 1

lifetinme 86400

exit
crypto isaknmp policy 1

aut hentication pre-share

encr 3des

hash sha

group 2

lifetinme 86400

exit

cisco cp . losiw  JSuis 6 w0

uil] 135 5 DMVPN J g59all 4290 1955 @S e sglasy bolas Jaio a8 JosC pi
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dngall s 359
00120/

Configure > Securilty = WPN = Dynamic Mullipoink ¥ PN

L3
g-'ru VPN

Create Dynamic Mullipoist VPN (DMVPN) | Edit Dynarmic Multipaint VPN (DMYPHN)

i Create a spoke (clent) in a DMUPH

Llse this oplion lo configure the router as 3 spoke in a full mesh or hub
and spoke network pology. To complets this configuration, you must
kno thie hub's IP address, MHRP information, pre-shared key, IKE
palicy, IPSee Transform set and dynamic routing profocal information.

[ rasie a b fsarist or hasd-andi in 3 UMV )

Uze thls opllon to confgure the router as a pimanys or backup huks, you
are configuring & backup hueb, you must know the primary hub's NHREP
information, pre-shared key, IKE policy, IPSec Transform setand
dynamic rowling profacal infarmation

(Lau nch the selected 1as h]

Next §o ,ail .2
(JWl)



DMYPH Hub Wizard E

Configure a DYPH huts

DMVPM allows you Lo creste 3 scalable nebwork thal connects mulliple remole roulerns 1o 3
central hub rowter using the sarme securlty features offered by site-t0-site YRRMs. DRYEN
uses [PSec, NHRP, GRE and routing protocols 1o create secure funnels between a hub and
3 spoke.

This wizard allows you Lo configure [he router as 3 DMYPR hub.
The weizard quides you throwgh these tasks:

* Bpecitving the DMYPRH network topology.

* Bpecifing the hub type.

* Configuring 2 multipoint GRE tunngl

T Confguring a pre-shared key,

= Configuring IKE policies.

* Commigunng an IPsec transionm sat.

* Configuring & cvnamic routing protacol.

Tao bagin, click Mesxt

i} Finisl | Cam:ell Help |

Lisly alSially g joall dSui ,lS 32> .3
Il




DYPN Hub Wizard - 10% Complate x|

DMYPN Network Topology
Select the DMYPM network topalogy.

(# Hub and Spoke network |

In this topology, all DMYPR Iraffic is routed through the hub, A point-to-point GRE interface
will be configured on the spoke, and the spoke will use il to create 3 lunnel to the hub which
will remain up. Spokes do nol create GRE tunnels 1o other spokes inthis topology.

 Fully meshed network

In this topology, the spoke dynamically establishes a direct tunnel to another spoke device,
and sends DYPN frafic directy to it A multipoint GRE tunnel interface is configured on the
spoke to support this functionzlity,

Hote: Cizco support s Tully meshed DMYPH networks onby in the followsing Cisco 105
Images: 12,.3(8)T1 and 42.3(9} or kter.

:Ea;h;! Ne:d:-u =|':i-I:J CEIIIII‘-EII Help _]

899 il o5 . awlwl £ joall 33> 4
Il




DYPN Hub Wizard {Hub and Spoke Topology] - 15% Complete x|

Type of Hub

In & DEVPM neterork there will e a hub router and multiple spoke routers connecting o the
hub, You can also configure multiple routers as hubs, The addiional routers wall acf as
backups, Select the lvpe of hub vau want to configure fhis router as,

i Primary hub

 Hackup HubiCisco CF does nob support backup nub configuration on this mute

:Ea;kpﬂenj:] =|':i-I:J Cantell Hetp I

ohls jsily gail d4g>l9 wlaleo 52> .5

. do Ao




DMVPH Hub Wizard (Hub and Spole Topology] - 30% Complete

Multipoint GRE Tunnel Interface Corfiguration

Selectthe interface that connects to the Intemet: [ |Ei93 bitEthermetnin | -
/B Selecting an interface canfigured for a dialup connection may cause the connection to
be ahways up.

Muli point GRE (mMGRE) Tunnel Intarfce

A GRE tunnel intertace will be created for this DYVPR connecton. Please entar the
address information for this interdface.

IP address of the tuningl Interface Adwanced setings
I Address: Click Advanced toverify that values
1892.168.10.2 | rratch peer settings.
Subnet Mask:
255.255.255.0 || 24

Lagical GREMGRE Turne nbanface.
IP address of GRE/'MGRE tunnal
inerface on all hube and spole roulers
afe private IP addresses and must be
i e garse aubimel.

For mare information please dick the
bk butien.

Irvlerface conneced to Infemal
This s the inteiface fram which
GRE'MGRE Turas diginaliss=

_I'h__l.r LN e I - I .l"la._a.d.ll LI N P

ol o5 .NHRP &lol2o9 g2l wlaleo 30> .6

Ldvanced configuration for the tunnel inter... [EJ

Some of the following parameters should be identical
in 2ll devices in this DhWPR, Obtain the comect values
from your nedwoark administralor before changing the
Cigco CP defaults.

MHRF

HNHRF Authentication String: | DIMVE R MY
NHRP Metwork ID: |"1-nuﬁ'r-ld B
MHRF Hold Time: | 360

GRE Tunneal Interface Informalion

Tunnel Key: | 100000

Bandwicth; | 1000

MTL): | 1400

Tunnel Throughput Delay: | 1000

[ ok || cancat |  Hew |
=== 0K

shacl I bliwl Ll 33> .7




Cisco CF Warning
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DEYPH Hub Wizard (Hub and Spoke Topology] - 40% Complete

Authentication

Select the method you want to use W authenticate this rowter (o the peer deviceds) inthe
CVE M netaark, You can use digifal cerificate or 2 pre-shared keyv, If digital cedificate is used,
the router must have a valid cedificate configured. If pre-shared keyis used, the kay configured
an s rouler must malch the kevs configurad an all other rowlers in the DWVEN netear,

" Digital Certificates

[f“ Pre-shared Keys j

pre-shared kay. il |

Reerter key (e |

< Back [{Mea=)| 0 | cancel| Hep |

IKE Jasio caiiol in order to ciwa, dalnils .9




DEYPH Hub Wizard (Hub and Spoke Topolopy] - 50% Complete |'K

IKE Propogals
IKE proposals specify the encrpption algorithm, autnentication algonthm and key exchange
method that is used by this router when negotizting & VPN conneclion with the remaote
device, For the WPh conneclion to be establizshed with the remole devic e, the remofe
device should be configurad with a1 least one of the policies lisled below,

Priority] Encegption | Hash D-H Group | Authentication| Tvpe
aroup2 FRE_ EHARE  Cizco CF Defal

<Back | Mest= | 0 | cancer| e |

9 a9>Lanllyg

fdd IKE Policy
Configure IKE Policy-

Priafity;  Authentication;
2 PRE_SHARE v
D-H Group:
group w |
Lifetime

24 |0 |0 | HHmnss

Cancel | Helo |

.OK
Next §56 il 1D bya> Bilis] a5 Ll IKE duwlow &3, oSey .11
(JWI)




DEVPH Hub Wizard (Hub and Spoke Topology] - 50% Complete | 4

IKE Proposals
IKE proposals gpecify the enchption algorithm, authentication algorithm and key exchange
method that is used by this rowter when negotiating & VPM connection with the remole
device, For the WPh connection to be established with the remole device, the remote
device should be canfigured with al least one of the policies listed belaw,

Click the Add.. button o add more policies and the Edit.. button 1o edit an existing policy.

Priority} Enceyption | Hazh D-H Group | suthenlication| Type

qroups FRE EBHARE CiscaCP Defay
k: AES_ 1932 SHA_1 groupt PRE_EBH&RE User Defined
Add.. | Edi

<Back |(Ned = | 70 | cancel| Help |

Jozill dcgamo dsylia) (JWI il 12
ol Y|




DMYPH Hub Wizard (Hub and Spoke Topology] - 60% Complete

Transform St

Atransform sef specifies the encryplion and authenilication algorthms used to protect the
daia inthe VPM funnel. Since the two devices must use the same algormhms to
cammunicate, the remote device must be configured with the same transform sel as the

one seleclad below.

Chck the Add.. bution to add a new transform set and the Edit.. button to edit the specified
tranzform set.

Select Transfonm Set

Cisco CF Defaull Transform Sel  + |

Details of the specified transform set
Hame ESF Encryplion| ESF Intedrity AH Intearity

Gi ESP-30ES-SHA  ESP 3DES  ESP_SHA HMAC

i

|l
|

-cElatk![Neal-| =|':i~|:J cantell Help ]

22 iy (LD . oglasll aeill JoSgig, 31> .13
.OSPF




DEYPH Hub Wizard (Hub and Spoke Topology] - 70% Complete E|

Select Rouwting Protocol

Routing profocaols are used to adverise private netwarks behind this router to otver routers
in the DYFN, Select the dynamic routing profocal vou want io use.

Mote: You can onby creale a5 many OSPF processes as the number of interfaces fhat ara
confgurad wilh an IP address and have the status adminisiratively up.

" EIGRP

tEIaLkENEdP| -{rii=l | Cam:ell Help |
leie oMeY! pinw (il oSl a8loY dSlof §9d Ll .aabnioll 8,209 OSPF ddac 8,20 52> .14

.OSPF




DMYPN Hub Wizard (Hub and Spoke Topology] - 80% Complete

Rotirg Information

™ Selectan existin ; BEE L

(% Create a new OSPF process ID) [0 ]
OSFF Area ID for tunnel network: 2 ]

Add the privale networks thal youwant o adverlize o the other roulers in this DMWVPH, OSPF
miust be enabled on the other routers to send and raceive these advanizaments.

Private networks adverlised using OSPF

Hetwork Wildcard Mask | Area

Privaie Metwurk that will =
@eeitiead fu ihe DMYFEN vloud,

*EELH! Mexj:-l =il | Eancell Hefp |

fdd a Hetwork

Hebwark: 122163100

S e = ] L e L

Wildcard Mask 000254

Area: |2

Cancel |

a2y alnalog 3,155 2 ls 6 pall cals ol Syl el 16



DY Huob Wizard (Hub and Spoke Topology] - B0% Complele

Fizarting Informeation

L | 1 OERE ot C

f# Creals 2 ndw OSEF procass I 10
C=PF s 1D Sor lunng] o baicek: '2

Add Ihe privabe netaorks Thal youwswant o adwarlge to the olher roulers in this DWYEH. O5FF
rratEl ke enabied on the other routers 10 sand and recehe these sdvertsements.

Private nedwonks acverlised weing UEFF

Mebwork | viadcara Mask | ares

182186100 0,00.255 2

17216200 000,255 2
Pkt Mot it wil be

schrectmed T thy DRIVEN G

< Back [et o) 71c | cancet]  weip | U5

2955 JaSY "cleil §99 jail .17
aJleall

p—

DEVYPH Hub Wizard (Hub and Spoke Topolopy] - 20% Complete |x|

==

Summary of the Configuration

Click Finish 0 delter the conflgurstion 1o e router.

Rale of this rowler DWPRHUR (Prifmang A
Intarface thal connecls this roular 1o the IntermetGigabitElhe el

IF addrass ol this rouler's unnel inferface 1 92 168102 Mask 255.255.2546.0
advanced configuralion for fhe tunnel iferface;

MHRP Authenficalion Siring. DMWY R_RW

NHRF Metwork 1001 00,000

MHRP Haldlirme, 380

Tunnel Keay: 100,000

Bandwidth:1, 000

ML, 400

Dalay 1,000

Rouling Protocal. OSPF

OSPF Pracess D10

QSPF Area 1D for tunnel neteork: 2

Frivate nefwarks adverdised:

192 1681008222

17216 20 0Area?

Transform Set
klAara~ COD FMEC Ol

Spoke Configuration. |

<Back | ‘o - | (Finish)| Cancel| Help |

Adiy ol paluy dslhal .18




Deliver Configuration to Device

Dediver defla commands 1o the device's running config

Preview caommands thet will e delvared to the device's running configuration,

crypto keyring cop-dimvpn-keyring
pre-zhared-key address 0.0.0.0 0.0.0.0 key e i
exlk

eryplo ipsec translorm-5el ESP-3DES-SHA esp-sha-himst esp-Ides

mioche tranzport

axi

crypto lsskmp protie cop-dmypn-izakmgeotile

kewring cop-dirpn-keyring

mekch idenily address 0000

et
rruebe rae seedile Sloees™ 0 Bemfdiod i

The differancas betwean the running configuration and the starfup configuration are lost whanever
the device 1s turned off.

v Save running config. to device's startup config.
Thiz cperation can take seversl minutes.

| Dever Cancel Save to fis Hoo |

60 J S CLI

1d alall s5 CLI (95 Lo,e pis

gioall az90

!

crypto isaknmp policy 1
encr 3des

aut henti cation pre-share
group 2

|
crypto isaknmp policy 2
encr aes 192
aut henti cation pre-share
crypto i saknp key abcd123 address 0.0.0.0 0.0.0.0
|
crypto i psec transform set ESP-3DES- SHA esp-3des esp-
sha- hmac
node transport
|
crypto ipsec profile CiscoCP_Profilel
set transform set ESP-3DES- SHA
|
interface Tunnel 0
bandwi dt h 1000
i p address 192.168. 10. 2 255. 255. 255.0
no ip redirects
ip ntu 1400
i p nhrp authenticati on DWPN_NW
ip nhrp map mul ti cast dynamc
ip nhrp network-id 100000




ip nhrp holdtime 360

ip tcp adjust-nmss 1360

i p ospf network point-to-nultipoint
del ay 1000

tunnel source G gabitEthernet0/0
tunnel node gre multipoint

tunnel key 100000

tunnel protection ipsec profile G scoCP_Profilel
|
router ospf 10

| og- adj acency- changes

network 172.16.20.0 0.0.0.255 area 2

network 192.168.10.0 0.0.0.255 area 2
!

CCP plaziswly DMVPN 685 s

o 999 jailly gaill dg=>l9 aaxs aie Ly 659>90)l DMVPN g9 wlaleo s diSay

configure > Securty = ¥PMN = Dynamic Multipoint YPH

L3

| Create Cynarmic Mufipolnt VPN (DMYPN) 1 Edit Dvtiamic Muttipoint YPH [DMYPR) |
aad.. | Edlt...l] Delete |

Interface IPSe: Profile IP Address Description

Tannell CiscolP Profiled 192168102 shlone=

Cetails for interface Tunneld;

tern Marme ltem Value e ||
IMerface Tunneld
IPSac Profile CIseoCP _Proflel
IP Addrass 192168402
Descrintion <Mone=
Tunnel Bandwidth 1000
ML 1400
MHREP Autheniication DoblnE WY
MHRP MNetwork 1D 100000 =
MHRP Hold Timme 260
Crelay{0} 1000 2|

ple gl doMe e 3all pliaoy MTU Jio aill dg>ly wlales Jyisi iy



DEVPN Tunnel Configuration

General | NHRP | Routing |

P address: |192.1se.m.2'
Mask: 2552552550 HE E
Tunngl Source
& interface: | GigatitEthernet |
P address: [ |
Tunne! Destination:

% Thiz iz an mulipsint GRE Tunnel

™ IP { Hostrisme: | |
PSec Profie: |ciscoce_pratl | aod. |
MTLL |"i.s'ﬁt|'
Dereinkit Fios
Delay: I':l'u_uu

Tunned Key: (100000

ok | cencel | Hew |

dquuill .NHRP ugsi dode w290y olllnioll 1899 lghaxig dball wl3 NHRP claleo _le jgiell pi .1
ound 8 ddlol 999 ,isl .8 500)l azgoll IP GlgieS NHS Lo,e e 1 oS5 ol vy «Jwaioll a>goll



DEVYIPN Tunnel Configuration

 General | NHRP | Routing |

Authertication String: |nwm_m~x

Hold Time: |3Eiu'

Matweork O |1um:m
Mexd Hop Servers

MextHop Servers Bl

MHRR Men

Destination | Mask _Jf_#-?ﬂﬁ 7]
“None= “Moneg=

ok |  cancel Help |

NHRP s a3LoY NHRP da,,>
2090 98 oS NHRP e laleo (uoSs ¢Sy céSaitdl el I olial .2



HHRP Map Configuration

(™ Statically configure the IP-to-HMBA address mapping
of IF destinations connected fo 3 NBMA netwrork:

Destination reachable through MBMA neteor

or mutticast packsts o be sent over & tunmnel neteaork,
* Cymamically add spokes’ IP addresses to hub's muticast cache
™ |P address of MEMA address directly reachable
|

(] 4 I Cancel 1 Help |

Lo
g5 gl dode o Lghasig a>gill dlall ol wlaleall jo e i



DEAVPN Tunnel Configuration

e,

| General | NHRP | Routing |

Routing Protocok hose

b OSPF
OEPF Network Type: p:irrt-tu-n‘uﬁi:-;ird g
CEFRF Priority:
Hedlo nkeresd:

Desd Interval

ok Cancel [ Help |

ologleall 140 250

i lall 0igr DMVPN il 0685 ot

3,0l M3 0o oiaxially JLasYl -
5Soall g9 aild Jlasl -

Leic Szl piy aSaoliys IPSec §lail clinl ploul J21 oo badd _JoVI as, o)l aidlio o itwal] 13D 9
:DMVPN &S JI Ly ol piy il &bl d8LoY aeill 13D plasiuw] piy

Talk S5 ,ls 5359 DMVPN alles sbis, o8 .1
doxall aSuid] HLS o Vo dloSiall dSuid] jLS 52> ([DMVPN éSuiv lalazo 6390 (0 .2
-dgy92all9



DMYPN Spoke Wizard - 10% Complete (x|

DEMPN Metwork Topology
Select the DWMYPMN network topalogy.

" Hub and Spoke netwark

In this topoloay, all DEAPR raffic is routed through the hub, A point-lo-point GRE interface
will be configured on the spoke, and the spoke will use i to create 3 lunnel to the hiub which
will remain up. Spokes do nol create GRE tunnels 1o other spokes Inthis topology.

[F Fully meshed network ]

In ihig topology, the spoke dynamically establishes a direct tunnel to another spoke device,
and sands DrVYPMN trafflic directly fo it A multipoint GRE tunnel intetface is configured on the
spoke to suppor this functionality,

Hote: Ciseo supporte fully meshed DMUPH networks only in the following Cizeo 105
Images: 12.3(8)T1 and 12.3(3) or later.

<Back | Med> | =0 | cancer|  Hep |

iall 138 (8 5,31 & liyeSil lgorsiws (il Lgwss ololasll plasiwly oueSil dsy JoST .3

axall oo gl
nsSIl 13D a0 oo B8l elyz| W 229, Y
do old Olegles
£9 Jl &9 o dioly aloww oYlail :Cisco o blaill 63a9is aSaolivall VPN aSub -

S (10S 12.2 Dynamic Multipoint VPN (DMVPN -
Cisco Systems - olaiiwolly  isill acall -
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