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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-dmvpn-15-mt-book/sec-conn-dmvpn-dmvpn.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-dmvpn-15-mt-book/sec-conn-dmvpn-dmvpn.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-dmvpn-15-mt-book/sec-conn-dmvpn-dmvpn.html?dtid=osscdc000283
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-dmvpn-15-mt-book/sec-conn-dmvpn-dmvpn.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-dmvpn-15-mt-book/sec-conn-dmvpn-dmvpn.html?dtid=osscdc000283
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
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https://www.cisco.com/c/ar_ae/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#common
https://www.cisco.com/c/ar_ae/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyisakmp
https://www.cisco.com/c/ar_ae/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyisakmp
https://www.cisco.com/c/ar_ae/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyisakmp
https://www.cisco.com/c/ar_ae/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyisakmp
https://www.cisco.com/c/ar_ae/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyisakmp
https://www.cisco.com/c/ar_ae/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifygre
https://www.cisco.com/c/ar_ae/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifygre
https://www.cisco.com/c/ar_ae/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifygre
https://www.cisco.com/c/ar_ae/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifynhrpreg
https://www.cisco.com/c/ar_ae/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifynhrpreg
https://www.cisco.com/c/ar_ae/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifylifetime
https://www.cisco.com/c/ar_ae/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyonedirection
https://www.cisco.com/c/ar_ae/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyrouting
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 opdsu wuogse lgble MSEC glJizele 150086 JJuwzd:

pzl e ogags (config)#service timestamp debug datetime msec

I Jaseo (config)#service timestamp Tog datetime msec

L opdsu IUblog 1U5e0s Jebldus EXEC Jdeebs IUb,dss Jeduwle ouspst Iigble:

Idblog 1 d)pos JablJos Router#terminal EXEC

odlzbé: Loso IJb)s 86 spdud wuwosds Lub 18)lz wuoese IJigble wegsz 110, show.
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2. lgwogsp lsuol traceroute JJwe 88 po Idpush 1J3s wuuddo i IJod s 1Jp ).
3. luweésp I9le, debug sshow JJwe 88 e £3p IJlouolJ:

* debug ip icmp

* 2jpo ip debug




pdlebos: s89p ey 2ips IP debug Llugile Jpss Jusid po IJIlz ssuveese pdal)l
Josil po esl3 IJoblp. szo luvaesle o3l le) w2y Bs vvedle Ilucle. Ipvagse
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SEHLP IJi,oJ show crypto isakmp sa ,9999J ISAKMP SA JsJ9y s MM_NO_STATE. ppl
seus lu ldyuse 1dyssuns Suvd.

IJordd pu Luors U el pubesd puvedl €Sy LoRSE

131 Jo edo Wil 1dpuie,ds puuodl os udwol gds JJI IUzlowso: sBuiud lJedlys.
S89p IJpszo whele 1yuwlds 1IJVluds JJowedd pu uwdlps IJuble.

IJozdd pu wessu weasd IPsec és) Idpesld s

I3l Jp oI pzp9esd weasd IPsec pogld s 9 ¢s) poblu@s gds zolis IPsec. B usd i
oly o IPsec.

S89p Idpsze whele ILuwlds gy IUpdwsde Jpde sz IPsec.

IJezdd po 2b) 2jp ISAKMP s ISP

<#root>
Router#

show crypto isaknp sa

IPv4 Crypto ISAKMP SA

Dst src state conn-id slot status
172.17.0.1 172.16.1.1 MM_NO_STATE 0 0 ACTIVE
172.17.0.1 172.16.1.1 MM_NO_STATE 0 0 ACTIVE (deleted)
172.17.0.5 172.16.1.1 MM_NO_STATE 0 0 ACTIVE

172.17.0.5 172.16.1.1 MM_NO_STATE 0 0 ACTIVE (deleted)

S9uoe Iepeld Il 8 9psue 09§ VPN.


https://www.cisco.com/c/ar_ae/support/docs/security/ios-firewall/23602-confaccesslists.html#ts
https://www.cisco.com/c/ar_ae/support/docs/security/ios-firewall/23602-confaccesslists.html#ts
https://www.cisco.com/c/ar_ae/support/docs/security/ios-firewall/23602-confaccesslists.html#ts

eJdlos eds d3JIc we 9 9debug cryptoisskmp JJ o299 pU i.;, lJe9zo lJpwuod syuvd 2ieé UDP 500:

<{froot>
Router#

debug crypto isaknp

<tfroot>

04:14:44.450: ISAKMP:(0):01d State = IKE_READY
New State = IKE_I_MM1

04:14: 44. 450: | SAKMP: (0): begi nning Main Mode exchange

04:14:44.450: ISAKMP:(0): sending packet to 172.17.0.1
my_port 500 peer_port 500 (I) MM_NO_STATE
04:14:44.450: ISAKMP:(0):Sending an IKE IPv4 Packet.

04:14:54.450: | SAKMP: (0): retransmitting phase 1 MM NO _STATE.

04:14:54.450: ISAKMP (0:0): 1incrementing error counter on sa,
attempt 1 of 5: retransmit phase 1
04:14:54.450: ISAKMP:(0): retransmitting phase 1 MM_NO_STATE
04:14:54.450: ISAKMP:(0): sending packet to 172.17.0.1
my_port 500 peer_port 500 (I) MM_NO_STATE
04:14:54.450: ISAKMP:(0):Sending an IKE IPv4 Packet.

04:15: 04. 450: | SAKMP: (0): retransmitting phase 1 MM NO _STATE.

04:15:04.450: ISAKMP:(0): retransmitting phase 1 MM_NO_STATE...

04:15:04.450: ISAKMP (0:0): incrementing error counter on sa,
attempt 2 of 5: retransmit phase 1

04:15:04.450: ISAKMP:(0): retransmitting phase 1 MM_NO_STATE

Syuwddebug IUIE 12 IJuwlod 1Upsze 1Uss op 1dopse wo 25ps UDP 500 Bs JJ 10 &lo.

w288 0 € ISP Jpgrd6 ol 131 JIo IJpszo IUss sopaes pouad eulying wpsee ISP JJelds e
ool owpe w2y dd o9, UDP 500.

&> Iy suvpe ISP UDP 500. I o $lispé ldozde B 1J909J (ACL) 91,08 Bis 9lzos 1Jg19z: 909
P22 b Jduwele Jerds py9) UDP 500 JJelds eu 5¢9d 2adé pa9) UDP 500 |Js Idesze:
| wegs pshow accesslisll o) JJoe 88 ppl 131 JIo £33 pole 1Usuo9d soslss e JI.

<tfroot>

Router#

show access-lists 101



Extended IP access 1list 101
10 permit udp host 172.17.0.1 host 172.16.1.1 eq isakmp Tog (4 matches)

20 permit udp host 172.17.0.5 host 172.16.1.1 eq isakmp log (4 matches)
30 permit ip any any (295 matches)

w3t olds pu 929> IP Ussd Bis Slises IUguosd 1eluos wd. ol spdu eb) zese
Ile 1e)g) IUI)s JBlses 9009d swp wbousdol sled eds 9lzos 1Up sz
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Jpiss pu ldpedyple: bze lJs Jsds6 wdose 9.9 GRE.

Wuivd oywezsd NHRP


https://community.cisco.com/t5/networking-knowledge-base/how-to-configure-a-gre-tunnel/ta-p/3131970?dtid=osscdc000283
https://community.cisco.com/t5/networking-knowledge-base/how-to-configure-a-gre-tunnel/ta-p/3131970?dtid=osscdc000283

op ouugsd udY VPN wsu Jogs 1dsued slduvwds: 9JIJu swed) weass eyds pi9) Iduslule:

<#root>
Router#
show crypto isaknmp sa

dst src state conn-id slot status
172.17.0.1 172.16.1.1 QM_IDLE 1082 0 ACTIVE

<#root>
Router#
show crypto | PSEC sa

local ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.17.0.1/255.255.255.255/47/0)

#pkts encaps: 154, #pkts encrypt: 154, #pkts digest: 154
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O

inbound esp sas:
spi: OxF830FC95(4163959957)
outbound esp sas:
spi: OxD65A7865(3596253285)

!-—-- I-—- Qutput is truncated !---

luol oo, i J6 1p,9) 1Jelsss Jl wgos po IUb, 1J1E) po 1o é.

w2dd pu el NHS B 1Jpszoe Idpouod:

<#root>
Router#
show ip nhrp nhs detai

Legend: E=Expecting replies, R=Responding
Tunnel0: 172.17.0.1 E reg-sent O

req-failed 30

repl-recv 0
Pending Registration Requests:
Registration Request: Reqid 4371, Ret 64 NHS 172.17.0.1

909 $9,2¢ lu bdo NHS B ud. Jed 030 IJp v dJs. olds o Loes Idodasy 1Ue9z9s £Js 9lzos
u¥-9L9 |Jp9@_o |JPQ¢JJro.



eold lJodysy:

<{froot>

interface TunnelO

ip address 10.0.0.9 255.255.255.0
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.1

ip nhrp nhs 172.17.0.1

!--- I-—- Qutput 1is truncated !---

ol IJedsse eg 1bel Ioozse Jgbe NHS:

<tfroot>

interface TunnelO

ip address 10.0.0.9 255.255.255.0
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.1

ip nhrp nhs 10.0.0.1

!I-—-- I-—- Qutput is truncated !---

o288 UG pu 13glJ NHS gesble ovds,/udd o vds, IPsec:

<#root>
Router#
show i p nhrp nhs detai

Legend: E=Expecting replies, R=Responding
TunnelO0: 10.0.0.1 RE reg-sent 4

req-failed 0
repl-recv 3 (00:01:04 ago)
Router#

show crypto | PSec sa

local ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.17.0.1/255.255.255.255/47/0)



#pkts encaps: 121, #pkts encrypt: 121, #pkts digest: 121
#pkts decaps: 118, #pkts decrypt: 118, #pkts verify: 118

inbound esp sas:
spi: 0x1B7670FC(460747004)
outbound esp sas:
spi: Ox3B31AA86(993110662)

!--- I-—- Qutput is truncated !---

IJe2dd pel 1l op odssu Vol IUesls wuvdd Lozse
lvogede o3l ey 1o $288 IJelds SA ge) sldsde J wes lehs Idedls o
» show crypto isakmp sa detail

» show crypto ipSec sa peer<NBMA-address-peer>

luveh Bsp p20 wlle SA. Bl Jlue §rsws pu Vu)le Idzsle IJos wp wdysuoel (IJles1>

IJIS el o 09 24 Lulgs J ISAKMP 9 1 Lwlgs J IPsec). ol sgus lwo @3 wp lJowly o 098
eJds ullb 1Jguo9d odo. bl ubyo wed 9Jsd 9w e [Jodlg o pgop 00 ié)& YN i Sywd
w95999J ISAKMP o/lg IPsec Log9sl 509kl

<#root>
Router#
show crypto ipsec security-assoc lifetine

Security association lifetine: 4608000 kil obytes/ 3600 seconds

Router#
show crypto isaknp policy

Global IKE poTlicy

Protection suite of priority 1

Encryption algorithm: DES-Data Encryption Standard (65 bit keys)
Hash algorithm: Message Digest 5

Authentication method: Pre-Shared Key

Diffie-Hellman group: #1 (768 bit)

Lifetine: 86400 seconds, no volunme limt

Default protection suite

Encryption algorithm: DES- Data Encryption Standard (56 bit keys)
Hash algorithm: Secure Hash Standard

Authentication method: Rivest-Shamir-Adleman Signhature
Diffie-Hellman group: #1 (768 bit)

Lifetime: 86400 seconds, no volume limit

Router#
show crypto ipsec sa

interface: Ethernet0/3



Crypto map tag: vpn, local addr. 172.17.0.1
local 1ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.17.0.1/255.255.255.255/47/0)
current_peer: 172.17.0.1:500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 19, #pkts encrypt: 19, #pkts digest 19
#pkts decaps: 19, #pkts decrypt: 19, #pkts verify 19
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0O
#send errors 1, #recv errors 0
local crypto endpt.: 172.16.1.1, remote crypto endpt.: 172.17.0.1
path mtu 1500, media mtu 1500
current outbound spi: 8E1CB77A

inbound esp sas:
spi: 0x4579753B(1165587771)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow_id: 1, crypto map: vpn

sa timng: remaining key lifetime (k/sec): (4456885/3531)

IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox8E1CB77A(2384246650)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow_id: 2, crypto map: vpn

sa timng: remaining key lifetime (k/sec): (4456885/3531)

IV size: 8 bytes
replay detection support: Y

weldd ol Bl Jlow 296 1dey9) wwsdd Vs logle 9l W9

op ouvEsd udd VPN Lo ldpszo 1U3s swp ldopre [Jse 9JIJo swed) wers) uIdo p)9)
|Jgn§hbh&.

<#root>
Spokel#
show crypto ipsec sa peer 172.16.2.11

local 1ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.2.11/255.255.255.255/47/0)

#pkts encaps: 110, #pkts encrypt: 110
#pkts decaps: 0, #pkts decrypt: O,

local crypto endpt.: 172.16.1.1,
remote crypto endpt.: 172.16.2.11
inbound esp sas:
spi: Ox4C36F4AF(1278669999)



outbound esp sas:
spi: Ox6AC801F4(1791492596)

I-—- I-—- Qutput 1is truncated !---

Spoke2#
sh crypto ipsec sa peer 172.16.1.1

local ident (addr/mask/prot/port): (172.16.2.11/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)

#pkts encaps: 116, #pkts encrypt: 116,
#pkts decaps: 110, #pkts decrypt: 110,

local crypto endpt.: 172.16.2.11,
remote crypto endpt.: 172.16.1.1
inbound esp sas:
spi: Ox6AC801F4(1791492596)
outbound esp sas:
spi: O0x4C36F4AF (1278669999

I-—- I-—- Qutput 1is truncated !---

Jl &9z 250 DECap B talk1: ppl sgws lwo sop luwdlb 5o ESP B pJly pl B IJpuwly
lJelis> po TALK2 |Js TALK1.

s&uo Ipsze talk2 JJI oo, encap 9 decap. ppl sgws o z,J6 £29) ESP wop cuodscol $ud
lo wuod lds Talk2. spdu 1o wpre Vs wolss ISP s TALK2 [g s Is 23l zelss Vs Idpuwl)
wsu ldpozo Talk2 gldegzo Talkl. wg> i ouwpe w ESP (w)9w9d9d IP 50). wese 1 90ddp 2.
wbo, JJ pu gpdslo lJogopsu gldeshlo.

<#root>

spokel#

show crypto i psec sa peer 172.16.2.11
local 1ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.2.11/255.255.255.255/47/0)

#pkts encaps: 300, #pkts encrypt: 300
#pkts decaps: 200, #pkts decrypt: 200
I-—- I-—- Qutput 1is truncated !---

spoke2#
sh crypto ipsec sa peer 172.16.1.1

local 1ident (addr/mask/prot/port): (172.16.2.11/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)

#pkts encaps: 316, #pkts encrypt: 316,



#pkts decaps: 300, #pkts decrypt: 310

!--- I-—- Qutput is truncated !---

IJozdd eu louble 2l wo9wsdsd IJwgrzso
Swedy eds ldpexle lugole gJI96 29l wy9wsded IJwgzso:
<#root>

Hub#

show i p ei grp nei ghbors

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

2 10.0.0.9 TuO 13 00:00:37 1 5000 1 0

0 10.0.0.5 TuO 11 00:00:47 1587 5000 0 1483

1 10.0.0.11 TuO 13 00:00:56 1 5000 1 0

Sysl og message:
YOUAL- 5- NBRCHANGE: | P- El GRP(0) 10:
Nei ghbor 10.0.0.9 (Tunnel Q) is down: retry limt exceeded

Hub#

show i p route eigrp

172.17.0.0/24 is subnetted, 1 subnets

C 172.17.0.0 1is directly connected, FastEthernet0/0
10.0.0.0/24 is subnetted, 1 subnets
C 10.0.0.0 1is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, FastEthernet0/1
S* 0.0.0.0/0 [1/0] via 172.17.0.100

>89w lu Uvdde NHRP multicast sgbb sJdyo wuvdd wozse Vs IJuo,so.
IS lduoyo wbdow i swdds yJds NHRP multicast sglob suvdd Os 1duoy6 098 Shuo.

eold lJodysy:

interface TunnelO

ip address 10.0.0.1 255.255.255.0
ip mtu 1400

no ip next-hop-self eigrp 10

ip nhrp authentication test

ip nhrp network-id 10

no ip split-horizon eigrp 10
tunnel mode gre multipoint

!I-—- I-—- Qutput is truncated !---



pold IJodsso pe 1dbeld Iduoese Jogssu NHRP IJpoess Ibsolesds:

<{froot>

interface TunnelO

ip address 10.0.0.1 255.255.255.0
ip mtu 1400

no ip next-hop-self eigrp 10

ip nhrp authentication test

ip nhrp map nulticast dynanmic

ip nhrp network-id 10
no ip split-horizon eigrp 10
tunnel mode gre multipoint

!--- I-—- Qutput is truncated !---

903l suwpe J NHRP Ol olwds pozole wpe ldopse lJsel odyliss! s cessule NHRP Jdo o
lJpo .

Jeiss pu lJpedsplo. Lze |Jsip nhrp map multicast dynamic |10, <8 ouzg 19lo) 230l £0,90,8 IP o)
Cisco 10S.

<#root>
Hub#
show i p ei grp nei ghbors

IP-EIGRP neighbors for process 10

H Address Interface Hold Uptime SRTT RTO Q Seq

(sec) (ms) Cnt Num
2 10.0.0.9 TuO 12 00:16:48 13 200 0 334
1 10.0.0.11 TuO 13 00:17:10 11 200 0 258
0 10.0.0.5 TuO 12 00:48:44 1017 5000 0 1495
Hub#

show i p route

172.17.0.0/24 is subnetted, 1 subnets
C 172.17.0.0 is directly connected, FastEthernet0/0

D 192.168. 11. 0/ 24 [ 90/ 2944000] via 10.0.0.11, 00:16:12, TunnelO

10.0.0.0/24 1is subnetted, 1 subnets
C 10.0.0.0 1is directly connected, TunnelO
C 192.168.0.0/24 is directly connected, FastEthernet0/1

D 192.168. 2. 0/ 24 [90/2818560] via 10.0.0.9, 00:15:45, Tunnel O


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr/command/ipaddr-cr-book/ipaddr-i4.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr/command/ipaddr-cr-book/ipaddr-i4.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr/command/ipaddr-cr-book/ipaddr-i4.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr/command/ipaddr-cr-book/ipaddr-i4.html

S* 0.0.0.0/0 [1/0] via 172.17.0.100

Sup lJog) eds ldpuwble [Js 1UB)9e oo ¢JIJ w)9w9dsd EIGRP.
P s Vs Uvods VPN JJsuosd o we> pg dpz DMVPN
lJpdJo

S&pd DMVPN o uvdd essc 9dduo £, 8l gds lugule RAVPN.
IJ2J

Iovegsp w9uosBle ISAKMP 99 osdle IPsec Jopdsd 3JY. Be wluuile woLosdle
pu9,0Jo J DMVPN 9 RAPN.

l2de J Jes) ped9ps DMVPN g woJ VPN s ] pg ISAKMP o ivdis] pol].

puuvdJé pg Dual-hub-dual-dmvpn

IJpoind b

puwdJé pg DMVPN ouliss Idp)ld;. 9eds sgo ldwesss wwoly Uiogélké 9dl spIduol [glss
lJoslyo.

IJed

lowegse NENPE Il wss I puive,Js Bes gelss IPsec JJodd JIJ pu slzole 1Jud @ eds
IJuo,6: slsuol eds U ps.

euld wdysu:

interface Tunnel43

description <<tunnel to primary cloud>>

tunnel source interface vlanlO

tunnel protection IPSec profile myprofile shared

!/-—-- I-—- Qutput is truncated !---
interface Tunnel44

description <<tunnel to secondary cloud>>
tunnel source interface vlanlO

tunnel protection IPSec profile myprofile shared

!/-—-- I-—- Qutput is truncated !---

Jeiss pu lJpedsplo: Lze [Jstunne protection IJle, b ouz8 1oy lole, Cisco I0S (A-C).


https://www.cisco.com/c/ar_ae/support/docs/security-vpn/ipsec-negotiation-ike-protocols/47541-dmvpn-ezvpn-isakmp.html
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https://www.cisco.com/c/ar_ae/support/docs/security-vpn/ipsec-negotiation-ike-protocols/47541-dmvpn-ezvpn-isakmp.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/ipsec-negotiation-ike-protocols/47541-dmvpn-ezvpn-isakmp.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/ipsec-negotiation-ike-protocols/47541-dmvpn-ezvpn-isakmp.html
https://www.cisco.com/c/ar_ae/support/docs/security-vpn/ipsec-negotiation-ike-protocols/47541-dmvpn-ezvpn-isakmp.html
https://www.cisco.com/c/en/us/td/docs/ios/security/command/reference/convert/sec_a1_cr_book.html
https://www.cisco.com/c/en/us/td/docs/ios/security/command/reference/convert/sec_a1_cr_book.html

e dJo Vs wwesd 1Uxgsd IUs Ebp pu gJIJ DMVPN

lJpuvdJé

Jl spdu 1Usuosd IJs )96 pi9) Idoslule gu) Ebe yboJo DMVPN.

IJzJ

Spdu o od9u IpunIdJs poed s weepe MTU 9 MSS JJzjed lJos ouvegse GRE 9 IPsec.
Jlo ok zze suvobse Juo [uodl pe Idogsss. JJGuole gds 030 1JpundJé: Iuucsp

19l o, IJolJsé:

<tfroot>

ip mu 1400
ip tcp adjust-nmss 1360
crypto | PSec fragnentation after-encryption (gl obal)

spJdud lsuol wdasy 1Jip, tunne path-miu-discovery JIJdo il zze MTU Luvdd ssulpsds.

JJeuesd eds uing 1) odoosdl bee lUs 20 poild] oz 5is6 IP 9 MTU 9 MSS g PMTUD p¢
GRE 9 IPSec.

wed)y 1dsuesd s 1Jgslse eJs DMVPN o0 eJIJ ool pes0é
IJpoind s

og3) 1Jsuosd 1Us 1Ugsbe £Js DMVPN oo ¢JIJ polds pesus.

IJeJ

JJozdd pu welbbsd peeoed psjle gol) gpelss Cisco 10S 9pg 596 ol I3l oo ogpd.

Bl dlu sepd wuvdd Lozt Vesuisd wdyu Ideuvdds pyowlbs wodssy gl zelss Cisco
10S. 9Jsuw pg DMVPN.

pedyple Sl LoJs

+ Dynamic Multipoint VPN (DMVPN)
* o919, w06 IPSec/y, 90999 Jle IKE
o lgp lJus sldouisdle o0 Cisco
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https://www.cisco.com/c/en/us/products/collateral/security/dynamic-multipoint-vpn-dmvpn/data_sheet_c78-468520.html?dtid=osscdc000283
https://www.cisco.com/c/ar_ae/tech/security-vpn/ipsec-negotiation-ike-protocols/index.html?referring_site=bodynav
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agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



