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MNew Object - User

& Create in:

agarciam .cisco,/Users

First name: duovpn -‘—_ Initials:
Last name:
Full name: duovpn
|ser logon name:
duovpn| 4 (@agarciam cisco w
User logon name (pre-Windows 2000):
AGARCIAM?, duovpn
< Back Mead > Cancel

on

ACC

A
50
50
a
Al
mir
nts
ed

31

31
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Mew Object - User X

& Create in:  agarciam cisco./Users

Passwaord: Tl -‘—
Confirm password: sssssnssnes +.
[] User must change passwonrd at next logon
[ ] User cannat change passward
[#] Password never expires
[ ] Account is disabled
cBack | [ Med> . Cancsl

18
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al}umain Co..  Security Group... All workstations and ser...
%Dumain Con... Security Group... All domain contrellers i...
%Bnmain Gue... Security Group... All domain guests
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Admin Login

Enter your admin credentials

i NN . oo

Log in as someone alse

Password

FEdEEEEEE R

Forgot password?

Confirm your identity

2.5 1Jd9es IJzlowso IJsuwys: loodd |Js Users: 169 W98 |uoldo puwwgsp sldow luwpe
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-.I' Q, Search for users, groups, applications, or devices

Dashboard
Dashboard > Users > Add User

Add User

Most applications allow users to enroll themselves after they complete primary authentication.

Applications Learn more about adding users [f

Device Insight

Policies

Single Sign-On

Users Username duovpn <4

Add User Should match the primary authentication username.
Pending Enroliments
Bulk Enroll Users

Import Users

Directory Sync

Add User

3. B Jogs 1dpuweese IJzass ledl dJ Idpgdsple 1JLo,9,86.




uasnooarg > USers » auovpn

Policies

Send Enrollment Email

Applications duovpn Logs

Single Sign-On

This user has not enrolled yet. See our enrollment documentation [ to learn more about enrolling users.
Users

Add User

Pending Enroliments
Bulk Enroll Users Username AUOVPN s
Import Users

Directory Sync
Username allases + Add a username alias

Bypass Codes Users can have up to 8 aliases.
Groups Optionally, you may choose to reserve using an alias number for a specific alias
(e.g., Username alias 1 should cnly be used for Employee ID).

Endpoints
2FA Devices

Full name test ypn user —
Trusted Endpoints
Trust Monitor

Email o a1 BE.com ‘
Reports
Settings

Status @ Active —alf—

Require multi-factor authentication (default).
Need Help?
Chat with Tech Su rt Cf
M Rport o Bypass
Email Support Allow users to skip two-factor authentication and log in with only a password. Passwordless authentication is not skipped.
Gall us at 1-855-386-2884
Disabled

Versioning Automatically deny access
Core Authentication Service:
D235.6 This controls the user's two-factor authentication process.
Admin Panel:
D235.68
Read Release Notes [ . "

Groups You don't have any editable groups. Add one.
Account ID Groups can be used for management, reporting, and policy. Learn more about groups Cf

2810-8030-53

Deployment ID
DUOBS

Notes
Helpful Links

Documentation (£

User Guide [
For internal use.

Knowledge Base (5

4. opw 2036 lpuwegsp: 233 bbys86 1pLolb 86 1Jele9.ss.

S pdlebs: B 03l IJpuuews: sop luweesle luvdsw [Use Ideukss JJizoss 1Upeess.
J3JY sdjpe luols zolj ol .
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Phones
P s Add Phona
You may rearranga the phones by dragging and dropping in the table. Learn mone about activating a replacement phone £,

This user has no phones, Add one.

Endpoints

This user has no devices.

This usar has no hardware tokens. Add ona.

This user has no bypass codes. Add ona.

WebAuthn & U2F Add Security Key

5. 1Jow ,9p olod IJpuwwgse 9lud) 9938 |uol9s olwws.



Dashboard > Users > duovpn » Add Phone

Add Phone

Learn more about Activating Duo Mobile 7.

Type ® Phone
Tablet
Phone number — B~ K UV Show extension field

Optional. Example: “+52 1 222 123 4567"

6. Ws Jogo blyo Duo Idsuwys: luwdd |Js Users 9lu @) 9938 IJpuwwgs e 1Jzrso.



Dashboard
Daghboard > Users

Device Insight
Use rs Directory Sync | Import Users | Bulk Enroll Users

Policies

Applications
You have users who have not activated Duo Moblle. Click here to send them activation links.

Single Sign-On

Need to activate a replacement phone? Learn more about Reactivating Duo Mobile C5.

Users

Add User 5 0 2 1 0 0

Pending Enroliments

Total Users Mot Enrolied Inactive Users Trash Bypass Users Locked Qut
Bulk Enroll Users
Import Users.
Select (0)v === Export ~ Q) search

Directory Sync
B odes

Username = Mame Email Phones Tokens Status Last Lagin
Groups
Endpoints - 1 Active Mar 8, 2022 6:50 PM
2FA Devices

L] Active Mar 5, 2022 7:.04 PM

Trusted Endpaints

N 1 Active Mever authenticated

Trust Monitor

Reports W, = == .com 1 Active Never authenticated

Settings
Enw = o= = EEQ.CcOM 1 Active Mar 5, 2022 7:16 PM

N olebs: B 216 £36 ledloss 1Usuesd U sladd Bis eso IJJzb: pdod wpass s
lJenss IdIJIdesgus.

71008J 1Us Buwe 1Josled 9lud, 898 wouubsl Duo Mobile.

Phones
Add Phona
You may rearrange the phonas by dragging and dropping In the table. Learn more about activating a replacement phona £,

Alias Davice Flatform Model Security Warnings

phone1 bl e paly | Androld 10 it S} Activate Duo Mobile [

8. ludy W89 luuile Hpj wuubsl Duo loule IJowdd.



4, earch for usars, groups, appllications, or devices

Dashboard
Dashboard &% sem @ — Activate Duo Mobile

Activate Duo Mobile

Davice Insight

Policies

Applications This form allows you to generate a new activation code for this phone's Duo Mobile appl
mabile device or authenticate via Duo Push,

Single Sign-0On
Mote: Generating an activation code will iInvalidate any existing Duo Mobile credentials fc

Users

Groups Phone N L

Endpoints

2FA Davices Expiratian 24 hours w| after generation

Phones

Hardwara Tokens

WebAuthn & U2F e 8 Generate Duo Moblle Activation Code

9. ex» Iduys IUIJIe90s Jodds Idogdselo so) Idossy IUIJIe 9068 Yoo goglo wyssd
UIJIn90 9108, 896 buwld Iogdsele gos 1Jusss IIJdesos.

Dashboard > ¥ pn Faie0H SHE > Activate Dus Mobile

Activate Duo Mobile

Thiz form allows you to generate a new activation code for this phone's Duo Mobile applicatien. The Duo Mobile application allow:
mobile device or authenticate via Duo Push.

Note: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the r

Phone Lok SO e
Sond links via SMS
® Email =

Email e il BT SO ] —_—



10. codds wel IJJdeygus! souopo ldogdselo: Jol 09 p9 oz Bs 1Uuo9,0.

This is an automated email from Duo Security.

Your organization imvites you to set up Duo Mobile on your phone. You will find instructions from vour Duo

administrator below. If you have questions, please reach out to your organization's IT or help desk team,

This email will help you add your Cisco account to Duo Mobile on this device;

Just tap this link from + ™ g ™ 1 copy and paste it into Duo Mobile manually:

If you're not reading thisfrom+ m = ® mmmn Duo Mobile on your phone and secan

this barcode:

Don't have Duo Mobile yet? Install it first:

iPhone: https://itunes apple.com/us/app/duo-mobile/id422663827

1. 10z wbos® Duo Mobile oo zolid 1Upzpsd 9lu@) 998 luolds: &p 235 [uwedsle Hp) QR
Sz 1,5 p0 1dwnsy IUIJIess0s 1JElue wldbusble.

12. Cop luolWds puwegspe 238 IJs wbos$ Duo Mobile.
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1. ouisd prs) 99sd Idpuolb 86 IJouliss oo wswo pu ool 96 Cisco Duo

% pdlzbo: Vs 03l lJpuwows Sup wowse "es) 9dsd IUpuob 8o IJeulss" eds v w
¢l Windows IJss suve oW ¢sple Active Directory.

2. s Jogo o Duo: lupedd lJds Idobosdle 9lod) 898 zelss obusy.

-ll- & Search for users, groups, applications, or devices B cisco | o aremmn aln v
Dashboard

Dashbeard > Applications
Device Insight

Apphcahons ' Protect an Application '
Pelicies e
Applications
Pratect

Manage your update to the new Universal Prompt
Single Sign-0n . )

experience, all in one place.
Users
Groups Gt Started Get More Information [

I

Endpoints

2FA Devices
Export v Q) Search

Trusted Endpoints

3. eJs Uinsb IJoze: luze gu Cisco ISE RADIUS.
Protect an Application

Add an application that you'd like to protect with Duo two-factor authentication,
You can start with a small *proof-of-concept” instaliation — it takes just a few minutes, and you're the only one that will see it, until you decide to add others.

Documeantation: Gatting Started Cf

Choose an application below to get started.

il

Application Protection Type

G Akamal Enterprise Application Access 2FA Documantation Cf Protact

.;.'II.-..-..-!'-I]. Cisco ISE RADIUS 4 2FA Documentation o

4. lugwg pulz IJodlpd: 9ldpdolz Iduuys: Sluwe puosYd 9lzod wypes IUobosdle. weolz
IJs 030 Idpgdyple Jodsse 99sd IJpol> 6 Duo.


https://duo.com/docs/authproxy-reference
https://duo.com/docs/authproxy-reference

Successfully added Cisco ISE RADIUS to protected applications. Add another.

Dashboard > Applications > Ciseo ISE RADIUS 1

Cisco ISE RADIUS 1

Follow the Cisco ISE RADIUS instructions 4.

Details
Integration key [ com e R R AT Copy ‘
Secrot key ssssssssnsnsnnns|VSho Ggpy ‘

Don't write down your secret key or share it with anyone.

APl hostname

B L e, el Copy ‘

5. 8p wouvgsd wbusd Duo Authentication Proxy Manager 9idoJ IJodsse JIJ po o8
Active Directory 9¢1>0 ISE Radius 9lu 9, 99,9 Validate.

% edlebbs: 3l Jp sJu o9l pu ldueed vlzel bee lJs gdled IUowsse ouogse Uiabls:
JJzuosd eds IJodluasd suoze 988! J3JY.



B Duo Authentication Preay Manager = o

Version:

IR

ation Proxy is running Up since: 3/5/2022, 9:23:04 AM

Authen Restart Semnvice Stop Service

Validation passed
Configuration has passed validation and is ready to be saved 1‘_—

Configure: authproxy.cfg Unsawved Changes Output

Running The Duo Authentication Proxy Connectivity Tool. This may take
s ral minu
=18.28.17.107 [info] Testing section "main' with configuratiom:
nt =Admir rator [info]
ri= o 1S
in=DC=agarciam,DC=cisco 'log_max_size '28971528",
‘test_connectivity on_startup': "true'}
[radius_server_auto] ) n
[info] —-————————
[info] Testing section 'ad_client' with configuration:
[infe] {'debug': "True',
17.101 *host': "1@.28.17.107°,
1=y ! "search_dn': 'DC=agarciam,DC=cisce",

v "

le=safe service_a unt_password': "secoes",
t=ad_client 'service_account_username': "Administrator'}
rt=1812

[info]

[info]

| validate Save Leamn how

odysule Cisco ISE

1. wwed 1Usged IJs wolué puu9sd ISE.

2.9p woywse edlps IJowsse Cisco ISE gluegd [Js IJbLs &p ludy W98 pslys IduveJs.
9lud) 993 ¢9lbe RADIUS 1J¢glzso.

¥ Cisco ISE

Dashboard Administration

Recent Fag&t
Network Resources
srnal ldenti

3. B £dlps IJowsse 29050 RADIUS IJghzss: lod) B9 ol



= Cisco |ISE Administration - Network Resources

Metwork Devices Metwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences

External RADIUS Servers

M Description

4. 1oJI 1JS,l¢ wodssy RADIUS IJewegse bs Duo Authentication Proxy Manager (o5, 9JsJ
lJeu21596) 9lu8) 998 buw!d.

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences

MNAC Managers External MDM More
* Mame DUD_NEW -
Description
y:
* Host IP 10.28.17.107
Shared Secrat 0 ceseeseessy | ‘ Show
Enable KeyWrap D (O]

* Key Encryption Key

* Message Authenticator Code Key

Ky Input Format 0 ASCH () HEXADECIMAL

* Authentication Por 1812 (valid Range 1 to 65535)

Accounting Port

1813 (Valid Range 1 10 65535)
* Server Timeout 5 Seconds (Valid Range 1 10 120)
* Connection Attempls 3 (Valid Range 1 to 9)
Radius PresyFailover Expiration 300

(Divalid Range 1 to 600)

5. luedd 1Js £dles IJousse ouvdusdle g0 RADIUS 9lod, w8908 [uolds.

= Cisco ISt Administration - Network Resources

Netwark Devices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences

RADIUS Server Sequences

For Policy Exporl o 10 Administration > System > Backup & Restors > Policy Exporl Page

6. 225 luwp IJouwdund 98, wogssu ¢he RADIUS IUghzs IJeoss ludy B8 Liuwld.



nees List » New RADIUS Server Sequence

RADIUS Server Sequence

General Advanced Attribute Settings

DUO_Sequence|

" Mame

Description

v User Selected Service Type
Select the set of external RADIUS servers to use to process requests. Servers are accessed in sequence until a response is r

Avallable * Selected

DUD NEW =
DUD_ Radius
= q-

Remote accounting

| Local accounting

7. 1008d pu Slises Jogé IUpedsele [Js Iduog: 9lu8) B99 presele IJuog.

¥ Claen |55

Dashboard

Policy

Recerd Pegau
Padicy Sata Preding

LCllent Frovislosing

Pollcy [lemenin




8. Gp woessy wunduwd RADIUS JJuoz IJIde,luo.s.

% pdlzbo: Vs 03l lJpuwows Swp obyqégowJou Suliss JIlwe IJlouoldle J3JY
Swp lgvodsle IJouoz IJIVe,)luss. Spdu lu sEodvd cessu lduog puve Idpobdole.

Policy Sets Reset Policyset Hitcount
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits
[ [ ZTILE] Ll  Radius-User-Name EQUALS isevpn Default Network Access % 3
[} ] Radius-NAS-Port-Type EQUALS Virtual DUO_Sequance 2
[ Default Default policy set —— Default Network Access

Allowed Protocols
Default Network Access

Proxy Sequence

oJd9sy ASA RADIUS/ISE py Cisco

1. Joé{g@g ¢bp ISE RADIUS Lopu peesele g9bpe AAA b B IJs IJodssu: wp lud) 998
bbé 1Jlzeje: 99p wugumwse Suwe IJpuwceresO/AAAL 9235 pzpsele E9lbp AAA.



000 Bookmarks
To bookmark a page, right-click on a node in the
naviagation tree and select "Add to bookmarks".

OB 06 Device Management

|‘F' Management Access

28 Licensing

28 system Image /Configuration

ﬁ High Availability and Scalability

& Logging

%] smart Call-Home

S Cloud Web Security

7] service Module Settings

€] Users/AAA -+
aa server Group P T

£ LDAP Attribute Map

fie AAA Kerberos

%‘ Authentication Prompt
il AAA Access

i Dynamic Access Policies
£l User Accounts

A Password Policy

ﬂ Change My Password

Login History
[£) Certificate Management

i’ DHCP
8 DNS

W BECT AR A e

&. Device Setup
P .

onitoring | B Save @ Refresh 3 Back (g

M
AAA Server Croups

Server Group Pre
SE A
LOCAL L

ad-agarciam LD

| Find:

Servers in the Selected
Server Name or IP Addres

10.28.17.101




gds zoli Iddposse Iguguas. 23 luwe ldeuosd 1o wudbs Ul wodold sldo e
IJgluo6 o VPN ASA 9 uzd 1Usged wluwogsle Idpuucése 1Jss op logilde JJeuols s
lJelusss [deulisss: 9lu@) 998 p9lds.

AnyConnect ]
Secure Mobility Client CISCO

VPN:
Please enter your username and password.

Cisco AnyConnect | 192.168.100.100

Please enter your username and password.

Group: ISE W= o

msgstringESMEX  duovpn — <eff—

MEX-PASS IIIIII-IIIII

(o

Cancel

2. J®> odysw ledlp >9g Duo gJs zolj Duo Mobile [Jpg»>.

3. lvee ledle Duo Mobile App 9lu@) 999 IJpe9ld §o.



I

Lunes, 14 de marzo

Q@O0 0o

= Duo Mobile Ahora /
Verify your identity

st et
Are you logging in to Cisco ISE R..

gl Sl EHIRTE "R




= Duo Mobile Ahora

Verify your identity
Are you logging in to Cisco ISE R..

=] %L (APROBAR

4. 9o9d Iduueglh glounle IUloLold.



AnyConnect NI
Secure Mobility Client CISCO

VPN:
Please respond to banner.

Cisco AnyConnect - Banner

This connection is for DUQO authorized users only!

Disconnect



_ AnyConnect . . i
0 e EH{:urBFMuhilit Cli TR
y Client CISCO

VPN:
Connected to 192.168.100.100.

Disconnect

System Scan:
Compliant.

Metwork access allowed. Scan Again

Roaming Security:

Umbrella is active.

AMP Enabler:
Waiting for configuration...

: * 2

e dpla IUisble sluodlzol
S99, 03l IJBuwe pedsple spdud luuegslpol Jluveduld Igble IJodssy sluadlzol.

sles Duo Authentication Proxy pg 1518 wuozse lgble wg)uo luwole [Jglbl sl .



cuoese ltble IUged

~ pdlebs: sop oisu ldpedyple IJoldss ws C:\Program Files\Duo Security Authentication
Proxy\log\Connectivity_tool.log.

Output

Running The Duo Authentication Proxy Connectivity Tool. This may take
several minutes...

[info] Testing section 'main' with configuration:
[info] {'debug': 'True’,

"log_max_tTiles': "1@°,

"log_max_size': '28971528°,

"test_connectivity on_startup': "true'}

[info]
[info] Testing section ‘ad_client' with configuration:

[info] {‘debug': ‘True‘,
'host': "10.28.17.187°,
'search_dn': 'DC=agarciam,DC=cisco’,
‘service_account_password': s,
'service_account_usemname': "Administrator'}




[info] Testing section 'radius_server_auto' with configuration:
[info] {'api_host': '@ walPLlilwe 1 pfawt
'client': 'ad client’',

‘debug’: 'True’,

'failmode": 'safe’',

"lkey': La koA N
‘port": "1812°,

‘radius_ip_1': "10.28.17.101°',
'‘radius_secret_1": "sokieex’
"skey': "docck[40]'}

[info] Testing section *main' with configuration:
[info] {'debug': 'True',

'log_max_files': '10°,

'log_max_size': '20971520',

‘test_connectivity on_startup': "true'}




[info]

Testing section 'ad_client' with configuration:
{'debug': 'True',
'host": '10.28.17.107',
‘search_dn': 'DC=agarciam,DC=cisco’,
'service_account_password': sk,
'service_account_username': "Administrator'}
The LDAP Client section has no connectivity issues.

Testing section ‘radius_server_auto' with configuration:
{*api_host': “ssl @d~wigl diioris. ',

‘client': 'ad_client',

‘debug': 'True',

'failmode': 'safe’,

"ikey': "TTHENTAN LW ADAFT

‘port’: "1812°,

‘radius_1ip_1': '1@.28.17.101°,

'radius_secret_1"': "sokkx"

F

‘skey': "seeek[40]"}

= L= o

[info] SUMMARY

1. puildd IJlouold: IP g5 wozse: FQDN/Hostname ¢, Ylod Jded Ws wdssy Active

Directory.




[ad_client]
nost=10.28.17.106
unt_username=Administrator
Int_password=!RE4 L1, |

=DC=agarciam,DC=cisco

'host': "18.28.17.186",

'search_dn"': 'DC=agarciam,DC=cisco’,

"service_account_password': "sceres',

‘service_account_username’: "Administrator®}

[warn] The LDAP Client section has connectivity problems.
[warn] The LDAP host clear connection to 10.28.17.186:389 has

connectivity problems.

2. JJpd py9) £5) Leesed Jpuwugsp Administrator ¢ Js Active Directory.

[ad_client]
1051=10.28.17.187
iame=Administrator
=M@ " IT

=agarciam, DC=C1sSC0

ouoese lJigble




[info] The Auth Proxy was able to establish a connection to 18.28.17
« 18 F 2 359,

[info] The Auth Proxy was able to establish an LDAP connection to 18

-.28.17.1087:389.

WEE R

[debug] Exception: invalidCredentials: Be@9938C: LdapErr: DSID
-SLe08516, Ccomment: ACCeptSecurityContext error, data 52e,
BT L

[warn] The Auth Proxy did mot run the search check because of

bind check. Resolwve that

the
problem(s) with the

issue and rerun
the tester.

3. peld luwluw ¢lbois

[ad_client]
nost=10.28.17.18/

name=Administrator

ssword=!me < 5I1L"]
_dn=DC=agarciam,DC=C1SC00

cuoese Iigble

[infa] The Auth Proxy was able to bind as Administrator.

jerror e Auth Proxy got an error searchimg ti

e LDAF DN DC=agarcla

[debug] Exception: referral: 29@8202B8: RefErr: DSID-@31047FS, data @
1 access polints

ref 1: ‘agarciam.ciscoo’

4. Osp6 RADIUS g5, Lozses




[radius_server_auto]

Lkey=U W 110 LVWHRNZGEZ 1
skey=Jasm=1 |4 ldd B 7. ol =g A B aac
host=apl a M 4Tdl.k v T8 ity.com
dius_ip_1=19.28.17.181
ecret_l1=IMexvpn!l7!
Imode=safe
client=ad client
port=1812

wuoese IJigble

iintn]
[info] SUMMARY

['l'l'-ﬂ-r ] I I ."-l.: L k ] | Or &xXTErna I COMNECTLIVAT ':,I WeErE NOT M. [ | 2 R | 13 ':.|||_|

I -:_:||r :_I_]=_i| 2T LN |_I"|I_| | :||' |'a|_| o 101 &

5. 52l pu lu Ehp ISE syuwd 2ie bl 1Jsuesd.



i “Ethesmetd
File Edit View Go Capture Anabyze Statistics Telephonmy Wireless Tools  Help

i W & TRE Qes@ET 22 aqaan

N [radus + +

™ Tme Source Destnaton Protocel  Length

L+ 1511 G020.521457  190.28.17.101 18.28.17.187 RADIVUS 87 AAccess-Request §d=31
< 1513 6024.344735  10.28.17.107 10.28.17.101 RADIUS 191 At CETwewmer?™ id=31

» Frame 151115: 877 bytes on wire (7816 bits), B¥F bytes captured (7816 bits) on interface \Device\NPF_{CABSICEE-5
» Ethernet II, Src: Vare b3zad:2f (08:50:56:b3:p4:2F), Dst: Veare b3:bd:3e (DP:58:56:b3:bd:3e)
» Internet Protocol Version 4, Srcr 18.28.17.1081, Dst: 18.28.17.187
* User Datagrasm Protocol, Src Port: 42822, Dst Port: 1812
¥ RADIUS Protocol
Code: Access-Request (1)
Packet identifier: @xlf (31)
Length: 235
Authenticator: 3Ba28ca3cabbc261B19c5304b1besed
~ Attribute Value Pairs
AP telser-Hame(l) l=8 valsduowpn o —
AP: telser-Password(l) 1=18 val=Encrypted
AP teNAS-TP-Address(d) Led wvalel9d.168. 164, 18
AP: T=NAS-Port(5) l=6 val=344064
AvP: teCalled-Station-Id(38) 1=i¥ wvalei®2.168.1060. 108
» Awe: t=Calling-Station-Id{31) l=13 wal-H.00.22.12
¥ AWP: teProxy-State{33) l=25 val=466972737458726978793d31302.32382e3137 26313031
» AVP: teProxy-State(33) le¥6 wval=d3807 38 36F b00 R0 e T a6 s 00414 35 337 A48 53273061 2d 30635 230 2d 31316563 2063
P OAVP: TeNAS-Port-Type(6l) l=6 val=virtual(s)
» AP teTunnel-Client-Endpoint{88) l=13% waleld.99.85.53

W W

S

6. Joldss god ebp 99dsd IJpuols 96 IJouliss: 98, Duo 1Jisls NTRadPing Jezldls 25e bbdw
lJoeed sldluwezleud oluwegsle Duo.

6.1 cowse NTRadPing gJs Jpwsye) pgodud slugile 2yJs o9, Idoslulo.
~ pdlzbs: Vs 03l IJpold: swp luvegsle gol; Windows 10.28.17.3.

6.2 IJodssu vlgwedsle Iduwele ldpuweésps WS wdysy ISE Radius.


https://help.duo.com/s/article/5798?language=en_US

U NTRadPing Test Lility - b

RADIUS 5erver/pot: | 100317107 -‘—- 1812 HTRadFmng 1.5 - RADIUS Serves Testing Tool
| d | & 1333- A3 Master Soft Spd - [laly - All nghls resesved
Faphy bmaout [tae | |3 Riatiias: iIE" hittp: # ferwew. dialways. comd
RADIUS Seceet ke | B s ' e *
ms

L st -l |-:L|-n'.-'|:-n "“_— i,
Easwond |."..."... [~ CHAP MASTEH{:}DFT O A LW AY S
Fleguet type [ Authertication Request =| | RADIUS Serves raph:

[ [ L e - S | = = W PW ST WY . L
Ak | RADILS Altibo .--. e R B ] 'R ] . R S

: .n.l..u...-Jl...-I.!' ik w =i
= . = = o= som = sessle g "0

= TN TR M et T e Y e e,
ey e memea TS e e

L Tl TR T LY L e
= mae s = de 1

- ST
fed kTR e e

[ =] | =]
2dd | memove| Coakr| Losd. | Swe. | [ Send | Hew Close |

6.3 e wwIssy Duo Authentication Proxy Manager Jel sJd.s.

[radius_server_auto]

1 key=""HET AN D T

skey=JacImB TV & TH"T P 5. F =\ #FFaXo2
api_host=ap = wTef /ML.E M i . r

1=10.28.17.181
ecret_l1=!Mewxym*T!
2=10.28.17.3
2=IMed % 17!

6.4. luo®d JJs 1ble NTRadPing slog) 9.8 Luwld. codds bl ld>og IJeulkss eds
IJzols IJpzpsd IJeg S0



@ NTRadPing Test Utility

[1812

Retries: IE

RADIUS Server/port: [10.28.17.107
Reply timeout [sec.} |3
RADIUS Secret key: [IMexvpri1 7!

Uzer-Name: |duovpn =
Pazsword: | a0
Request type: [Buthentication Request ~| [0
Additional RADIUS Attributes:

| =il =

X

HMTHRadPing 1.5 - RADIUS Server Testing Tool
© 1999-2003 Master Soft SpA - Italy - All rights reserved

hittp: / fvwrwe. dialways. com./

‘H’I
ms
.

MASTERSOFT

RADIUS Server ephy
Sendirg authentication request to server 1028171071812
Tramsmitling packet. code=1 id=12 length=4E
udlhlhesuvu-.'iﬂi millise

DIALWAYS

o I

attribute dump
Repl-Message=Success. Logging you in..  lf—

Add | Remove| Clewist| Load. | Save. | [ Send Help.. | Close
Tl 29, BEE6E4 18.28.17.3 18.28.17.187 RADIUS B8 Access-Request idwl3, Duplicate Request
737 11.154895 18.28.17.187 18.28.17.3 RADIUS 9B Access-ACCept lde=ll  ff——

* Frome 700: 88 bytes on wire (784 bits), 88 bytes captured (704 bits) on interface “Device\NPF_{CARS2CEE-5528-4ERA-9310-2D52316000608), id @

W

Internet Protocol Version 4, Sre: 10.28.17.3, Dst: 19.25.17.187
* User Datagram Protocol, Src Port: 51188, Dst Port: 1812
¥ RADIUS Protocol

Code: Access-Request (1)

Packet identifier: 8xd (13)

Length: 46

Authenticator: 20202020102831363436393335333230

The response to this request is in frome 737]
= attribute Value Pairs

P AVP: telser-Nase(1l) Lef valeduovpn -iff—

* AVP: tellser-Password(l) l=18 val=Encrypted

Ethernet II, Src: VMware_b3:f2:72 (00:58:56:b3:f2:72), Dst: VMware_b3:bd:3e (B0:58:56:b3:bd:3e)
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