| woduulld gble wdled ISE gl oJlzol

lJpzogsle

lJp 95,00

S 03l lJpuuwews gbgle luveduldd Igble CyberVision Center gl oJlzol Jodled ISE.

olosl - Jpgs glos go 1@ Lod Idpplyumle

B od 1dpphusle os IUgbsle 1Jps os wol lJos szw sdsd plgleol Juoplo IJo g sd
IJuoese Jodssu IJuble. Ioyuosle:

* Jlge pdlzgble |uosl) CESCO Cyber Vision. 9pdlgble |uosl) peyd e3ple 1Jo9ss (ISE) pu
Cisco. JJau?gJ eds o ldpssle gldpolss |Jo_93g§o=§6 glde9s sldweds,le
* 1dozdd pu ls wessilo odsy g3836 9luwad vl Igblisol 9l odlzol wgs wudssol

roé_]a]c) u.)k.9& €|J.§ |.Jrouuc>9..s CCV-ISE



Configure

High-Level Flow Diagram

Manufacturing Device Cisco Cyber Vision ISE PAN ISE pxGrid  ISE PSN with pxGrid Probe
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CCV pxGrid Registration

o=

Bulk Download of endpoints via https://<CCV hostname=>:8910/pxgrid/ind/asset/

If new endpoints are detected, ISE
will create those endpoints

Endpoints are created/updated in ISE
database (Oracle)

8 New Endpaint is discovered on CCV

Endpoint asset data is shared via pxGrid

AT 3
Lo
p

» Connections at Steps 1 and 5 are
protected by ISE pxGrid certificate

+ Connection at Step 2 is protected by
CCV cenrtificate

wia pxGrid Probe

Endpoints are created/updated in ISE
database (Oracle)

Endpoint gets profiled. CoA can be automatically sent
to change the authorization context if configured
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9l Jp oy ould puwlzs: Bzlod [LolWd6 [ wpe puosS ISE [Js /dataletchosts | pJd B [Jpeyd;.

root@Center:~# cat /data/etc/hosts
127.0.0.1 localhost.localdomain localhost

# The following lines are desirable for IPv6 capable hosts
2zl localhost ip6-localhost ip6-loopback
fel00::0 ip6-localnet
ff00::0 ip6b-mcastprefix
f£f02::1 ip6-allnodes
ff02::2 ipb-allrouters

0.1.1 center

.131 ise3l-tmZ2.cisco.co

IUg b9 3. Ideyilsd puildd 1 bolsle.




i>¢J Il openssl s_client -connect Y ourl SEHostname:8910 py, )5 CyberVision.
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. IJous o |Jp&rob.__$6:

l6 929> pelob $9 0z wdd IJeBdlosd wso 1dpsd; 9 I1SEle) pdss:

© Bles b Ieelse
 odsu lduslus

e wdgsule VLAN

o Iduwedle Idpbdye weeseol Jzpese punldd ISE:

Spdud lduse ogpse pdb ouvgsue Center Joguw S ddlu ldoslule.

System statistics  testzHous

= VMWARE-42 3F 84 89 49 FA 9F 1E-65 F5 D4 50 92 99 FF B6

* Version:3.2.1 (build 2021082011648)

* Uptime: Sh 33
* System date (UTC
* DHCP:disabled

ednesday, March 17, 2021 3:41 PM

P SYSTEM HEALTH

Sp 9p vouunsh Iduvedle 1Jpo @306 eds 1dpyds oluwegasle odl IUlz)le:

logble pdbsy Vb |Jpzd> /dataletc/sbs.
Sew ouwpess I 1Jis listener.conf glzogliso gds Ipzoss:

(Ul IJpuwles IJlsss Tele puuess 1duved.)

root@Center:~# cat /data/etc/sbs/listener.conf
configlog:

loglevel: debug

root@Center:~#

DISK

sensars

£ GENERATE DIAGNOSTIC



Stw wuwess [Updd IJelus pxgrid-agent.conf glzosliso gds 1dpeess:

(Ul 1Jpuwles IJobiss lole puvess Idowved:)

root@Center:~# cat /data/etc/shs/pxgrid-agent.conf
configlog:
loglevel: debug

wee louile I pdBso: Bp wlehs wubgsd Idpsdsls Bp lehs wuvgsd shs-burrow pxgrid-agent IJgs el

Restart service using the command:
#systemctl restart shs-burrow
#systemctl restart pxgrid-agent

Ep Bp wogest uvedle PXGIid (iuvegse bole udd IUpddle Jouoss) Iduvedle po 1desds).

root@Center:~# journalctl -u pxgrid-agent > /datalitmp/pxgridLogs.log

Ip vogese lJoylb tepdump Jopdsd o g ldlouold vso 1Jesds 9 ISE.

root@Center:~# tcpdump -i ethO -n host CCV_IP and host ISE_IP -w /data/tmp/ccv_ise.pcap

© e woedsu wuoese ighle eds ISEsczese 2ies 1Uogp.

Jopdsu vuozse IJi'aJoIc eds ISE e yd |Js Administration > System > Logging > Debug Log Configuration. §p o gSSU
puvesslo Uuwed IJs ol sds:

IJpJd
ORIVl lgwe lJpdsu puvods ldogwesd | [Jepbdse
IJezdd puo

: PUUVS
PAN (Izoshs) pedJ ouoese lJlgble pdusle
lJog)s.log




PSN »og wodsy PxGrid i pou_i’is
PE CPISU p2dJ wuogse lJigble pdole
Probe '
lJogrsw.log
. . pxgrid-
PxGrid pxgrid le) server.log

sunlisd IJywed 1dpesbes

olo, ywedle wuozse Ui'a]olc IJgluod w9dsd pxGrid W 1Upyd; 19dsd 1J3s swp wie oyvgsdo: 9lJgsps IJpueds: 9 Cisco
Cyber Vision (CCV) loile louold wuusl (19 338) Jus9e9dsd 1dpsluvds 1Jouoss 1psz06 (STOMP) pg I1SE. 5wl gpJsé

opase Jigs Ilgosdildpdsole:

<tfroot>

Jul 11 13:05:02 center systemd[1]:

Started Agent

for interfacing with pxGrid.

Jul
Jul
Jul
Jul
Jul

11 13:05:02
11 13:05:03
11 13:05:03
11 13:05:03
11 13:05:03

center pxgrid-agent[5404]:
center pxgrid-agent[5404]:
center pxgrid-agent[5404]:
center pxgrid-agent[5404]:
center pxgrid-agent[5404]:

Account activated

[caller=pxgrid.go:58]

Jul 11 13:05:03 center pxgrid-agent[5404]: pxgrid-agent

pxgrid-agent Center type: standalone [caller=postgres.go:543

pxgrid-agent RPC server 1listening to:
pxgrid-agent HTTP server listening to:

'/tmp/pxgrid-agent.soc
'169.254.0.90:2027" [

pxgrid-agent Request path=/pxgrid/control/AccountActivate bo

pxgrid-agent

"asset Topi ¢c":"/topic/com ci sco. endpoi nt. asset"

, 'restBaselr1":"https://Center:8910/
Jul 11 13:05:04 center pxgrid-agent[5404]: pxgrid-agent

Service registered

, ID: ¢514c790-2361-47b5-976d-4alb5ccfa8b7 [caller=pxgrid.go:76]
Jul 11 13:05:04 center pxgrid-agent[5404]: pxgrid-agent Request path=/pxgrid/control/ServicelLookup body:
Jul 11 13:05:05 center pxgrid-agent[5404]: pxgrid-agent Request path=/pxgrid/control/AccessSecret body=
Jul 11 13:05:06 center pxgrid-agent[5404]: pxgrid-agent

Websocket connect ur

=wss://labise. aaalab .com:

8910

/pxgrid/ise/pubsub [caller=endpoint.go:129]

Jul 11 13:05:07 center pxgrid-agent[5404]: pxgrid-agent

STOVP CONNECT host

=10.48.78.177 [caller=endpoint.go:138]
Jul 11 13:06:59 center pxgrid-agent[5404]: pxgrid-agent

STOVWP SEND destination

Request path=/pxgrid/control/ServiceRegister bo



=/topic/com.cisco.endpoint.asset body={
"opType": " UPDATE"

,'asset":{"assetId":"01:80:c2:00:00:00","assetName":"LLDP/STP bridges Multicast 0:0:0","assetIpAddress"
Jul 11 13:10:04 center pxgrid-agent[5404]: pxgrid-agent Request path=/pxgrid/control/ServiceReregister |

Sop uU) oSS lhuwlsd IJpesde wes Isez Idulez 9ldwesd assetGroup w90 Bspd: Jol 09 09 oe:

<#root>
Jan 25 11:05:49 center pgrid-agent[1063977]: pxgrid-agent STOMP SEND destination=/topi c/com.cisco.endpoint.asset body={"opType':"UPDATE","a
{u keyu s "asset & Oupn , " Val ue": " u}

,{"key":"assetCustomName","value":"test"}, {"key":"assetGroupPath","value":""}],"assetConnectedLinks":[]

couwsd Iuwlisd 1Jpesde (ASsEtGroup w s pes: Jpl 09 p9Loz). 903l 9> Iy CyberVision Center s 890 whuwld [Juwpele: slsl Jp
Sueduw 3Jd gds eluw ISE wuvdd [Uolbs: Bsze edsd IJozdsd pe ISE JoJdd.

<#root>
Jan 25 11:09:28 center pxgrid-agent[ 1063977]: pxgrid-agent STOMP SEND destination=/topic/com.cisco.endpoint.asset body={"opType":"UPDATE","as
{"key":"asset G oup", "val ue":"test group"}

,{"key":"assetCustomName","value":"test"},{"key":"assetGroupPath","value":"test group"}],"assetConnecte

P&Jﬁﬁlo sl wodoé
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