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Messages in Quarantine: "Policy™
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Policy, Virus and Outbreak Quarantines

Palicy, Virus and Outbraak Quarantines Sstting

The Palfcy, Virus and Outhreak Quarantines are nol enabied.
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Policy, Virus and Outbreak Quarantines

Configure Cantralized Quarantines Service
a Enable Centralized Quarantines service [for Policy, Virus and Outbreak Quarantines)

Quarantine 1P Interface: e we (MEANAEMENT] &

Quarantne Port: | [7025 Specify any avaable pork

Configuring Centralized Policy, Virus, and Outbreak Quarantines requires the following additional steps:

1. Enable Centralized Palicy, Virus, and Outbreak Quarantines Ter each ESA by selecting Centralized Services > Security Appliances.
2. Configure migration of local quarantines to centralized quarantines by selecting Centralized Services > Policy, Virus, and Outbreak Quarantines.
3. [nitiate migraton w0 centralized quarantines by going to each ESA and selecting Sacurity Sarvices > Policy, Virus, and Dutbreak Quarantnes,
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Policy, Virus and Outbreak Quarantines

Artention — i Servics enabled. You may proceed with next steps to enable the functionality cornpletely, as showr
below.

Palley, Virua and Outbraak (PVO) Quarant/na Settinga
Centralized Quarantines Service: | Enabled
Quarantine [P Interface: | o o o (Management)
I:_-h-.r-a_n-nrrl'ln: Port: | 7025

| Edit Glabal E‘-l:i'hngi!

Multiple steps are required to completely configure the Centralized Quarantine service and to migrake existing quarantines messages from the Email
appliances.

Sarvics Migration Steps and Status

Migration Steps Status
Step 1. On thes 5MA, select ESA appliances to use the centralized 0 Email Appliances (ESAs) have the Centralized Quarantines service
Palicy, Virus, and Dutbreak Quarantines selected on the SMA,

To sefect additional ES4 appliances, go to Management Appliance >
Centraiized Servces > Securty Appliances.

Step 2. Configure migration of any messages currently guarantined | Migration is not configured for any appliances.
an the ESAs
| Launch Migration Wizard... |
Shep 3. Log into mach ESA to start migration and begin using Mo EShs selected.
centralized quarantines.

Email Appliance Stwtus

| Selected Email Appliances (ESAs) | semtus ]

| Mo ERAS salactad,

Security Appliances

Cantralized Servios Status

Spam Quarantine: | Service disaoled
Palicy, Virus and Dutheeak Quarantines: | Enabled, using 0 licenses

| Migration configurabion need o be completed before enabling Centralized Quarantings senace from
respechive ESAS,

Centralized Email Reparting: | Service disabled
Centralized EI‘I‘IH:' .Huu-ug! 'I'ra.:kllng: . Service disabled
Centralized Web Canfiguratian Manager:  Service disabled
Centralized Web Reporting: | Service disabhed

| Add Email Apgliance...

i apapiiances hawve been added.

Mo centralized services are cuwrrently svailathe.
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Add Email Security Appliance

Email Becurity &pplisncs Sstlings
Applance Mo EGA

® dddress: (7

EEA Centraiized Farvicas Soam Quaranting: sersice Ssabied

H Pobiy, ¥irug and Cutbrsak Quaranbioegs
Ceniraliped leporting: sersice dsaboed
Canbradeed Message |racking: service Sisabled
Coenecien Sts: | Mot enalehed.

Esipbiteh an S5H commcctian for spnchvpndzaied of Me Spam Quarasime s SafeiseBiockist, Palcy, Vrus and Cuilvreak Quardaines,
Cenfrakired Repartng, Sod Hessepe Traoking

Fstabiish Connsctsn, .. Tl Loncaschic
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Add Email Security Appliance

Waming — Mot all services are correctly configured on the remote appliance:

+ Policy, Virus and Qutbreak Quarantines capability check: OK

* Policy, Virus and Outbreak Quarantines service check: Warning: Go to Centralized Services >
Policy, Virus and Outbreak Quarantine to configure migration once you submit/oommit the
changes.
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s Cisco X1070

CISCO Email Security Appliance

Manitor

Mail Policies Security Services Network

Anti-Spam
IronPort Anti-Spam
IP Interfaces Anti-Virus
Sophos
Metwork Interfaces and IP Addresses McAfee I
Add IP Interface... Data Loss Prevention
Maims RSA Email DLP
Management Cisco IronPort Email Encryption

IronPort Image Analysis
Dutbreak Filters

SenderBase

Copyright © 2003-2013 Cisco Systems, Inc. Al fl  centralized Services
Reporting
Message Tracking

Policy, Virus and Outbreak Quarantines

Spam Quarantine

Service Updates

Policy, Virus and Outbreak Quarantines

Policy, ¥irus and Outhreak Quarantines Setting

The Policy, Virus and Quibreak (PO} Quarantines serace is not enabied.

There are muitiple steps ip centralizing Policy, Virus and Owuthreak (PY0) Quarantines, before you can enable service on this FSA. ..
« To configure migraton of PYO Quarantines, go bo SMA = Management Appliance > Centralized Services > Policy, Virus and Outhreak
Quarantines),
» After pou enabie servce and configure migration on the SMA, return here o enable Centralized Policy, Virus and Oublveak (PVO)
GQuarantines for this ESA.

Enable...

I puill gy SMA Ll 2>, SMA _lc Jo il clglas JWST sy J1 ¥



Policy, Virus and Outbreak Quarantines

Warning — Appliance ESA has been added. Not all services are correctly configured on the remote appliance;

= [Policy, Virus and Outbreak Quarantines capability check: O

= Policy, Virus and Qutbreak Quarantines service check: Waming: Go to Cenfralined Servioes =
Bolicy, Wrus and Outbreak Quarantine to configure migration once you submit/commit the
changes,

Palicy, Virue and Outbreak (PYO) Quarantine Settings

Centralized Quarantines Service: | Enabled

Quarantine [P |I1HI'1'-B-I‘.‘E=A4 Joemm s [ Managemant)

Quarantine Port: | 7025

| Edit Global Settings...

Multiple sbeps are required to cormpletely configure the Centralized Quaranting service and Lo migrate existing quarantines messages from the Email
sppliances.

Sarvica Migretion Staps and Status

Migration Steps Status
Step 1. | On this 5MA, select ESA appliances to use the centralized 1 Ermnail Appliances (ESAs) have the Centralized Quarantines service
Palicy, Wirus, and Outbreak Quarantines selected on the SMA.

Ta salgct additional ESA appliances, go o Managemant Appllance >
Centralized Sarvces » Security Appliances.

Step 2. E:”;::“E;H':'ﬂ'm" af any messages currenty quarantingd | g Migration i not configured for 1 out of 1 selected ESAs,
Citck on the Commil Changes o proceed wilh Lawnch Migration Wizard” for
recently added applisnces.
I Launch Migration Wizard... |
Step 3. | Log inta each ESA to start migration and begin using My  Service is not active on 1 out of 1 selected ESAs.

centralized quarantines.

Log inlo each E54 as required o enabie the service (soe siatus balow),

Email Applisnca Status
Selected Email Appliances [ESAs) Status
ESA 4 Action Reguired: Use Migration Wizard to define migration mapping.

Uasis 2 sglazll o Jiouill Jasiwidl ey alleo quauw (oI oluss JlasST > >0y
A% Migration is not configured for 1 out of 1 selected ESAs.

Lse the Migration Wizard to configure how quarantined messages will be
migrated.

Launch Migration Wizard...

oL oS @by Jiodl alles Jsis 52>



Configure Migration

Configure migration of ESA Policy Quarantines to Centralized Policy Quarsntines

Please Note:
Migration of messages will start when you will enahle centralization of Policy Quarantines from respective ESAs. At the same tme, following things

will happen:
» "Wirus” and "Outbreak” Quarantines from selected ESAs, will be avtomatically migrated w respective Centralized Quarantines
= After completion of migration, all the local Palicy Quarantines from ESA'S (along with "Virus® and "Outbreak™) will be deleted
& MNew messages will begin using new destination Centralized Guarantine on SHA&

Canfigure migration of Policy Quarantines from ESAS associated with this SMA.
{*) Automatic

« All (1) local Policy Quarantines and their messages will be migrated from all (1) ESAs.
» Centralized Policy Quaranting names will be created from existing local Policy Quaranting names,

() Custem

#« You can select local Policy Quarantines from individual ESAs to migrate.
= You can specify a Centralized Policy Quarantine name far each local ESA Policy Quarantines to migrate.

Cancel et >
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Configure Migration

Coanfigura migration of ESA Polley Quarmntines te Cantralized Polley Quarnntines

Centralized Quarantines

Quarantne names =il be avtomatically created on the SMA by replicating local Policy Quarantne names fram EShs,
IF the sama Policy Quaranting name exists on multiple ES&s, & single Cantralized Policy Quaranting with that name will be croated on the SMA,

Migrating from ESA Eizn

Coniraizod Policy Quaranting Name

(01) Local Wirus Quarartines {from selected 1 ESAs] will be autormatically migrated to Cenfralized "virus® Quarantine
(01} Local Dutbreak Quarantines (fram salectad 1 ESAG) will b autormatically migrated ta Captralized "Dutbreak® Quaranting

All (1) local Policy Quarantines and their messages will be migrated from all selected (1} ESAs (total OG )
Awadable frae spada at Cantralized Policy Quarantings is 366G

< Back
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Configure Migration

Configure migration of ESA Policy Quarantines to Centralized Policy Quarantines

Migration is configured

Please Note:
Migration of messages will start when you will enable centralization of Palicy Quarantines from respective ESAS. AL the same Lime, fallowing things
will happen:

= "Wirgs® and "Outbreak” Quarantnes from selected ESAs, will be avtomatically migrated to respective Centralized Quarantings

= After cormmpletion of migraton, all the lecal Policy Quarantines from ESA'S (along with "Virus® and "Outbreak™) will bae delated

& PMew messages will begin using new destination Centralized Quarantine on SM&

el pMel pyais ping Jlul §99 ,ail sl

Policy, Virus and Outbreak Quarantines

Success — Settings have been saved.

Policy, Virus and Outbreak (PVD) Quarsntine Settings

Centralized Quarantines Service: | Enabled

Quarantne IF [nterface: | "o e w (Management)

Quarantine Part: | 7025

| Edit Glonal Sothings...

Multiple steps are required to completely configure the Centralized Quarantine service and to migrate existing gquarantines messages from the Email
appliances.

Sarvica Migration Staps and Status

Migration Steps Status
Step 1. On thiz 5MA, salact ESA appliancas (o use the centralized 1 Email Appliances (ESAs) have the Centralized Quarantines servicae
Palicy, Wirus, and Outbreak Quarantines salected on the SMi.

To sefect addibional ESA applances, go to Management Appliance =
Confraizad Sendoes > Socurty Appiignces,

Step 2. Configure migration of any messages currently quarantined  Migration is configured for all appliances.
Wi tise the Migration Wizard fo configure how quarantined messages will be
migrated,
Launch Migration Wizard...
Step 3. Leg inta each ESA to start migration and begin using b Service is not active an 1 out of 1 selectod ESAS,

centralized quarantings.
Log it each ESA a2 required lo enalle the service (see stalus batow).

Email Applisnce Status
Selectad Email Appliances (ESAs) Status
ESA Ay Action Reguined: Log into ESA to enable Centralized Quaranting,

SMA _le el uss Jlasl, a8

pi ollall _xall 23ly Gug il bl < dgoVl cloasl I Jasl éys,o¥ slaall disy I gL
:SMA & aoll bl clglasil le el SV

Policy, Virus and Outbreak Quarantines

Policy, ¥Virus and Dutbreak Quarantines Setting

' The prereguisite for enabling Centralized Paficy, Wirus, and Outhreak Quarantings serwcg and canfiguring migration an the 5M4 are compiete,

You can enable this £54 to use Centralized PUYD Quarantines. This will begin migration of messages and guarantines to the Centralired Poiicy,
Virus, and Quibreak Quarantines an the SMA. All messages and quarantines wil be delehed from this ESA,
Enable...

by SeuSas G99 il



Policy, Virus and Outbreak Quarantines

Configum Cantralized Quamntines Servica

E Enable Centralized Quarantines (for Policy, Virus and Outbreak Quarantines)
SMA in use: 17025

1P interface to accept messages FEIEEEE{I;::: Management 3|

Note: Please make sure sefecied interface is reachable from SMA 14.2.30.115. Use ping from the SMA
to check for a working connection.

Port: |?l:|25

You may use any avaiable free part.

Send Motification When Migration is Complate
(Optianal) Separate multipie email addresses with commas.

s Migration o centralized quarantines will start as soon as wou submit and commit this page.
« Please confirm that the migration configuration shawn below is correct, Make any changes needed on the SMA before proceeding.
s Any Policy Quarantines not selected for migration will not be migrated and will be deleted fram the ESA.

Migration Configuration for Policy Quarantines (a8 Saved ot e bl o)z (7

Local (ESA]) Quarantine Target Centralized Quarantine at SMa

Policy Folicy {Default Policy Quarantine]

Filters and Actions to be Updated: (7)

Filtzrs and Actions | | Original Policy Quarantine Mew Centralized Policy
Requiring Updates | Type I (ESA) Quarantine

Ko updates are required,

A 99 sy laio olaloll 03D 985 Ol vy . JlasW pasiuusl] Mol dsiall a>Y, Loyl id ail lgha>Y
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Policy, Virus and Outbreak Quarantines

Info —  Migration of Policy, Vinus and Outbreak Quarantines finished

| Migration of Palicy, Virus and Outbreak Quarantines is in progress: 100 % Complete |

Paolicy, ¥Virus and Outbreak Quarantines Batting

Status: | Enabled

SMA in use: = 2 h025
1P interface w0 accept messages released from | Managearment
SMA:

Port: | FOZ5
Edit Settings

Cantralized Policy Quarantines baing used by this ESA (s configured at SMA ™

Centralized Quarantines

Policy

i) (all S22l9 Slwgually dwludl < a8 5all Gloazdl < bV 5l ) Jaule SMA 6,0 acl
:Jioill ololas JlaS] oY pigw .ol 0Vl

Policy, Virus and Outbreak Quarantines

Policy, Virus and Outbresk [PV0) Quarantine Settings

Centralized Quarantines Service:  Enabled

Quarantine 1P Interface: w0 w@ = (Management)

Quarantine Part: | 7025

| Egit Global Setings... |

Muitiple steps are required to completely configure the Centralized Quarantine service and to migrate existing quarantines messages from the Email
appliances,

Barvica Migration Steps and Status

Migration Steps Status
Step 1. On this SMA, select ESA appliancas o use the centralized 1 Email Appliances (ESAS) have the Centralized Quarantines sarvicd
Policy, Wirus, and Outbreak Quarantinas selacted on the SMA,

Ta sefect additonal ESA apptances, ga to Management Appllance =
Centralzed Services = Socurty Appliances.

Step 2. Canfigure migration of any messages currently guarantined = Migration is configured for all appliances.
on e ESAs
Use the Migratfon Wizard o configure how quarantined messages will be
rrigrated,
Launch Migration Wizard... |
Step 3. Log inte each ESA bo start migration and begin using Service i active on all selected ESAs.
centralized guarantines.
Email Applianocs Status
Selected Email Appliances (ESAs) Status
ESA Centralized quarantines are active.

Saxal
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a]rae Cisco M160

CISCO Content Security Management Appliance

Management Appliance

Reporting Message Tracking

Message Quarantine

Spam Quarantine

Policy, Virus and Outbreak Quarantines

- e S W . _ &

st Cisco M160
CIS5CO Content Security Management Appliance

Management Appliance

Reporting Message Tracking Message Quarantine

Policy, Virus and Outbreak Quarantines

| Add Policy Quaranting... | Search Across Quarantines |
e - — -
Quarantne Mame Type Messages | Default Action Last Message Quarantined On Size Dalete
Duthreak Retention Varies
Outhraak a - o
[Manage by Rule Summary] Action: Release
Policy Centralized Palicy 3 | Retain 10 days then Dalabs = 1. 54K ﬁ
Unclassified Unclassified 0 | Retain 30 days then Release == o
Virus Antivirus 0 | Retain 30 days then Delete -- o
Avaiable space for Palicy, Wrus & Qutbreak quarantines is 366,

10 88259 «JilwJl s90e (8 # _u=iiidl bli)Vl 52> [ESA (8 Vol el (il Jiluw ! Guss s ol vy

Messages in Quarantine: "Policy™

Tl T ey v 41 Mssagees | Search Quiranine... |
.'I!Hnd.r Bacipest .'E..hdln R i w | Becheaduded Fuit Hine | I'n Qihear Qup'mlhﬂ,: i e 19 d Tod Eamman

_| | recmta r: | robeka mam FiRAF buk naee O5 Far 2214 02: 38 (SHT) | 15 Mar 3024 02:30 [GMT] SI0 == | ES# [L4.2.30.113] | Cansart Fiter: |_pabey_gn_*
o rebabere, g 3 r - aam Thia wasn fumny 05 Mar 2004 02:38 (SHT) | 15 Mer 1012 02:30 (GMT] 322 -

| B [14.2.30.113} | Canbert Piler: '_pabey_g in_'
| riasbam_geio@val

FUNPY DhiS R sid. 05 Par 2004 0038 (DT | 25 Mer J002 025 (0MT) 515 - ES& (142301135 | Candesl Filtér: | pabiy_g o'

adeall Pl Ji> 5 Lo,e pind [ESA le mail_log LI o s 13]

7025 3aioll e (SMA (YY.Y.YY.YYY 5 (ESA (XXX XXXXX pn Jas¥l plasiiw] la>Y calasMo

Wed Mar 5 02:48:40 2014 Info: New SMIP DCID 2 interface XX X XX. XXX address
YY. Y. YY. YYY port 7025

Wed Mar 5 02:48:40 2014 Info: DCID 2 TLS success protocol TLSvl ci pher RC4- SHA
t he. cpg. host

Wed Mar 5 02:49:52 2014 Info: New SMIP DCID 3 interface XX X XX. XXX address
YY. Y. YY. YYY port 7025

Wed Mar 5 02:49:52 2014 Info: DCID 3 TLS success protocol TLSvl ci pher RC4- SHA
t he. cpg. host

Wed Mar 5 02:50:22 2014 Info: New SMIP DCID 4 interface XX X XX. XXX address
YY. Y. YY. YYY port 7025

Wed Mar 5 02:50:22 2014 Info: DCID 4 TLS success protocol TLSvl ci pher RC4- SHA

t he. cpg. host



Wed Mar 5 02:50:23 2014 Info: New SMIP DCID 5 interface XX X. XX XXX addr ess

YY. Y. YY. YYY port 7025

Wed Mar 5 02:50:23 2014 Info: DCID 5 TLS success protocol TLSvl ci pher RC4- SHA

t he. cpg. host

Wed Mar 5 02:50:40 2014 Info: New SMIP DCID 6 interface XX X. XX XXX address

YY. Y. YY. YYY port 7025

Wed Mar 5 02:50:40 2014 Info: DCID 6 TLS success protocol TLSv1l ci pher RC4- SHA

t he. cpg. host

Wed Mar 5 02:50:41 2014 Info: New SMIP DCID 7 interface XX X. XX XXX address

YY. Y. YY. YYY port 7025

Wed Mar 5 02:50:41 2014 Info: DCID 7 TLS success protocol TLSv1l ci pher RC4- SHA

t he. cpg. host

Wed Mar 5 02:50:42 2014 Info: New SMIP DCID 8 interface XX X. XX XXX address

YY. Y. YY. YYY port 7025

Wed Mar 5 02:50:42 2014 Info: DCID 8 TLS success protocol TLSv1l ci pher RC4- SHA

t he. cpg. host

Wed Mar 5 02:51:01 2014 Info: New SMIP DCID 9 interface XX X. XX XXX address

YY. Y. YY. YYY port 7025

Wed Mar 5 02:51:01 2014 Info: DCID 9 TLS success protocol TLSv1l ci pher RC4- SHA

t he. cpg. host

Wed Mar 5 02:51:01 2014 Info: CPQ listener cpqg_listener starting

Wed Mar 5 02:51:01 2014 Info: New SMIP DCID 10 interface XX X XX. XXX address

YY. Y. YY. YYY port 7025

Wed Mar 5 02:51:01 2014 Info: DCID 10 TLS success protocol TLSvl ci pher RCA- SHA
t he. cpg. host

Wed Mar 5 02:51:02 2014 Info: New SMIP DCID 11 interface XX X XX XXX address

YY. Y. YY. YYY port 7025

Wed Mar 5 02:51:02 2014 Info: DCID 11 TLS success protocol TLSvl ci pher RCA- SHA
t he. cpg. host

Wed Mar 5 02:51:02 2014 Info: MD 1 enqueued for transfer to centralized quarantine
(_Policy" (content filter _policy_qg_in"

Wed Mar 5 02:51:02 2014 Info: MD 1 queued for delivery

Wed Mar 5 02:51:02 2014 Info: New SMIP DCID 12 interface XX X XX. XXX address

YY. Y. YY. YYY port 7025

Wed Mar 5 02:51:02 2014 Info: DCID 12 TLS success protocol TLSvl ci pher RCA- SHA
t he. cpg. host

Wed Mar 5 02:51:02 2014 Info: Delivery start DCID 12 MD 1 to RID [0] to Centralized
Pol i cy Quarantine

Wed Mar 5 02:51:02 2014 Info: MD 2 enqueued for transfer to centralized quarantine
(_Policy" (content filter _policy_qg_in"

Wed Mar 5 02:51:02 2014 Info: MD 2 queued for delivery

Wed Mar 5 02:51:02 2014 Info: MD 3 enqueued for transfer to centralized quarantine
(_Policy" (content filter _policy_qg_in"

Wed Mar 5 02:51:02 2014 Info: M D 3 queued for delivery

Wed Mar 5 02:51:02 2014 Info: Message done DCID 12 MD 1 to RID [0] (centralized
(policy quarantine

"Wd Mar 5 02:51:02 2014 Info: MD 1 RID [0] Response 'ok: Message 1 accepted
Wed Mar 5 02:51:02 2014 Info: Message finished MD 1 done

Wed Mar 5 02:51:02 2014 Info: MD 1 nmigrated fromall quarantines

Wed Mar 5 02:51:02 2014 Info: Delivery start DCID 12 MD 2 to RID [0] to Centralized
Pol i cy Quarantine

Wed Mar 5 02:51:02 2014 Info: New SMIP DCID 13 interface XX X XX. XXX address

YY. Y. YY. YYY port 7025

Wed Mar 5 02:51:02 2014 Info: DCI D 13 TLS success protocol TLSvl ci pher RCA- SHA
t he. cpg. host

Wed Mar 5 02:51:02 2014 Info: New SMIP DCID 14 interface XX X XX XXX address

YY. Y. YY. YYY port 7025

Wed Mar 5 02:51:02 2014 Info: DCID 14 TLS success protocol TLSvl ci pher RCA- SHA
t he. cpg. host

Wed Mar 5 02:51:02 2014 Info: Message done DCID 12 MD 2 to RID [0] (centralized
(policy quarantine

"Wed Mar 5 02:51:02 2014 Info: MD 2 RID [0] Response 'ok: Message 2 accepted
Wed Mar 5 02:51:02 2014 Info: Message finished MD 2 done

Wed Mar 5 02:51:02 2014 Info: MD 2 nigrated fromall quarantines



Wed Mar 5 02:51:02 2014 Info: Delivery start DCID 12 MD 3 to RID[0] to Centralized
Pol i cy Quarantine

Wed Mar 5 02:51:02 2014 Info: Message done DCID 12 MD 3 to RID [0] (centralized
(policy quarantine

‘"Wed Mar 5 02:51:02 2014 Info: MD 3 RID[0] Response 'ok: Message 3 accepted
Wed Mar 5 02:51:02 2014 Info: Message finished MD 3 done

Wed Mar 5 02:51:02 2014 Info: MD 3 nmigrated fromall quarantines

Wed Mar 5 02:51:02 2014 Info: New SMIP DCID 15 interface XX X XX. XXX address

YY. Y. YY. YYY port 7025

Wed Mar 5 02:51:02 2014 Info: DCID 15 TLS success protocol TLSvl ci pher RC4- SHA
t he. cpg. host

Wed Mar 5 02:51:07 2014 Info: DCID 12 close
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Palicy, Virus and Outbreak Quarantines

Policy; Wirus and Duthreak Quarantines are not visible as Centralized Quarantne service (for Policy, Virus and Outbreak Quarandnes) is anabled.
Pleace see details at Security Services > Centralized Services = Policy, VWirus and Outbreak Quarantines.
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Wed Mar 5 02:57:47 2014 Info: Start MD 4 ICID 6

<Wed Mar 5 02:57:47 2014 Info: MD 4 ICID 6 From <robsherw. ci sco@mail.com
<Wed Mar 5 02:57:47 2014 Info: MD 4 ICID 6 RID O To: <robsherw@i sco.com

Wed Mar 5 02:57:47 2014 Info: MD 4 Message-1D

' <7642E61C- 4BA2- 432E- A524- E163EA0B9753@mai | . comp’

"Wed Mar 5 02:57:47 2014 Info: M D 4 Subject ' NEW FUNNY
Wed Mar 5 02:57:47 2014 Info: MD 4 ready 525 bytes from

<r obsherw. ci sco@nuai | . conr

Wed Mar 5 02:57:47 2014 Info: MD 4 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Wed Mar 5 02:57:47 2014 Info: MD 4 enqueued for transfer to centralized
(_quarantine "Policy" (content filter _policy_qg_in

Wed Mar 5 02:57:47 2014 Info: MD 4 queued for delivery

Wed Mar 5 02:57:47 2014 Info: New SMIP DCID 16 interface XX X XX. XXX address
YY. Y. YY. YYY port 7025

Wed Mar 5 02:57:47 2014 Info: DCID 16 TLS success protocol TLSvl ci pher RC4-SHA
t he. cpg. host

Wed Mar 5 02:57:47 2014 Info: Delivery start DCID 16 MD 4 to RID[0] to Centralized
Pol i cy Quaranti ne

Wed Mar 5 02:57:47 2014 Info: Message done DCID 16 MD 4 to RID [0] (centralized
(policy quarantine

"Wed Mar 5 02:57:47 2014 Info: MD 4 RID[0] Response 'ok: Message 4 accepted
Wed Mar 5 02:57:47 2014 Info: Message finished MD 4 done

Wed Mar 5 02:57:52 2014 Info: DCID 16 close
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Messages in Quarantine: " Policy"
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