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SAML Settings

Service Provider Settings

Profile Name: __ESD

[Configuration Settings: =
Entity ID; L2

Name ID Format; |2

Assertion Con 5-..-m_e\r
URL: ()

SP Certificate:

Organization Details:

Technical Contact:

| —

urnioasis: names:tesSAML: 1.1 nameid-
format: unspecfied

A

https://dhllll-esa2 example.com

¥

® zalect from Certificate List: (7)
! Upload Certificate and Key: (7

' Upload PRCS #12: (7)

Uploaded Certificate Details:

Issuer: C=US\CN=SAML_SS0\L=Ralelgh\0=Cisco\ST=NC
YemailAddress VOU=ESA_TAC

Subject: C=US\CN=5aML_S5O0\L=Raleigh\O=Cisco\ST=NC
\emailAddress NOU=ESA_TAC

Expiry Sep 21 16:16:12 2022 GMT

Date:

Sign Reguests

Sign Assertions

Make sure that you configure the same settings on your fdentity Provider as well,

MName: |r:hri:.i corp
Display Name: ||:|.,,.,-5
URL: |h:tps:.n’.n’{| 500, C0m
Email:

I

Share this configuration across machines in cluster :i' ‘ Assertion Consumer URL

Select a Certificate. .,

Duplicates all settings except the
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SAML Settings

Identity Provider Setting

Profile Name: I My _IdP

fonfiguration Settings: | &) configure Keys Manually

Entity 1D: (7 |: ESA_IdP_cluster
SSO URL: () hitps:/ogin.myidp.com/ | NGNNBG:
| [EEVECEE]
Y
Certificate: Browse.. MNo file selected.
Uploaded Certificate Details:
Issuer: C=US\CN=SAML_SSO\L=Raleigh\0=Cisco\ST=NC

\emailAddress={J ] C=ESA_TAC

Subject:  C=US\CN=SAML_SS0\L=Raleigh\0=Cisco\ST=NC
vemaildddress=NGTNGNG@G cU-Esa_Tac

Expiry Sep 21 16:16:12 2022 GMT
Date:

Import IDP Metadata

Hp file ze'sctac. Duplicates all settings

Share this configuration across machines in cluster '&:‘ to Cluster Members
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SAML Settings

Identity Provider Setting

Profile Name: | [AZURE_IDP

|Configuration Settings: Cenfigure Keys Manually

Entity ID: ()

550 URL: (2)

V.
Certificate: Mo file selected.
© Import IDP Metadata
Browse.. Mo file selected.
Uploaded Metadata Details:
Entity ID: https://sts.windows.net/eablbdaa- 28e1f39e0b/
S50 URL: https://login.microsoftonline.com/eat064aa- ) 2Bel1fi%e0b/sami2
Duplicates all settings to
Share this configuration across machines in cluster ':E:' Cluster Members
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External Authentication Settings

¥ Enable External Authentication
Authentication Type: | saML v
SAML Profile: AML profile has been configured af System Administrabion » SAM|

Attribute Name for Matching the Group Map: (7 memberf

" .
Group Mapping: Group Name in Dwrectory Rode L7 Add Row
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k:lnud Email Eecurity Appliance
Mersion: 13.0.0-392

Username: | |

Passphrase: | |

Login

Use Single Sign On
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