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Add Condition... |

Order Condition Rule

1 SPF Verification gpf-status == "fail"
Add Action... |

Order Action Rule

1 Quarantine quarantine"Policy")

oo, gupdle 1dusss 19 ogdu Iyuwlsd o3o IJodlLosJ:

Sat Feb 20 17:27:37 2021 Info: MD 6153849 SPF: helo identity postmaster @xanpl e None
Sat Feb 20 17:27:37 2021 Info: M D 6153849 SPF: mailfromidentity



user @xanpl e. com Fai |l (v=spfl)

Sat Feb 20 17:28:15 2021 Info: MD 6153849 SPF: pra identity user @xanpl e.com

None headers from Sat Feb 20 17:28:15 2009 |nfo:

from <user @xanpl e. conp

ould &Jles lugle pu B9 ol 0956 2lJé SPF:

1. SPF-status("mailfrom") IDENTITY

2. SPF-status("pra") IDENTITY
3. SPF-status("helo") IDENTITY

B IJluosble 1@ e (9.7 9l wgso) Blow £9lod oS 1Upzoss wodsspe uolsz PRA
WOI9b IJos wp wgdwol Joeu CSCUWS6673 goewswol gds uble IJoubvgsd Async OS 9.7.2

9pl wgdo.

M D 6153849 ready 197 bytes

S JJ IJlposble Idipse. wilze pouvele IJpeess ossle SPF IJedle $od 1o w@9p woudss

gpdse.
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Edit Condltian

Hessage Body or Aftachmens
HMessage Body

URL Category

URL Repubation
Hessage Size
MigRage Language
Maaorn Detection
ARGBChimagl Canbint
Aktachmenk File Imfo
Artgchmant Probecticn
Suibpect Hosder

Dther Hesder
Envilape Serder
Envelope Recigerd

SPF Verification

What are the SPF \Verification resulls 1o match?

SPF Verification:

] a8 Mone
Pass
Hewtral
SoftFad
&l Fail
TempError
PermError

Help
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9'mailfrom' g'pra’ o vdJ W9 o.s.

9> Sw29 &lpd wuoWss Iy wlisd wosl I v dJ:

if (spf-status("pra") == "Fail") AND(spf-status("mailfront') == "Fail") AND
(spf-status ("helo") == "Fail")
glod ooV s6 I)uwlisd sgedo 1Yo, 288 WIS u9e ledlp SPF IJos seolz [Jsol Idpuuwgsp
J&id SPF. osupel Jl wewss £9lpd ©uoss [Jpzwss eds o3l 1Jgss pu ldgshlo.

03l 09 glpd w LB Iuwlisd 1Jplgss pu sdisd Idpuwetse IJpcdse ASyncOS gswegse Sless
2lds SPF pgoJuwss JJogsle 1Jpgoduws:


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuw56673/

quar ant i ne-spf-fail ed-mail

if (spf-status("pra") == "Fail") {

if (spf-status("mailfront') == "Fail"){
# conpletely malicious mail

quar anti ne("Policy");

} else {
if(spf-status("mailfronm') == "SoftFail") {
# malicious mail, but tenpting

quarantine("Policy");
}
}

} else {

if(spf-status("pra") == "SoftFail"){

if (spf-status("mailfrom') == "Fail"

or spf-status("mailfrom') == "SoftFail"){
# malicious mail, but tenpting

quar anti ne("Policy");

}

}

}
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