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I3l oo puwdsd wusd U908 lew po Ciscor Blo Huwlds e sw 1Ugluesd wd woup e
culdsu IP Josles Idwelws 1Ugluos o 9pedsple ié)s Slo yods. wldlgolws [Js Idgble 1J3s
olo oule sop Lwld wosd IdIdesus puvd) [Jsd $98, JI oBlasd ualoss zad £
wolole IUuweles (Idper9ads lsuol wluwe ESA) sldesss IdIdYessus Jduweles 9038, 1Jase
(Ipe19d Is ol Lluwe SMA) 1Jesd,6 Jotuosued. bl Jp odu & oddse b Jp sdo Josd
uuwed pu ldgblo. loodcesactivations@cisco.come pg J9ple zoéd lUloold [UEluoé o 9l uwpe 1Jpeeld
O lJE>P6-


https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://docs.ces.cisco.com/docs/ces-customer-cli-access

Your Cisco Cloud Email Security (CES) service is ready!

Organization Name: Nl BN = =
Start Date: 2022-09-09 05:09:04 America/Los_Angeles

Below you will find information about your login credentials and other important information regar
ding your CES. Please retain this email for future reference

MX Records for inbound email from Internet
« mxi. = B .iphmx.com

= mx2. mm " 1.iphmx.com

Your Cisco CES portals:
Email Security

hitps://dhmm" -esal.iphmx.com
Security Management
https://dhl B% -sma1.iphmx.com
End User Quarantine
https://dh' ™ -eug1.iphmx.com

Please sign in the portals with this user ID:

Username: sl
Password: w® "ol wm *

Note: We recommend changing your password after the initial login.

Hostname and IP addresses to be whitelisted(for Microsoft/Office365 and G-Suite u
sers):
Email Security:
m m.140.105
m.150.143
BN 143.186
—_32.98
Security Management:
157.91

If you are using a Cloud service such as Office365, G-Suite, etc., you should direct your o
utbound emails to the address below to have them scanned by Cisco Cloud Email Securit

.

Host and IP address used for outbound relay from Office365 and G-Suite:
ob1.hcmmm .iphmx.com

Include CES host and IP address in your SPF record:

v=spf1 exists:%{i}.spf.hca B .iphmx.com ~all



s2ess IJ gpsd eds g0lssu P pguou0s. spdod luwagsle golsso IP Iy Iuvple 1Jiz0 56
lJpos96 Vs wJ9ysy Microsoft 365.

S

S

pdlebbé: $9,05 wuds Llple ltowh Gud s Blbg vy luclz pebb Jio gpdsle
lJodosu o._yuogé)ké sl Jlple IJogwg Idpwplod WS 9236 wzde Microsoft 365
Exchange. eJs 18d ©@>8): luwpe wuwles 9less Josgd Jlwe IJogss)le es) Idoudss.

pdlzbo: wdoy gulasy IP s Idodlb Idgilss poulyuwd pg £33 wolole Idgweleo
lJpei936 JJw9jse 1Uglue wd. eds uwosd lJpdlde xxxyy.140105 09 gu9ly IP JJglges Data 1
JJeol)d 10 xxxyy.150.1143 909 gu9ly IP JJslzes Data 1 Jdeol,)6 2. gugly IP JJglzod Data 2
JJeol)é 1 09 xxxyy.143.186 « 9g 9l IP JJslzes Data 2 JJgol)6 2 09 xxxyy.3298. o Jl swLopu
tble IJosyesy IJEluo v pedyple J Data 2 (¢hez 8o IPS). louod o cisco TAC i
Sewed ldpgbsle 2 9o iu'ogéo IJs wguosuod.

od9sw Microsoft 365 Ll weésle Idosss 1JIJIe 906 1Ulew

odysu Idwyss 1Yo 90s 1Ugls Ws Microsoft 365 oo Cisco Secure Email

ozl Jlers wuoss Idesss IIJIe sus Ideubslss

7.
8.
9.

1. ouwesd 1Js>ged |Us g9 11,6 Microsoft Exchange
2. p0 Blispé IUss Idsuwys: luw®d |Js Mail flow > Rules.
3.
4
5

loB) V98 Addarule Jloule $lgsé zrs6.

. |)E_.J luowel JJslesé 1Uz>s>6 |Ugluodé wJJ: Bypass spam filtering - inbound email from Cisco CES.
CJd folbosy 030 1J8lEsé I3l 13w, Thesender - IP addressisin any of theseranges or exactly matches.

1. oldouwed Jogsss ubl@le gulasy IP I.Jrocj.__;okéé‘ Iuo-.9 culdsy IP 1Jgly0 W
tblo lJosesye v Idosss IUIJIe, 908 IUlew pu Cisco.

2. 1u9,) OK.
. Jd *8p wpel SJs..« £33 Modify the message properties 9lg<) set the spam confidence level (SCL)|_wwgsl e Bypass
spam filtering.
&9 Next
25> Enforce 910§ <999 Next
9 Finish

pold g0 Js wurg Blesed:
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=F

Bypass spam filtering - inbound email from Cisco CES

[Tl Edit rule conditions 5 Edit rule settings

Status: Disabled

Enable or disable rule

(® ) Disabled

Rule settings

Rule name Mode

Bypass spam filtering - inbound email Enforce

from Cisco CES
Set date range

Severity Specific date range is not set
Mot specified

Priority
Senders address 2

Matching Header

For rule processing errors

Ignore

Rule description

Apply this rule if

sender ip addresses belong to one of these ranges: ' TR o ' 1 TN or
S

Do the following

Set the spam confidence level (SCL) to -1’

Rule comments

dlexre w>lo;



peld gds Gndd cdoss 1psuad 1Uglue wd:

Inbound from Cisco CES
ORI

Mail flow scenario

From: Partner organization

To: Office 365

Name
Inbound from Cisco CES
Status

On

Edit name or status

How to identify your partner organization

Identify the partner organization by venfying that messages are coming from these P

address ranges: TGN DN

Edit sent email identity

Security restrictions

MNone

Edit restrictions



e9ued 9>
odsu lJeyss ey Cisco Secure Email |Js Microsoft 365
euluo) IJezde B 1Ugzod

B wdss slos eds peld cuvdse Ss goulue) wedp 1Jszes. wldboe: spdud 11Us
IJlgbld Vs 99w Jlgd: 9JJu 030 o5 gulssu IP zas»0 |Js Microsoft 365 9JI «)yss Is wdss>
PO Swd Microsoft v wow uvpewol Es) 1Jpg 1996,

cowed [Jbged 1Js [dosles 1Uglues .
. loewd |Js Mail Policies > Destination Controls.
. &9, Add Destination.
AJlguesle:
1. 1J9goé: I)@J lowe lJpeld 1JElue o
2. Jlogoldle 1dpwsleé: 10
3. 1Jg> IUlboos Jdyuwlisd JIJ louold: 20
4. >gp TLS: preferred
5. 1u9, Submit.
6. lu ¥y Commit Changes B 1Js> Ideds! 1Uspeus J9lzos IUpuwegse (Ul) Jeudb cess)le
lJodssu 1Jgluos o

A OODN -

pold gJs IO w9 2o9d Idozdp W6 1Ugzos 1UElLo s

Destination Control Table Items per page

Add Destination... Import Table l
All

Domain IP Address Preference = Destination Limits TLS Support | DANE Support ~ | Bounce Verification * @ Bounce Profile Delete

10 concurrent connections,
your_domain_here.com Default 20 messages per connection, | Preferred Default Default Default ]
Default recipient limit

500 concurrent connections,
Default IPv6 Preferred 50 messages per connection, None Nane Off Default
Mo recipient limit

Export Table Delete

* Bounce Verification settings apply only if bounce verification address tagging is in use. See Mail Policies > Bounce Venification.
~ DANE will not be enforced for domains that have SMTP Routes configured.

229d 9u29d IJpuwedesu

w8 3 §p woESsSU 229d 9029 ldpeuvedesu (RAT) JSwsd Ideoss Jeeldled:
1. lue®wd |Js Mail Policies > Recipient Access Table (RAT).
~ edlebs: olds pu o 9236 IJluoEle ¢luoé o Incoming Listener Ig IncomingMail I

MailFlow. |queohs! 1JJs Iluee IJBeds Jpowe et 1JEluo wd Josdd Idoss
Iigulomes 1JEloo wd.

2. 1y, Add Recipient.
3. luoW pzldled Vs 28J euslu Idpuwede.



4. Tge) Ilple IJIGe,luos J Accept.

5. 1u9, Submit.

6. 16§, Commit Changes Vs 1Js> IJedsl IUspeus pu 9lzos Ipuvegsp Jpdb wess)le
lJodssu.

pold g0 Jsss bog) I>gld 1Ug)slu:

Recipient Details
Order: [1

Recipient Address: (7 [your_domain_here.com

Action: F.EEEt W i

Bypass LDAP Accept Queries for this Recipient
Custom SMTP Response: @ Mo

O Yes
Response Caode: | [25n

Response Text:

Bypass Receiving Control: @ ® no
O Yes

puwlyle SMTP

oEssu puwh SMTP Jouwdse Ideyss IJIJIe 906 pu Cisco g Ide)ss I 90s |.JTroQ
|Js pzlJ Microsoft 365 J>s:

1. luewd |Js Network > SMTP Routes.

2. 1y ) Add Route...

3. peld Ilvedle: bed lave Ipeld 1gloo . :

4. 1Jlzoj6 lJpos96 JJ9zos: | od Juzd Microsoft 365 MX IJloJs 1U¢luo .

5. 1u9, Submit.

6. lu @y Commit Changes VO 1Js> IJeds! 1Useus pu 9lzos IJpuwegsp Jewwb wegssile
lJoJdosu.

pild £ds JsBs6 bog, leshsle puul, SMTP:



SMTP Route Settings

Receiving Domain: \2)  [your_domain_here.com

Destination Hosts: Priority (2 Destination (7 Port Add Row

|0 Ivnur_domain.mall.prnt 25 i

(Hostname, IPvd or IPvG address. )

Qutgoing SMTP Authentication:  No outgoing SMTP authentication profiles are configured. See Network > SMTFP Authentication

Note: DANE will not be enforced for domains that have SMTP Routes configured.

od9su DNS (yued MX)

lve gloy Jobe 1Jpzld pu U wéssy uved Mail Exchange (MX). |Er°-J~r°€ ouw99d DNS Ussd
Jed uvedlo MX IJs gulsso IP Jposd welod U;_ngi IJIJIe 906 IJley pu Cisco: Jpol 09
9,2 s eblo IJuszse guy ldusss IUIJIe 906 IJlew po Cisco.

S2dd pu IJogss) eds uved MX pu 9236 wpdpe Microsoft 365 ls ol:

1. 9p wouwesd [Usged 1Us 9226 wzde o w9 ) Microsoft O365.
2. lyowd |Js Home > Settings > Domains.

3. 120, luwpe 1Jpeld IJIG el uos.

4. 159, Check Health.

S99, 3JYJ pwedle MX 1Jzldss JJdsdss @sle Microsoft 365 Lldwze go ywzdle DNS 9 MX
lJp 8w wpegldd:

‘ Microsoft 365 admin center Search

Domains >
Managed at Amazon Web WS} - Default domain

Remove domain Re

Overview DMSrecords Users  Teams & groups  Apps

Tio manage DMNS records for sesssssss com, go to your DNS hosting provider:

dding these DNS re 5 at

you
and

ct a record to see all of its details and ‘copy

CHAME

~ pdlzbo: Vs 03l ldpeldi owp luveool9s DNS gblyoo w9luulbs grple 1J9se s Amazon
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~ (AWS). Jpudsd: 98¢ 1956 wedsy 131 Jlu DNS IJgluo wd puweold Bs s pdlo ¢l
zuwvle Microsoft 365. spdud ualo._J u@..s_)lu el Jp 0 v X%} |olss wvedlo gasé
|Js your_domain_here.com. clds oy lo Iduwedle IJos Beo wluilsel Bs puosdY
woblod pe odd Idpg 906 oul... wepd ldogdsele ldovosd eds lghs cessu
wedlo MX[Js ol op odssuo Vs Idwslse Jlghe IJeszse |Us zuwle Microsoft 365.
8958 03l |Js LilJs gubyé Idwnss IJIJYe,s0s IJlew pu Cisco pu s § 2ydé 1e)s)
151,56,

ltooh Idossy IUIJIe 06 1Usl)s

Se wlguh IJenss sl s eoslo 1enss IUIJIensus J Microsoft 365. wes 5304 w28
JJelds po 9ue9del Ids edwsé 1Jshs Jdusss IJIUYe 90 J Microsoft 365.

22dd pu Lo2s wwedle IUesss Bs wede Iuwlisd eds wusrd IIdesus Il 9585
lJ9sw pw Cisco (IJeg 99 lsuol wlgwe SMA) IJ3s wp ©98s)0 pg peldd.

Ju9so wwedle IJoyss eds SMA 1UEluo vt

1. owed 1Ubged IJs SMA 1U¢l e w3
2. 1y, Tracking.
3. bgd pelss) Idwee ldplbdycs 9lu 9, Searchi9w9 §e 1986 pod 030 IJuwlise:

<A Email and Web Manager Email ~ Service Status Maonitoring Tracking Quarantine ’ N ? [
M300v
—
Message Tracking B~
3 Filters | 1 Messages Remediate {q‘ Y
Details @
’ Delivered :'1.3011.‘. 13 Aug 2021 17:19:48 (GMT) JI!I:‘I- . n" d m-.-r:r:r: uw-:'\ss_'_scu-}as I 200,230
sandenfitest. com o -] IIRBDLiND EMAIL TEST N;.u-n

JJIbJle eds ywedle lJo,ss b Microsoft 365:

1. 8p vouwesd IJsesd IJs eud; b6 Microsoft Exchange.

2. luyowd |Js Mail flow > Message trace.

3. ©9W, Microsoft Ipglss, IJlde )luoss Jdue s wluwogsleol. ds uvwsd Idpold: lge,
M essages received by my primary domain in thelast dayJwose lgwogdle IJoew.

4.15¢d pelssy Idoze Idpbdsws Jdeuwedess 9lod) serch9esde 1956 IJoolsg IUppleds
J:
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5 Message trace > Message trace search results
i Home

;’2_ Recipients ~ L Export results &7 Edit message trace _ ) Refresh Zitems | O Search

Mailboxes

Groups Date (UTC-05:00) | Sender Recipient Subject

Resources e T IBOUND EMAIL TEST
B/13/2021, 1.20 PM senderiitest.com INBOUMD EMAIL TEST

Contacts
= Mail flow ~

| tessage trace
Rutbes
Remote domains
Accepted domains
Connectors

Algris

Alert policies @
Fa  Roles W

Migration

=

odosu IJoyss IUIJYe 908 IJusls, pu Microsoft 365 |Js Cisco Secure Email
od9su RELAYLIST gJs Cisco Secure Email Gateway

bee IJs gblo Ideszse gw 1deas 1UIJIessus Ileo po Cisco. LlJlolds [Js 5J9i wp
02385 91206 lo9ss Juwlisd 1Juols,s e Idoslos 1l os wd.

1. wwed [Us¢9d 1Js Ideslesd [JEluos oy
2. lyoWd |Js Mail Policies> HAT Overview.

~ edlebs: olds pu o 9236 IJlLoEle ¢luoé  Outgoing Listener g OutgoingMail I
MailFlow-Ext |que ol JJs [Jlgupe IJBeds IUgloe wesse IJluoéle 1Ugloe wd Josd s
IJooss IJgbezs/lduols).

3. w8, Add Sender Group...

4. 8p wodssu preses IJpyuwd eds Idugy IJolds:

1Jluwe: RELAY_0365

AJogdsy: <<enter a comment if you wish to notate your sender group>>
. |J,Ju..5|u.uo op |Ju_)E_z5J

. 19, Submit and Add Senders.

a b WON -~

- NJesyuwd: protection.outlook.com

. pdles: sesue o). (1Judbos) 1Jpszsrs B wolss luwe peld 1derowd
plbJyoé.

6. 1w Submit.
7. 109, commit Changes Vs 1Js> [Jeds! IUspeus pu 9lzos IUpuvegspe Jedb wess)le
lJodssu.

pold gds Js9s6 boy, leshle pzeses IJeuwdsu 1UElues o



Sender Group Settings
Name: RELAY_0365
Order: 1
Comment: From Microsoft 365 mail to Cisco Secure Email
Policy: . RELAYED
SBRS (Optional): . Not in use

External Threat Feed (Optional): None
For IP lookups only

DMS Lists (Optional): None
Connecting Host DNS Verification: None Included

| << Back to HAT Overview | | Edit Settings...

Find Senders that Contain this Text: (7 t Find
Sender List: Display All Items in List Items per page

| Add Sender... |

All
Sender Comment Delete
.protection.outlock.com From Microsoft 365 mail to Cis... O
| << Back to HAT Over\riew!

opedsy TLS
<trong="">
<>

o lud) WY uwsluws wr @ IJw)ss IJpuwpes: RELAYED.

o lyydle J|u.ug9J 9lubb, s Security Features lJpe9log J Encryption and Authentication.

o oldugwed J-TLS: Igw,: Preferred.

*  ly®, Submit.

*  ludy Commit Changes Vs IJs> IUeds! IUspus pu 9lzod [Jpuwegse Jedb wegss)lo
lJodssu.

pold eds Jsso bog) wdysy wog w99 1Jewyss:

Encryption and Authentication: TLs: | O use Default (0ff) O off @ Preferred ) Required

TLS is Mandatory for Address List: [ None ~ |
[ verify Client Certificate

SMTP Authentication: | (8) Use Default (0ff) (O off ) Preferred () Required

If Both TLS and SMTP Authentication are Require TLS To Offer SMTP Authentication
enabled:

odysu Idu,ss pu Microsoft 365 |Js CES

© 8p vouwesd 1Uxgad IJs e Iblhé Microsoft Exchange.

«  lyewd lJs Mail flow > Connectors.

s lu@ul+AddacometorlJloule p9Lod ga6>.

o Bs bl IJpuwsd Jopsss gusubss w3dd 1do,ss IJglue wddze:
1. py: Office365
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2. |Js:Partner organization
1o, Next.
o Dbedlygwel Jpsued IJgss: outbound to Cisco CES.
o Db osoddl bl oo orgu B 3JY.
o lu@) Next.
* pUS USd luwwesle 03l 1JpsoJS:
1. |to_3: Only when | have atransport rule set up that redir ects messagesto this connector.

2. 19 Next.
* |y, Routeemail through these smart hosts.
o108y W9 [+ 9b¢d gulasy IP IJuols,s 19 Tuwele IJp s 1Upc9ud 6 B Huwldé
oyeswy CES.

o lug) save
1o, Next.
o Jps)Hws Jsuse loyold Office 365 Lgb e 1w I 9us 1UElue wldpsuwwd
lJuiysdoS
1. |to3: Always use TL S to secure the connection (recommended).
2. I'aojAny digital certificate, including self-signed certificates.
3. 1w Next.
c op udrse uuluus IJoldss JI.
|y, Next.
o awede 1 JbEld euslo woss [Jdessus walde slud, B9 ok.
© o) validate sl wpz woubsd Idordd pu IJuogs.
o wp IIYeelddlud) W99
o lul,Save

pold eds v dd IJpguod 1ol



Outbound to Cisco CES
® ) W

Mail flow scenario

From: Office 365

To: Partner organization

Mame
Outbound to Cisco CES
Status

On

Edit name or status

Use of connector

Use only when | have a transport rule set up that redirects messages to this connector.

Edit use

Route email messages through these smart hosts; 8 BT jphmx.com

Edit routing

Security restrictions

Always use Transport Layer Security (TLS) and connect only if the recipient’s email server
has a digital certificate.

Edit restrictions

Validation

Last validation result; Validation successful
Last validation time: 10/5/2020, 9:08 AM

Validate this connector

logule 9lex6 ©dWO G L)
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Qutbound to Cisco CES

Marme:
| Qutbound to Cisco CES

*Apphy this rule if.
X The sender is located.. ~|  Inside the organization

and

¥ The recipient is located... -| Qutside the organization
| add condition

*Do the following...
X Set the message header to this value.. - I Set the message header 'X-DUTBOUND-
AUTH: to the valfue ‘mysecretikey’
and
X Use the following connector., -r] Qutbound to Cisco CES
| addacion |
Except if.,

[ add exception '

Properties of this rule:
Priority:

o]

O Audit this rule with severity level
Mot specified = |

Choose a mode for this rule:

@ Enforce
O Test with Palicy Tips
O Test without Policy Tips
[ Activate this rule on the following date:
Fri 8/13/2021 = | | 1:30 PM L
[ Deactivate this rule on the following date:
Fri 8/13/2021 'l 1:30 PM v

O Stop processing more rules
O pefer the message if rule processing doesn't complete

Match sender address in message:
Header f;

[ Add to DLP policy
PCI - |

Comments:

ﬁ Rights Management Services (RMS) is a premium feature that requires an Enterprise Client Access License (CAL) or a RMS Online license
for each user mailbox. Learn more


https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://docs.ces.cisco.com/docs/ces-customer-cli-access

of fi ce365_out bound: if sendergroup == "RELAYLI ST" {

i f header (" X- QOUTBOUND- AUTH') == "~nysecret key$" {
strip-header (" X- QUTBOUND- AUTH") ;

} else {

drop();

}

}

lusglo s sz9e )6 91236 Jluuble uwlb) 238> BLE.

i)éJ [1 Vs Iduwlb) 1Uz>ss Jlwoele gled wuo8ss Idyuwlisd 1Ug>ss.
lod) return 0,6 91226 JJE)9z pu Slised IJpruizle.

Ip woUugSd commit |.Jip_) Jewb lJogss)le vs ldodssy 1Jglue .

edlebbé: crow 1Uey9W 1Ugluos JJpdolz Iduwss. 29 $ 1desoes B eouve IJuwlds
03 2)5“-.9 regex 9o uogdp GJpl 09 p9OT kgks U,OCJU.



pdlelbs: l)ele p)lzed Iguro Js9s6 wdysu Blises lebs Iduiy. Spdu wdssuol :
clawople luve wosdily spdud IUeuosd eds luwe ez luwoohl s vez Ideszsd 19
P99, 1dens>.

ool Idesss IUIUIe)s0s 1duels)
leooh Idousss Iduols) pu gusl 1do,ss IUIJIe 906 J Microsoft 365 |Js puvede peld Ehezs.

Spdud pleed we9w Iyuwlisd pu Cisco Secure Email 9 Web Manager J_oplo w9zsool
cubdd puluwe.

N LUlebe:lze cdsso TLS (bhs Joble > cdsse SSL) eds IJwslus olduid,le
IJpuucises J SMTP I ols,. w9008 1duad peluule Cisco wpl sds:

<tfroot>



HI GH: MEDI UM @TRENGTH: ! aNULL: ! eNULL: ! LOW ! DES: ! MD5: ! EXP: ! PSK: | DSS: ! RC2: ! RCA: ! SEED: ! ECDSA: ! ADH: ! | DEA: ! 3Dk

pold eJs IJooug pe IJouwdse 1Jolze:

> Email and Web Manager

Email ~ Service Status Menitoring Tracking Quarantine i ? fed Huds SECURE
MI100V
MIESSAgE 1TACKINgG P add ; o 365 5>
\/alidate - v Qandar (r . L e e address from Microsoft

& Finers | 1 Messages Validate your RELAY Sender Group and Mail Flow Paolicy I T -

[J Message Detaits @ \
a
* MID Tima Outgoing Policy Match Sondor Group Sendor IP

0> Belmced 185371, 186372 13 Aug 2021 14:14:50 (GMT -04:00) 33> eee RELAY_0365 = m5175

Sender Recipant Subject SBRS Score

@ [ OUTBOUND EMAIL TEST MNone More Detalls

lody Moreetails JJIbJlg ds odloosd Iyowlds Jleds:

Email and Web Manager

Email - Service Status Manitoring Tracking Quarantine 1 ? e el cECURE
M100V
—_—
« Back to Summary
Message Tracking
Message ID Header <MN2PR13MBA4007C168FIB26CFBID340654FBFAS@MN2PR13MBA007.namprd13. prod.outiook.com> [ Next > |
Processing Details Envelope Header and Summary
Last Stte
Summary Daliversd
Messages 186371, 186372 Massage
12 Aug 2021 Qutgeing
MID
14:14:50 (@ Incoming connection (ICID 405417) has sender_group: RELAY_O365, sender_ip: il B 59.175 and sbrs! not enabled 186371, 186372
14:14:50 @  Protocol SMTP interface Data 2 (IP 1 [.57.36) on incoming connaction (ICID 405417} from sendar 1P [l -59.175. Reverse DNS hest mail- Timne
drBnam21p2 175 sutbound_protection sutlook com varied yas. 13 Aug 2021 14:14:59 [GMT -04.00)
14:14:50 ) (ICID 405417) RELAY sender group RELAY_D3E5 match protection.outlook com SBRS ot enabled country not enabled Sender
14:14:59 @ ingl 1 (ICID 405417) TLS protocel TLSY1.2 cipher ECDHE-RSA- AES256-GOM-SHAIS4, Racipient
- ..
14:14:50 (@ Message 186371 Sender Domain: I 7 com
14:14:59 ) Start message 186371 on incaming connection (ICID 405417). Sending Host Summary
14:14:58 ) Mossage 186371 enqueued on incoming connection (ICID 405417} from Reverss DNS hostname
kil
14:14:59 @ Massago 186371 direction: oitgaing denbnam] 2Ip21 75 cutbound protection o
ook warihiod
14:14:59 @ Message 186371 on incoming connéction (ICID 405417) added recipient (i INEIEEN WO ). : oA :
IP address
14:05:00 ) Message 186371 containg message ID header '53.175
"<MNZPR1IMB4007C 1 BBFIB26CFAADI40E54FEFASBMNIPR 1 IMBADDT,
SBRS Score
Nane
[ 4
o .-
pold eds cvoog luwlsd pese Jl soblod guslo x:
Email and Web Manager Emall - Service Status Monitoring Tracking Quarantine L ? f o] SECURE
M100V
—
Message Tracking (£
2 Filters | 100 Messages Remediate & Y
[0 Message Details @
MID Time Policy Match Sender Group Sonder P
94011 13 Aug 2021 15:54:18 (GMT -04:00)  NMA RELAY_0365 o Es57174
Sender Reciplent Subjuct SBRS Score

= OUTBOUND MAIL None More Dotalls



_;. Email and Web Manager
M100v

Email ~ Service Status Monitaring Tracking Quarantine L ? fe]

< Back to Summany

Message Tracking

Meszsage ID Header <MN2PR13MB40076A4B89CA00EEAC 1 618DAFBFAS@MNZPR 13MB4007 namprd13.prod.outiook.com>

Processing Details Envelope Header and Summary
Last State
Summary e od By Mossage Fil
15:54:78 @ Incoming connection (ICID 137530) successfully sccepted TLS protocol TLSv1.2 cipher ECOHE=-RSA- AESI56-GCM-SHAISL
15:54:18 ) Message $4011 Sender Domain: bee-demo,com e
MID
15:54:18 ) Start message 34011 on Incoming connection (ICID 137530} 94011
15:54:18 Message 34011 enquewed on incoming connection (IGID 137530) from NN EROENEENE . e
® ¢ ~ ' = 13 Aug 2021 15:54:18 [GMT -04:00)
15:54:18 @ Message 24011 direction; ouigaing f—
15:54:18 @ Message 34011 on incoming connection (ICID 137530) added recipient | |8 &
Raciplent
15:54:19 (@ Message 94011 comtsins message I header =
"<MNZPR1IMB400T6AJBBICA00EEAC |61 EDIFBFASEMNZPR 1 IMB4007_nampad13.prod. outlook.com>",
15:54:19 . Meszage 24011 original subject on Mjection: OUTBOUND MAIL 3:54PM POST-SECRET CHANGE Sending Host Summary
15:54:19 ) Message 94011 (7555 bytes] from ready. Reverse DNS hostname
kil
155418 -. Message 94011 has sender_group: RELAY_0365, sender_ip: 57.174 and sb0s: denbnam 11p21 74 sutbound protaction o
g utleok.Bom (verihed)
L J

15:54:19 Inegming connection (ICID 137530) lost & ooy e
15:54:18 ﬁmamge 94011 aborted: Dropped by filter ‘office365_outbound' 57174
SBRS Score
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