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Swvow [Js Ls put

1 Jeogmd sls puwedpso.

s pound Ids puvede (puvedeso) peso.

N Jeouwd 9ldpuwede (IMpuvedeso) 1dpess.
soblod guslo IJpuvade pg euslu puvede IJpédS.

soblog gwslu ldpyuwd pg 03l 1Jo,os0!
odleé: 1o, 1Jpbluds dlud JJodsse B lueshle AsyncOS 11.1.x.

1. pauwd IJpgJd (ws> RFC8B21 pu 1guslo).

2. 1Jgoslo 1p9z9> Ses RFC822 put 1.

3. 1Jewslo 1Jpsz9s B Hiuw Iy gJs RFC822.
Sp 0dSSe whbludle IJpguetse Jupb oo leds 1Js luvdd: e wdso IJuoszs 1dlsds
S8 Losw wwsluled lp)l 2898l Juoplo pblu$s Iyumlisd pe uusluws polbdoled.
51 Ilo 1o IWIJIe,908 s2ess eds puvd Seuwcdpso pogso sobludo ee 198 pu

oz Sled swp wduwse ldyuwlds pu peyd Huwlds 9lgs (MID) [Js pueuod luolvs Jduoee

lJoJosu
IJodosule
Jodsss obled Iduuslusle 1Je,o eJs ESAICES:

pL lzod ldpuwcgsp Ihumspss:

—

Adouedd Ids veg IJw)ss.

N

oy W98 weg IJwnss 19l 9 vog IJuwusd IJuols) Jluuile IJuog.

w

Joud) W98 |uolWs wog...

N

ogd Iwe uslows 3 pEuS: 38p wensy 3 988! Jpobduled (pg plels pudsd Bs;
Jeblods isds po lgds IJs luudd).
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7. eds glow dpuvede po Idgis w28l pel Bl Joo o) 03l IJ.;,.oagi_g i_9 wwdJod.

8. lud)y 9938 psldd JJpulugs shuwld IJogssile IJos ia_,..soolglJlJojl,o wol.

pdlebé: Jl sop luwedsle Jpuwadesu IJoldso Jigwoweh puvedpsu p2os0 pu
lJeeld Ideg)rws Ws 28d Idpuvodpsy IJoldssu.

Any Sender

Only if all conditions match -

¥  Following Senders Ay Recipient

Following Senders are Not @ Following Recipiants IF aner ar more conditions match

email address: externalusar@xyz.com, axternaluzar@gmail.com

matthew@abec.cam

(e.g. user@example.com, user@, Qexample.com, £.example.com)
(&0, user@exampla.com, userd, Saxample,con, @.example.com) LDAP Group:
LDAP Group: There are no LDAP group guerias defined,

TH - A e 3 T ey / ] P
There ars no LOAP group gueries defined. Fallowing Recipi=nts ars Mot

Ermnail Address:

o0 9lz06 Lub,y 1191, (CLIY: (IJ]uosl) 9.7.X - 11.0.X)

1. 8p wluosl, 1Jie, policyConfig.

2.15¢J 115 2 Jodsse woz IJwnss 1dshs 1y wog IJwsss 1ol

3. 8p wluosh Ile, "new" Jlugile wog wiss 2389,

4. lowg ldpbldole Jluols puwegspesy Jpblo@s o3l IJuog.

5. lowg Idpbldole JIdeld odssy pluvele o9isss ey IJuwsluws.
6. 9w oz [Jpldol Bp Lhuwld IJeéssle IJos Izsool sldldejle wol.

C680. esa. | ab> policyconfig

Woul d you like to configure Incomng or Qutgoing Mail Policies?
1. Inconing

2. CQutgoing

[1]> 1

pdled: spdo wedsd ey ploluds Ipund Bs lusly 8lz06 IJeuucese Iyum9ess
AsyncOS 11.1.x Vs gdlpd IJowsse ywsluwle 1Uw)ss 9 9lzos yulo, 1JIgle, (CLI).
pU lpy 81206 Lulb IUisle, (CLI) s@>p policyConfig ¢sbil 1ol sl Jdeuwdsdso Juse IJoéss).
ooy 1Jisdsss: v wdd I8l os: Jpl 09 puuo9Le edso ledlo B bl pedgple Igwlyuss.
LIJJ%"SP |j9é wJo Jﬁa)u..sj IS Yjumb 111X 05 pyuwd Idpg . 1990wt pud 1o 1Js
IJpyuwd.

o3l pold eds 1Jlsdoss Il el o sé:



vesa2. | ab> policyconfig

Woul d you like to configure Incoming Mail Policy or Qutgoing Mail Policies or Match Headers
Priority?

1. Incomng Mail Policies

2. CQutgoing Mil Policies

3. Match Headers Priority

[1]> 3

Mat ch Headers Priority Configuration
Priority: Headers:

P1 Envel ope Sender

Choose the operation you want to perform

- ADD - Add match priority for headers

- EDT - Edit an existing match priority for headers

- REMOVE - Renpbve an existing match priority for headers

IJoedd pu lJuoes
S99 esblo JJezdd pu uwdod pblu$é I usluws eJs ESAICES.
IJgsh 1
1 loodd lds 9lged Idpuwese IHumspssd (GUI) > gugsluwle 1w Idualbilldsls.

2. 8 prwe Idwre 80 Wuwslusle. bed euslo Idpuwctse 1oy B9 5 IIResh Jeblwds
IJesuwd 9 Idpuwede 1dpslods.

3. 1ol dewee gu uvsluwle.
sop e [l 1duesse Bs 1dues)s:

Email Address: [Nt‘.@"ﬂ:l&.:l:rn Rcipiant m

= Sendear

Resubs: | Emad Address "Sender: matt@lee.com” is defined in the following policies:
= matt_bwo
= Default Policy [all usars)

Palicies matching "matb@les.cam”

Add Folicy... | Show All Policies |
Outbraai
Order  Poboy Mame | Arti-Spam Ant-virus Advanced Malware Praotectaon Graymad Content Filters Filters Delete
2 matt_two [um= default) {use de=fault) (e default) {use default)  (use defauk) {use= default) =
Default Policy | IronPort Anti-Spam | Sophos File Raputation Mot Available | envelope_copy_guaranty | Disabled

Pasitiwe: Deliver Encrypied: Delhver Halware File: Drop
Suspected; Dalyer | Unecannable; Delvvar | Panding Analyes: Delivar
Virus Positive: Drap | Unscannable - Message Error: Deliver
Unscannable - Ruabe Limik: Delnsr
Ungcannabie « AMP Senvioe Mat ...

1. loodd IJs 9lgosd IJpuuede Iuugess (GUI) > blLs IJuble > IJoowe.

2. bed IJodluosd 1Jgluos Lbls IJoowe: ceo pedsple IUpbygd. Bs ol os]
lJeruwdldpuwede JJdozdd pu ldpblo9é.



3. 1u@) V9IS wae lJooueg.

4. 3p NJoprs) Jiuwdd 1Us peldes vog s> JJozdd pu oblod 1duog.
Soe P [l IJuesse S 1duess:

Message Definition

Sender Information

Source TP Address: Ilﬂ.ﬁﬁ.?]-lﬂ

Fully Qualfied Domain Hamsa: I
If left blank, a reverse DNS lookup will be performaed on the source IP.

Trace Behawior on: | [nOutListener -

Comain Mame to be pazsed te HELO/EHLD |EHL1:|
{optiomal):

SMTP Authantication Username (opticnal): I

SenderBase Network Owner [D: | @ Lookup network cwner 1D associated with sourca [P
2 use: I

SenderBase Reputation Score (SBAS): | @ Lookup SBRS associated with source IP
© use: |

Envelope Information

Envelope Sender: | [mam@lee.com

Envelope Recipients (separated by commas): | matthew@cisco.com

Upload Message Bady: No file selected.

Paste Message Body: | From: matt@les.com
(If no file is uploaded.) | Tg: matthewicisco.com
Subject: Body is requined for Trace to show
X-Headers: Inserted at the top

This is the body portion

Clear Start Trace

Mail Policy Processing: Inbound (matched on policy matt_two)

Meszzage going to:

lwedunldd IJigble gl oJlzol

matthew@cisco.com

Jl ool eldsl pedsple pesss Jluwaduild Idigble sluodlzol Josl IJodssw.
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