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Add New Realm

Description
Type *

AD Primary Damain * servertest.com ex; domain.com

Drectory Username * l;g’v\u’tﬁl\ndmin | &t user@domain
Directory Password * [ ]

Base DN * demservertest, demeom ! su=user,dc=cisco,do=com

Group DN * En=TAC, ousSecurity-Team,dcmser|  ex: su=group,de=cisco,dc=com

Group Attribute Member s

* Required Field
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Directory  Realm Configuration

# Download users and groups
Begin sutomatic download at |12 v | am |v | America/New York Repest Every 34 |v | Hours

1y Download How

Avallable Groups & Groups to Include (1 Groups to Excude (0}
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[thrwew Analysis Policies Devices Objects = AMP

Dashboards » Reporting Summary v

Cisco €SI - Identity Sources  aStreamer  Host Input Client  Smart Software Satellite

¥ compare realms &3 Hew realm
Mame Description Domain Type Base DN Group DN Group Attribute State
ervertest-1 Global AD de=servertest, de=com cn=TAC, su=Security-Tear member & |4 s

IJgbys 4. odgsu wog IJegsé

S89p wog IJogss Llale puob8s IUpuucse. Ss 2lds 30 puoh 98 Idpuwetsp: swp ) SUP
IJsuo9d 1Js e9hs IJuiveds. $95s 03l lds S,uo IJeede B 1Usuosd Idpuweos [ds 1))
(RBAC) eds Uuwdd pdwuwed 9p9l)00l.

U096 4.1 1Jusles 1Updss (IJeuols 6 Iouulbs)

cbdo 1dpuolb$s IJoyubs luve Idpuwceselddes 1deas) Ss lUpuwctrve Jogrsed 09ss
IJeuwedse Jduwele wls louold. $89p Idpuveeruo puob 6 IJpuuedse luwesle Lodzs
po1338 19 Lol 88 NTLM 590 wdop. suwogse NTLM puwogsuo 1dsse Juuwld pedsple
lJpuolb 96 9l weduldol. wuwwgsp Idpuob 8o Iduibs luglgl pgodds JJoz 8l pu 0986
IJpuweese. IJiusle 1Jpeedds JJpuols 86 os:

1. http basic: Vs o030 IUb,596: S9¢85 [Jpuwogruo wbbeld vslule lgwepl IUpuuegse.

2. otim: sgwegse NTLM cslule lgwels pelbo god Windows 9s08l9 o sJsol pg Active
Directory o ¢JIJ puwegruo 9sw. weole IJs wpdsu puol> 96 NTLM B Ipyueeruo.
oS puohb 96 ldpuwwgse wuvdlss 90 pbldus woslule IJlgwels. 909 S99, wgywd
Suwesd 2g9d sleré Jdpuwedspsu.

3. ol HTTP: B 03l IJuse: szlod 1Joble ldeools 86 Gluuessle NTLM. B 21J8
Bubdor Suwegsp IJpuwouug) wae puolb§6 HTTP 1Jiuulusé Jb)s 6 leoslbss
ssbdo prwe b Joslule leoeb IJpgvetse.

4. L0828 luwoglus HTTP: o3l pelod JJuge Iiuwlus HTTP. 9pg 3J9. sop pbldus



lJpuweése ool voguss IUpuol> 96 WOs wpedde HTML spdy wiuosuoo.

S2e9s JJ puweerue eds birsds Elues Jopdso puolh§s NTLM soldelds Blue sodes
vhuble lJpuwo s oo Jopdso puol> 86 NTLM.

Jeuubds wslole Idlgcels wupdd Teo pe Idpumouies Idesze: crole Is wowse lel yuolss
ehp p9des Sloslly Jiolss ¢hp p9 886 wuvdd gl Ss wor 1Jossé.

Generate a simple self-signed certificate using openSSL -

Step 1. Generate the Private key
openss1 genrsa -des3 -out server.key 2048

Step 2. Generate Certificate Signing Request (CSR)
openss1 req -new -key server.key -out server.csr

Step 3. Generate the self-signed Certificate.
openss1 x509 -req -days 3650 -sha256 -in server.csr -signkey server.key -out server.crt
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New Identity policy

Name Identity_Pelicy
Description
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Overview Analysis IR Devices Objects AMP . System Help v admin v

Access Control » Identity Network Discovery Application Detectors Correlation Actions *

Identlty_Pﬂl ICY ‘ou have unsaved changes [~ save J [ 3 Cancel J

Enter a description

G Activie Authentication

Server Certificate * Self_Sign_Cert ~ @
Port = 885 (885 or 1025 - £5535)
Maximum login attempts * 3 (0 or greater. Use 0 to indicate unlimited login attempts)

Active Authentication Response Page

This page will be displayed if a user triggers an identity rule with HTTP Response Page as the Authentication
Type.

System-provided Y =

* Required when using Active Authentication
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Add Rule

MNamé | Captive_Portal o] Ensbled Insert |inte Cabegery ¥ | Standard Aules
Action | Active Authentication ~ | Realm: Servertest (A0)  Authentication Type: HTTP Negotiate Exclude HTTP User-Agents: None

Zones  Metworks VLANTags Ports Realm & Settings

Realm * Servertest (D)

L) Identify as Special Identities/Guest if authentication cannot identify user
Authentication Type HTTP Hegotiste ]
Application Filters ¢ Available Applications (83) & Exclude HTTP User-Agents (0)

5, Search by name % Search by name |

# g risks (any Selected) a I ™) ABC =
Bl very Low 19 Bl ] adobealr m lMJ
[0 il Lo 40 ] advanced Packaging Tocl
[ 4 Medium 11 ] birPlay
[ 4 High 6 o [ amazon Instant Video

* Required Field
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ASA(config)# captive-portal global port 1055
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JJoedd pu IJ@sles IJouubs 9835 ple 1J9L09d lJsol: §p wouvgsd 1o,

ASA# show asp table classify domain captive-portal
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Editing Rule - Captive_Portal

Name  Single_Sign_On Enabled

Action  Passive Authentication hd Realm: Servertest Authentication Type: \ Exclude HTTP User-Agents:

Zones  Networks  WLAN Tags  Ports Realm & Settings

Realm * Servertest

Use active authentication if passive authentication cannot identify user

* Required Field
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Identity Policy

Identity_Palicy

Revert to Defaults
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Editing Rule - Allow_LAN_User

Mame | Allow_LAN_User 0 Enabled Move

Action |+ Allow v | IPS: no policies  Variables: n/a Filas: no inspection Logging: connections: Event Viewer

Zones  MNetworks VLAN Tags WIELICE Applications  Ports  URLs .o ISE Attributes Inspection  Logging

Available Realms & Available Users & Selected Users (2)

[ -4, Search by name or value | | 4, Search by name or value a Servertest/sunil

@ special 1dentities & servertest/admin
@ servertest
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System Help v admin v

¢ Deploy Policies Version:2015-12-10 09:29 PM ? X |
] Device Group Current Version
| @ NGFwW 2015-12-10 09:14 PM

© NGFW Settings: NGFW

D Access Control Policy: NGFW_Policy

@ é---Intrusion Policy: Balanced Security and Connectivity
\3) é---IntrusiDn Policy: No Rules Active

© é---ldentity Policy: Identity_Policy

@ '-DNs Policy: Default DNS Policy

»._J) Network Discovery

© Device Configuration(Details)

Selected devices: 0 Deploy Cancel
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User Activity

Table View of Events > Uszers

Mo Search Constraints (Edit Search)

- Time * Event ¥ Realm * Username Type * Authentication 4 IP Address »*
Type
3 2015-12-1011:15:34 User Loain  Servertest 4 sunil [C] LDAP  Active Authentication 192.168.20.20

3 2015-12-10 10:47:31 User Login  Servertest I + admin LDAP  Passive f-‘-.uthentiu:ationl 192.168.0.6

loewdd |Js Analysis (weJsJ) > Connections > Events (iz3le) JoslBws wog 2rds 019, Iduslole
IJos suveseol ldpguetse.



Analysis Wall= el AMP Deploy J:l._,_ System Help v admin »
Context Explorer Connections » Events Intrusions » Files v Hosts » Users v Vulnerabilities v Correlation v Custom Search

Bockmark This Page Report Designer Dashboard View Bookmarks Search v

Connection Events (swich worknion

B 2015-12-05 00:17:00 - 2015-12-12 01:22:07
Connections with Application Details » Table View of Connection Events Il 2015-12-0 0 - 2005 7

Expanding

» Scarch Constraints (Edit Scarch Save Scarch) Disabied Columns

Jump ts... ¥

~ First Packet Last Packet Actlon ¥ [Initiator IP % Initiator Usgr Respander IP Access Control Rulg Ingress Intgrface Egress Interfacg * Count
} 2015-12-10 10:31:59  2015-12-11 10:34:18  Allgw 192.168.20.20 74,201.154.156  Allow LAN User Insige-2 Outside 1
3 2015-12-11 10;31:59 Allgrey 192.168.20.20 74,201.154.156  Allgw LAN User Insige-2 Quisige 1
' 8 2018-12-11 09:46:38  2015-12-11 09:46:29  Allow 192,168 2020 4 sunil (Servertestisunil, LOAD) 173194207113 Allow LAN User Insige-2 Dutside 1
1 2015-12-11 09:46:28 Al 192.168.20.20 | sunll (Servortestisunil, LDAP) 173,194.207.113  Allow LAN User Inside-2 Quiskle 1
1 2015-12-11 094607 2015-12-11 09:46:58 Aoy 192.168.20. 20 4 zunil (Servervestisunil, LDAR] 173,194,207, 113  Allow LAN User Insige-2 Qutside 1
3 Mllgw 192.168.20.20 4 sunil (Servertestisunil, LDAP) 173.194.207.113  Allow LAN User Insige-2 Dutside 1
] 015-12-11 09;45:46  2015-12-11 09:46:35  Allow 192.168.20.20 3 sunil (Servertestisunil, LDAPY 173,194.207.113  Allow LAN Yser Inside-2 Dutsige 1

Last login on Thursday, 2015-12-10 at 11:17:25 AM from 10.65.59. 1698 EEEaH By T
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JJozdd pu 2lds g206 FMC. iuwegse o3l IJie, s FMC.

admin@firepower:~$ netstat -tan | grep 3306

Gp wouvesd IJodlb 1Jzses eds FMC JJdezdd pu ldlouold pg 99dsd Idpuuedse.

admin@firepower:~$ sudo tcpdump -i eth0 -n port 3306

lowdd IJs Analysis (cedsd) > Users (pguwgspgu) > User Activity (oubll 1Jpuwegse)
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IJozdd o lJlouold wso FMC g Active Directory

ouwwgdpe FMC o093 TCP 389 Jluwo sl Bless wslule Idpuwedse po IJ 1Uxdsd IJuuib.

Ip voungsd ldoylb IJgjes eJs FMC Jdwzdd pu IJlouold o Active Directory.

admin@firepower:~$ sudo tcpdump -i ethO -n port 389
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Jedo vless vslole puvegse AD.
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Deploy &) System Help admin

Deployments & 7
(20+ total ) 0 waiting 0 running O retrying 20+ success 1 failure
" LDAP Download - Global 25 X

Download users/groups from servertest-1. LDAP download
- successful: 1 groups, 0 users downloaded

" LDAP Download - Global 4m 525 X

I Download users/groups from servertest-1. LDAP download
successful: 1 groups, 5 users downloaded
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