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IJpdsule 1Jpyuwoérpd
cowoos IJpedsele 186 B 03l 1Jpuwens 1Js luosble Idulez sldedsole 1Jplss IJeldss:

- 1dspsle IJuplbss ASA FirePOWER (ASA 5506X/5506H-X/5506W-X. ASA 5508-X. ASA
5516-X ) IJos ouvgd IJluesl) 5.4.1 gleJs.

- 1J9z26 IJuplosé ASA FirePOWER (ASA 5515-X. ASA 5525-X. ASA 5545-X. ASA 5555-X)
IJos ouvéd 1Jluesl) 6.0.0 slsds po IJwsulee.

- ASDM 7.5(1) 95l 89,5.

e logble Idegdspele 1d91)36 Ws 03l ldpuwews pu 1Jiz056 1J 92956 LBs wisisé pgpdséd ¢luos.
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2. lzsle Iduble (I2sle oble wubgsd Firepower (OS)).

lJodosy

odosu 90 puelo

IJ¢b9s 1. odosu ¢bpe Syslog

Jodsso ghp syslog Jizsle 2,d6 1Jp9,: loodd [Js Idodsse > ASA Firepower Configuration >
IJpwsluwle > cowsole Ulplels slud, B9 1dBksps IJpouwsds logile oowsoe slge) gsb
louble cuwso syslog. 1>¢J 9sp ¢lsp syslog.

IJlgwp: 235 1Jluwpe 1J3s se5 ¢lbpe syslog wuvdd W8)6o.

lJp o 9: 235 eu9lu IP/luwe 1Jpuosd JElse syslog.

lJpod3: 235 580 w93 ¢lspe syslog.

ey d8: 23 Is o838 wp cdoswo gdss Else Syslog.

IJgog,6: 235 Is 09,6 wp wdsswol s ¢l Syslog Jssd.

IJedlpé: 233 luup £Jlpé 1Jopsss Idos wyss I wbo) pe uwlJs syslog.



File View Tools Wizards Window Help (FHE R e | = nmm

@ Home @ Configuration Monitoring Q Deploy - GReﬁesh o Back @ Forward ? Help CISCO
| dewelst seoimols|  Confiuion> ASAFRePOWER Confiurston > Poices> ActionsMless O

| Device List a B ox |

gB Add ﬁ Delete ﬁConnect

| ASA FirePOWER Configur... 1§
Policies T Edit Syslog Alert Configuration
3 Access Control Policy
E}@ Intrusion Policy MName | Syslog_Server
{48 Intrusion Policy
- {5 Rule Editor

m

|192.168.20.3

|

ssL Port

<, Identity Policy Facility

Severity

EI% Device Management
; ! Device il Tag

ﬁq Firewall [ Store ASA FirePOWER. Ch

IJ£1095 2.0950 >0 SNMP

Jodssu ¢bpe SNMP Trap Jigsle 2,36 1Je,9) loedd IJs edssy ASDM > cdyse ASA
FirePOWER > IJwvsluwle > cuusole IUlplels slod) @938 1J@lspd 1Jpouwrds Juuble cuwso
9lge) ésh) luusle cuwso SNMP.

Jlgwe: 235 1Jlgwp 138 s, ¢lbe SNMP Trap o v dd B)60.

ebp IUpdlispé: 235 su9lu IP/luwe IJpsosd Jegbe pdlispé SNMP.

IJluosl): wagp 9256 FirePOWER SNMP vi1/v2/v3. 235 [uosl) SNMP oo 1J8lises 1JpogwsJs.
wwduwds [pzope: 1Bl Bpo wopsss V119 v2 Bs gsb IJluashy: Bess luve pzope SNMP.

lave IJpguodp: Bl Gpo wopsss V3 Vs esb IUluosh: uwsdse Iduble webldos edd lgve
IJpuwade. 23 luwe ldpuwcise.

IJpuob@6: e 03l 1Jgsh) giel pu wdssy SNMP V3. 599, p o 8o luwoubl [Js Idezjse

3ipsd Lluwesle g9ljeslo MD5 Iy SHA. B $lisps luvdle IJewu9esdsd 223 29t
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DES. G5 Slispd w1 Iwdesdsd 25 1l I DES slsed Jes pisr D 28d Ips 1Jpisy.
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Edit SNMP Alert Configuration SNMP Version V1/v2

[
Name | SNMP_SERVER_1

Trap Server |192.168.20.4

Version [v2

Community | Secret
String

Edit SNMP Alert Configuration SMNMP Version V3

[
Mame | SNMP_SERVER_1

Trap Server |192.168.20.4

Version | v3

User Name | userl

Authentication
Protocol

Privacy
Protocol

Password

Engine 1D !Example: 12345678%a

[ Store ASA FirePOWER Changes H
odoso buwld Isle 2,98 1Upa9)
edsu IJogwasd IJgbas Jizsle 1JleolJ

soe logsle lple 1louold £0s 5009d 2098 IJpasy 1Js Bless sue8d pe cpdso Idouwesd.
Jopdso Wouwzsd 1Jthes Jole 1Jlouold: loodd 1Js (cdsso ASDM > cdsso ASA
FirePOWER > |J_usluwle > gusluwd [Jozde B 1J9oo9d) wons, Bless 1d9uesd sloedd 1s
gsb ldouesd.

23> ¢sb IJouwzsd lpl Bs walss suolss IJoguosd Is B wolss IJoguosd. luedd 1Js buwld
il louold s 1Jgsh 9235 pdlo Luwld Idizsle.

Jbuwld T2sle |Jis ¢lop syslog ehes: 2o syslog: & 2> luwoelud wuwse Syslog pu IJSlkses
lJpeouwsJs. [toshsl spdoud |uolss |pwogled wuwsoe Syslog wud) Ls,j_goa lJlol96.

Jbuwld T2sle louold 1Js ¢se pdlisps SNMP. 235 pJlspd SNMP. &p 233 [guoeglud cuuso
SNMP oy IJ8lsps IdpouwsJs. [oshsl spdud |uols [pwegled ouwso SNMP Lud)
lsB9uws 1Jl olds.



Configuration = ASA FirePOWER Configuration = Policies > Access Control Policy

ASA

Editing Rule - WebsiteBlock

Mame | WebsiteBlock ¥} Enabled Hic
Action | 3§ Block with reset v | IPS: no policies Variables: n/a Files: no inspection Logging: connections: Event Wiewer, syslog, ¢
[ Zones I Metworks I . Users I Applications I Ports l URLs I ISE Attributes Inspection I Logging I

® Log at Beginning and End of Connection

Mo Logging at Connection
File Events:
Send Connection Events to:
¥| Event Viewer

#| Syslog (Connection Event only) | Syslog_Server Vi

#| SNMP Trap | SNMP_SERVER_1 ¥ @8

opdsu Jouvesd IJghes Jipsle IJcbld]

sop logile lole 1debdd gusel sblud cadse (Gsles snort) weus 2)ds 1dp,9,

lJuobo. Jopdso IJouwesd IUgbzs Jizsle IJIResld: loodd IUs odssy ASDM > oy sy ASA
FirePOWER > IJyusluwlo> guslgwd Ilgozle > yuslgws IJlgogle. Spe clouble wog 2os>
Jdwslgd 19 wgys) woz lJulbwwd 1deszss.luedd IUs Idlesh IJpodse >ldigwoelvle 1Ughzss.

.J.Ig)uul.J i@lo lJobwdd [Js gbe SNMP glhzs: 233 3sh wpdsu Vs wuwso SNMP &pe lu9,
999 ¢sh versy.

U9 IJpdlisps: swp luwedsle uog ldpdlises Jeulysu IP IJos wboy Ws IJouwsolo. !.}I Jly
uble o IJuveds 1UElLo .._Jd' SWY9p wweosd uog susly INET_IPVA o udd Logse: Wspdud
wedsdo Jsdou wuliss. 9ldl Wess Juwdywds.

luosl) SNMP: wzsso el IUluesl) 2 I IJluesly 3 5, lJIgosh.

&sl) SNMP v2

ebpe lJpdlispsd: 235 eusly IP/luwp IJpuosed Jglbp SNMP Trap. Jel 09 p9 oz O 030 IJo9,)0.
wvdunds IJpropg: 225 luwe Idpzope.

&l SNMP v3

ebp IJpdlisesd: 235 £09lu IP/luwpe [Jposd Jgbe SNMP Trap: Jel 09 p9 oz WIS 030 1Ju09)0.

JJpd 019 [Jpob §6: 233JJpes 1Up,9) plodews Jdpuol>96. suwegse SNMP v3 9lbs96
IJoziiss Jooobds Idps 1.
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luwe Idpguap: 225 luwe Idpumwese.

Configuration > ASA FirePOWER Configuration > Policies > Intrusion Policy > Intrusion Policy

Policy Information ./t SNMP Alerting < Back

Rules .
Settings
= Advanced Settings
Trap Type # as Binary as String
Global Rule Thresholding

_ SNMP Version (® Version2 Version3
SHMP Alerting
Folicy Layers SNMP v2
Trap Server 192.168.20.3

Community String [Secret

Configuration > ASA FirePOWER Configuration > Policies > Intrusion Policy > Intrusion Policy

Policy Information ./t SNMP Alerting < Back

Rules ,
Settings
= Advanced Settings
Trap Type # as Binary as String
Global Rule Thresholding

_ SNMP Version Version2 (® Version3
SHMP Alerting
Palicy Layers SNMP v3
Trap Server 192.168.20.3

Authentication Password |ssssssss
Private Password sresenes (SMMP w3 passwords must be 8 or more characters)
Username user3

evert to Defaults

Jbowld iole IJobed [Js ¢be syslog ¢hzs: 22> ¢sbl ppdu Vs Syslog |uveudh e log,
999 o IJesh Jel 09 p9 02 WO 030 1J09,6.

puoSY lJoyuwzsdizrs euslu/luwpe 1dpsosed IP J¢hse syslog.
IJeyd8: wpass s o838 1Uss wp wdssuo eJs ¢l Syslog.

IJgog,6: 235 Is 09,8 wp wdaswol s ¢l Syslog Jssd.

Configuration > ASA FirePOWER Configuration > Policies = Intrusion Policy > Intrusion Policy O
Palicy Information /2y Syslog Alerting < Back
Fules ,
Settings
= Advanced Settings
Logging Hosts (192,168.20.3 (Single IP address or comma-separated list)
Global Rule Threshaolding
_ Facility ALERT ¥
SHMP Alerting
Syslog Alerting Priority EMERG M
Policy Layers
e Revert to Defaults

opdsu IJouwesd IUebes J3dle loly IPBIle ol DNS/33le Toly URL

sop logile Izsle 3dle Tl IPIDNS Security Intelligence/URL Security Intelligence gospl wlbolod



296 1Jp9) Is Bless wslole sdle lply Jewsle IPNgwe Ieel JJURL. Jopdse IJouvesd Iébes
Jizsle 3dle lely IP/URL/DNS. Iuedd 1Js (edssy ASDM > odose ASA FirePOWER >

IJowsluwle > Gusluws [Jopde B 1J9uesd > 3dle IJiels).

o) I._Ji.:sj_ggé Jol 09 p9 07 B 1Uue9,6 Jopdse wuvesd 3dle loly IP/DNS/URL. 955
IJody 9938 1, Ids ploldes prwe 29b Jopdso ldogwesd s2sh buwld Idiole [ds 1Jghe
IJghes.

Jbhuwld i@l& IJs ¢bpe syslog ¢hes: 22> syslog: &p 2> [uwogles wuwso Syslog po 1JSlsed
IJeuuwsds. lRosbsl spdud [Uols |uwerled cuwse Syslog vud) lsdsus IUluolds.

Jbuwld T2s1e louold 1Js gl pdlispé SNMP. 235 pJI.:src_:c'S SNMP: &p 235 |uwozled wuwso
SNMP oy I.JL§|.:_5ro<3 lJpewwsds. [toshsl spdod |uolss |wozled wuwse SNMP Lo @),
ls99uwo IJlolss.

Configuration > ASA FirePOWER Configuration > Policies > Access Control Policy =}
ASA
Default Allow All Traffic (aShoveamins

B ] Status: Access Control policy out-of-date on device

Identity Policy: None SSL Policy: Mone

Rules | Security Intelligence l HTTP Responses l Advanced l Enable logging for DNS blacklisting Evensts

Available Objects ¢ & Available Zones ¢

|g Any Whitelist (2)

MNetworks [ URLs I

& Global-Blacklist-for-URL /! Global-Whitelist (Any Zone) [3 ®¥ Clobal-Blacklist (Any Zonel3{ [

- Global-whitelist-for-URL URLs URLs L]
.| URL Attackers .~ Global-whitelist-for-URL (AnT & Globddlacklist-for-URL (ARg 27

&/ URL Bogon Enable logging for URL 51 Events
2| URL Bots

2/ URL CnC

& URL Malware

4| URL Open_proxy

opdsu IJouvesd IJgbes Jigsle SSL

sop louble leale SSL guspl woblud 2,J6 1dpas) pe ls Bless Bs woz SSL: 28 Swp wpIdsu
lIJowwesd. Jopdso lJogwesd 1dgbzs Jods w9, SSLluedd IJs odssy ASDM > wdy sy
ASA Firepower > |Jwsluwle > SSL. 9o vog)s) 1U8lEx6 1Jp929:6 19 Gp wluuble 8lgss grsé
sluedd lJs gsh IJogwesd-z»» Iduved WO s wolss Il olJ.

e loodd IJs busld iple IUlouold [Js seesso pdlo busld 1digsle.

Jbuwld T2s1e |Us ¢ syslog glzs: 223 syslog. ¢ p 233 luvoelué wuwso Syslog pu [J8lsesd
IJeuwads. [2osbsl spdud [uols |uveeles cuwse Syslog vud) lsdus IJlol9s.

JLusld Izsle logold 1Js gbpe pdlispé SNMP. 235 pJlispd SNMP. &p 233 [uuozlué cuuso
SNMP o0 1J8lsp6 1dpowsds. [Rosbsl spdod |uols |uvoeles cowse SNMP Lo d,)
s 8906 [l ol 6.



Configuration > ASA FirePOWER Configuration > Policies > SSL

Default SSL Policy

ssL policy
Editing Rule - SSL_Re_Sign

Name |SSL_Re Sign #| Enabled Move | into Category v | | Stand

Action |55 Decrypt - Resign ¥ | with | Servertest v | ¢ ¢ Replace Key

[ Zones ] Metworks l Users I Applications ] Ports I Category l Certificate l DM l Cert Status ] Cipher Suite ] Version l

#| Log at End of Connection

Send Connection Events to:
#| Event Viewer
#| Syslog | Syslog_Server Al |

#| SNMP Trap | SNMP_SERVER_1 MILT

odosu busld psle IJoble
cpdsu IJouesd IJgbes Jizle IJuble

wbo, izl.)lo lJoble 21Js ublpe ouvgsd FirePOWER. spdu luvesle p3s) SNMP Jlgwebdlg
l2ole 1JIokbes odo.

Jodosu glbp SNMP Jlgwelbdle i@l& lJuble oo FirePOWER Module: sJjpd wdoso voz
IJouble 1J3s szed 1dpgd9ple po98,0 B $less pedyple 116 (Firepower MIB) ($lg»o
pedyple IUbL6) IJos spdu luvebdlgol woluubbs ¢l e SNMP.

loedd lJs odssy ASDM > ASA FirePOWER Configuration > ppJs > ywsluwd [Joble slu @,
eJs SNMP.

luosl, SNMP: &g o 9256 FirePOWER 1J]_osly 1/2/3 o SNMP. 235 |osl, SNMP.

wduwdd IJpzopee: bl Gpo wopsss VIIV2 WOs ¢sh lueslh SNMP. Bldo o [yupe pzopes SNMP
B 28 uvduwds IUpzope.

luvp IJpuwase: Bl §po wogass ¢sh V3 Vs IJIuosh. 1ud) 898 15, uaI98 puwesp 922>
lowe ldppwcde Os edd luve Idpuucioe.

lJpol 38! s> 03l IJgsh 2iel o ©dasu SNMP V3. 909 599, Ipob§8 luweubl IJs ej
P86 I )uwlisd Idpgees wluvesle 29lieslc MDS Iy SHA. I2e) wu9wsded JEolisessd
IJezse sbgd Jdpes 1Jey9)

OGS 2dd JJdpd 1Jp)y9). 3l dp odo wrge BOs luwesle psjio ldpuolb§6 Wz sl Jlgbse.
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Configuration > ASA FirePOWER Configuration > Local = System Policy

Policy Mame Default
Policy Description Default System Policy
Status: System policy out-of-date on device

SNMP Version V1/Vv2

Access List .
) o SMMP Version Version 2 ¥
Email Motification
> SNMP Commurnity String  [Secret

STIG Compliance

Time Synchronization

| Sawve Policy and Exit || Cancel

Configuration > ASA FirePOWER Configuration > Local > System Policy

Policy Name Default

Policy Description Default System Policy
Status: System policy out-of-date on device
SNMP Version V3

Access List
. A Usernarme SEr
Email Motification users
» SNMP Authentication Protocol SHA ¥
STIG Compliance o
_ . Authentication Password e
Time Synchronization Verify Password [ —
| Save Policyand Exit || Cancel | Privacy Protocol DES ¥
Privacy Password i
Verify Password P
Aad
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