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Jsosll enable LoVl 551 .o liliol 3 EXEC gy JI Jsosll simsll 13id _lc 635> ga)l & lagleill Llai
Jnsd Enter J5oY pliss e lnisl 9,0 dalS ues ai o) 3] .ollioYl 55 EXEC giog I

ci scoasa> enable
: Passwor d
#ei scoasa

&>l luol 919.2.2 oYl ASA zoliy, -

ASA 5585-X _wlu¥l pliail -

FirePOWER duanil $159)l &,15] dgzly dawlgs TFTP o315 Ll Jguosll ¢,Seay -
a1 laol 91 5.3.1 laoYl go FireSIGHT Management Center -

ol 4ol dlaso &y 9 639>90)l 6362V o itwall 13D 8 65,lg)l wlogleall clis| o 1da>No
oo 318 6 il LS culs 13 (pol,i8l) 2ouman (oS ikuall I.@,_,s doaZiaual| o_,g.>§ll o>
ol SV Jaizxoll Lkl dogd
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31 65621 6139 bl OIS 1316 (ASA 5585-X JSud 9 cuiziall sa>] Lails J2is ASA SSM 6,515 oY |la
AIP SSM (Advanced Inspection _9I (SSP CX (Context Aware J.:.o FirePOWER (SFR) SSP wlbas uc

tadans 6159 i Blay qu:JboUl Juseisiy 08 5lg=ll

ci scoasa# hw-module module 1 shutdown

&,15¥lg LIS

ASA 5585-X _lc ASA aSx5 62>9 e ddnaidl SFR 62>9) (Lubwill isioll _JI Jouogll eliSay Y -

session 1,09l pladiwly Jlaill el (8 Jas)l dwl> liSoy SFR 61>9 51895 5,20y -

il 8,50V closiwl 2u <ol ASA 5585-X e dlass 6a>9 SFR JI JolS' JSuis, wacl in order to -
oo Jad9 dlnss 63>9 SFR JI e 95, i elino 8)l5] Juubwidl e dul> aSxill @8, 62>9 9 o)l8
Sl @48, 61>9 o,8 5,51 ASA JI

&>y sl "show module 1 details ,oVl Juginis 08 ASA e dlnai 63>9 dl> e jgiell jauals
.o igall gl S 09 SFR 6a>9 6L Lol IP ylgic

ASA _lc (FirePOWER (SFR adaoil 62>9)l cuis

oSy TFTP w315 _JI Cisco.com e sVl ASA FirePOWER SFR 6159 Jseisi asgas 6,000 iz ad .1
"asasfr-boot-5.3.1-152.img Jio &,5:0)| awl 93 ASA FirePOWER 6,13 dg=l9 o ayl Jguo)!

Say FTP 9l HTTPS ol HTTP s> JI Cisco.com (0 ASA FirePOWER System zol . Jojiis 09 .2



ASA FirePOWER 6,ls] dg>19 ¢,0 aJl Joosll

SFR 63>9 s 6slel .3

a2y Ol ASA Ul (o ol JWI ol guaiuy ol daglass 63>9 SFR JI JI aolSUl ol Laly ¥ o) 11,3
.aldnos 6a>gll

ci scoasa# hw-module module 1 reload
[ Rel oad nodule 1? [confirm
Rel oad i ssued for nodule 1

S0Vl Jlaw o 6,uibo seiniwall augas 63le] liSaud (SFR 63>9 JI 590l dalS clya) cslS 13] 12 L
a Lol

Sourcefire3D | ogi n: admin
: Passwor d

(Sourcefire Linux OS v5.3.1 (build 43
(Sourcefire ASA5585-SSP-10 v5.3.1 (build 152

system reboot<

a8 )l dlaxall Jac dwl> pobd HLuSoYl Jubus 91 ESCAPE plaiwl, SFR 6159 asgas dloc dsblis .4
ROMMON 8 asill 6:>5)l giog)

... The systemis restarting
Cl SCO SYSTEMs
Enbedded BI OGS Version 2.0(14)1 15:16:31 01/25/ 14

Ci sco Systens ROVWMON Version (2.0(14)1) #0: Sat Jan 25 16:44:38 CST 2014
Pl at f orm ASA 5585- X Fi rePONER SSP-10, 8GE

.Use BREAK or ESC to interrupt boot

.Use SPACE to begin boot inmediately

.Boot in 8 seconds

. Boot interrupted

Managerent 0/ O

Link is UP

MAC Address: XXXX.XXXX.XXXX

.Use ? for help

<ronmon #0
6390 JI TFTP jluog TFTP o315 2990 33>9 IP glgic plaziwl, SFR 61>9 8,l5] dg>l9 cusSiy pd .5

s iwly dgzlgll e IP Glsic cuei) aJl oloVl J551 (BOOTSTRAP) jiguaSIl Jisis g ollas JoSai9,
TFTP 6,60
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ip_address_J = ylgisll -
your_gateway = dalgJl -
your_tftp_server = o> -
image = your_tftp_filepath -
Ol )5 -

tftp -

it a5 ozl IP olgic clogles e Jbo !

rommon #1> ADDRESS=198.51.100.3

rommon #2> GATEWAY=198.51.100.1

ronmon #3> SERVER=198.51.100.100

ronmon #4> IMAGE=/tftpboot/asasfr-boot-5.3.1-152.img
ronmon #5> sync

... Updati ng NVRAM Par anet er s

romon #6> tftp

: ROWDON Vari abl e Settings
ADDRESS=198. 51. 100. 3
SERVER=198. 51. 100. 100
GATEWAY=198. 51. 100. 1
PORT=Managenent 0/ 0
VLAN=unt agged

| MAGE=/t f t pboot / asasfr-boot-5. 3. 1-152.i ng
=CONFI G

LI NKTI MEQUT=20

PKTTI MEOUT=4

RETRY=20

tftp /tftpboot/asasfr-boot-5.3.1-152.ing@98. 51. 100. 100 via 198.51.100.1
EEEEEE RN R R R R R RN RN RN RN RN

<truncat ed out put>
Recei ved 41235627 bytes
... Launching TFTP | mage

Execute i mage at 0x14000

admin123 ,9,a)l dolS 209 J9gmnS Jo>al Jizus .adsVl asgaill 6,00 LIl Jos I Sy .6

Cisco ASA SFR Boot Inmage 5.3.1

asasfr login: admin
: Passwor d

(Cisco ASA SFR Boot 5.3.1 (152
Type ? for list of comuands

J5Y slaeYl ol sl .adaaidl 62581 6,15] dg=lg e IP Glgie ¢uo8u) aloVl agoill 6,59.0 pasiwl .7
;& ologleall pyass o wlla, .@lzall

g 29oun oMuogll .o BLue 3265 Y (Lad )9 18> 65 JI Sy b iaanll punl -



Skl 983l 9l (IPv4 J) DHCP plasiwl 9l caw Wl IPV6 9l IPV4 ,9lic lous Sy asSeddl olgic -
IPv6 J dJI pyac
ol Jwg Jall pusl Guss Sy LS (JSYI e a>19 DNS 315 325 ooy :DNS ologlso -
oWl ©89 slacY (NTP o3lg3 (19559 NTP 805 eliSay :NTP &loglso -
i) Cyaz L dvaiauall ologleall Jlio !

asasfr-boot >setup

Wl come to SFR Setup
[hit Crl-C to abort]
[] Default values are inside

Enter a hostnane [asasfr]: sfr-module-5585
Do you want to configure |Pv4 address on managenent interface?(y/n) [Y]:
Do you want to enable DHCP for |Pv4 address on managenent interface?(y/n) [N:
Enter an | Pv4 address [192.168.8.8]: 198.51.100.
Enter the netnask [255.255.255.0]: 255.255.255.
Enter the gateway [192.168.8.1]: 198.51.100.
Do you want to configure static |IPv6 address on nmanagenent interface?(y/n) [N:
. Statel ess autoconfiguration will be enabled for |Pv6 addresses
Enter the prinary DNS server |P address: 198.51.100.15
Do you want to configure Secondary DNS Server? (y/n) [n]: N
Do you want to configure Local Domain Name? (y/n) [n]:
Do you want to configure Search domains? (y/n) [n]:
Do you want to enable the NTP service? [Y]:

2 B owZ K

22 2

: Pl ease review the final configuration
Host name: sfr-nodul e- 5585
Managenent I nterface Configuration

| Pv4 Configuration: static
| P Address: 198.51.100.3
Net mask: 255.255.255.0

Gat eway: 198.51.100.1

I Pv6 Configuration: Statel ess autoconfiguration

: DNS Confi guration
DNS Server: 198.51.100.15

Apply the changes?(y,n) [Y]: Y

I Configuration saved successfully
... Appl ying

...Restarting network services
...Restarting NTP service

. Done

paE LS Cuoisiy @3 install system oYl plaiwl iy pUaill 3ol 6590 oo agaill 6,80 paziwl .8
0 PKG. 0o go plisall daalSIl url Ul edasiuwl 2SI Sl ] & bawYl a5 Y cus 13] asTl

asasfr-boot> system install [noconfirm] url

WJbadl Juaw e

system install http://Server_ IP_Address/asasfr-sys-5.3.1-152.pkg <



Verifying
Downl oadi ng
Extracting

Package Detai |
Description: G sco ASA-SFR 5.3.1-152 System Install
Requi res reboot: Yes

Do you want to continue with upgrade? [y]: Y
.Warning: Please do not interrupt the process or turn off the system
.Doing so might | eave systemin unusable state

Upgr adi ng
Starting upgrade process
Popul ati ng new system i mage

Enter gliso lc bhsall, il piw 88> 30 I 20 (o 2L 60 8 caiid] JLoiS] xic :ala>Vo

FirePOWER cloxs Jisis ey subaidl wsSo caid ,iST 91 5185 10 60) plowl . Jusuiadll 85ley
up J cllasll ga> 1 dgasill 5356l o,ell Juolss 21,31 Lo, ol w ASA o aolsll

it elsl ddnaill 62>0)1 A>

ci scoasa# show module 1 details

.CGetting details fromthe Service Mdul e, please wait
Unabl e to read details fromnodule 1

Card Type: ASA 5585-X FirePOWER SSP-10, 8CGE
Mbdel : ASA5585- SSP- SFR10

Har dware version: 1.0

Serial Nunber: JAD18400028

Firmvare version: 2.0(14)1

Sof tware version: 5.3.1-152

MAC Address Range: 58f3.9ca0. 1190 to 58f 3. 9ca0. 119b
App. nane: ASA Fi r ePONER

App. Status: Not Applicable

App. Status Desc: Not Applicable

App. version: 5.3.1-152

Data Pl ane Status: Not Applicable

Consol e sessi on: Not ready

St at us: Unresponsive

22Ul cutidl 2= ddaaill 606l >

ci scoasa# show module 1 details
.CGetting details fromthe Service Mdul e, please wait

Card Type: ASA 5585-X FirePOWER SSP-10, 8CGE
Mbdel : ASA5585- SSP- SFR10

Har dware version: 1.0

Serial Nunber: JAD18400028

Firmmvare version: 2.0(14)1

Sof tware version: 5.3.1-152

MAC Address Range: 58f3.9ca0. 1190 to 58f 3. 9ca0. 119b
App. nane: ASA Fi rePONER

App. Status: Up

App. Status Desc: Normal Operation

App. version: 5.3.1-152



Data Pl ane Status: Up

Consol e sessi on: Ready

Status: Up

DC addr: No DC Confi gured

Mgnt | P addr: 192.168. 45. 45

Mgt Networ k mask: 255.255. 255. 0
Mynt Gateway: 0.0.0.0

Mgmt web ports: 443

Mymt TLS enabl ed: true

UJ_SSJ-“
FirePOWER aoli: o953

;& a1 38Lall 251 JYS 0 ASA 5585-X FirePOWER 62>9; JlasVl diSoy. 1

ASA FirePOWER paSx5 61>9 iio -
SSH plaziwl, ASA FirePOWER Management 1/0 ag>19 -

i>glll e dnaill ASA FirePOWER Slg> 6150 oloVl Jlaw dg>l9 I Jsuog)l <liSay Y ala>Vo
session s oYl plaxiwl, ASA dalxll

el J9guo plaiiwl, Jo3 il Jzuw (oSl 62>9 jue FirePOWER ddasil 62>9)1 JI Joogll 2=, .2
.Sourcefire ,9,0Jl dalS9 priuall

Sourcefire3D | ogi n: admin
: Passwor d

Last login: Fri Jan 30 14:00:51 UTC 2015 on ttySO

Copyri ght 2001-2013, Sourcefire, Inc. Al rights reserved. Sourcefire is a registered
trademark of Sourcefire, Inc. Al other trademarks are property of their respective
. owner s

(Sourcefire Linux OS v5.3.1 (build 43
(Sourcefire ASA5585-SSP-10 v5.3.1 (build 152

Last login: Wed Feb 18 14:22:19 on ttySO

.Systeminitialization in progress. Please stand by

.You nust configure the network to continue

.You nmust configure at | east one of |Pv4 or |Pv6

Do you want to configure I1Pv4? (y/n) [y]: ¥

Do you want to configure IPv6? (y/n) [n]: n

Configure I Pv4 via DHCP or nanual |l y? (dhcp/ manual) [manual]: dhep

.1 f your networking informati on has changed, you will need to reconnect
ADDRCONF( NETDEV_UP) : ethO: link is not ready [1640209. 830367]

€1000e: ethO NIC Link is Up 1000 Mops Full Duplex, Flow Control: None [1640212.873978]
ADDRCONF( NETDEV_CHANGE) : et hO: 1ink becones ready [1640212. 966250]

"For HTTP Proxy configuration, run 'configure network http-proxy

Thi s sensor nust be managed by a Defense Center. A unique al phanuneric registration
,key is always required. |In npst cases, to register a sensor to a Defense Center
.you nmust provide the hostname or the | P address along with the registration key



"[ configure nanager add [hostname | ip address ] [registration key'

However, if the sensor and the Defense Center are separated by a NAT device, you
nmust enter a unique NAT ID, along with the unique registration key. 'configure
'[ manager add DONTRESOLVE [registration key ] [ NAT ID

Later, using the web interface on the Defense Center, you nmust use the sane
registration key and, if necessary, the sane NAT |ID when you add this

.sensor to the Defense Center

FireSIGHT 6,5 ;S0 (1855

olall diSoy ¥ .FireSIGHT 6,05 55 10 go lobxus clde woxg (oYl 2gi9 ASA (0 FirePOWER 61>9 6,15Y
:FireSIGHT Management Center plaziwl L Lo

ASA FirePOWER wlg=>19 (655 oSy Y -
S5 asy oy gyl 9l el 6sle] 91 ASA FirePOWER ollac Jygis Blay| Soy V -

Lgislziwl 9l ASA FirePOWER 63621 0 adolis] guws clis] oSoy V -

VLAN &oMe bog s plaziuwly 9,0ll &> dillan) Jaogll (9 pSxill aclgd &,LS Sy V -+
SFR 6x>9 _JI y9,0ll &5,> a>gs 65le]
3435 @033 dwlw clis] Bb e ASA o dwll FirePOWER 6159 I 49,0l 45,5 azgi 65le] liSa,
:aWl olglazll gl (FFirePOWER 63>9 I 59,00l aS,> a5 slel =1 oo .diumo 19,0 aS,>

Ll H9 30 aS > >a> 11 dglazll

oo ULl 19,0 iS,> azgs olel poii « JUWI Jlall (5 .access-list oVl plaskiwl; 49 ,0)l &S,> 52> Vsl
o 49,0 45,3 dwill, iy plall Loyl diSay .ole>lo)l gua>

ci scoasa(config)# access-list sfr_ redirect extended permit ip any any

1900l &> adyllas 2 solazil

:Joogll aasld e ollyl 9,0 &S > daayllang did day,> clin] aas JWI Jlall zuog,

ci scoasa(config)# class-map sfr
ci scoasa(confi g-cmap)# match access-list sfr_redirect

el,2Vl 25 13 solazil

x> Lle S Y glaiuy il lawldl 31 ol ("monitor-only”) alels s ddac 9 Lol jlel (oS diSay
bVl 2 o 1asd a>l9 goi poww ASA JI e cdgll Guss (9 elwl U351 ssleg olwl e clow

A1l gl


/content/en/us/support/docs/security/firesight-management-center/118596-configure-firesight-00.html

ol lgaulas pi, 5,31 Slel 2] sl 5119 Lgd wotall e 19,0l &> bolaw] a2, wominall il 9
bl ayiuS’ JWI Jliall gy - silgdl Jaly axllaall (o 0 ASA I 19 ,0ll 5,5 £l i tawlua
‘poianll giogll 9 FirePOWER ddnaidl 6350)l (6559 duwlpw dlay,>

ci scoasa(config)# policy-map global_policy
ci scoasa(config-pmap)# class sfr
ci scoasa(config-pmap-c)# sfr fail-open

Jo I giogll

ASA el pin ¥ oSJ9 leadl Jlgsell 85,2 o s Jlul ot -
09> 9,ell 45,2 oo et A 2uig L9l &S, @ podw SleRll OB Lo a9 Colull gogll 2 -
aSeil e bl

MoNitor- duwlw¥l dals)l paxiwld JolI giogll 9 FirePOWER ésnaill 61500l S5 9 i i i 13|
J30 wslwl (8 bl 59,0 5,31 plizall dalSUl col Gaian Y ol L WS only

ci scoasa(confi g- pmap-c)# sfr fail-open monitor-only
&9gall 2,25 14 sglazl

dolel dwludl ol iSoy .ag>l9 Lle 9l ple JSuin dwluw Gubas diSoy .dwludl Gubs (@ 6,5V sglazl]
agzloll el le doaz dwlw Sulai, dgzly e

piy 63519 dg=ly e dwlull dg>lall Budaig «olezloll gia> e dwludl day,> global duwluw Yl dslSUl o
ple JSuiny duwludl Bl aiy (JWI Jball (9 i 63519 dognc du iy 2lowll

ci scoasa(confi g)# service-policy global_policy global

2adl 13D W13l 2,59 zedl 13D paskias S 15 dyiol 8l duwluw D global_policy dwludl dla, 3 $uics
dig0ina) clogd oo 351 (Lg>Noly elasYI Bliiwl Lol Jjle> e

dlo 93 Jiiuwo

FireSIGHT Management Center olozuiwl jle> | s -
VMware ESXi . Je FireSIGHT Management Center i -
X IPS-5500 ddasil 6a=>gll  Je IPS 6,15] 0eSs o l®qu b -



/content/en/us/support/docs/security/firesight-management-center/118596-configure-firesight-00.html
/content/en/us/support/docs/security/firesight-management-center-virtual-appliance/118645-configure-firesight-00.html
/content/en/us/support/docs/security/ips-sensor-software-version-71/113690-ips-config-mod-00.html
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