ASA 8.0: ooy puolb §6 RADIUS Jpwogdps
WebVPN

Slhgizall

doisoll

duw b o Lllaiall
ACS 235 oS o8
oIl le> oSS
ASDM

w0loVl law dg>l9
axall o gaxill
ASDM g5 )Lis|
CLI go ,Liz|
le>MNuolg el bLinSiuwl
o ol ologleo

doasoll

b d930a0 40> p315 plaziuwY Cisco oo (ASA) asSill Jila)l GVl jlg> (19S5 &t isuall 13D riog,
5 9@ Jlall 13® 9 RADIUS o315 WebVPN _woaziue da95Laas) (RADIUS) uedl paiuwall JLasl
Bl GVl 65621 o plasiwl oueSil 13® e oy 4.1 5laoYl (Cisco Access Control Server (ACS
2ob_dl o (2)8.0 ,lao)l Jsin sMI ASA e (ASDM) 6.0(2) casSil

oSl 13D plasiw] oSy o,SJ9 WEDVPN _oaziuual RADIUS d8skae (65 ai «Jloll 13® 8 :dla>s

alo JI AAA plg> dcgaxo cmsi Somw chile bo .cl3S agy o,e Joogll a3l VPN ol oo 31 gleY
2090 9B S ((3ail dcgans) wsllanll JLasVl oy,

apwlwdl ozl

-wlwl WebVPN (655 ;3¢5 ol -
&2l) . pasiuall 485000 pgigSs a5 Ceasiuus e Cisco oo L9loYl sgizall jaas sy ol vy -
logleall o a0 e Jauaxl pasiuall 6,1 (8 awlwl padine Llu> d8lo] puwd

ACS 0515 (poSiy 09

ASA 5 ACS _lc RADIUS d85Las 01055 wlogles el pass puidl] 13D 9

ASA Jl go Jaiy ol Jsb ACS JI wlSuis steps in order to 1i® sl

ACS @iliv (o 5l aaslall (o aSpidll oSG il .1
AAA cMog o0 JB| @LQ|P| 2


//www.cisco.com/en/US/customer/docs/net_mgmt/cisco_secure_access_control_server_for_windows/4.1/user/UsrMgt.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_server_for_windows/4.1/user/UsrMgt.html#wp272542

sl Glgisll—AAA Client IP gleieS,Lis| oo puwl — AAA Jsas Giside pul: Jias)l ologleo g .3
bVl Slgz leg ACS e ainoSs i s glie — oidan JwACS o aio ooVl slg> i
(+RADIUS (Cisco VPN 3000/ASA/PIX 7.X jis| aauiall dsslall plaiiwly adskaall _b 4

Subs+rJlu| $99 sl .5

AAA e o posil Jlo

|!|ltl|ll
CISCO

User
Setup

Eroup
Setup

% Shared Profike
Components

Network
Dot gurat fon

- Sstem
%l Configuration

[Sie| cenrigwetion

Administration
Cortral
j{g Exlernal Uzer
: Databases

Pastura
s i alidation

= Hebsark Lcoes
Piogfiles

% Reportsand
Antivity

@ Online
Dacurnant ation

Network Configuration

Add AAA Client

AAA Clignt HostRame |.=|';».=|5525

192.1668.1.1 =]
aad Client IP Address
Shared Secret |*a|=:crpflf;':,r
RADIUS Key Wrap
Key Encryption Key I

Message suthenticator Code I
Key

Key Input Format

" ASCII ™ Hexadecimal

suthenticate Using

[T Single Connect TACACS+ Ass Client (Record stop in accounting on failure)
™ Log Updatewatchdog Packets from this Asa Client
Log RADIUS Tunneling Packets from this aas Client

-
™ Replace RADIUS Port info with Usemame from this Aas Client
-

Match Framed-1P-aAddress with user IP address for accounting packets from

'lo&” '!E . g

ASDM

.u9,) WebVPN ad3kasg Jsb ACS Jl go Juai; ol ASA ISy ASDM in order to JI 9 steps 1i® sl

AAA p3lg3 wlegaze < AAA slag] < (asy o, Jsosll) Remote Access VPN < (085 is .1

AAA p>lg3 clegozo Hlg=y a9lio] (999 sl .2

ok dalnsb . JgS39 uS RADIUS Jizlg 62,2l AAA p3lg> degaxal puwl 33> elas il 639WI 9 .3



= Add AAA Server Group X|

Configure an 44 server group, The Accounting Mode attribute is only applicable
For RADIUS and TACACS+ protocals,

Server Group: |raD_svR_GRP

Protacol: RADILS Rd

Accounting Mode: " Simulkaneous % Single

Reactivation Mode:  {* Depletion ™ Timed

Dead Time: |1III minukes
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Server Group: Fal SWR_GRP

Interface Mame: inside -

Server Mame or IP Address: |192.168.1.2

Timeout: 10 seconds

RaDILS Paramekters

Server Authentication Pork: |1645

Server Accounting Paork: 1646

Fetry Inkerval: 10 seconds ;I

Server Secret Key: Aekakdkak ek

Common Passwiord:

BiCL Netmask Convert: Standard ll
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ci scoasa#configure terminal

Configure the AAA Server group. Ciscoasa(config)# aaa-server RAD SRV_GRP protocol RADIUS ---!

ci scoasa(confi g-aaa-server-group)# exit !--- Configure the AAA Server. ciscoasa(config)# aaa-
server RAD SRV _GRP (inside) host 192.168.1.2 ciscoasa(config-aaa-server-host)# key secretkey
ci scoasa(confi g-aaa-server-host)# exit !--- Configure the tunnel group to use the new AAA setup.

ci scoasa(config)# tunnel -group Exanpl eG oupl general -attributes ciscoasa(config-tunnel-general)#
aut henti cati on-server-group RAD SRV_CRP
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Ci scoasa#test aaa-server authentication RAD SVR GRP host 192.168.1.2 username kate password



ciscol23
(I'NFO. Attenpting Authentication test to |P address <192.168.1.2> (timeout: 12 seconds
I NFO. Aut hentication Successful

Le>MNolg elasVI OLiSiwl

5oV 13 2y o) ludl 13D 8 Le>Voolg adslanll elas] BliSiwl _lc debug radius ,oV! Jacluy ol oSoy
Old aaaii iy clasl auai 21,31 JS (8 .RADIUS doj> s odd _JI aSloYl, RADIUS olul> ausuas

o® dslll do =)l LACS o35 JI ASA o bl pi (il doj=ll (@ (D a0 5 Lo p;h£J|L49y|aoJJJ|
./\(:E;,o>t$ oo dlw Yl

.debug ol9l plaziw| 8 zaxaill olol Jo> doago wlogles J| &>l 1dla>Vo

Joog)l Jasd @, RADIUS o315 Juwy x>l ddslanll o985 losic

ci scoasa#debug radius

First Packet. Authentication Request. Ci scoassa#radi us nkreq: 0x88 alloc_rip Oxd5627ae4 new ---!
request 0x88 --> 52 (0xd5627ae4) got user '' got password add_req Oxd5627ae4 session 0x88 id 52
RADI US_REQUEST radi us. c: rad_nmkpkt RADIUS packet decode (authentication request) ---------------

----------------------- Raw packet data (length = 62)..... 01 34 00 3e 18 71 56 d7 c4 ad e2 73
30 a9 2e cf | .4.>.gV....s0... 5c 65 3a eb 01 06 6b 61 74 65 02 12 Oe cl 28 b7

\e:...kate....(. 87 26 ed be 7b 2c 7a 06 7c a3 73 19 04 06 cO a8 | . & .{,z.|.s..... 01 01 05 06

00 00 00 34 3d 06 00 00 OO O5 | ....... = Par sed packet data..... Radi us: Code = 1 (0x01)

Radi us: ldentifier = 52 (0x34) Radius: Length = 62 (0x003E) Radius: Vector:
187156D7CAADE27330A92ECF5C653AEB Radi us: Type = 1 (0x01) User-Nane Radius: Length = 6 (0x06)
Radi us: Value (String) = 6b 61 74 65 | kate Radius: Type = 2 (0x02) User-Password Radi us: Length
= 18 (0x12) Radius: Value (String) = Oe cl 28 b7 87 26 ed be 7b 2c 7a 06 7c a3 73 19
(..&.{,z.].s. Radius: Type = 4 (0x04) NAS-I|P-Address Radius: Length = 6 (0x06) Radius: Value
(I'P Address) = 192.168.1.1 (0xCOA80101) Radius: Type = 5 (0x05) NAS-Port Radius: Length = 6
(0x06) Radius: Value (Hex) = 0x34 Radius: Type = 61 (0x3D) NAS-Port-Type Radius: Length = 6
(0x06) Radius: Value (Hex) = 0x5 send pkt 192.168.1.2/1645 rip Oxd5627ae4 state 7 id 52
rad_vrfy() : response nmessage verified rip 0xd544d2e8 : chall _state '' : state Ox7 : timer 0xO
regauth: 18 71 56 d7 c4 ad e2 73 30 a9 2e cf 5¢c 65 3a eb : info 0Ox88 session_id 0x88 request_id
0x34 user 'kate' response '***' agpp O reason O skey 'secretkey' sip 192.168.1.2 type 1 /---
Second Packet. Authentication Response. RADIUS packet decode (response) ------------------------
-------------- Raw packet data (length = 50)..... 02 34 00 32 35 al 88 2f 8a bf 2a 14 c¢5 31 78
59 | .4.25../..*..1xY 60 31 35 89 08 06 ff ff ff ff 19 18 43 41 43 53 | "15......... CACS 3a 30
2f 32 61 36 2f 63 30 61 38 30 31 30 31 2f | :0/2a6/c0a80101/ 35 32 | 52 Parsed packet data.....
Radi us: Code = 2 (0x02) Radius: ldentifier = 52 (0x34) Radius: Length = 50 (0x0032) Radi us:
Vector: 35A1882F8ABF2A14C531785960313589 Radi us: Type = 8 (0x08) Franed-| P-Address Radi us:
Length = 6 (0x06) Radius: Value (IP Address) = 255.255. 255. 255 (OxFFFFFFFF) Radius: Type = 25
(0x19) Cd ass Radius: Length = 24 (0x18) Radius: Value (String) = 43 41 43 53 3a 30 2f 32 61 36
2f 63 30 61 38 30 | CACS:0/2a6/c0a80 31 30 31 2f 35 32 | 101/52 rad procpkt: ACCEPT
RADIUS_ ACCESS_ACCEPT: normal termination
RADI US_DELETE
remove_req 0xd5627ae4 session 0x88 id 52
free_rip Oxd5627ae4
radi us: send queue enpty

Jeogll jos, @l ACS pol5 Juw,y «@8s5kaall Jisd sic

ci scoasa#debug radius

First Packet. Authentication Request. ci scoasa# radi us nkreq: 0x85 alloc_rip Oxd5627ae4 new ---!
request 0x85 --> 49 (0xd5627ae4) got user '' got password add_req Oxd5627ae4 session 0x85 id 49
RADI US_REQUEST radi us. c: rad_nmkpkt RADIUS packet decode (authentication request) ---------------
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----------------------- Raw packet data (length = 62)..... 01 31 00 3e 88 21 46 07 34 5d d2 a3
a0 59 le ff | .1.>.!F.4]...Y.. cc 15 2a 1b 01 06 6b 61 74 65 02 12 60 eb 05 32
.*...kate.. ..2 87 69 78 a3 ce d3 80 d8 4b 0d ¢c3 37 04 06 cO a8 | .ixX..... K..7.... 01 01 05 06
00 00 00 31 3d 06 00 00 00 O5 | ....... =L Parsed packet data..... Radi us: Code = 1 (0x01)
Radi us: ldentifier = 49 (0x31) Radius: Length = 62 (0x003E) Radius: Vector:
88214607345DD2A3A0591EFFCC152A1B Radi us: Type = 1 (0x01) User-Nane Radius: Length = 6 (0x06)
Radi us: Value (String) = 6b 61 74 65 | kate Radius: Type = 2 (0x02) User-Password Radi us: Length
= 18 (0x12) Radius: Value (String) = 60 eb 05 32 87 69 78 a3 ce d3 80 d8 4b 0d c¢3 37
L2000 XL K..7 Radius: Type = 4 (0x04) NAS-|P-Address Radius: Length = 6 (0x06) Radius: Value
(I'P Address) = 192.168.1.1 (0xCOA80101) Radius: Type = 5 (0x05) NAS-Port Radius: Length = 6
(0x06) Radius: Value (Hex) = 0x31 Radius: Type = 61 (0x3D) NAS-Port-Type Radius: Length = 6
(0x06) Radius: Value (Hex) = 0x5 send pkt 192.168.1.2/1645 rip Oxd5627ae4 state 7 id 49
rad_vrfy() : response nmessage verified rip 0xd544d2e8 : chall _state "' state Ox7 : timer Ox0
reqauth: 88 21 46 07 34 5d d2 a3 a0 59 l1le ff cc 15 2a 1b : info O0x85 session_id 0x85 request_id
0x31 user 'kate' response '***' app 0 reason 0 skey 'secretkey' sip 192.168.1.2 type 1 /---
Second packet. Authentication Response. RADI US packet decode (response) ------------------------

-------------- Raw packet data (length = 32)..... 03 31 00 20 70 98 50 af 39 cc b9 ba df a7 bd
ff| .1. p.P.9....... 06 af fb 02 12 Oc 52 65 6a 65 63 74 65 64 0a Od | ...... Rej ected.. Parsed
packet data..... Radi us: Code = 3 (0x03) Radius: ldentifier = 49 (0x31) Radius: Length = 32

(0x0020) Radius: Vector: 709850AF39CCB9BADFA7BDFFO6AFFB02 Radi us: Type = 18 (0x12) Reply-Message
= (Radius: Length = 12 (0x0C) Radius: Value (String

..6a 65 63 74 65 64 0a 04 | Rejected 65 52

rad_procpkt: REJECT

RADI US_DELETE

remove_req 0xd5627ae4 session 0x85 id 49

free_rip 0xd5627ae4

radi us: send queue enpty
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