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B Add Access Rule

Interface:

inside % |

Action: () Permit (%) Deny
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Descripkion:

10.1.1.0

172.16.1.1
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More Options
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B% Insert After Access Rule

Interface: v

Action: (%) Permit () Deny

Source: any

Destination  |any

Service: ip
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Descripkion:

Enable Logging

Logging Level: | Default W
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access-list inside_access_in extended deny tcp host 10.1.1.0 host 172.16.1.1 eqg www
access-list inside_access_in extended permit ip any any
access-group inside_access_in in interface inside
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#% Browse Service
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B Add Access Rule

Interface: |inside %

Action: () Permit (%) Deny

SOurce! 10.1.1.0

Destination |172.16.1.1]
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SErvice: top)fhp

Descripkion:

Enable Logging

Logging Level: | Default W

More Options
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B% Insert After Access Rule

Interface: v

Action: (&) Permit () Deny

Source: any

Destinaktion  |any
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Service: ip

Descripkion:
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More Options
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Configuration > Firewall > Access Bules
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access-list inside_access_in extended deny tcp host 10.1.1.0 host 172.16.1.1 eq ftp
access-list inside_access_in extended permit ip any any

access-group inside_access_in in interface inside
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access-group
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ciscoasa(config) #static (DMZ,Outside) 192.168.5.3 172.16.1.3
netmask 255.255.255.255

ciscoasa(config) #access-1list 100 extended permit tcp
any host 192.168.5.3 eq 25

ciscoasa(config) #faccess-group 100 in interface outside
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ciscoasa(config) #static (DMZ,Outside) 192.168.5.5 172.16.1.5
netmask 255.255.255.255

ciscoasa(config) #access-1list 100 extended permit tcp
any host 192.168.5.5 eq 443

ciscoasa(config) #faccess-group 100 in interface outside
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DMZ aSuiv 9 go9all (c,ol) DNS

ciscoasa(config) #static (DMZ,Outside) 192.168.5.4 172.16.1.4
netmask 255.255.255.255

ciscoasa(config) #access-1list 100 extended permit udp
any host 192.168.5.4 eq 53

ciscoasa(config) #faccess-group 100 in interface outside
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B Add Access Rule

Interface: Eade W |

{:} Dy

Source: ( any

Destinatinr( 192.168.5.3 :,I

6@@

Service: ip
Description:
Enable Logging
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Defaulk
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B Browse Servfce

& add ~ @ = '-' Dsiter | W Wareme Lo

Filter: |
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B= Add Access Rule

Interface: | oukside % |

Action: (&) Permit () Deny

Source: any E]|

Destination [192,165.5,3 E]l
Service: ( tcp)'smkp | E]'
Descripkion:

Enable Logging

Logging Lewel: EDeFauIt W

More Options
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Configuration > Firewall = NAT Rules
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B= Add Static NAT Rule

2riginal
Interface: DMZ J W
Source:! (1?2.15.1.3] E_]
Translaked
Interface: ( Dutsidej

[ €

(#) Use IP Address: | 192.168.5.3

() Use Interface IP Address

Port Address Translation (PAT)

[ ] Enable Port Address Translation (PATE

Prokocal; ] LDP

1 -
Drigirral Pork:

x . |5 4 i il
Tramslated Fork;

Connection Settings ¥
Ik Zancel Hel
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Confiquration > Firewall = NAT Rules
m‘ta: fiiDelete 4+ & 4 B @ - @ Find 53 Diagram &7 Packst Trace
‘ Criginal Translated
# Type
[ Source [Crestinakion Service Interface Address
M 172.16.1.3 oukside Bl 192.168.5.3
= 172.16.1,5 outside =Bl 192.168.5.5

_ outside 0 192,168,544
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Confiquration > Firewall > 2 Rul

@ add|~| B Edit [ff Delet= 4+ & % B2 B - G Find B Disgram | Export = (9 Clear Hits §
# Ena.bie:;.l- . El:ﬂ..lr"EE [ 'un Service Ackion F
= R DMZ (2 implicit incoming rules)
1 @ any @@ Any less secure ne.,. 1B D " Permit
P2 & any @ any .- ip & Deny
=] S inside (2 implicit incoming rules)
i @ any @ Anv less seCure ne...  IF D & Perrik
F2 @ any @ any . ip @ Deny
= _F' manage (2 implict incoming rules)
i & any @ Anvy less secure ne.,, IF-ip w” Permi
P2 & any @@ any IE- ip & Deny
= 5% cutsids (4 incoming rules)
L ¥ @ any = 1%2.165.5.3 Tk SR o Permit

2 [:I & any ] 192.168.5.5 feb- https o Perrit

Eﬁ- Any IEp @ Deny
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Jowogll zel show access-list—show hit counters -
890l Rall (9 oMl o ;e — show logging -
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