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duw b o Lllaiall

do 2wl o LgSoll

oMapdl

aSainl) _Joudazill pu I

dwlwl ologles

oSl JI Sl L2L o5 adlo]
Juasill o leulsill
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daxall o gaxill
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do old wlegles

dosall

L2L VPN (656 Il a=s e Jowogl VPN éSui 9 332> VPN 95 aSloY d,gllaall wlola| aiiall 13D 014,
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daw L) o lllasoll
olllaiall

oSl 138 eyl Job ol Jid W Jo=, silg aeo JSuiny L2L IPsec J VPN 345 (1955 o0 &S

a0l & LSl

bl dplall olsSally aoll ollaol Il xiwall 13id (8 65,l0) &logleall xiiuws
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SV Jaixoll bl clagd oo 3T (6 bl eliSiis <olS 3] (i ,i81) poumsas oSy Aiusall 13D 8 doriumall
ol

Mool

Olaswall oMawvl Jo> wlogleall o 30 Je Jaaxl dusill Cisco vl obWawl g1,

-IS II' : -.-I I

W1 aSaidl slac] xituall 13D paSiuy

Outside Interface [P
182.168.11.2
e MY e

Dutside Intarface T {HO I Firewsll -
1921681010024 \. -

Inside Interface [P
_‘_1?2.113. 127124

Insida Interfacs IP
1010902 /24
\'.

Inside network
172.16.1.0624

Inside network
070,110,002

L2L turnel batwean MY
amd TH

25 IPSec L2L §45 JUd (oSl 1id L8 (NY (HUB ool 5lex) Ll dseins 5,1 cpu053] 98 2,%all 13D
TN 9 (NY(HQ ¢ aingSs

S NY (HQ Glo> )l eSS

ASA- NY- HQ show running-config
Saved :

(ASA Version 7.2(2
|

host nanme ASA- NY- HQ

domai n- nane cor p2. com

enabl e password WnXYvt Krnj XqGoul encrypted
nanes
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|
interface Ethernet0/0
narei f outside
security-level O
i p address 192.168.11.2 255.255.255.0
|
interface Ethernet0/1
nanei f inside
security-level 100
ip address 172.16. 1.2 255.255.255.0
|
interface Ethernet0/2
shut down
no nanei f
no security-Ieve
no i p address
|
interface Ethernet0/3
shut down
no nanei f
no security-Ieve
no i p address
|
i nterface Managenent 0/ 0
shut down
no nanei f
no security-1Ieve
no i p address
|
passwd 2KFQnbNI dI . 2KYQU encr ypt ed
ftp node passive
dns server-group Defaul t DNS
domai n- name cor p2. com
access-1list inside_natO_outbound extended permt ip
172.16. 1.0 255. 255. 255.0
255. 255. 255. 0 10.10.10.0
access-1ist outside_20 cryptomap extended permt ip
172.16. 1.0 255. 255. 255.0
255. 255. 255. 0 10.10.10.0

Output is suppressed. nat-control global (outside) ---!
1 interface nat (inside) 0 access-list

i nsi de_nat 0_out bound nat (inside) 1 172.16.1.0
255.255.255.0 route outside 0.0.0.0 0.0.0.0
192.168.11.100 1 tinmeout xlate 3:00:00 tinmeout conn

1: 00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngep
0: 05: 00 ngcp-pat 0:05:00 tineout sip 0:30:00 sip_nedia
0:02: 00 sip-invite 0:03:00 sip-disconnect 0:02:00

ti meout uauth 0:05: 00 absolute no snnp-server |ocation
no snnp-server contact snnp-server enable traps snnp
aut hentication linkup |inkdown coldstart crypto ipsec
transform set ESP-3DES- SHA esp-3des esp-sha-hmac crypto
map outsi de_rmap 20 match address outside_20_crypt omap
crypto map outside_map 20 set peer 192.168.10.10 crypto
map outsi de_map 20 set transform set ESP-3DES-SHA crypto
map outside_map interface outside crypto i saknp enabl e
outside crypto isaknp policy 10 authentication pre-share
encryption 3des hash sha group 2 lifetinme 86400 crypto
i saknp nat-traversal 20 tunnel-group 192.168.10.10 type
i psec-12l tunnel-group 192.168.10.10 ipsec-attributes
pre-shared-key * telnet timeout 1440 ssh tineout 5
console timeout 0 ! class-map inspection_default match
default-inspection-traffic ! ! policy-map type inspect




dns preset _dns_map paraneters nessage-| ength naxi num 512
policy-map gl obal _policy class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp inspect skinny inspect esmtp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-
policy gl obal _policy global pronpt hostnane context
Crypt ochecksum a3aa2af b37dcad447031b7b0c8ea65d3 : end
#ASA- NY- HQ

dawlwl ologleo

22> wiSo ity 390 diS i cold TN CiSog (NY(HQ wiSo o olac] pi 59290 L2L 985 JUd (WL
SLoYL .9 JHgugs uiSe 9 639290l ddxall 5)lgall JLasV] 3ozl LiSall i iy . TX (9 59>90
e 839>90ll 5)lgall I oVl Jgoglly Jjiall o Joll o yas cuabbgall plosl) adlo] d>> JLd «l>
22y € Jawogll VPN ps13 Jl aSloYl xa> VPN 345 955 a5 (Jlall 13D (9 .2y ope a3l aSuill

9095 WiSo 9 3990

elin] vy Ll oLll 49,0 a5 a9 VPN ol cu JLasVL glowd) (ol plasiw] ai . Jlall 132 U.9
03® olll 49,0 aS,> Jluyl JI LoVl 69> cii¥l I Jswogll dilsel d auis 1329 1D juais g o

~auuis9 split-tunnel Jl (L3 olsl 1@ cdSui in order to o a0l .(VPN) a @ Uall dawvlsl éSuill ,_99.,)4:

_ol security-traffic

JSii (9 IPSec 345 e byl ols el Jl a= e Joogll IPSec Juas) saill JLasVl puunss oy
ool e o5l s 2 Y 1 aaill punids S go 219 Lo JSib (B Sl dgrls I 9l o

By sl dgz9 I lggoi @ (B iin 89 (34l e lgllw)ly (IPSeC $45 (o SVl il e ule>9Jb

JNPRETE P GRS Jg)paspJSLg_q”ul,umJI O)mqs.uuuLC|AEu9&J|JLmy|pmw5@:Joy||@

abY oVl 13® 40 NO 23905 Hlaol pd .dcgoxall e (oSS &9 9 split-tunnel-policy oVl Hlaol p9 ( 54

oSl o Lsaill JLasVl s pe

oo daxall SLll j9,0 aS,> Jlu,| (VPN) dudlall ol aSuid] Juwas) aas 65u0 0oVl jlg> (o
oLl 59,0 &S,5 2lowd] JNS o oSV (VPN) a @)l aoldl dasyuill oaxiwe JI IPSec JgS5i9 0
6 all 032 9 ,uSaill Saug MIWL@IL@;@J@@S lguuss dg=lgll o 29,319 Jg3all 01
a5 6uall 03D nx5 Ol Soy 3T Gubas (9 (0ol =) VPN jg30 JVS o Juais (eMac) VPN pslgss
WJlodl Juw e ouso 1399 .6 04l e 9 0ll dS,> Jio dg2lgll Guas WS 0 65,l9)l VPN 9,0 &S >
a9 VPN i JI Jgogll o JS' I glix aisdy puusio tunneling Jlasl a,) ud VPN dSuis Jras)
ole JsSuiwll 9 ol intra-interface 49,0 aS,>- ool ass Jl cdaw 138 lSuu in order to ¢yl ROy

ol

Slo] L2L  g45 aSlo]

oS3l g @Spil) Jadasall puw )l od 13D



Chaiside Interfacs IP ingide Iriteriaos IP
182.168.11.2 AT216.1.2 124
. NY >
Ooutsicha Intarface M (HQ)Firewrall -
192 16810106524

Inside Intedacea IP
1010102 24 Insiche nebwork

1721610024

Owiside intertace [P
S 1EE 168 12 2024

;
# Inside Interface IP
/4202020 1024

Inside retwork
10.10.10.0¢24 ‘

Previous L2L lunnel

batwesn MY and TH
Inside natwork
20020200724

Mew tunnel fo atded

betaeen NY an Tx _

TX
Firewall

Juaaill olodeill

oSS Jlo JI &>, .(HUB (NY Firewall Sl slez Lo Bawes oy il agllasdl olel2 Yl puwsl 130 499,
oo o e Joaxll PIX/ASA 7.x: Simple PIX-to-PIX VPN Tunnel Configuration Example , o

(TX &lo> laz) Juaioll Jwol 0655 @88 Jo> &logleoll

;iU olglazdl JasT

90l @55 ayaxd) uaiad] dlay 3 8 o lagolasiuw] pid oul® Guiaacdl Jows)l iesld clisly 08 .1
0ol
ASA- NY- HQ confi g) #access-|i st outside_30_cryptonmap
extended permt ip 172.16.1.0 255.255.255.0
255. 255.255. 0 20.20.20.0

ASA- NY- HQ confi g) #access-| i st outsi de_30_cryptonap
extended permit ip 10.10.10.0 255.255.255.0
255. 255. 255. 0 20. 20.20.0

Joogll (9 aSzill dasls JBol uSe saill oo L3Il wolzll 6oy of ey Jlasl Gazy (S Luiss
6335l @il elli; Loll 1id (ACL)

2 oSl 038 o Joladl Azl eliiw] g9 NAT dlax> Jl VY 03 ddlol, pd
ASA- NY- HQ confi g) #access- | i st inside_nat0_out bound
extended permt ip 172.16.1.0 255.255.255.0
255. 255. 255. 0 20. 20.20.0

ASA- NY- HQ( conf i g) #access-1i st insi de_nat 0_out bound
extended pernit ip 10.10.10.0 255.255.255.0
255. 255.255. 0 20.20.20.0
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ASA- NY- HQ confi g) #access- 1 i st inside_nat0_out bound
extended permit ip 20.20.20.0 255.255.255.0
255.255.255. 0 10.10.10.0

138 Jowogll (9 pSxill dasld s GuSe gaill oo 3V ol oSy ol o JaVl waxy (S i
052> asuinl)

;8% TN VPN JI I déio sl o & TX VPN JI _le Gawias ciSe in order to el 13® o a0l .3

ASA- NY- HQ confi g) #sanme-security-traffic permt
intra-interface

iz Lagd Szl (VPN) é,dlall aolsdl olSaill ellai oy 1309

U9 cdasiwl o ol degaze Jigms amis JI cdasiwl 2230l VPN Gaid it dlay,s o085 clisl, 8 .4

s Jllael adac 2 d> o all the ol Loy «JsSuis VPN Jg
ASA- NY- HQ confi g) #crypt o map outside_map 30 match
addr ess outside_30_cryptomap

ASA- NY- HQ(confi g) #crypto map outsi de_nap 30 set
peer 192.168.12.2

ASA- NY- HQ confi g) #crypt o map outside_map 30 set
transformset
ESP- 3DES- SHA

el sl JLaiW dgllasll oloawd] go (gaill 13g) 63axall g2l dcgazo clisl p9 .5

ASA- NY- HQ confi g) #t unnel - group 192. 168. 12. 2 type
i psec-1 21

ASA- NY- HQ( confi g) #t unnel - group 192. 168. 12. 2
i psec-attributes

ASA- NY- HQ confi g-tunnel -i psec) #pr e- shar ed- key
ci scol23

38l s NSl Lolas lipe il pliaall 5lla, ol o dla>Mo

a2 5 (S g8l _ue ploi®W 60 590 455> Jw s ol vy uasdl g8l (ueSs o cagisl ol asy Y9 .6

13i® 8.2l gaill als il asuidl e Gyaa JLas\W source ping oVl jlaol a8 2Vl 1id dailg
o Jau 38l Joxy 1399 .20.20.20.16 Glgiss gaill o L3V will e Joe dlaxo oo piy (Jloll
@l ol J Jeogdl 3> bad 080 o) 3] .l dall wiSay oMo cuiss JUD (Y X 9 I )0i00
plaziwl lei byd Jia J> Lo jgiell le>Vwolg IPSec VPN clias GliSiwl Jol> I 8258 ( gaill

Lo

1 Sl JUo

ASA- NY- HQ¥show running-config
Saved :
(ASA Version 7.2(2

host nanme ASA- NY- HQ

donmai n- nane cor p2. com

enabl e password WuXYvt Krnj XqGoul encrypted
nanes

interface Ethernet0/0
narei f outside
security-level 0O
i p address 192.168.11.1 255.255.255.0
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|
interface Ethernet0/1
nanei f inside
security-level 100
i p address 172.16. 1.2 255.255.255.0
|
interface Ethernet0/2
shut down
no nanei f
no security-Ieve
no i p address
|
interface Ethernet0/3
shut down
no nanei f
no security-Ieve
no i p address
|
i nterface Managenent 0/ 0
shut down
no nanei f
no security-Ieve
no i p address
|
passwd 2KFQhbNI dI . 2KYOQU encrypt ed
ftp node passive
dns server-group Defaul t DNS
domai n- name cor p2. com
same-security-traffic permit intra-interface
access-1list inside_natO_outbound extended permt ip
172.16. 1.0 255. 255.255.0 10.10.10.0
255. 255. 255. 0
access-list inside_nat0_outbound extended permit ip
172.16.1.0 255.255.255.0 20.20.20.0
255.255.255.0
access-list inside_nat0_outbound extended permit ip
10.10.10.0 255.255.255.0 20.20.20.0
255.255.255.0
access-list inside_nat0_outbound extended permit ip
20.20.20.0 255.255.255.0 10.10.10.0
255.255.255.0
access-1ist outside_20 cryptomap extended permt ip
172.16. 1.0 255. 255.255.0 10.10.10.0
255. 255. 255. 0
access-1ist outside_20 cryptomap extended permt ip
20. 20. 20. 0 255. 255.255.0 10.10.10.0
255.255. 255. 0
access-list outside_30_cryptomap extended permit ip
172.16.1.0 255.255.255.0 20.20.20.0
255.255.255.0
access-list outside_30_cryptomap extended permit ip
10.10.10.0 255.255.255.0 20.20.20.0
255.255.255.0
| oggi ng enabl e
| oggi ng asdm i nf ormati onal
nmtu outside 1500
ntu inside 1500
mu man 1500
no fail over
icnp unreachable rate-limt 1 burst-size 1
no asdm hi story enabl e
arp tineout 14400
nat - contro
gl obal (outside) 1 interface




nat (inside) O access-list inside_natO_outbound
nat (inside) 1 172.16.1.0 255.255.255.0
route outside 0.0.0.0 0.0.0.0 192.168.11.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
i cnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngecp
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute
user nane sidney password 3xsopMX9gNsWhf 1W encrypt ed
privilege 15
aaa aut hentication tel net consol e LOCAL
no snnp-server | ocation
no snnp-server contact
snnp- server enabl e traps snnp authentication |inkup
| i nkdown col dstart
crypto i psec transform set ESP-3DES- SHA esp-3des esp-
sha- hnac
crypto map outside_map 20 match address
out si de_20_crypt omap
crypto map outside_nmap 20 set peer 192.168.10.10
crypto map outside_map 20 set transform set ESP-3DES- SHA
crypto map outside_map 30 match address
outside_30_cryptomap
crypto map outside_map 30 set peer 192.168.12.2
crypto map outside_map 30 set transform-set ESP-3DES-SHA
crypto map outside_nmap interface outside
crypto isaknp enabl e outside
crypto i saknp policy 10
aut henti cation pre-share
encryption 3des
hash sha
group 2
lifetinme 86400
crypto i saknp nat-traversal 20
tunnel - group 192.168. 10. 10 type ipsec-12
tunnel - group 192.168.10. 10 i psec-attri butes
* pre-shared-key
tunnel-group 192.168.12.2 type ipsec-121
tunnel-group 192.168.12.2 ipsec-attributes
* pre-shared-key
tel net timeout 1440
ssh timeout 5
consol e timeout O
|
cl ass-map i nspection_defaul t
mat ch defaul t-inspection-traffic
|
1
policy-map type inspect dns preset_dns_nap
paraneters
message- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_nap
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect net bi os
i nspect rsh
i nspect rtsp
i nspect ski nny




inspect esntp

i nspect sql net

i nspect sunrpc

i nspect tftp

inspect sip

i nspect xdntp

|

service-policy global _policy globa
pronpt host nane cont ext
Crypt ochecksum 5a184c8e5e6aa30d4108a55ac0ead3ae
end :
#ASA- NY- HQ

oSl ) a2y e Joogll VPN dSuis dlio)

oSl lig) @il adasill auw )l o® 13D

Quiside Interiaca IP Inside Imerface |P
192168, 11.2 ITE16,1.2 /24
WY =
Cnisiche |nterface T (HQ) Firswall -
192 168 1010724 e

Inside Interiacs P '
10.10.10,2 /24

Wesidle natwork
172.16.1.0024

™
Fireswall

Ousside interfacs IP
_..-" 192.168.12.2/24

o

'
/ Inside Interiace IP
J 20 20,20, 1024
/
.'ll.

Insdde mework

i -l'
10.10.10.0/24 /

Irsside nabwork

20020200624
T
Fireewsall
Previous LZL unnel
betweasn MY and TH
Remae MNew tunnel to added
Empioyie bwbamsery MY an TX
After IPSEC Ramate access VPN
VPN twnnel s USBTS
established (P
adiress
10.10.720.70

Juasilly oladeill

I Jsogll a2 o cpoasiisall plowls a2y ¢ Jgosll alSol a8LoY dglanll Glel,>Yl il 13D L9,
a2s ¢ Joooll VPN ozl aSuidl | Jowoll i (PIX/ASA 7.x ASDM I g>,| .gdlsall asls
Jsog)l aiss 12; & Joosll e315 1955 @S Jo> wlogleall o 3j0 e Jeasll
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:a Wl ololazdl Jasi

bl Jogiue Loyl cals . 345 VPN JI s,b o day s ol wsii) clasiwl 0oy ol &, wlgie cails .1
il Uil ol Lo VPN JI @i in order to
ASA- NY- HQ(config)#ip local pool Hill-V-IP
mask 255.255.255.0 10.10.120.10-10. 10.120. 100

ASA- NY- HQconfi g) #user nane ci sco password
ciscolll

ASA- NY- HQ( confi g) #access- 1 i st
i nsi de_nat 0_out bound extended permit ip 172.16.1.0
255. 255. 255. 0 10. 10.120. 0 255. 255. 255.0

ASA- NY- HQ confi g) #access- | i st
i nsi de_nat O_out bound extended permt ip 10.10.120.0
255.255.255. 0 10. 10. 10. 0 255. 255.255.0

ASA- NY- HQ confi g) #access- | i st
i nsi de_nat 0_out bound extended permt ip 10.10.120.0
255. 255. 255. 0 20. 20.20.0 255.255.255.0

Jial 13D 8 a=o (VPN) a,aWa)l anll aSuill Gl ou NAT Jlasl ol k>
J=all Bolisl a5 Ll L2L Blasl ¢ JLasVL plowdl .3
ASA- NY- HQ confi g) #access- | i st

out si de_20_cryptomap extended permt ip 10.10.120.0
255.255.255. 0 10. 10. 10. 0 255. 255.255.0

ASA- NY- HQ confi g) #access- | i st
out si de_30_cryptomap extended permt ip 10.10.120.0
255. 255. 255. 0 20. 20.20.0 255.255.255.0

Ay S edss.é3030)l Gl Gl oSl JlasVl alSol Ay e Jswos)l oadiumal aa 1idg

a0l aSuill 139 Jguogll (8 pSill daasld J1o) LuSe gaill Go L3Vl wilal) 0o8y of vy (JlasVl
VPN 825 e lglbulo 1Bt pinw (il SLll 59,0 855> uoSiy @ 4

ASA- NY- HQ confi g) #access- | i st

Hllvalley_splitunnel standard permit 172.16.1.0
255. 255. 255. 0

ASA- NY- HQ( confi g) #access- i st
Hillvall ey_splitunnel standard pernit 10.10.10.0
255.255.255.0

ASA- NY- HQ confi g) #access- | i st
Hllvalley_splitunnel standard permit 20.20.20.0
255. 255. 255.0

5 VPN cMas) IPSec 9 DNS 5 WINS &VsSgi9, Jio cduwlunl &logleoy dudxall ddslasll sSi; a8

ASA- NY- HQconfi g) #group-policy Hillvalley
i nterna

ASA- NY- HQ(confi g) #group-policy Hllvalley
attributes

ASA- NY- HQ confi g- gr oup- pol i cy) #w ns- server
val ue 10. 10.10. 20

ASA- NY- HQ confi g- group- pol i cy) #dns- server val ue
10. 10. 10. 20



ASA- NY- HQ confi g- gr oup- pol i cy) #vpn-t unnel - pr ot oco
| PSec
lgolaiaw] pisan il AP (9lic wleaziy lao &S uinall auilanll Jio cdolall & loully IPSEC (i 05 .6
Ji slos Lol VPN 45 dlawls,
ASA- NY- HQ(confi g) #t unnel -group Hi Il vall ey
i psec-attributes

ASA- NY- HQ confi g-tunnel -i psec) #pr e- shar ed- key
ciscol234

ASA- NY- HQ(confi g) #tunnel -group Hi Il vall ey
general -attributes

ASA- NY- HQ confi g-tunnel - gener al ) #addr ess- poo
HIll-V-1P

ASA- NY- HQ confi g-tunnel - gener al ) #def aul t - gr oup- pol i cy
Hillvalley

o9 BjLis] pi Ll (ACL) Jguwos)l L9 aSxill daild pasiswiow il pundall gaill dwluw clisl, ad .7
3l e 18,5059 1B i pisw I 19,00l &,> 2,03 4 bglal
ASA- NY- HQ confi g) #split-tunnel -policy
tunnel speci fi ed

ASA- NY- HQ confi g) #split-tunnel - network-1ist val ue
Hillvalley_splitunne
VPN 345 clisy dyollaall 1oLl day,> ologles (poSi 08 .8
ASA- NY- HQ(confi g) #crypt o i psec transformset
Hill-trans esp-3des esp-sha-hnac

ASA- NY- HQ(confi g) #crypt o dynami c- map
out si de_dyn_map 20 set transformset
Hll-trans

ASA- NY- HQ confi g) #crypt o dynami c-map dyn_map 20
set reverse-route

ASA- NY- HQ(confi g) #crypt o map outsi de_map 65535
i psec-i saknp dynam c
out si de_dyn_nap

il e o

2 JiSais Jbo

ASA- NY- HQ¥show running-config
Saved :

host nanme ASA- NY- HQ
(ASA Version 7.2(2

enabl e password WnXYvt Krnj XqGoul encrypted
nanes

!

interface Ethernet0/0

narei f outside

security-level 0O




i p address 192.168.11.2 255.255.255.0
|
interface Ethernet0/1
nanei f inside
security-level 100
i p address 172.16. 1.2 255.255.255.0
|
interface Ethernet0/2
shut down
no nanei f
no security-Ieve
no i p address
|
interface Ethernet0/3
shut down
no nanei f
no security-Ieve
no i p address
|
i nterface Managenent 0/ 0
shut down
no nanei f
no security-Ieve
no i p address
|
passwd 2KFQhbNI dI . 2KYOQU encrypt ed
ftp node passive
dns server-group Defaul t DNS
domai n- name cor p2. com
same-security-traffic permit intra-interface

This is required for communication between VPN ---!
peers. access-list inside_nat0_outbound extended permt
ip 172.16.1.0 255.255.255.0 10.10.10.0 255.255.255.0
access-1list inside_natO_outbound extended permt ip
172.16. 1. 0 255. 255. 255. 0 20. 20. 20. 0 255. 255. 255.0
access-1ist inside_natO_outbound extended permt ip
10. 10. 10. 0 255. 255. 255. 0 20. 20. 20. 0 255. 255. 255.0
access-1ist inside_natO_outbound extended permt ip
20. 20. 20. 0 255. 255. 255. 0 10.10.10.0 255.255.255.0
access-list inside_nat0_outbound extended permit ip
10.10.120.0 255.255.255.0 20.20.20.0

255.255.255.0

access-list inside_nat0_outbound extended permit ip
172.16.1.0 255.255.255.0 10.10.120.0

255.255.255.0

access-list inside_nat0_outbound extended permit ip
10.10.120.0 255.255.255.0 10.10.10.0

255.255.255.0

access-1ist outside_20 cryptomap extended permt ip
172.16. 1. 0 255. 255.255.0 10.10.10.0

255. 255.255.0

access-1ist outside_20 cryptomap extended permt ip
20. 20. 20. 0 255. 255. 255.0 10.10.10.0

255. 255.255.0

access-list outside_20_cryptomap extended permit ip
10.10.120.0 255.255.255.0 10.10.10.0

255.255.255.0

access-list Hillvalley splitunnel standard permit
172.16.1.0 255.255.255.0

access-list Hillvalley splitunnel standard permit
10.10.10.0 255.255.255.0

access-list Hillvalley splitunnel standard permit
20.20.20.0 255.255.255.0




access-1ist outside_30 _cryptomap extended permt ip
172.16. 1.0 255.255.255.0 20.20.20.0
255.255. 255. 0
access-1ist outside_30 _cryptomap extended permt ip
10. 10. 10. 0 255. 255. 255. 0 20.20.20.0
255. 255. 255. 0
access-list outside_30_cryptomap extended permit ip
10.10.120.0 255.255.255.0 20.20.20.0
255.255.255.0
| oggi ng enabl e
| oggi ng asdm i nf ormati onal
nmu outside 1500
ntu inside 1500
mu man 1500
ip local pool Hill-V-IP 10.10.120.10-10.10.120.100 mask
255.255.255.0
no fail over
icnp unreachable rate-limt 1 burst-size 1
no asdm hi story enabl e
arp tineout 14400
nat - contro
gl obal (outside) 1 interface
nat (inside) O access-list inside_natO_outbound
nat (inside) 1 172.16.1.0 255.255.255.0
route outside 0.0.0.0 0.0.0.0 192.168.11.1 1
ti meout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
i cnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngep
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute
group-policy Hillvalley internal
group-policy Hillvalley attributes
wins-server value 10.10.10.20
dns-server value 10.10.10.20
vpn-tunnel-protocol IPSec
split-tunnel-policy tunnelspecified
split-tunnel-network-list value Hillvalley splitunnel
def aul t - donmi n val ue corp. com
username cisco password dZBmhhbNIN5g6rGK encrypted
aaa aut hentication tel net consol e LOCAL
no snnp-server | ocation
no snnp-server contact
snnp- server enabl e traps snnp authentication |inkup
| i nkdown col dstart
crypto i psec transform set ESP-3DES- SHA esp-3des esp-
sha- hnac
crypto ipsec transform-set Hill-trans esp-3des esp-sha-
hmac
crypto dynamic-map outside_dyn map 20 set transform-set
Hill-trans
crypto dynamic-map dyn_map 20 set reverse-route
crypto map outside_map 20 match address
out si de_20_crypt omap
crypto map outside_nmap 20 set peer 192.168.10.10
crypto map outside_map 20 set transform set ESP-3DES- SHA
crypto map outside_map 30 match address
out si de_30_crypt omap
crypto map outside_map 30 set peer 192.168.12.1
crypto map outside_map 30 set transformset ESP-3DES- SHA

crypto map outside_map 65535 ipsec-isakmp dynamic




outside_dyn map
crypto map outside_nmap interface outside
crypto isaknp enabl e outside
crypto i saknmp policy 10
aut henti cation pre-share
encryption 3des
hash sha
group 2
lifetime 86400
crypto i saknp nat-traversal 20
tunnel -group 192.168.10. 10 type ipsec-12
tunnel -group 192.168.10. 10 i psec-attributes
* pre-shared-key
tunnel -group 192.168.12.2 type ipsec-12
tunnel -group 192.168.12.2 ipsec-attributes
* pre-shared-key
tunnel-group Hillvalley type ipsec-ra
tunnel-group Hillvalley general-attributes
address-pool Hill-V-IP
default-group-policy Hillvalley
tunnel-group Hillvalley ipsec-attributes
* pre-shared-key
tel net tineout 1440
ssh timeout 5
consol e timeout 0O
1
cl ass-map i nspection_default
mat ch default-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
paraneters
nmessage- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect netbi os
i nspect rsh
i nspect rtsp
i nspect ski nny
i nspect esntp
i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdntp
1
service-policy global _policy globa
pronpt host nane cont ext
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