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ASAWAIP-CLI (config-pmap) #class inspection_default
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ASAWAIP-CLI (config-pmap-c) #inspect FTP

ol pauaio gisy daxall il Glol o Lol 13D 25y ol ol FTP axd Jl Josiwy ol L3 Jud
13 FTP Laxd Lo 8 «ag>ly e pdall ,L3l ouSaos 120 FTP ollb (8 dinino olgl Jluyl oo

Jue Jbasl blawl ooVl jle> 098032 S0l GV jle> zouw ul Jd FTP Lol Blie¥l wxy:dglull
olaziwl $38; 28 Ludzu.Uas dlubuw 9 B 9eb pac Gloia) porty 227 ,olsl oo géxill piy.disias olol
adall Ll pladiwl @21, .FTP RFCs o p)lo JSuin gsojiy ¥ il FTP eMac Jid J| adgall LI
dall Ll plaziwl Jo> wlogleall (o Ao Lle Jaaxl



//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/inspect.html#wp1383691
//www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/inspect.html#wp1148507

il e o

151l pul

ASA-AIP-CLI (config) #show running-config

(ASA Version 7.2(2
!
hostname ASA-ATIP-CLI
domain-name corp.com
enable password WwXYvtKrnjXgGbul encrypted
names
!
interface Ethernet0/0
nameif Outside
security-level 0
ip address 192.168.1.2 255.255.255.0
!
interface Ethernet0/1
nameif Inside
security-level 100
ip address 10.1.1.1 255.255.255.0
!
interface Ethernet0/2
nameif DMZ
security-level 50
ip address 172.16.1.12 255.255.255.0
!
interface Ethernet0/3
no nameif
no security-level
no ip address
!
interface Management0/0
no nameif
no security-level
no ip address
!
Output is suppressed. !--- Permit inbound FTP ---!
control traffic. access-list 100 extended permit tcp any
host 192.168.1.5 eq ftp
Permit inbound FTP data traffic. access-list 100 ---!
extended permit tcp any host 192.168.1.5 eq ftp-data
1
Command to redirect the FTP traffic received on IP ---!
192.168.1.5 !--- to IP 172.16.1.5. static (DMZ,outside)
192.168.1.5 172.16.1.5 netmask 255.255.255.255
access-group 100 in interface outside
class-map inspection_default
match default-inspection-traffic
1
1
policy-map type inspect dns preset_dns_map
parameters

message-length maximum 512

policy-map global_ policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras




inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp
!
This command tells the device to !--- use the ---!
"global_policy" policy-map on all interfaces. service-
policy global_ policy global
prompt hostname context
Cryptochecksum:4b2£f54134e685d11b274eel159e5ed009
end :
# (ASA-ATP-CLI (config

owliall & TCP iio _lo FTP JoSs39 s and 0S5

23] go X cdasiawl) bas i 13D go duwlid jue TCP 38lia) Liniss JoSo59 FTP JI elSiy gulaiwy cul
(09, clino

access-1list ftp-list extended permit tcp any any eq XXXX
1

class-map ftp-class

match access-1list ftp-list
1

policy-map global_policy
class ftp-class
inspect ftp
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N .policy-map global_policy ;0¥ jlaol 48

ASAWATIP-CLI (config) #policy-map global_policy

2 .class inspection_default oVl ,laol 09
ASAWAIP-CLI (config-pmap) #class inspection_default

3 TFTP Laxd LoVl laol, ab

ASAWAIP-CLI (config-pmap-c) #inspect TFTP
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ASA-AIP-CLI (config) #show running-config

(ASA Version 7.2(2
!
hostname ASA-ATIP-CLI
domain-name corp.com
enable password WwXYvtKrnjXgGbul encrypted
names
!
interface Ethernet0/0
nameif Outside
security-level 0
ip address 192.168.1.2 255.255.255.0
!
interface Ethernet0/1
nameif Inside
security-level 100
ip address 10.1.1.1 255.255.255.0
!
interface Ethernet0/2
nameif DMZ
security-level 50
ip address 172.16.1.12 255.255.255.0
!
interface Ethernet0/3
no nameif
no security-level
no ip address
!
interface Management0/0
no nameif
no security-level
no ip address

Output 1is suppressed. !--- Permit inbound TFTP ---!
traffic. access-list 100 extended permit udp any host
192.168.1.5 eq tftp

Command to redirect the TFTP traffic received on IP ---!
192.168.1.5 !--- to IP 172.16.1.5. static (DMZ,outside)
192.168.1.5 172.16.1.5 netmask 255.255.255.255
access-group 100 in interface outside
class-map inspection_default

match default-inspection-traffic

|

1
policy-map type inspect dns preset_dns_map

parameters

message-length maximum 512

policy-map global policy

class inspection_default
inspect dns preset_dns_map
inspect ftp

inspect h323 h225
inspect h323 ras
inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp




inspect sglnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp
!
This command tells the device to !--- use the ---!
"global_policy" policy-map on all interfaces. service-
policy global_ policy global
prompt hostname context
Cryptochecksum:4b2£f54134e685d11b274eel159e5ed009
end :
# (ASA-ATP-CLI (config

iceadl o aasgl

Joad FTP Laxé le 21,53V 5a>9 show service-policy ;oY pasuwl by 03135] a5 28 uoSill ol wloia)
.show service-policy inspection ftp ,oVI plaziwl,

ASAWALP-CLI # show =service—policy inspect ftp

Global policy:
Service—policy: global _policy
Clazz=—map: inspection_default
Inszpect: ftp,. packet O, drop 0O, reset—drop 0O
ASAwAIP-CLI# |
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ERROR: % class-map inspection_default not configured
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