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ci scoasa#show running-config
Saved :

(ASA Version 8.0(2

|

host nane ci scoasa

enabl e password 2KFQnbNI dl . 2KYOU encr ypt ed

nanes

!

IP addressing is added to the default ---!
configuration. interface Ethernet0/0 naneif outside
security-level 0O ip address 172.16.1.254 255.255.255.0 !
interface Ethernet0/1 naneif inside security-level 100




i p address 10.2.2.254 255.255.255.0 ! interface

Et hernet0/2 naneif dne security-level 50 ip address

192. 168. 1. 254 255.255.255.0 ! interface Managenent 0/ 0
narei f nmanagenment security-level 0 ip address
172.22.1.160 255.255.255.0 managenent-only ! passwd

9j Nf ZUG3TC5t CVHO encrypted ftp nbde passive !--- Access

lists are added in order to allow test !--- traffic
(ICMP and Telnet). access-list acl_outside_in extended
permit icnp any host 172.16.1.50 access-|ist

acl _inside_in extended pernit ip 10.2.2.0 255.255.255.0
any access-list acl_dnez_in extended pernit icnp

192.168. 1. 0 255. 255. 255. 0 any pager lines 24 !---
Logging is enabled. | oggi ng enabl e | oggi ng buffered
debuggi ng mtu outside 1500 ntu inside 1500 ntu dnz 1500
ntu managenent 1500 asdm i mage di sk0:/asdm 613.bin no

asdm hi story enable arp tinmeout 14400 !--- Translation
rules are added. gl obal (outside) 1 172.16.1.100 gl oba
(dnz) 1 192.168.1.100 nat (inside) 1 10.2.2.0

255. 255.255. 0 static (dne, outside) 172.16.1.50

192. 168. 1. 50 net mask 255. 255. 255. 255 static (inside, dne)

10. 2. 2.200 10.2.2.200 netmask 255.255.255.255 /---
Access lists are applied to the interfaces. access-(group
acl _outside_in in interface outside access-group

acl _inside_in in interface inside access-group

acl _dnz_in in interface dnmz timeout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icmp 0:00:02 timeout sunrpc 0:10:00 h323 0: 05: 00 h225

1: 00: 00 ngcp 0: 05: 00 ngcp-pat 0:05:00 tinmeout sip

0:30: 00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-

di sconnect 0:02: 00 tinmeout uauth 0:05:00 absolute http
server enable http 0.0.0.0 0.0.0.0 dnz no snnp-server

| ocation no snnp-server contact snnp-server enable traps
snip aut hentication Iinkup i nkdown col dstart tel net
timeout 5 ssh tineout 5 console tineout 0 ! class-map

i nspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map paraneters

message- | ength maxi mrum 512 policy-map global _policy !---

Out-of-the-box default configuration includes !---
policy-map global_policy. class inspection_default

i nspect dns preset_dns_map inspect ftp inspect h323 h225
i nspect h323 ras inspect netbios inspect rsh inspect
rtsp inspect skinny inspect esmtp inspect sql net inspect
sunrpc inspect tftp inspect sip inspect xdncp ! service-

policy global _policy global !--- Out-of-the-box default
configuration includes !--- the service-policy
global_policy applied globally. pronpt hostnanme context
end

(AIP (IPS JJ> SSM

Al P- SSMfshow configuration
______________________________ |

(Version 6.1(2

Current configuration |ast nodified Mon Mar 23
21: 46: 47 2009

service interface
exit

servi ce anal ysi s-engi ne

virtual -sensor vsO

physical -interface G gabitEthernet0/1
exit




servi ce authentication
exit

service event-action-rules rul esO

The variables are defined. vari ables DMZ address ---!
192.168. 1. 0-192. 168. 1. 255 vari abl es I N address 10. 2. 2. 0-
10.2.2.255 exit | m-mmmmm i o service
host network-settings !--- The management IP address is
set. host-ip 172.22.1.169/24,172.22.1.1 host-nane Al P-
SSM tel net-option disabled access-list x.x.0.0/16 /---
The access list IP address 1is removed from the
configuration !--- because the specific IP address is
not relevant to this document. exit tinme-zone-settings
of fset -360 standard-tine-zone-nane GMI-06: 00 exit
sunmertime-option recurring of fset 60 sumerti me-zone-
name UTC start-sumertinme nonth april week-of-nonth
first day-of-week sunday tine-of-day 02:00:00 exit end-
sunmertime nonth october week-of-nonth | ast day-of - week
sunday tine-of-day 02:00:00 exit exit exit ! -----------
------------------- service logger exit ! ----------o---
---------------- service network-access exit ! ---------
--------------------- service notification exit ! ------
------------------------ service signature-definition
sig0 /--- The signature is modified from the default
setting for testing purposes. Signatures 2000 O alert-
severity high engine atomc-ip event-action produce-

al ert| produce-verbose-alert exit alert-frequency
summary-node fire-all sumrary-key AxBx exit exit status
enabl ed true exit exit /--- The signature is modified
from the default setting for testing purposes.
signatures 2004 0 alert-severity high engine atomc-ip
event -action produce-al ert| produce-verbose-alert exit

al ert-frequency sumary-node fire-all summary-key AxBx
exit exit status enabled true exit exit !--- The custom
signature is added for testing purposes. Signatures
60000 O alert-severity high sig-fidelity-rating 75 sig-
description sig-nanme Tel net Comand Aut hori zation
Failure sig-string-info Command authorization failed

si g-comrent signhature triggers string command

aut hori zation failed exit engine atomc-ip specify-1|4-
protocol yes |4-protocol tcp no tcp-flags no tcp-nmask
exit specify-payl oad-inspection yes regex-string Comrand
authorization failed exit exit exit exit exit ! --------
---------------------- servi ce ssh-known-hosts exit ! --
---------------------------- service trusted-
certificates exit | -----mmmmmmmmi
#servi ce web-server enable-tls true exit Al P-SSM
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ci scoasa(confi g) #access-1list traffic_for_ ips permit ip any any
ci scoasa(confi g) #class-map ips_class_map
ci scoasa(confi g- cmap) #match access-list traffic_for_ips

The match any commrand can be used in place of !--- the match access-list [access-list name] ---!
command. !--- In this exanple, access-list traffic_for_ips permits !--- all traffic. The match
any command also !--- permits all traffic. You can use either configuration. !--- Wen you

.define an access-list, it can ease troubl eshooting

ci scoasa(confi g) #policy-map global_policy
Note that policy-map global_policy is a part of the !--- default configuration. In ---!
.addition, policy-map global_ policy !--- is applied globally with the service-policy conmand

ci scoasa(confi g- pmap) #class ips_class_map
ci scoasa(confi g- pmap-c) #ips inline fail-open

Two decisions need to be made. !--- First, does the AIP-SSM function !--- in inline or ---!
promiscuous mode? !--- Second, does the ASA fail-open or fail-closed? ciscoasa(confi g-pmap-

c) #ips promiscous fail-open

If AIP-SSM is in promiscous mode, issue !--- the no ips promiscous fail-open conmmand !--- ---!
.in order to negate the conmmand and then use !--- the ips inline fail-open conmmand
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Sansor Managemant

Thee Srartup atzand asssts you inconfiguing saur Csoo IPS
sensor. Use dhs wizard bo perfiorm basic sensor configuration,

Thee Seartup wizard can be run & ay bime. I axeoabed afber
skarbup, ks intiaized with vaboas from the oument
configuration,

Cisoco ASA 55xx

| Leunch Statip wizard |

ey alleo e a5l 2
Jasdadl



Configuration > IPS > Sensor S5etup > Startup Wizard

The Starkup wizard assists you in canfiquring your Cisco IPS
sensor, |se this wizard bo perform basic sensor configuration.

The Startup wizard can be run at any bime. If executed after
skartup, it is initialized with values from the current
configuration.

Cisco ASA 55xx

ASn Management Port

SEM Management Port

[ Launch fikartup ‘izard ]
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§% Startup Wizard

Introduction {Step 1 of ...}

How The Starbup \izard Works

Basic Sensor Setup
In this step, youcan changs the basic network, settings, dlowed hosts/natworks entries,
Tim=zans, Summertime and NTP sarver sattings.

Traffic llecation
In this step, you czn sllacate traffic from the A58 to be inspected by the default virtual sensor.
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§% Startup Wizard |E|

fSensor Setup (Step 2 of ...}
Tletwmork setongs

Host Mame: AIP-55M
IP Address: 172.22.1.169

Subnet Mask: 255,255.255.0 |w

Default Gateway: | 172.22.1.1
TCried NOSE [ MEChOrRs Tk Can aCosss e Sersor

Metwark, Mask:

Edit

Currerk Sersar Dake and Time

[izbe: | A Dake Time
Time Zare

Zone Mama: LITC w  Offsat: | 80 Mirutes
NTP Server

1P Address:

[ Awthenticabed NTF  Kay: | KEY ID: |

Summertime

[ 7] Enaile Summeartime e S Hir

aSyill g Jwolass IP olsie ,9s, « (ACL) Jswosll d pSill dasld Js] adlis] 6186 5 .5
Loy Ol oo e Mo, OK (998 Laily ., suisimndl I Jsosll o) 2l pisw (31 o Suidl/cpbninal
iSai oleic Gl . JI aSuidl/anianll IP olgic

B Add ACL Entry

IP Address: 172,22.1.10

Metwark Mask: £55.255,255,255

Y
sl oleld 8 Jwoladl ol 595 ol ay b agy cdlails .6
D9



B Startup Wizard Tl

Sensor Setup (Sbep 2 of L.}
Kebwork settings

Hogt Mame: ALP-55M |
IF address: 172.22.1.16%9 |

SubnetMask:  255.255.285.0 v

Defadt Gateway; | 172.22.1.1 |

Allowead hostsinetworks that can access the sensar

Metwork Mask add
172.22.1.10 255.255.255.255

Current Sensor Date and Tme

Date: |Mon, 23 Mar 2009 2 i Apphy Datel Times

Tire Zane

Zane Mame: 'J'I'C v| Offset: :ﬂ] Minutes
NTF Server

IF Address:

[ uthenticated NP Kev: | KEYID: _

Summesrtime
[ Enable Surmmearkime orfgure Summertime. ..
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#& Startup Wizard §|
vaffic Allocation {Step 3 of ...}

Ikerfoce Source Destingtion  Service Mode Virtual Sen... |

Packet Flow Disgran For the selectad fuks
@ Click on e stark button o see the packet Aow animation

Mode: Inlne Cisco ASA 55xx

= Back [ Firish ] [ Cance| ] I Help ]

Jladl 132 8 .id IP plasiw| piy (Jlall Juw e Loyl ol €99 dg=9ll9 Huanll aSuidl Glgic ,9¢5 .8
a5l @i LAIP-SSM plaziwl )90l 45,> S Laxa, pesi laiy dg=9ll9 jauanll J.>| Y. .,gi plaziw| pi
S99

.OK
§® Specify traffic for IPS Scan [y|

Interface: | outside w

Source: any

Destination: .aw

Service: ip

(G0

Descriphion

IF 55M card Fails: (&) Permit Tratfic () Deny Traffic

Traffic Inspection Mode: () Promiscuous (+) Inline

¥irtual Sensor: |Defau|t Sensor %

[ oK ” Cancel ” Help ]
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§% Startup Wizard r;l
raffic Allocation (Step 3 of ...)

Ikerface | Source Destination  Service Mode Virbual Sen... |

outsde &P any P any | Ip Iniine Doefault Sersor |

_‘ Packet Flow Diagran For the selectad fuks
(D Click on Hhe start button to see the packat Fow animation

Mode: Inine Cisco ASA 55xx

ACL Check. Service Polcy Check

sir-nterface: &‘P
<

K

Eiachplana Inﬁﬁne 4-*' i,

"" e -f-

= i
; _.__._.__IPBPrut:esslng il

ASAEEM Module

g

Jext = FIriEhl carcel | | Help |
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ci scoasat#tconfigure terminal

ci scoasa(confi g) #access-1list traffic_for_ips deny ip 10.2.2.0 255.255.255.0 192.168.1.0
255.255.255.0

ci scoasa(confi g) #access-1list traffic_for_ips permit ip any 192.168.1.0 255.255.255.0

ci scoasa(confi g) #access-1list traffic_for_ips deny ip 192.168.1.0 255.255.255.0 10.2.2.0
255.255.255.0

ci scoasa(confi g) #access-1list traffic_for ips permit ip 192.168.1.0 255.255.255.0 any

ci scoasa(confi g) #class-map ips_class_map

ci scoasa(confi g- cmap) #match access-list traffic_for_ips

ci scoasa(confi g) #policy-map interface_policy

ci scoasa(confi g- pmap) #class ips_class_map

ci scoasa(confi g- pmap-c) #ips inline fail-open

ci scoasa(confi g) #service-policy interface_policy interface dmz

The access-1ist denies traffic from the inside network to the DMZ network !--- and traffic ---!
to the inside network from the DMZ network. !--- In addition, the service-policy command is
.applied to the DMZ interface
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ci scoasa#configure terminal

ci scoasa(confi g) #access-1list traffic_for_ips deny ip 10.2.2.0 255.255.255.0 192.168.1.0
255.255.255.0

ci scoasa(confi g) #access-1list traffic_for_ips permit ip 10.2.2.0 255.255.255.0 any

ci scoasa(config) #class-map ips_class_map

ci scoasa(confi g- cnmap) #match access-list traffic_for_ips

ci scoasa(confi g) #policy-map interface_policy

ci scoasa(confi g- pmap) #class ips_class_map

ci scoasa(confi g- pmap-c) #ips inline fail-open

ci scoasa(confi g) #service-policy interface_policy interface inside

a8 a3 o loiy .DMZ &S dgzgall ads Il aSeidl e B9 pi (il 49,0l 45,5 Joogll daild Lad s
AIP-SSM I lebw ol ax )l aSuil) dg>gall a3l asyuill uLc I Ll oblyl 49,0 &S, bl Jguog)l
TCP Jlail dingiy (31> pasiown pgsy «(Jlodl Juw e .3 (9 159> ASA Jl dowd wuxli cdlasill 0i® aicy
oxay .Jo3 il Jexuig azgall JLaiVl (9 paiawall g (a2 gall) a3l asuidl e 5le> JI ((Telnet
dludw e sgixi il oLl do 3> sgixs . &oogdlm.agaymﬁoyyidbmpwl
2o (U311 C9) dgalls (L ll) Jaaall ollai, ¥ . 511 paskiaall dg299 Bl azgall yaao £

uLJLu.” aoj> Jw)l pis ol 13gJ9 (6 u2all &YLasVI ASA g aiiuadl 13D (9 lauus 65320l Jguogll ps
AlIP- _le ai,655 a5 s3I 0 60000 Laazall gidgill .axall AIP-SSM JI (U3l Jl g5yl o) &2 ,_,.JI
wlguws SSM

pxiunll 098y« goludl diedl 9SG 9 ICMP 9,0 aS,=) AL ol il JSuin ASA laaixy V rdla>No
wexa, ICMP Echo-response plaxiuwl, a>g0)l cuziowy . >Rl azgoll (ICMP S0 wlb) o)l (31
JS wax9 piy ASA e ICMP Laxd (uSai pi 3] .5)-Sa0 doj> Laxay ¥ aislg echo (b daoj> AIP-SSM
AIP-SSM dlawlg, echo-reply pj>9 echo wlb (0

90)l AIP-SSM auuo 40 dismo dSuib 19,0 &> Slosiw]

el,>Y9 AIP-SSM élauwls; Ligio lgxume cusiy dismo 49,0 4S,> clac] olin L) Llasall pasall Jhall pag,
9 AIP-SSM Laxall 0 oslesiw| pisw SAI j9,0ll &> 395 e soixi Jgo9 dasld elin] elojl, (U3
douwlgs axuue pisw SAI 9 30ll 65> 9935 sz Ll Jawogll dasld puwl 98 IPS (Jlodl 13d 9 .;a9))l 6,)ke
o> a9 pi9 «s9all zauall (0 <destination>9 <source> - ,9,0ll 45,> sleiw| pi AIP-SSM
53V 9l oS>

<access-list |IPS deny | P <source> <destination
access-list IPS pernit ip any any
!
cl ass-map ny_i ps_cl ass

mat ch access-list IPS
!
!
pol i cy-map ny-ids-policy

cl ass ny-ips-class

ips inline fail-open

iceadl o aasgl



AIP-SSM 8 auidl &la>l Joxus oo §é5s

cLisl; show events alert ,oVl pgé, .J9gumall pasiuws Llu> plasiwl AIP-SSM I Jo3 Ml Jiouusiy @3
213Vl s

iSpinll Jraxs9 AIP-SSM I aluw ,all 19,0)l &,> £659 c@dsill whblael le el 2 %all wali, rala>o

Jd=s @l OIT in order to JI clasiwl .Show ,olol Las (10ad ulxwslleVasl)) 21,3V] o> s 6131 pc;
2l el yo,e o

show events alert

evlidsAlert: eventld=1156198930427770356 severity=hi gh vendor=C sco
:originator
hostld: Al P-SSM
appNanme: sensor App
appl nstancel d: 345
time: 2009/03/23 22:52:57 2006/ 08/ 24 17:52:57 UTC
signature: description=Telnet Command Authorization Failure id=60000 versi on=custom
subsigld: O
sigDetails: Command authorization failed
sinterfaceG oup
vlian: 0
sparticipants
rattacker
addr: locality=0UT 172.16.1. 200
port: 23
‘target
addr: locality=IN 10.2.2.200
port: 33189
ri skRati ngval ue: 75
interface: ge0_1
protocol: tcp

evlidsAlert: eventld=1156205750427770078 severity=hi gh vendor=Ci sco
:originator
hostld: Al P-SSM
appNanme: sensor App
appl nstancel d: 345
time: 2009/03/23 23:46: 08 2009/ 03/ 23 18:46: 08 UTC
signature: description=ICMP Echo Request id=2004 versi on=S1
subsigld: O
sinterfaceG oup
vlian: 0
sparticipants
sattacker
addr: locality=0UT 172.16.1. 200
‘target
addr: | ocality=DwvZ 192.168.1.50
:triggerPacket

.C7 9F 74 8C 00 15 2B 95 F9 5E 08 00 45 00 ....t...+. .~. .E 16 00 000000
....... '....3C 2A 57 00 00 FF 01 21 B7 AC 10 01 C8 CO A8 .<*WO0O 000010
........ $.....F5 DA 11 24 00 00 00 01 02 03 04 05 .2 00 08 32 01 000020

................ OA 0B 0C OD OE OF 10 11 12 13 14 15 09 08 07 06 000030
.......... 1A 1B 1C 1D 1E 1F 19 18 17 16 000040

ri skRatingval ue: 100

interface: ge0O_1

protocol: icnp
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evlidsAl ert: eventld=1156205750427770079 severity=hi gh vendor=C sco
:originator
hostld: Al P-SSM
appNanme: sensor App
appl nstancel d: 345
time: 2009/03/23 23:46: 08 2009/ 03/ 23 18:46: 08 UTC
signature: description=ICMP Echo Reply id=2000 versi on=S1l
subsigld: O
sinterfaceG oup
vlian: 0
sparticipants
rattacker
addr: | ocality=DwvZ 192.168.1.50
‘target
addr: locality=0UT 172.16.1. 200
:triggerPacket

.C7 9F 74 8E 00 03 E3 02 6A 21 08 00 45 00 ....t..... j!..E 16 00 000000
..3C 2A 57 00 00 FF 01 36 4F AC 10 01 32 AC 10 .<*W...60...2 00 000010
........ $....... C8 00 00 FD DA 11 24 00 00 00 01 02 03 04 05 01 000020

................ OA 0B 0C OD OE OF 10 11 12 13 14 15 09 08 07 06 000030
.......... 1A 1B 1C 1D 1E 1F 19 18 17 16 000040

ri skRati ngval ue: 100

interface: ge0_1

protocol: icnp

92000 gdgill Jiaei a5 WiVl 59,0 aS,> aic ayill IPS wledei oo il lows piy i)l oliygSil 9
ol oSay ASA JI jue dlld olly jos cu> aSui 91 ddaso diw (9 .60000 Lawasall gdgill aslo] ey, 2004
a8 5l iy (8 AIP-SSM 9 ASA i pi 5] .ol s J>1 o oleideill Jiass s 9:a)l o 0eSy
La> Wi ol Joizall (o dwiolidVl gdgill whblacl 8 9 ,0ll 45> (o 6,uS

Le>MNolg eliasVl OLiSwl

Le>Wols oSl eliasi GliaSiwy lgolaiuw] liSay ologles pumill 13D 9,

Jd=s cadli OIT in order to JI closiwl .Show Lolol oz, (Jaié wxumalleVasl) 21,5 A= jio sl pcx
2l sol Jose oo

ASA Jl 5o ol Jo,e 13® o a0l

pladl Slogleo | a8LloYl ASA _le SSM Jg> wlogles o 2, — show module -

ci scoasa#show module

.Mod Card Type Model Serial No
ASA 5510 Adaptive Security Appliance asss10 JMK0935K040 0
ASA 5500 Series Security Services Module-10 ASA-SSM-10 JAB09440271 1

Mod MAC Addr ess Range Hw Ver si on Fw Ver si on Sw Ver si on

 (d948.¢912 10 0012.d948.€916 1.0 1.0(10)0  8.0(2.0012 0
c480.cc18 to 0013.c480.ccl8 1.0 1.0(10)0 6.1(2)E3.0013 1

Mod SSM Application Name St at us SSM Appl i cation Version

s w  ei@Es1

Mod St at us Data Pl ane St at us Conpatibility

Up Sys Not Applicable O
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Up Up 1

Each of the areas highlighted indicate that !--- the ASA recognizes the AIP-SSM and the ---!
.AIP-SSM status 1s up

ol Sy
ci scoasa#show run
Output is suppressed. access-list traffic_for_ips extended permt ip any any ... class- ---!
map i ps_class_map match access-list traffic_for_ips ... policy-map global _policy ... class
ips_class_map ips inline fail-open ... service-policy global_policy global !--- Each of
.these lines are needed !--- in order to send data to the AIP-SSM

Jowogll dailey dav | whlasll o 2, —show access-list

ci scoasa#show access-list traffic_for_ips

access-list traffic_for_ips; 1 elenents

access-list traffic_for_ips line 1 extended pernit ip any any (hitent=2) 0x9bea7286
.Confirms the access-1list displays a hit count greater than zero ---!

oS5 ) 1319 Sgdsio 98 LS ASA SN (o dSeidll 590 4S,> o JB AIP-SSM plasiwly cuits 095 0l 8
Le>Woly ASA JI Jsos)l dwluw aelgdy aSuidl ellas] Blisiul 9,0l oo oSy 186 liS

Ll 59l oMl

1055 gt elyle Ud AIP-SSM lagio JSI 015y Jisall 1915 (0655 8 ASAS o Gl bl ol 13] -
3955 U5 AIP-SSM (psaims iy V. sl 5955 ayl dlawls, 1aad ASA (1055 g aiz .L9a AIP-SSMs
oo 3o le Jooaxll ASA 7. x/aiilslasiwdl 209 9 JUacVl e (sl oS5 Jlis I g2l . Juinal
Jlachl 59l JSlio Jg> & loglell

Jaadl 5ol 295 e Al 95 Jisall 5915 usSs a5 15] Al 95 Jaisall 9l L9 AIP-SSM &, Lis ¥ -
ASA

Uzl bl

oY ity pgis Y9 pioge 68 WS ozl Jilu, (AIP-SSM) duaaill IPS 6359 aus

07Aug2007 18:59:50.468 0.757 interface[367] Cd/WerrWarning Inline
.data bypass has started

07Aug2007 18:59:59.619 9. 151 mai nApp[418] cpl ane/ E Error during socket
read

07Aug2007 19:03:13.219 193. 600 nac[373] G d/WerrWarning New host ip
[192. 168. 101. 76]

07Aug2007 19: 06:13.979 180. 760 sensor App[417] C d/ W errWarni ng
unspeci fi edWarni ng: There are no interfaces assigned to any virtua
.sensors. This can result in sone packets not being nonitored

() 07Aug2007 19:08:42.713 148. 734 mai nApp[ 394] cpl ane/ E Error - accept
call returned -1

07Aug2007 19:08:42.740 0.027 interface[367] Cd/WerrWarning Inline
.data bypass has started

ASA slac] piy ASA J aalzll a>glll dg>l) diuss piy p S, IPS j2iiuus ol 68 018 Uaz)l @l wuw
L oWl i)l Gusi dojly SJ9 ddasill SSM 6329 I oLl 59,0 45,5 Jlw,Y dxall asy lally
bl 59,0 4,> auuoy SSM poii S ASA Letiniy il awalsl a>glll dg>lg

error Message: | pLogProcessor::addl pLog: Ran out of file descriptors nanme=err\Warn
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.errorMessage: |pLog 1701858066 termi nated early due to |lack of file handles
name=Err Li mi t Exceeded

Jeas Jilasiy Cisco _uwogi . plaill 5)lge guo> dusis o8 0,93 Silg ‘IP:M oSai J i Plw,l 0i®
Jnss gua=ill/lg>Nolg cllaz Yl BlaSiwl Lol,eY nad aslaziwl gy &Y IP

o i 6olel jeuisuund| pg8) Cu> (Ua3) Errvarning I nLine Error Message Uazsdl dllw, 1y, tdas>Ne
@9l Luaxs ddac o 519,00 252 989 (@99l Loz amy 198e Sl

Syslog ae>

.auis  GuuisS AIP-SSM syslog acx, ¥

315l (SDEE) oloVl jle> &> Jsls WS oo D AIP-SSM (0 agiill ologles (alid dvol iVl da, ol
oledeill dl s xic 0355] oo eL,>l5 SNMP aaso clind 63000 o leudgi (ugSi o

AIP-SSM .ug0i 6>l

o Sy ddaaill AIP-SSM 61>9 uxxis Y

augos 63le] 95 dylnoill AIP-SSM 62>9 i Acld xpo JSuiy dylooill AIP-SSM 6a>9 i @) 13)]
ASA 2g05 325 V9 dlaaill AIP-SSM 61>9 agas 65lcY hw-module 1 reload ;oY pasiwl .ASA

AIP-SSM J _59,5SIVN oyl awis
Comoriuwall JI (59 58IV 2l Olgus Jlw,l AIP-SSM JgSeig ) Sou D

.90 € al N

do old ologleo

7.2 j100YI (Cisco (0 VI jlg 4ol 2250 -

7.2 )1a0YI (Cisco 40 LYl jlg=> ol Jouw  Jilw) -
5.1 )laoYl (pol2:8Y gia) Cisco plins jolol 2240 -
Cisco Systems - olaiiwally sl acall -
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