odosu ludl§ IKEVT IPsec pu p9dg IJs p9 e
wlguegsle ASDM g CLI g Js ASA

lJpzosslo

| Jp, 9506

IJpobJole Il wsé
IJeobJoule

lJodoule | OEdp0

IJodosy su) poeldz ASDM VPN

lJodasy so) 9lzed uwlo, gle, (CLI

oJoso [Je9 8 B Jloshle ASA 8.4 gl osl)le 1Jizse
odosu 19 9s A Jloshle ASA 8.2 olJloslhle Uij)ro

oz 1 ez o

lJo | 6
ASDM

CLI

lJezJ6 1 JI9 s
lJp,z2J6 [JElsé

| wod, wldd 1JIzble ol oIzl
ASA 1Jl, ,05l,le 8.4 olJl, 0315l I._Ji?)o
ASA IJl, 050,le 8.3 9l wal )l 1L 850

lJp 9500
SueW o3l IJp o d@gé@gé odysu v wubd pvclz IUlue,uw IJluesl, 1 (IKEvT) IPsec oy
2958 1JS 2988 5o zol3 1Jielo 1J8lod JJodssd (ASA) o0 IJudwJs Cisco 5515-X Series

lJ>s suved IJluosl) 9.2.X pu IJoyulpz 9 Cisco 5510 Series ASA 1Uss suved IUluosl) 8.2.X pu
lJeulpe.

IJecbdule IUIgulusé

lJeobdolo

9008 Cisco Llu oday Jrsd pe,ds Lldpsluose IJoldss:
- Sew lousle logold IP 1Jguled
- Sew [Jduwelz wode Idogesdedle:

w9w9d9d pebb wslule |4pu.uoé>p (UDP) 500 5 4500 Jpwwys Idogde Bs
IPsece,9w9d9d IP Jze9Js lelu IJoopsy (ESP) 50 Jeuwwss wslule IPsec

lJedsule IJpuwegsped



oo Idpedple 1Ugl)sse Ws o3l IUpuwews [Us luosble 1duslez sldedsule 1Jpbss IJoldss:

. Cisco 5510 Series ASA Iy, s,J o wypesé LoSES 8.2

- Cisco 5515-X ASA |U3s suved IJoyulpe woses 9.2
e logble Idegdspele 1d91)36 Ws 03l ldpuwows pu 1Jiz056 1J 92956 LBs wisisé pgpdssd ¢luos.
wlo zpse IUlzoss 1dpuwegsps Os 03l IJpuwowd oodssu ppuwse (I9eluss). Bl dloe
Jedod 96 IJogvgsd: Wolds oy Wopd JJules) Idpeeed Jls lp).

IJodssu

Sue o3l IJ g wpe Js9so wIdysy ud,_9 VPN o0 093¢ |Js p9 3¢ pU eJIJ peldez Adaptive
Securlty Device Manager (ASDM) VPN Iy o ¢JIJ CLI (9lgos b, 19l 0,).

lLowe lJotbsbs JJubwds

Sop luwegsle 03l Ipgbl JJipeds Bs 03l IJpuweus:

SITE-A SITE-B
Al |8
S | | INSIDE OUTSIDE INSIDE | | N
— H
- 192.168.1.1 ﬂ
S | ]
----F' 0B =
5510 (Ver:8.2) 5515 (Ver:9.2)

IJodosy evy peldz ASDM VPN
idpd IJgbosle IJeldss Jlesls o d VPN oo p98e 1S psde oo I peldz ASDM:

1. géoa ASDM glJlye@ld IJs Wizards > VPN Wizards > Site-to-site VPN Wizard.
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2. 108y Next wpzys 1U9uo9d IUs 1Juodzs I ssuvss Jdpelde.

fﬁ Site-to-site WPN Connection S=tup Wizard

i

F I
VPN Wirand e 2

prabecis the dala using the Peec prodoced,

Site-fo-3he VAN
LAt 'ﬁ' — Rimoie

= e

Hers 15 & viden on bow b0 sesup & gbe-to-sie WP commsction.

Lise this mizard bo setup new sie-to-st= VEH nned. A funned betwesn o devices 15 called & site-to-sie funnel and 15 bidrechonal. - & site-to-gbe VP nned

ot ]

pdlebbs: o908, Iese [Loshle ASDM Loulb JJs Bsss9 suine 03l ldodssy.
3. 8p wodssu sl IP Jdubs). O odl ldpsld sop cesso ewslu IP Jdubs) eds

192.168.1.1 B IJes e (). Bl Gpo wodsso guslu IP Jdubs) eds 1desde (1) Sszw

oEssyo lJs 172.16.1.1. Jol wp weass 1J9lzed IJos spdu pu gdldol 1Us o] IJs 1Uby8

lJogss. 1@y Next wpg)d IUIJoplJ.



',a Lita-to-site WPMN Cormection Setup Wizard _

Steps Peer Device [dentfication
1. Introduction This step lets you identifiy the paer WP dewvioe by i6s 1P address and the niterface used to access the peer.
2. Peer Dewvice
Tdentification Pear IF Addrass: |192.168. 1.1

3, Traffic te protect

a, Secunty WP Access Interface: | oussda -

5, AT Fxemot

&, Sumemary

EEiETT o ] [

4. 9p wodssu IJuvodle Idpedsé sldwgsss (pue) s e, 31U9z0d). wesue oo
IJue9,6 odssu 1dpsde (o) (subod IJeduw eds 1desse (1)

T Site-to-site VPN Connection Setup Wizard R i

Sheps Traffic to protect

1. Tnsraductien This step keta vou identify $he local network and remate network between which the traffic ks to be protected wsing TPser endryption,
2. Peer Device Tdentficatio .

1. Traffic to pratect Local Hetwork: (1002 2.0_24 |:

4, Sacunty R=s=ile Hebwork: (10.1.1,0_24 E

5. AT Exempt

& Summary

[ sBak | [ hest= ] Canel || b

5. s Lodes IJiplu §p wodssu IJpdole Ipuiend puvedl (sew lu soblud eds JJI
lJuolsosw). lu®) Next wegys IJIJwpld.



§ Sabe-ba-site VPN Conreclion Setup Wisesd S S —

1. Infreduction Tris abep lets ywou secure the selected trafic

2, Poor Devics Tdentificatio
i Simple Configuration

3. Traffic fo pratect
A58 uses the pre<harsd kew antersd hers o sothenboais this desace wath the pesr. A500M il s=lect commion IKE and 1S80F ssounty parsmetsrs for

4. Leou
Y thiat vl abow funnel catablighmens. Ttia recimmended that this aption b aio sekected when configuring the remote peer,
5. HAT Exempt
&, Sumsary Preghared ey;: seeew
L 1 Custipmized Configuration
ouw can use pre-shared key or dighs cerbScale for suthenbica®on with e pee devdoe. You can g e bure the dads enorypbion algonthms ASDR
selected for you,

6. yuIdduo ldpuos) Sho Jzyds py9) eds I ASA. s 990 ASDM wJilissl wlogile $lgsé
ozed gudlu IJuveds (NAT) luwoobl JJs uesl) ASA 95390l pg w§so lJodssy WO
IJglogs IJuolisse. pdlzbd: eds uwesd IUpold Idpuweigse O o3l ldpuwous: spod
"lslgd" puosy 2o
1Je9,. -

(B Site-to-site VON ConnectioR Setip Wizsn] SIS ——"_———
i _ [Pt =
1. Dntrechaction Thig alep alloves you bo exenpt e local nebwork addresses from netrork ransation,
2. Peer Devioe Tdentificatio
3
4

i L g oo 1
% Traff o arotect :ﬂmmmmmkﬁumm.m _n.nd-e )

< Fiarck; Hast > Canced || Hep |

7. 599 IJpgldz IJl0 pdi ool JJodssu 1Uds sop s3g0 IUs ASA. Slzee 9588w IJouvdsd
gpdso e &p bbb 9o Finish.



[} Site-to-site VPN Connection et iza rol M S——

ST
Here i the summary of the configuration.

Isame= Value
=l summary *
Peer Devic= IP Address 192, 168.2.1 |
WPN Access Inserface oustside
Proteced Tsffc AR 103 15000
ERE Vension ilovwed EE version 1 .and IKE version 2
=1 Authentication Methad
IKE wi Uz pre-shared key
IHE v Use pre-shared key when bcal device acress the peer
Ui pre-chare key when pesr device sotess e loca devie
=1 Encryption Policy
Perlecl Forward Sececy (PFS) Drsbiled
= KE vl
IKE Palicy pre-share-g=c-ala
ESP-AES-133-5HA, ESP-AES- 1ZE-MI0 5, ESP-AFS-192-CHA, ESP-AES-192-MD5,
Peec Propess ESP-AZ5-255-500, ESP-AES-25E-MD S, E5P-30E5-8HA, BSP-IDESMEE,
ESF-DES-SHA, E57-DES-HDS
“ITREv2
I¥E Paficy
F TPeec Proposs AESI36, AES192, AES, DES, DES x
!
‘ | =Bak |[ Fosh | | cancel || hebo
’

Jodaso gw Slzos pub, 1Uisle, (CLI)

S9uog 03l Idduwe Jsssé wdssy w9 § IKEVT IPsec pu 098¢ IJs 98¢ ey CLI (9lz0s wb,
Jisles).

odosu IJpode B Jlueshle ASA 8.4 glJ|osble IJia)o

B luoshle ASA 8.4 sl osble Idizse. op w@ssp sgp JIJ pu IKEVT 9 Internet Key Exchange
IUluol, 2 (IKEv2).

odese Jdeuesd 8Js pisd pu ldpedsple 29d 19,98 wsu IUluosbso: bze IUs Suwe

Jeb3l lJeszsd 1Js IKEV2S o0 IJesesd Iduwse J IKEVT [Js odssey o9 IKEV2 L2L
eJs puweuwd ASA 8.4 Code oy Cisco.

odest: Jdeuesd eds pold cdysu IKEV2 pg ASA. IJs ulb)s eJs w99 IKEV2 oy 098¢
I 98¢ wsu ASA 9lpuJs wdesuy | 20 pwowd Cisco.

IJpy2Js 1 (IKEv1)
IJpd IJgbsle IJoldss Jodssye IJeeds 1:
1. 5¢Jo 03l e, 5l¢J I CLIin order to pJdue IKEVT gds IJSho ghes:
crypto ikevl enable outside

2. logule guslgws IKEVT IJos wess 1Jgslyjesle/ldb,$ ldos gvsepe luvegslpol Jdozjisé
9ldpob 80 9pz 980 Diffie-Hellman 959,06 1Jzslo 9ldovds,):

crypto ikevl policy 1



http://www.cisco.com/c/ar_ae/support/docs/security/asa-5500-x-series-next-generation-firewalls/113597-ptn-113597.html#topic1N400024
http://www.cisco.com/c/ar_ae/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html
http://www.cisco.com/c/ar_ae/support/docs/security-vpn/ipsec-negotiation-ike-protocols/117337-config-asa-router-00.html

!The 1 in the above command refers to the Policy suite priority
(1 highest, 65535 | owest)

aut henti cation pre-share

encrypti on aes

hash sha

group 2

lifetine 86400

3. Yp .__{!Quiulc £2p9e8 10818 wew Lwpele IPsec 98p wodssy eusly IP JJubs,) 9plule
IJow s Idpube,d puwodl:

tunnel -group 192.168.1.1 type ipsec-12I|

tunnel -group 192.168.1.1 ipsec-attributes

i kevl pre-shared-key cisco

! Note the IKEvl keyword at the begi nning of the pre-shared-key command

IJeyedo 2 (IPsec)
IJpd IJgbsle 1Joldss Jodsse 1pyeds 2:

1. 8p wluuble Blises 9009d wess 2Js 1des) Idos pwsoe cuvds ol slugble Jusle Jol.
B ol ldpeldi 2)Is )9, Idpuodes os s IUeg) pu IJ0SS IUss sop lUzuesd edse
o Iduvedo 1J,es6 10.2.2.0 |JJs 10.1.1.0. 9590 10 Sewss eds beldle pogsse 151
Jluw ould gvodle W86 pogsss puve,Jds wsu 1Jeslde.

S IJluosble 8.4 sldlueshle Idizse: spdu logile Jlisole Iy pzesele Jisole wgpd
Jelysle Jduvedle s IJuvodle 1JB,ess 19 goulss IP Jdpuos 9 Jlisole pogsss. $p
clogile Jlisoso seesslo eds vvodle 9,86 ppdss 908536 9lumasleopl JIJ pu
Slispd IJozdp B IUsuesd (ACL) JJwuv s, 9zpd NAT.

obj ect network 10.2.2.0_24
subnet 10.2.2.0 255.255.255.0
obj ect network 10.1.1.0_24
subnet 10.1.1.0 255.255.255.0

access-list 100 extended permit ip object 10.2.2.0_24 object 10.1.1.0_ 24
2. &9y pzpe9ed ldugssd (TS) sldes szw lu wouseu IUIJes IUIguluusé IKEVL. Szo
logile TS pblod gds Iy Idogss sual.

crypto ipsec ikevl transformset nyset esp-aes esp-sha-hnac

3. 8p wodssu Brsbs lJoyvds) sldos wress eds Idpdsole 1Jeldss:
cuslu IP IJobs,8lises 1U9uo9d Idps )96 IJos wewss eds 2yIo o)) IBksros
luwlesly guysé lehé Iduggse IJIleds IUIRoshss (PFS). IJos oouuiis j9g 228> pu
p8lose Diffie-Hellman 1Jes sop luvegsleol Jeelss Iuslole (Sze wpdso JJI
IJzlowso eo PFS $od boy, 1Jpesz2ds 2)

4. obosd Hsbo ldogvds) eds IJlzes 1Jghzss:

crypto map outside_map 20 match address 100
crypto map outside_map 20 set peer 192.168.1.1
crypto map outside_map 20 set ikevl transformset nyset



crypto map outside_map 20 set pfs
crypto map outside_map interface outside

luvoeule NAT

wpue lu Jlsguoe IJ VPN 2,36 0,9, 1Js ls Tg) nat §less. 030 o Blgss NAT IJos sop
!L}ucba)|po|2

nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination static
10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-|ookup

pdlgbé: e |uwogsle uodle _ué)g:_ggé PUE6: Sew edsd luyile prpsgle Jisule
vluweddle gese Iduvodle 1J,es6 Jdpuod) 9l1Jozed sluwagpldol s 9legss NAT.

obj ect -

group network 10. x. x. x_SOURCE

net wor k- obj ect 10.4.4.0 255. 255.255.0
net wor k- obj ect 10.2.2.0 255. 255.255.0

obj ect

network 10. x. x. x_DESTI NATI ON

net wor k- obj ect 10. 3. 3.0 255. 255.255.0
net wor k- obj ect 10.1.1.0 255.255.255.0

nat (inside,outside) 1 source static 10.x.x.x_SOURCE 10. x. x. Xx_SOURCE desti nati on
static 10.x.x.x_DESTI NATI ON 10. x. x. x_DESTI NATI ON no- proxy-arp route-| ookup

[Jeld upsde Jodssy

Ispel sds Idodysy 1JIled JJpsde B:

crypto ikevl enable outside

crypto i kevl policy 10
aut hentication pre-share
encryption aes

hash sha

group 2

lifetinme 86400

t unnel -
t unnel -

group 192.168.1.1 type ipsec-12l|
group 192.168.1.1 ipsec-attributes

i kevl pre-shared-key cisco
INote the I KEvl keyword at the begi nning of the pre-shared-key command.

obj ect
subnet
obj ect
subnet

access-

network 10.2.2.0 24
10.2.2.0 255.255.255.0
network 10.1.1.0 24
10.1.1.0 255.255.255.0

list 100 extended permt ip object 10.2.2.0_24 object 10.1.1.0_24

crypto ipsec ikevl transformset nyset esp-aes esp-sha-hnac



crypto map outside_map 20 match address 100

crypto map outside_map 20 set peer 192.168.1.1

crypto map outside_map 20 set ikevl transformset mnyset
crypto map outside_map 20 set pfs

crypto map outside_map interface outside

nat (inside,outside) 1 source static 10.2.2.0_24 10.2.2.0_24 destination static
10.1.1.0_24 10.1.1.0_24 no-proxy-arp route-I|ookup

odosu IJesde A Jluoshle ASA 8.2 glJ|oshle 1Jigse

59,22 03l lJBuwe Jsds6 ©doso IUpesde A Jluoshle ASA 8.2 sldluoshle 1UiEs .
IJpszJs 1 (ISAKMP)

IJpd IJgbsle 1Joldss Jodsse 1peds 1:

1.5¢Jo o3l 5lgJ 1J CLIin order to pdue locsue lpo lEe)lu spbalz bLs wi9csdsd
(ISAKMP) eJs IJdbu ébes:

crypto isakmp enable outside
pdlzbbs: ool Jio 1Jluosble 1dpeesss po IKE (IKEV 9 IKEV2) Jp &8> p38906: S&p
luvesle ISAKMP JJluule |Js 1deseds 1.

2. logile gusluws ISAKMP 1Jos wess 1Ugsbsesle/ldby 8 ldos uvsop luvegslpol Joule
lJpseds 1JlsJs.

odlebs: Bs pold IJodosy o3l ooy 1JdJps 1wl puss IKEVL oo 1Jluosl, 9.X sop
lowowsldo o ISAKMP.
crypto isakmp policy 1
aut henticati on pre-share
encryption aes
hash sha
group 2
lifetime 86400
3. 9p vlouble pzeses lodld Jewslu IP JJobs, (ewslu IP 1Jgbzs Jele 5515) wluwesle

|ka_9u|a |J,DU:UQ_)¢J puuvék

tunnel -group 172.16.1.1 type ipsec-|2|
tunnel -group 172.16.1.1 ipsec-attributes
pre-shared-key cisco

IJeyeJo 2 (IPsec)
IJpd IJgbsle 1Joldss Jodsse 1pyeds 2:
1. 9Jpl 09 1Jzld pg IJodsso O Iluosh 9. se edsd logble Slisps 9,09 p9uwed

Joesss 2Is py9) Idoslule sle 1Jlew ele.

access-list 100 extended permit ip 10.1.1.0 255.255.255.0
10.2.2.0 255. 255.255.0



2. §p wopp$ ts Szuss eds zese Bbiesle Joyvsds) sldoziss [Jeessd)s (cogppu
IpuudJle 1Jpg 90,06 £dled luvedole). olds oo lve pblud Jdzlow IJ1E) 1Uss op
oJdgsyo.

crypto i psec transformset nyset esp-aes esp-sha-hnac

3. wdysu b ouvds) wewss eds Idpdyole Ideldse:
cuslu IP IJobs,8lises 1J9uo9d Idps )96 IJos wzwss eds 2yIo o9, IdBksrons
luwleslh PFS Roshs: 1J3s suuvs j9z 238> pu pdlose Diffie-Hellman IJos sop
lowegslpol Jeplss Iuslole (szw lo sdse Il delowso poslddsy pe PFS wese
wlboy 1dp,zds 2)

4. obosd rsbs lJogvos) eds 1Uglzes IUghess:

crypto map outside_nmap 20 set peer 172.16.1.1
crypto map outsi de_nmap 20 natch address 100
crypto map outside_nmap 20 set transformset nyset
crypto map outsi de_nmap 20 set pfs

crypto map outside_nmap interface outside

luvoeole NAT

Sp wlogble $lispd 9,09d s 296 IUerg) IJos uwsee ledlvol pu weddle nat. B o3l
luoslye sbo ppled IJs Blises 1Usuesd 1o lue ssuw Jeyds p)9) 1JSlsssé:

access-list nonat line 1 extended permt ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0

e luwepsle Gvodle B)ess pugsss: il bl g, IUs Blises [Jso9d wdwol:

access-list nonat line 1 extended permit ip 10.3.3.0 255.255.255.0
10.4.4.0 255. 255.255.0

Swp lugvegsdle Blises 1Usuo9d pe NAT Jel 09 p9 oz oul:

nat (inside) O access-list nonat

pdlzbé: suus) 'inside’ ool [Js luwpe [J9lzosd IUsI2Js6 lJos suvade ASA gdsol 2,96 0,9,
IJoslule ldos eblog $lises 1Usuesd.

1dpld up9de IJodssy

Ispl sds IJodssu IUIled JJpsde A:

crypto isakmp enable outside
crypto i saknp policy 10

aut henti cation pre-share
encryption aes



hash sha group 2
lifetine 86400

tunnel -group 172.16.1.1 type ipsec-12|
tunnel -group 172.16.1.1 ipsec-attributes
pr e-shar ed- key cisco

access-list 100 extended permit ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0
crypto i psec transformset nyset esp-aes esp-sha-hmac

crypto map outside_map 20 set peer

crypto map outside_map 20 match address 100
crypto map outside_map 20 set transformset nyset
crypto map outside_map 20 set pfs

crypto map outside_map interface outside

access-list nonat line 1 extended permit ip 10.1.1.0 255.255.255.0
10.2.2.0 255.255.255.0

nat (inside) O access-list nonat

wog lJpzesgs

Sup luwodle vog ldpzesesd Jozsss leshble pesué cubod eds IJudE. sop luwosle oo
IJowsluvle CldIGe)lo e preses lJuss.

Sedo wErsd vog IUpzeses eds lue el slgds: pel seus v Iuvple sop wwewol po lduwels
lJpz236 eds ASA Ly spdu wgysol eds luol Ehzss: gse sop ldluweedle eo Iduwele po
ebe ehes. 03l o9 Idlp, IUss swp luvegslpo Jopsrss uvsluws Idpzeses:

group-policy SITE A internal

pdlebé: spdud g pwple pogsrds VS woz ldpeeses. JJeuosd eds Blisps wIJlss

IJuwpele 1Jppeduo: bze IUs uve wdas (wslwle Idezessd" Vs lplele odysy VPN
lJpe>36 J ASDM J yuduwds Cisco ASA 5500. IJ] ool 5.2.

welo [Roshbes Juoz IJpzesed

SEHLO Uiro_) vpn-tunnel-protocol g3> lJuwpeo u9g IJud ¥ 1Uss sz wbowsd oo Idleshble gdso.
Vs o3l ldpolde sop luwegsle IPsec:

vpn-tunnel - protocol ?

group-pol i cy node conmands/ opti ons:

I PSec I P Security Protocol |2tp-ipsec L2TP using | PSec for security
svc SSL VPN dient

webvpn WebVPN

vpn-tunnel -protocol ipsec - Versions 8.2 and prior
vpn-tunnel - protocol ikevl - Version 8.4 and |ater

s IJgsh Jodssu Idudsyd zos sbd Ws 9,28 1Jee9d (w290 2596 0,9)) 9JI sw9 .


/content/en/us/td/docs/security/asa/asa72/asdm52/selected_procedures/asdmproc/asdm_grp.html

Jodosy 03l 1Ugsl W]y vpn-idie-timeout Sz o OUNUED P aspo lJuwped 1U>38lis 9. I3 SpIdud
oESssu IJB8sesé |Js noned pl sEGS Iu lJowd Jl suwdb Iu.)l

Ssel sds peld:

group-policy SITE_A attributes

vpn-idle-tineout ?

group- pol i cy node conmands/ opti ons:

<1-35791394> Number of minutes

none | Psec VPN. Disable timeout and allow an unlimited idle period;

SEHLO U|r°.) default-group-policy S99, U'p_) 1Jp9z29> wew Iduwele IJgled Jpgpses IUodd uu&_)gSL_g
wog 1Jpze9ed IUss swp luvwgsleo J>de weuo leshble Uuoa JJud 8 IU3s wp logilgoe. swpe |3_.>
IJlesble Idlde,lgass JJeshle 1dos Jp odp wogrsdol Os woz Idpzeses pu wog pzp9esd
lBe)luos gp9ps:

tunnel -group 172.16.1.1 general -attributes
def aul t - group-policy SITE_A

IJo2dd pu lduogs

lpwegse IJpedsple 1Jedseé s o3l IJBuwe o288 pu lu IJedsso Josd sgpd wuvdd
ulese

ASDM
Jewo gldo 1oy e ASDM: Iuw@d |Js Monitoring > VPN. Swp &99.S) 030 IJpgd9plw:

- euslu IP IJulbs,

- 1Jou9wsded 1Uss swp luwogsleo Jlogile IUud 9
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show crypto ikevl sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 192.168.1.1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

I>gd 03 1Jloy) B 9lzos Lwb, 1Jisle, (CLI) JJoedd pu wIdsso ldereds 1 eds IJzlow (5510)
JJesse A

show crypto isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA 1

1 IKE Peer: 172.16.1.1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

IJesedé IJelusd

s&yu2 IJle, show crypto ipsec sa &2 1Jlo) suwlisd IPsec SAs IJos op loubldol wuso IUIEle.
Sop louvle IJodB IJpuvd) wso gulssy IP 192.168.1.1 9 172.16.1.1 Jz, I8 1Jp,9, IJos
O399 wsu Juvedle 10.1.1.0 9 10.2.2.0. spJdud 1956 92308 ESP IUJosu we luuilgopl
Jordé 1de,9, 1Uslas slduolsse. Jlsope luvesle sluw 1dpuol> 96 (AH) wlbsl Jese 9295 Huwlisd
AH SA.

g o3l Jlpy B 9lzos uwko, IJisle, (CLI) JJozdd po odssu IJpazds 2 eds 2luw IUpsde (B)
(5515):

interface: FastEthernetO
Crypto map tag: outside_map, local addr. 172.16.1.1
local ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
current_peer: 192.168.1.1
PERM T, flags={origin_is_acl,}
#pkts encaps: 20, #pkts encrypt: 20, #pkts digest 20
#pkts decaps: 20, #pkts decrypt: 20, #pkts verify 20
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: 0, #send errors 0, #recv errors O
local crypto endpt.: 172.16.1.1, remote crypto endpt.: 172.16.1.1
path mu 1500, nedia ntu 1500
current outbound spi: 3D3
i nbound esp sas:
spi: 0x136A010F(325714191)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 3442, flow_id: 1443, crypto map: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)



1V size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound pcp sas:

i nbound pcp sas:

out bound esp sas:

spi: 0x3D3(979)
transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 3443, flow_id: 1444, crypto map: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)

1V size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound pcp sas

I>ed 03 1Jlo) B 9lzos Lwb, 1Jisle, (CLI) JJoedd pu wIdsso ldeieds 2 sds IJzlow (5510)
JJesse A

interface: FastEthernetO
Crypto map tag: outside_map, local addr. 192.168.1.1
local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0)
current_peer: 172.16.1.1
PERM T, flags={origin_is_acl,}
#ipkts encaps: 20, #pkts encrypt: 20, #pkts digest 20

#pkts decaps: 20, #pkts decrypt: 20, #pkts verify 20

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed: O,

#pkts deconpress failed: 0, #send errors 0, #recv errors O

local crypto endpt.: 192.168.1.1, remote crypto endpt.: 172.16.1.1

path ntu 1500, nedia ntu 1500

current outbound spi: 3D3

i nbound esp sas:

spi: Ox136A010F(325714191)
transform: esp-aes esp-sha-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 3442, flow_.id: 1443, crypto nmap: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)

IV size: 8 bytes

repl ay detection support: Y

i nbound ah sas:

i nbound pcp sas:

i nbound pcp sas:

out bound esp sas:

spi: 0x3D3(979)
transform: esp-aes esp-sha-hmac

in use settings ={Tunnel, }

slot: 0, conn id: 3443, flow_.id: 1444, crypto nmap: outside_nap
sa timing: remaining key lifetime (k/sec): (4608000/52)

IV size: 8 bytes

repl ay detection support: Y

out bound ah sas:

out bound pcp sas

lweduuldd [Jizble gl oJlzol



luvogpdo [Jpedses Iu sJsu 930 B 03l Guwp in order to wz)so wubdsd luosl).
ASA IJluosble 8.4 slJluosble IUizse
Ibed Islo, wuopse IJigble 030 Jopass p9de Buud IJuwdas:

- debug crypto ikevl 127 (lJ oy Jo 1)
- debug crypto ipsec 127 (IJ oy J0 2)

oul pold Jlpd pu s b [oole:

| PSEC(crypt o_map_check)-3: Looking for crypto map natching 5-tuple: Prot=1,
saddr=10.2. 2.1, sport=19038, daddr=10.1.1.1, dport=19038

| PSEC( crypt o_map_check)-3: Checking crypto nmap outsi de_nmap 20: natched.

Feb 13 23:48:56 [IKEvl DEBUG Pitcher: received a key acquire nessage, spi 0x0
| PSEC(crypt o_map_check)-3: Looking for crypto map natching 5-tuple: Prot=1,
saddr=10.2. 2.1, sport=19038, daddr=10.1.1.1, dport=19038

| PSEC( crypt o_map_check)-3: Checking crypto nmap outsi de_nmap 20: natched.

Feb 13 23:48:56 [IKEV1]IP = 192.168.1.1, IKE Initiator: New Phase 1, Intf NP
ldentity Ifc, I KE Peer 192.168.1.1 |ocal Proxy Address 10.2.2.0, renote Proxy
Address 10.1.1.0, Crypto nmap (outside_map) Feb 13 23:48:56 [IKEvl DEBUG I P =
192.168.1.1, constructing | SAKMP SA payl oad Feb 13 23:48:56 [I KEvl DEBUG | P =
192.168. 1.1, constructing NAT-Traversal VID ver 02 payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, constructing NAT-Traversal VID
ver 03 payl oad

Feb 13 23:48:56 [| KEvl DEBUG I P
ver RFC payl oad

Feb 13 23:48:56 [| KEvl DEBUG I P
ext ended capabilities payl oad
Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, | KE_DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + NONE (0) total length : 172

Feb 13 23:48:56 [IKEvl] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, | KE_DECODE RECEI VED Message (msgi d=0)
with payloads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total
length : 132

192.168. 1.1, constructing NAT-Traversal VID

192.168.1.1, constructing Fragnentation VID +

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing SA payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Cakley proposal is acceptable
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing VID payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, Received NAT-Traversal ver 02 VID
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing VID payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Received Fragnentation VID
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, |KE Peer included |IKE
fragnentation capability flags: Main Mde: True Aggressive Mdde: True

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, constructing ke payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, constructing nonce payl oad
Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, constructing G sco Unity

VI D payl oad

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, constructing xauth V6

VI D payl oad

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, Send I0CS VID

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168. 1.1, Constructing ASA spoofing | OS
Vendor | D payload (version: 1.0.0, capabilities: 20000001)

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, constructing VID payl oad

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, Send Altiga/C sco VPN3000/Ci sco
ASA GW VI D

Feb 13 23:48:56 [| KEvl DEBUG I P

I o

192.168. 1.1, constructing NAT-D scovery payl oad



Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, conputing NAT Di scovery hash
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, constructing NAT-Di scovery payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, conputing NAT Di scovery hash
Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, | KE_DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304
Feb 13 23:48:56 [I KEvl] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_DECODE RECElI VED Message (msgi d=0)
with payloads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing ke payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing | SA KE payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing nonce payl oad

Feb 13 23:48:56 [IKEvl DEBUG ?I P = 192.168. 1.1, processing VID payl oad

Feb 13 23:48:56 [IKEvl DEBUGIP = 192.168.1.1, Received Cisco Unity client VID
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing VID payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Received xauth V6 VID
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing VID payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, Processing VPN3000/ ASA spoofi ng

I OS Vendor |D payl oad (version: 0.0, capabilities: 20000001)

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, processing VID payl oad

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Received Altigal/ G sco

VPN3000/ Ci sco ASA GW VI D

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing NAT-D scovery payl oad
Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, conputing NAT Di scovery hash

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168. 1.1, processing NAT-D scovery payl oad
1

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, conputing NAT Di scovery hash

Feb 13 23:48:56 [I KEv1]IP = 192.168.1.1, Connection landed on tunnel_ group
192.168.1.1

Feb 13 23:48:56 [IKEvl DEBUF! Group = 192.168.1.1, IP = 192.168.1.1, Cenerating
keys for Initiator...

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, constructing
I D payl oad

Feb 13 23:48:56 [IKEvl DEBUG ! Group = 192.168.1.1, IP = 192.168.1.1, constructing
hash payl oad

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, Conputing
hash for | SAKMP

Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Constructing | OS keep alive

payl oad: proposal =32767/ 32767 sec.
|

oo

Success rate is 80 percent (4/5), round-trip mn/avg/max = 1/3/10 ns

ci scoasa# Feb 13 23:48:56 [| KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1,
constructing dpd vid payl oad

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, | KE_DECODE SENDI NG Message (nsgi d=0)
with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) +
NONE (0) total length : 96

Feb 13 23:48:56 [IKEvl]Group = 192.168.1.1, IP = 192.168.1.1, Automatic NAT
Detection Status: Remote end is NOT behind a NAT device This end is NOT behind
a NAT device

Feb 13 23:48:56 [I KEvl] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_DECODE RECElI VED Message (msgi d=0)
with payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) +
NONE (0) total length : 96

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, |IP = 192.168.1.1, processing
I D payl oad

Feb 13 23:48:56 [| KEvl DECODE] G oup = 192.168.1.1, IP = 192.168.1.1,

ID_| PVA_ADDR I D received 192.168.1.1

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

processi ng hash payl oad

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, Conputing
hash for | SAKMP



Feb 13 23:48:56 [IKEvl DEBUG I P = 192.168.1.1, Processing | COS keep alive payl oad:
proposal =32767/ 32767 sec.

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, processing
VI D payl oad

Feb 13 23:48:56 [| KEvl DEBUQG G oup
DPD VI D

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, Connection |anded on tunnel _group
192.168.1.1

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, GCakley

begi n qui ck node

Feb 13 23:48:56 [|I KEvl DECODE] G oup = 192.168.1.1, IP = 192.168.1.1, IKE
Initiator starting QW nmsg id = 4c073b21

Feb 13 23:48:56 [IKEvl]Group = 192.168.1.1, IP = 192.168.1.1], PHASE 1 COMPLETED
Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, Keep-alive type for this connection: DPD
Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1, Starting Pl
rekey timer: 73440 seconds.

| PSEC. New enbryoni c SA created @ 0x75298588,

SCB: 0x75C34F18,

Di rection: inbound

SPI : 0x03FCIDB7

Session | D: 0x00004000

VPI F num : 0x00000002

Tunnel type: |2]

Protocol : esp

Lifetine : 240 seconds

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

I KE got SPI from key engine: SPI = 0x03fc9db7

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

oakl ey constucting qui ck node

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

constructing bl ank hash payl oad

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

constructing | PSec SA payl oad

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

constructing | PSec nonce payl oad

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

constructing proxy ID

Feb 13 23:48:56 [IKEvl DEBUG]Group
Transmitting Proxy Id:

Local subnet: 10.2.2.0 mask 255.255.255.0 Protocol 0 Port 0

Remote subnet: 10.1.1.0 Mask 255.255.255.0 Protocol 0 Port 0

Feb 13 23:48:56 [| KEvl DECCDE] Group = 192.168.1.1, IP = 192.168.1.1,

IKE Initiator sending Initial Contact

Feb 13 23:48:56 [|KEvl DEBUG Group = 192.168. 1.1,

IP = 192.168.1.1, constructing gm hash payl oad

Feb 13 23:48:56 [| KEvl DECODE] G oup = 192.168.1.1,

IP =192.168.1.1, IKE Initiator sending 1st QM pkt: msg id = 4c073b21

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, |KE_DECCDE SENDI NG Message (nsgi d=4c073b21)
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) +

NOTI FY (11) + NONE (0) total length : 200

Feb 13 23:48:56 [I KEvl] | KE Recei ver: Packet received on 172.16.1.1:500

from 192. 168. 1. 1: 500

Feb 13 23:48:56 [IKEv1]IP = 192.168. 1.1, |KE_DECCDE RECElI VED Message (msgi d=4c073b21)
with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
total length : 172

192.168.1.1, IP = 192.168.1.1, Received

192.168.1.1, IP 192.168.1.1,

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
processi ng hash payl oad

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
processi ng SA payl oad

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,
processi ng nonce payl oad

Feb 13 23:48:56 [IKEvl DEBUG G oup = 192.168.1.1, IP = 192.168.1.1,

processing | D payl oad
Feb 13 23:48:56 [| KEvl DECODE] G oup = 192.168.1.1, IP = 192.168.1.1,



I D_| PV4_ADDR_SUBNET | D recei ved--10. 2. 2. 0- - 255. 255. 255.

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP =
processing | D payl oad

Feb 13 23:48:56 [| KEvl DECCDE] Group = 192.168.1.1, IP =
I D_| PV4_ADDR_SUBNET | D received--10. 1. 1. 0--255. 255. 255.

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP =
| oading all |PSEC SAs

Feb 13 23:48:56 [| KEvl DEBUQG G oup
Generating Quick Mbde Key!

Feb 13 23:48:56 [IKEvl DEBUG Group = 192.168.1.1, IP =

192.168.1.1, IP

0
192.168.1. 1,

192.168.1. 1,
0
192.168.1. 1,
192.168.1. 1,

192.168.1. 1,

NP encrypt rule |l ook up for crypto map outside_map 20 matchi ng ACL

100: returned cs_i d=6ef246d0; encrypt_rul e=752972d0;
t unnel Fl ow_r ul e=75ac8020

Feb 13 23:48:56 [|I KEvl DEBUG G oup = 192.168.1.1, IP =
Generating Quick Mbde Key!

| PSEC. New enbryoni c SA created @ 0x6f0e03f0,

SCB: 0x75B6DD00,

Direction: outbound

SPI : 0x1BAOC55C

Session | D: 0x00004000

VPI F num : 0x00000002

Tunnel type: |2]

Protocol : esp

Lifetime : 240 seconds

| PSEC. Conpl et ed host OBSA update, SPI 0x1BAOC55C

| PSEC. Creating outbound VPN context, SPI 0Ox1BA0C55C
Fl ags: 0x00000005

SA : 0x6f0e03f0

SPI : 0x1BAOC55C

MIU : 1500 bytes

VCI D : 0x00000000

Peer : 0x00000000

SCB : 0x0B47D387

Channel : Ox6ef 0a5c0

| PSEC. Conpl et ed out bound VPN context, SPI 0x1BAOC55C
VPN handl e: 0x0000f 614

| PSEC. New out bound encrypt rule, SPI 0x1BA0C55C
Src addr: 10.2.2.0

Src mask: 255.255.255.0

Dst addr: 10.1.1.0

Dst mask: 255.255.255.0

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: 0O

Use protocol: false

SPI : 0x00000000

Use SPI: false

| PSEC. Conpl et ed out bound encrypt rule, SPI 0x1BAOC55C
Rule I D: 0x74elc558

| PSEC. New out bound permit rule, SPI 0x1BAOC55C

Src addr: 172.16.1.1

Src mask: 255. 255. 255. 255

Dst addr: 192.168.1.1

Dst mask: 255.255.255. 255

Src ports
Upper: O
Lower: O

O : ignore

192.168.1. 1,



Dst ports

Upper: O
Lower: O
O : ignore

Protocol: 50

Use protocol: true

SPI: 0x1BA0C55C

Use SPI: true

| PSEC. Conpl et ed outbound permit rule, SPI 0x1BAOC55C

Rul e 1 D: 0x6f0dec80

Feb 13 23:48:56 [IKEvl DEBUG]Group = 192.168.1.1, IP = 192.168.1.1, NP encrypt rule
look up for crypto map outside_map 20 matching ACL 100: returned cs_id=6e£f24640;
encrypt_rule=752972d0; tunnelFlow rule=75ac8020

Feb 13 23:48:56 [IKEvl] Group = 192.168.1.1, IP = 192.168.1.1, Security negotiation
conplete for LAN-to-LAN Group (192.168.1.1) Initiator, Inbound SPI = 0x03fc9db7,
Qut bound SPI = 0Ox1baOc55c

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, oakley
constructing final quick node

Feb 13 23:48:56 [| KEvl DECODE] Group = 192.168.1.1, IP = 192.168.1.1, IKE Initiator
sending 3rd QM pkt: msg id = 4c073b21

Feb 13 23:48:56 [IKEv1]IP = 192.168.1.1, | KE_DECODE SENDI NG Message (nsgi d=4c073b21)
with payloads : HDR + HASH (8) + NONE (0) total length : 76

Feb 13 23:48:56 [I KEvl DEBUG Group = 192.168.1.1, IP = 192.168.1.1, |IKE got a KEY_ADD
msg for SA: SPI = Ox1lbaOc55c

| PSEC. New enbryoni c SA created @ 0x75298588,

SCB: 0x75C34F18,

Direction: inbound

SPI : 0x03FCODB7

Session | D: 0x00004000

VPI F num: 0x00000002

Tunnel type: |2]

Protocol : esp

Lifetime : 240 seconds

| PSEC. Conpl et ed host |BSA update, SPI 0Ox03FCODB7

| PSEC. Creating inbound VPN context, SPI 0x03FCODB7

Fl ags: 0x00000006

SA : 0x75298588

SPI : 0x03FCODB7

MIU : 0 bytes

VCI D : 0x00000000

Peer : 0Ox0000F614

SCB : 0x0B4707C7

Channel : 0x6ef 0a5cO

| PSEC. Conpl eted i nbound VPN context, SPI 0x03FCODB7

VPN handl e: 0x00011f 6¢c

| PSEC. Updating out bound VPN cont ext 0x0000F614, SPI Ox1BA0OC55C

Fl ags: 0x00000005

SA : 0x6f0e03f0

SPI : 0x1BA0C55C

MIU : 1500 bytes

VCI D : 0x00000000

Peer : 0x00011F6C

SCB : 0x0B47D387

Channel : 0x6ef 0a5cO

| PSEC. Conpl et ed out bound VPN context, SPI 0x1BAOC55C

VPN handl e: 0x0000f 614

| PSEC. Conpl et ed out bound inner rule, SPI O0x1BA0C55C

Rul e I D: 0x74elc558

| PSEC. Conpl et ed out bound outer SPD rule, SPI 0x1BA0C55C

Rul e 1 D: 0x6f0dec80

| PSEC. New i nbound tunnel flow rule, SPI 0x03FCODB7

Src addr: 10.1.1.0

Src mask: 255.255.255.0

Dst addr: 10.2.2.0



Dst mask: 255.255.255.0
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore
Protocol: O

Use protocol: false
SPI: 0x00000000

Use SPI: false

| PSEC. Conpl et ed i nbound tunnel

Rul e I D: 0x74elb4al

| PSEC. New i nbound decrypt
Src addr: 192.168.1.1

Src mask: 255. 255. 255. 255
Dst addr: 172.16.1.1

Dst mask: 255.255. 255. 255
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Prot ocol : 50

Use protocol: true

SPI : 0x03FCODBY

Use SPI: true

| PSEC. Conpl et ed i nbound decrypt

Rul e I D: 0Ox6f0de830

| PSEC. New i nbound permt
Src addr: 192.168.1.1

Src mask: 255. 255. 255. 255
Dst addr: 172.16.1.1

Dst mask: 255.255. 255. 255
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Prot ocol : 50

Use protocol: true

SPI : 0x03FCODBY7

Use SPI: true

| PSEC. Conpl et ed i nbound perm t

Rul e I D: 0Ox6f0de8d8

rul e, SPI

Feb 13 23:48:56 [|KEvl DEBUG Group = 192.168. 1.1,

recei ved KEY_UPDATE, spi

Feb 13 23:48:56 [| KEvl DEBUQG G oup
24480 seconds.
Feb 13 23:48:56 [IKEv1l]Group

P2 rekey tinmner:

COMPLETED (msgid=4c073b21)

0x3f c9db7

flowrule, SPI 0x03FCODB7
0x03FC9DB7
rul e, SPI 0x03FC9DB7
SPI 0x03FCODB7
rule, SPI 0x03FC9DB7
IP = 192.168.1.1, Pitcher:
= 192.168.1.1, IP = 192.168.1.1, Starting

192.168.1.1, IP =

ASA IJ|luosble 8.3 slJluesble 1Ui8s e

192.168.1.1,

PHASE 2



i)é_J igl,o_, SUOTST IJiéJoIc 030 Juzasd p98¢E Vubd IJuds:

- debug crypto isakmp 127 (IJ e 26 1)
- debug crypto ipsec 127 (IJ oy Jo 2)
oul pold Jlpd pu suoob lucle:

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, |KE_DECODE RECElI VED Message (nsgid=0) with
payl oads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
NONE (0) total length : 172

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processing SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Cakley proposal is acceptable

Feb 13 04:19:53 [IKEvl DEBUG: |IP = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received NAT-Traversal ver 02 VID
Feb 13 04:19:53 [IKEvl DEBUG: |IP = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received NAT-Traversal ver 03 VID
Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received NAT-Traversal RFC VID
Feb 13 04:19:53 [IKEvl DEBUG: |IP = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received Fragnentation VID

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, |IKE Peer included |KE fragnentation
capability flags: Miin Mde: True Aggressive Mde: True

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processing | KE SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG]: IP = 172.16.1.1, IKE SA Proposal # 1, Transform # 1
acceptable Matches global IKE entry # 1

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing | SAKMP SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing NAT-Traversal VID ver
02 payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing Fragnentation VID +
ext ended capabilities payl oad

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, |KE_DECCDE SENDI NG Message (nsgid=0) with
payl oads : HDR + SA (1) + VENDOR (13) + VENDOR (13) + NONE (0) total length : 132
Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, |KE_DECCDE RECElI VED Message (msgi d=0) with
payl oads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processing ke payl oad

Feb 13 04:19:53 [IKEvl DEBUF: IP = 172.16.1.1, processing | SA KE payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processing nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUG: |IP = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received G sco Unity client VID

Feb 13 04:19:53 [IKEvl DEBUG: |IP = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received xauth V6 VID

Feb 13 04:19:53 [IKEvl DEBUG: |IP = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Processi ng VPN3000/ ASA spoofing |IOS
Vendor | D payload (version: 1.0.0, capabilities: 20000001)

Feb 13 04:19:53 [IKEvl DEBUG: |IP = 172.16.1.1, processing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Received Altigal/C sco VPN3000/ G sco
ASA GW VI D

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processi ng NAT-Di scovery payl oad
Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, conputing NAT Di scovery hash

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, processi ng NAT-Di scovery payl oad
Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, conputing NAT Di scovery hash

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing ke payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing C sco Unity VID payl oad
Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing xauth V6 VID payl oad
Feb 13 04:19:53 [IKEvl DEBUF: IP = 172.16.1.1, Send IOS VID

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Constructing ASA spoofing | OS Vendor
I D payl oad (version: 1.0.0, capabilities: 20000001)

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, constructing VID payl oad

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Send Altigal/ C sco VPN3000/Ci sco



ASA GW VI D
Feb 13 04:19:53 [IKEvl DEBUG: | P
Feb 13 04:19:53 [IKEvl DEBUG: | P

172.16. 1.1, constructing NAT-Di scovery payl oad
172.16. 1.1, conputing NAT Di scovery hash

Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, constructing NAT-D scovery payl oad
Feb 13 04:19:53 [IKEvl DEBUG: |P = 172.16.1.1, conputing NAT Di scovery hash

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, Connection landed on tunnel_group 172.16.1.1
Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, Generating keys
for Responder. ..

Feb 13 04:19:53 [IKEv1l]: |IP = 172.16.1.1, |KE_DECCDE SENDI NG Message (mnsgid=0) with
payl oads : HDR + KE (4) + NONCE (10) + VENDOR (13) + VENDOR (13) + VENDOR (13) +
VENDOR (13) + NAT-D (130) + NAT-D (130) + NONE (0) total length : 304

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, |KE_DECCDE RECElI VED Message (msgi d=0) with
payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) + NONE (0)
total length : 96

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing

I D payl oad

Feb 13 04:19:53 [I KEvl DECODE]: Goup = 172.16.1.1, IP = 172.16.1.1, |1D_|I PV4_ADDR

ID received 172.16.1.1

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing

hash payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, Conputing

hash for | SAKMP

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Processing | OS keep alive payl oad:
proposal =32767/ 32767 sec.

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing

VI D payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, Received DPD VID
Feb 13 04:19:53 [IKEvl1l]: Group = 172.16.1.1, IP = 172.16.1.1, Automatic NAT Detection
Status: Remote end is NOT behind a NAT device This end is NOT behind

a NAT device

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, Connection landed on tunnel_group 172.16.1.1
Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,

constructing | D payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,
constructing hash payl oad
Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,

Conputing hash for | SAKMP

Feb 13 04:19:53 [IKEvl DEBUG: IP = 172.16.1.1, Constructing |COS keep alive payl oad:
proposal =32767/ 32767 sec.

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,

constructing dpd vid payl oad

Feb 13 04:19:53 [IKEv1l]: IP = 172.16.1.1, |KE_DECCDE SENDI NG Message (mnsgid=0) with
payloads : HDR + ID (5) + HASH (8) + | OS KEEPALI VE (128) + VENDOR (13) + NONE (0)
total length : 96

Feb 13 04:19:53 [IKEvl]: Group = 172.16.1.1, IP = 172.16.1.1, PHASE 1 COMPLETED

Feb 13 04:19:53 [IKEv1l]: IP = 172.16.1.1, Keep-alive type for this connection: DPD
Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, Starting Pl
rekey timer: 82080 seconds.

Feb 13 04:19:53 [IKEvl DECODE]: IP = 172.16.1.1, |IKE Responder starting Q4 nsg id =
4c073b21

Feb 13 04:19:53 [IKEv1l]: IP = 172.16.1.1, |KE_DECCDE RECElI VED Message

(msgi d=4c073b21) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) +

ID (5) + NOTIFY (11) + NONE (0) total length : 200

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,
processi ng hash payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,
processi ng SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,
processi ng nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,

processing | D payl oad

Feb 13 04:19:53 [I KEvl DECODE]: G oup = 172.16.1.1, IP = 172.16.1.1,

I D_| PV4_ADDR _SUBNET I D received--10. 2. 2. 0--255. 255. 255. 0

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, Received renote IP



Proxy Subnet data in |ID Payl oad: Address 10.2.2.0, Mask 255.255. 255.0,

Protocol 0, Port O

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1,

processing | D payl oad

Feb 13 04:19:53 [I KEvl DECCDE]: Goup = 172.16.1.1, IP = 172.16.1.1,

I D_| PV4_ADDR_SUBNET | D received--10. 1. 1. 0--255. 255. 255. 0

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, Received local IP
Proxy Subnet data in |ID Payl oad: Address 10.1.1.0, Mask 255.255. 255.0,

Protocol 0, Port O

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing
notify payl oad

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP
not found by addr

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP
check, checking map = outside_map, seq = 20...
Feb 13 04:19:53 [IKEvl1l]: Group = 172.16.1.1, IP = 172.16.1.1, Static Crypto Map
check, map outside_map, seq = 20 is a successful match

Feb 13 04:19:53 [IKEvl]: Group = 172.16.1.1, IP = 172.16.1.1, IKE Remote Peer
configured for crypto map: outside_map

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP
| PSec SA payl oad

Feb 13 04:19:53 [IKEvl DEBUG]: Group = 172.16.1.1, IP = 172.16.1.1], IPSec SA
Proposal # 1, Transform # 1 acceptable Matches global IPSec SA entry # 20

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, I KE requesting SPI!
| PSEC. New enbryoni c SA created @ O0xAB5C63A8,

SCB: 0xABD54E98,

Di rection: inbound

SPI : 0x1BAOC55C

Session | D: 0x00004000

VPI F num : 0x00000001

Tunnel type: |2]

Protocol : esp

Lifetine : 240 seconds

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, |KE got SPI
from key engine: SPI = 0Ox1lbaOc55c

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, oakley
constucting qui ck node

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
bl ank hash payl oad

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing

| PSec SA payl oad

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing

| PSec nonce payl oad

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
proxy ID

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, Transmitting
Proxy Id:

Renmot e subnet: 10.2.2.0 Mask 255.255.255.0 Protocol O Port O

Local subnet: 10.1.1.0 mask 255.255.255.0 Protocol O Port O

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, constructing
gm hash payl oad

Feb 13 04:19:53 [IKEvl DECODE]: Group = 172.16.1.1, IP = 172.16.1.1, |KE Responder
sendi ng 2nd QM pkt: msg id = 4c073b21

Feb 13 04:19:53 [IKEvl]: IP = 172.16.1.1, |KE_DECCDE SENDI NG Message

(msgi d=4c073b21) with payloads : HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) +
ID (5) + NONE (0) total length : 172

Feb 13 04:19:53 [IKEv1l]: IP = 172.16.1.1, |KE_DECCDE RECElI VED Message

(msgi d=4c073b21) with payloads : HDR + HASH (8) + NONE (0) total length : 52

Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, processing
hash payl oad

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP
| PSEC SAs

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP
Qui ck Mode Key!

172.16.1.1, QM IsRekeyed ol d sa

172.16.1.1, Static Crypto Map

172.16. 1.1, processing

172.16.1.1, loading all

172.16.1.1, Generating



Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP =
rule look up for crypto nmap outside_map 20 matchi ng ACL
cs_i d=ab9302f 0; rul e=ab9309b0

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP =
Qui ck Mode Key!

| PSEC. New enbryoni c SA created @ 0xAB570B58

SCB: 0xABD55378

Direction: outbound

SPI : 0x03FCODB7

Session | D: 0x00004000

VPI F num : 0x00000001

Tunnel type: |2]

Protocol : esp

Lifetime : 240 seconds

| PSEC. Conpl et ed host OBSA update, SPI 0Ox03FCODB7

| PSEC. Creating outbound VPN context, SPI 0x03FCODB7
Fl ags: 0x00000005

SA : OxAB570B58

SPI : 0x03FCIDB7

MIU : 1500 bytes

VCI D : 0x00000000

Peer : 0x00000000

SCB : 0x01512E71

Channel : 0OxA7A98400

| PSEC. Conpl et ed out bound VPN context, SPI 0x03FC9DB7
VPN handl e: 0x0000F99C

| PSEC. New out bound encrypt rule, SPI O0x03FCODB7

Src addr: 10.1.1.0

Src mask: 255.255.255.0

Dst addr: 10.2.2.0

Dst mask: 255.255.255.0

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: 0O

Use protocol: false

SPI : 0x00000000

Use SPI: false

| PSEC. Conpl et ed out bound encrypt rule, SPI 0x03FCODB7
Rul e I D: OxABD557B0

| PSEC. New out bound permit rule, SPI 0x03FCODB7

Src addr: 192.168.1.1

Src mask: 255. 255. 255. 255

Dst addr: 172.16.1.1

Dst mask: 255.255. 255. 255

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol : 50

Use protocol: true

SPI : 0x03FCODBY7

Use SPI: true

| PSEC. Conpl et ed out bound permit rule, SPI 0x03FC9DB7
Rul e I D: O0xABD55848

172.16. 1.1, NP encrypt
100: returned

172.16.1.1, Generating



Feb 13 04:19:53 [IKEvl DEBUF: Goup = 172.16.1.1, IP = 172.16.1.1, NP encrypt rule
| ook up for crypto map outside_nap 20 matching ACL 100: returned cs_i d=ab9302f 0O;
rul e=ab9309b0

Feb 13 04:19:53 [IKEvl]: Goup = 172.16.1.1, IP = 172.16.1.1, Security negotiation
conplete for LAN-to-LAN Group (172.16.1.1) Responder, |nbound SPI = 0OxlbaOc55c,
Qut bound SPI = 0x03f c9db7

Feb 13 04:19:53 [IKEvl DEBUG: Goup = 172.16.1.1, IP = 172.16.1.1, IKE got a
KEY_ADD nmsg for SA: SPI = 0x03fc9db7

| PSEC. Conpl et ed host | BSA update, SPI 0Ox1BAOC55C

| PSEC. Creating inbound VPN context, SPI 0x1BAOC55C

Fl ags: 0x00000006

SA : OxAB5C63A8

SPI : 0x1BAOC55C

MIU : 0 bytes

VCI D : 0x00000000

Peer : 0x0000F99C

SCB : 0x0150B419

Channel : 0OxA7A98400

| PSEC. Conpl et ed i nbound VPN context, SPI O0x1BA0C55C

VPN handl e: 0x0001169C

| PSEC. Updating out bound VPN cont ext 0x0000F99C, SPI 0x03FCODB7
Fl ags: 0x00000005

SA : OxAB570B58

SPI : 0x03FCIDB7

MIU : 1500 bytes

VCI D : 0x00000000

Peer : 0x0001169C

SCB : 0x01512E71

Channel : 0OxA7A98400

| PSEC. Conpl et ed out bound VPN context, SPI 0x03FC9DB7
VPN handl e: 0x0000F99C

| PSEC. Conpl et ed out bound inner rule, SPI 0x03FCODB7

Rul e I D: OxABD557B0

| PSEC. Conpl et ed out bound outer SPD rule, SPI 0x03FCODB7
Rul e I D: OxABD55848

| PSEC. New i nbound tunnel flow rule, SPI 0x1BAOC55C

Src addr: 10.2.2.0

Src mask: 255.255.255.0

Dst addr: 10.1.1.0

Dst mask: 255.255.255.0

Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Protocol: 0O

Use protocol: false

SPI : 0x00000000

Use SPI: false

| PSEC. Conpl eted i nbound tunnel flow rule, SPI 0x1BAOC55C
Rul e I D: OxABBD98A8

| PSEC. New i nbound decrypt rule, SPI 0x1BAOC55C

Src addr: 172.16.1.1

Src mask: 255. 255. 255. 255

Dst addr: 192.168.1.1

Dst mask: 255.255.255. 255

Src ports

Upper: O

Lower: O

O : ignore

Dst ports



Upper: O

Lower: O

O : ignore

Prot ocol : 50

Use protocol: true

SPI: Ox1BAOC55C

Use SPI: true

| PSEC. Conpl et ed i nbound decrypt
Rul e I D: OxABD55CBO

| PSEC. New i nbound permit
Src addr: 172.16.1.1

Src mask: 255. 255. 255. 255
Dst addr: 192.168.1.1

Dst mask: 255.255. 255. 255
Src ports

Upper: O

Lower: O

O : ignore

Dst ports

Upper: O

Lower: O

O : ignore

Prot ocol : 50

Use protocol: true

SPI: O0x1BAOC55C

Use SPI: true

| PSEC. Conpl eted i nbound perm t
Rul e I D: OxABD55D48

Feb 13 04:19:53 [IKEvl DEBUG: G oup
KEY_UPDATE, spi 0x1lbaOc55c

Feb 13 04:19:53 [IKEvl DEBUG: G oup
timer: 27360 seconds.
Feb 13 04:19:53 [IKEvl]:
(msgid=4c073b21)

rule, SPI

Group =

rul e,

rul e,

172.

SPI

0x1BA0C55C

SPI

172.16.1.1,

= 172.16.1.1,

16.1.1, IP =

0x1BA0C55C

0x1BA0C55C

| P 172.16.1.1, Pitcher: received

IP =172.16.1.1, Starting P2 rekey

172.16.1.1, PHASE 2 COMPLETED
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