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o J9sw 9lzod Lwlb, 1Uisle, (CLI)

DSL
Modem

Primary ISP
Network

Leased ISP
Router

Secondary ISP
Metwork

luwegpde 03l pedses in order to svdJe IJ ASA g0 bysd |J CLI:

<tfroot>
ASA#

show runni ng-config

ASA Version 9.1(5)
1

hostname ASA

!

interface GigabitEthernet0/0

nameif inside

security-level 100

ip address 192.168.10.1 255.255.255.0
!

interface GigabitEthernet0/1

nameif outside

security-level 0

ip address 203.0.113.1 255.255.255.0
!
interface GigabitEthernet0/2

nameif backup

security-level 0

ip address 198.51.100.1 255.255.255.0

1--- The interface attached to the Secondary | SP.



1--- "backup" was chosen here, but any nane can be assi gned

interface GigabitEthernet0/3
shutdown
no nameif
no security-Tlevel
no ip address
|
interface GigabitEthernet0/4
no nameif
no security-Tlevel
no ip address
|
interface GigabitEthernet0/5
no nameif
no security-Tlevel
no ip address
|
interface Management0/0
management-only
no nameif
no security-Tlevel
no ip address
|
boot system diskO:/asa915-smp-k8.bin
ftp mode passive
clock timezone IND 5 30
object network Inside_Network
subnet 192.168.10.0 255.255.255.0
object network inside_network
subnet 192.168.10.0 255.255.255.0
pager lines 24
Togging enable
mtu inside 1500
mtu outside 1500
mtu backup 1500
icmp unreachable rate-limit 1 burst-size 1
no asdm history enable
arp timeout 14400
no arp permit-nonconnected
|
object network Inside_Network
nat (inside,outside) dynamic interface
object network inside_network
nat (inside,backup) dynamic interface

1--- NAT Configuration for Qutside and Backup

route outside 0.0.0.0 0.0.0.0 203.0.113.2 1 track 1

l--- Enter this command in order to track a static route

l--- This is the static route to be installed in the routing



1--- table while the tracked object is reachable. The value after

1--- the keyword "track" is a tracking ID you specify.

route backup 0.0.0.0 0.0.0.0 198.51.100.2 254

1--- Define the backup route to use when the tracked object is unavail able.

l--- The adnministrative distance of the backup route nust be greater than

l--- the adm nistrative distance of the tracked route.

l--- If the primary gateway is unreachable, that route is renoved

1--- and the backup route is installed in the routing table

l--- instead of the tracked route.

timeout xlate 3:00:00

timeout pat-xlate 0:00:30

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute

timeout tcp-proxy-reassembly 0:01:00

timeout floating-conn 0:00:00

sla monitor 123

type echo protocol ipIcmpEcho 4.2.2.2 interface outside
num-packets 3

frequency 10

l--- Configure a new nonitoring process with the ID 123. Specify the

l--- nonitoring protocol and the target network object whose availability the tracking
l--- process nonitors. Specify the nunber of packets to be sent with each poll

1--- Specify the rate at which the nonitor process repeats (in seconds).

sla monitor schedule 123 Tife forever start-time now

1--- Schedule the nonitoring process. In this case the lifetine

1--- of the process is specified to be forever. The process is scheduled to begin
l--- at the tine this command is entered. As configured, this command all ows the
l--- nonitoring configuration specified above to deternine how often the testing
1--- occurs. However, you can schedule this nonitoring process to begin in the



l--- future and to only occur at specified tines.

crypto ipsec security-association pmtu-aging infinite
crypto ca trustpool policy

!

track 1 rtr 123 reachability

l--- Associate a tracked static route with the SLA nonitoring process.

l--- The track I D corresponds to the track ID given to the static route to nonitor:
l--- route outside 0.0.0.0 0.0.0.0 10.0.0.2 1 track 1

l--- "rtr" = Response Time Reporter entry. 123 is the ID of the SLA process

1--- defined above.

telnet timeout 5
ssh stricthostkeycheck
ssh timeout 5
ssh key-exchange group dh-groupl-shal
console timeout 0
priority-queue inside
threat-detection statistics access-list
no threat-detection statistics tcp-intercept
|
class-map inspection_default
match default-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
parameters
message-Tlength maximum client auto
message-Tlength maximum 512
policy-map global_policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect esmtp
inspect sqlnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect ip-options
inspect icmp
|
service-policy global_policy global

wdysy ASDM
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f= Edit Interface

Hardware Port:  GigabitEthernet0f1 [ Zonfigure Hardware Properties. .. J

Irterface Mame: :Miide |
Security Level; 0 .

[ ] Dedicate this interface to management only

Channel Group: _

[¢/] Enable Interface

IP Address
(%) Use Static IP () Obtain Address via DHCP () Use PPPGE

Al
P Address:  203.0.113.1 | 3
Subet Mask: |255.255,255.0 v
Descripkion:
I (04 | I Cancel I I Help I
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10.

F= Edit Static Route

Inkterface: oukside W

Mekwork: anyd E]
ateway IF; 203.0.113.2 E] Metric: |1
Dpkions

() None

() Tunneled {Default tunnel gateway For WPM traffic)

(*) Tracked

Track ID: |1 Track IP Address: (4.2.2.2

SLA ID: (123 Target Inkerface: | oukside

I Monitaring Options ]

Enabling the tracked option starks a job For monitaring the
stake of the route, by pinging the track address provided.
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E= Route Monitoring Options

Freguency: Seconds Data Size:

Threshald: rillisecands Tas:

Time ouk: milliseconds Mumber of Packets:

Ik, || Cancel ||
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f= Edit Static Route

Inkerface: backup

Mekwork: aryd

mateway IP: 198,511,100, Mekric:

Opkions
(%) Mone

() Tunneled {Default tunnel gatevsay For WP traffic)

() Tracked

Ok, H Cancel H
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luwog pdo 03l g,00 ley in order to 588w o ouvdsdd JleJ:

« show running-config sla monitor - sg,2 &)1z 031 1Jie, I9lo, SLA B IJoJdgse.

<{froot>
ASA#

show runni ng-config sla nonitor

sla monitor 123

type echo protocol ipIcmpEcho 4.2.2.2 interface outside
num-packets 3

frequency 10

sla monitor schedule 123 1ife forever start-time now

- show sla monitor configuration - sg,L2 Il 031 IJie, lesble IJodsse IJeldsé JJgpdss.


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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<tfroot>
ASA#

show sl a nonitor configuration 123

IP SLA Monitor, Infrastructure Engine-II.
Entry number: 123

Owner:

Tag:

Type of operation to perform: echo
Target address: 4.2.2.2

Interface: outside

Number of packets: 3

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data&colon; No

Operation frequency (seconds): 10

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

show sla monitor operation-state - sg o l¢)lz 03l 1Ule, lzuolissle IJouvgsd Jepdsé
SLA.

Bod Buid 395 306 IJlue,ue (ISP) IUlguluws: o9y 030 os 2ldé Idoyuésd:

<tfroot>
ASA#

show sl a nonitor operational-state 123

Entry number: 123

Modification time: 13:30:40.672 IND Sun Jan 4 2015
Number of Octets Used by this Entry: 2056

Number of operations attempted: 46

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (mlliseconds): 1

Latest operation start tinme: 13:38:10.672 IND Sun Jan 4 2015



Latest operation return code: OK

RTT Values:
RTTAvg: 1 RTTMin: 1 RTTMax: 1
NumOfRTT: 3 RTTSum: 3 RTTSum2: 3

L o8> Buind 0393 8306 IUloesow (ISP) IJluwlgus (5lukhs ICMP 1Js 1JWe,6 1Uje0ss
lJlods) odoy o030 o gldo IJovgsd:

<ffroot>
ASA#

show sl a nonitor operational-state

Entry number: 123

Modification time: 13:30:40.671 IND Sun Jan 4 2015
Number of Octets Used by this Entry: 2056

Number of operations attempted: 57

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (mlliseconds): NoConnection/Busy/ Ti meout
Latest operation start tine: 13:40:00.672 IND Sun Jan 4 2015

Lat est operation return code: Ti neout

RTT Values:
RTTAvg: O RTTMin: O RTTMax: O
NumOfRTT: O RTTSum: O RTTSum2: O

oldss wouse puvh Iouwg Ulzoslbs (Iuvdsw slzes uub, 1J19le))
I>¢d IJio, show route Joldss wowse puwh Idouwe IJlzoslbs.

Sod Buud ISP IJiuwlgus: sbo, z39J 1Jwszse puiluol Josl:

<ffroot>



ASA#

show rout e

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS Tevel-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 203.0.113.2 to network 0.0.0.0

203.0.113.0 255.255.255.0 is directly connected, outside
192.168.10.0 255.255.255.0 is directly connected, inside
198.51.100.0 255.255.255.0 is directly connected, backup

[eNaNe!

S* 0.0.0.0 0.0.0.0 [1/0] via 203.0.113.2, outside

w8 Buid 0395 8306 IJlueyue (ISP) IJiuwlus: oo Llds IJeguly IJoluo: 980p oowse
el Idouwe Idlzoslbs: sbo) ga9d IJwsgse puvlowol Joil:

<tfroot>

ASA#

show rout e

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS Tevel-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 198.51.100.2 to network 0.0.0.0

203.0.113.0 255.255.255.0 is directly connected, outside
192.168.10.0 255.255.255.0 is directly connected, inside
198.51.100.0 255.255.255.0 is directly connected, backup

[eNaNe!

S*  0.0.0.0 0.0.0.0 [254/0] via 198.51.100.2, backup

oldss wouse pul) IJouwe Idlzoslbs (Iuudsw ASDM)



Joldss vowse puwl I._J};.u»'a Jlzoslbs go) s Blgss wslule IJezsd (ASDM): luedd |Js
IJeoldws > Ideszso: e 2o Idpuwble po vg)é IJeszso.

Sod .._9ou ISP |Jiw|uu§‘ Sbo) z29J IJwgzse puivleol J3JY 1Upwso WOs 1oy, IJoldss.
Jizb 1o 1Jpuwl) IJIo,)los syvs) 1Js 203.0.113.2 po gJIJ 1Uslzoo 1Ughzso:

f= Cisco ASDM 7.1 for ASA - 192.168.10.1 M=
Fla  Yizw  Tooks ‘Wizards  ‘Window  Help {1'7pe bopic bo saarch | ’ Il | Il
- [ i i

@Hum @i, Configuration [ﬂ monioring| | o) save (¥ Refrest () Back | ) | ‘1? Heip | i ciIsco
Device List g # H i i 0
4 add [ pelete & Connect Roubes
!:hd: | Each row represents one route. AD is the administrative distance.

. *1192.165.10.1

Filtar: IP Yersion | [So] |«
Routing o 8
SHF MNeighbors -~
CSPFYE LSas Netmaskf
vt Frotocol Type Destination 1P Prefix Langth Gabeway Interface  [ADyMetric]
L EIGRP Neghbiors COMMECTED | | 255.255. 250 nutsids
w}rw ¥ CONMECTED 192, 168.10.0  255.255.255.0 inside
CONNECTED 198511000 2552552550 backup

%l’mfﬂm! STATIC DEFALLT  0.0.0.0 0.0.0.0 203.0.113.2 outside [1pa]

P
[

‘1 Ruoiting

o8> B p393 2308 Ioroe (1SP) Iluslums: ooe LIJé 1ol setuse eusb Iouwt
IJlzoslbs. syvs) Ideuwl IdIvo)los 1UlG 1Js 198.51.100.2 o0 gJIJ 9lzos Idouwg
lJlzoslbs:



E= Cisen ASDM 7.1 for ASA - 192.168.10.1 E|E|E|
Fiie “iew Tools ‘wizards Wndow  Help

Tvp= topic bo search

_ . | ]
@H:ma (-%Cunfig.ﬂlm [jlmmmring Gﬁws @mmsh|°m-\_j | ?Hdp| l ‘CIS‘CG.

Device List SIS =
d add [ Delete @ Connect | pobes
!:i-d: Each row represents one rouke, AD is the administrative distance,
1) 52.165.10.1
Fiter: IP Version | w
_Routing =L
g 5P Heghbors -
L (SPFYE LSAs Mt sk
|+ OSPFV3 Nelghbors Pratocol Type Destingtien 1P o I Gateway Interface [ADyMetric]
-+ EIGRF Neighbars W 203.0,113.0  |£55.755.255

Lo T COMNECTED 192.168.10.0  F55.755.755.0 inside

COMMNECTED 195.51.100.0 £55.255.255.0 backun
(%L, ioterfaces STATIC  DEFAULT 0.0.0.0 0.0.0.0 198511002 backup [254/0]
v
Fi=

lweduuld IJlgble gl oJlzol

S99, 03l lJSwpe w2 8le, wuoese IJigble 1Jpds$38 95008 Jsbss luwadulld Igble
IJeuudJs sluodlzol 2se sop LilJs Ideuwh IUss ©p wgdwo 290 sle.

o1y IJouoest
oo suwolbse luogpdo 03l soub le)inorder to o jse wuvdsdd [uool):

- debug sla monitor trace - sg,02 g1z 031 1Jle, ©@p £pJs6 €cho.

- Bl IJIlsy 1dpooog (09les ISP |JiLJu|,Ju.,§6) I8 lJogvgsd suzew iuo.>|c
ICMP. sbo, IJIg)lz pplod! Jel sds:

IP SLA Monitor(123) Scheduler: Starting an operation

IP SLA Monitor(123) echo operation: Sending an echo operation
IP SLA Monitor(123) echo operation: RTT=0 OK

IP SLA Monitor(123) echo operation: RTT=0 OK

IP SLA Monitor(123) echo operation: RTT=1 OK

IP SLA Monitor(123) Scheduler: Updating result

C Bl Y IJlse Idpooog (wslwé ISP 1wl uss) pelodl soglbd Iuosle ICMP. sbo,
IUIle puilool el sds:

IP SLA Monitor(123) Scheduler: Starting an operation



IP SLA Monitor(123) echo operation: Sending an echo operation
IP SLA Monitor(123) echo operation: Timeout

IP SLA Monitor(123) echo operation: Timeout

IP SLA Monitor(123) echo operation: Timeout

IP SLA Monitor(123) Scheduler: Updating result

o bl B Juluus SLA - sg,00 181z 031 1Ule, ls Igbole oglzool £ pdsé oyl b SLA.

- Bl IJlsy 1dpooog (09les ISP Idiwluu§6) O IJoubvesd suge woswsded
ICMP. sbo, IJIg)lz puileol Josl:

%ASA-7-609001: Built local-host identity:203.0.113.1
%ASA-7-609001: Built local-host outside:4.2.2.2
%ASA-6-302020: Built outbound ICMP connection for faddr 4.2.2.2/0
gaddr 203.0.113.1/39878 laddr 203.0.113.1/39878
%ASA-6-302021: Teardown ICMP connection for faddr 4.2.2.2/0 gaddr
203.0.113.1/39878 laddr 203.0.113.1/39878
%ASA-7-609002: Teardown local-host identity:203.0.113.1 duration 0:00:00
%ASA-7-609002: Teardown Tocal-host outside:4.2.2.2 duration 0:00:00
%ASA-7-609001: Built local-host identity:203.0.113.1
%ASA-7-609001: Built local-host outside:4.2.2.2
%ASA-6-302020: Built outbound ICMP connection for faddr 4.2.2.2/0
gaddr 203.0.113.1/39879 laddr 203.0.113.1/39879
%ASA-6-302021: Teardown ICMP connection for faddr 4.2.2.2/0 gaddr
203.0.113.1/39879 laddr 203.0.113.1/39879
%ASA-7-609002: Teardown local-host identity:203.0.113.1 duration 0:00:00
%ASA-7-609002: Teardown Tocal-host outside:4.2.2.2 duration 0:00:00

- Bl JIlsy 1dpooog (w9lod ISP Il wluss) pebdl gopw [51Jé 1Jpuwl)
lJpeooog sbo, IUIElz publool Josl:

<ttroot>

%ASA-7-609001: Built local-host identity:203.0.113.1

%ASA-7-609001: Built local-host outside:4.2.2.2

%ASA-6-302020: Built outbound ICMP connection for faddr 4.2.2.2/0
gaddr 203.0.113.1/59003 laddr 203.0.113.1/59003

%ASA-6-302020: Built outbound ICMP connection for faddr 4.2.2.2/0
gaddr 203.0.113.1/59004 laddr 203.0.113.1/59004

%ASA-6-302020: Built outbound ICMP connection for faddr 4.2.2.2/0
gaddr 203.0.113.1/59005 laddr 203.0.113.1/59005

%ASA-6-302021: Teardown ICMP connection for faddr 4.2.2.2/0 gaddr
203.0.113.1/59003 Taddr 203.0.113.1/59003

%ASA-6-302021: Teardown ICMP connection for faddr 4.2.2.2/0 gaddr
203.0.113.1/59004 Taddr 203.0.113.1/59004

%ASA-6-302021: Teardown ICMP connection for faddr 4.2.2.2/0 gaddr
203.0.113.1/59005 Taddr 203.0.113.1/59005

%ASA-7-609002: Teardown local-host identity:203.0.113.1 duration 0:00:02

%ASA-7-609002: Teardown local-host outside:4.2.2.2 duration 0:00:02

%ASA-6-622001: Removing tracked route 0.0.0.0 0.0.0.0 203.0.113.2,
distance 1, table Default-IP-Routing-Table, on interface outside



1--- 4,2.2.2 is unreachable, so the route to the Primary ISP is renoved.

e bldé Idpuwb Idpcoce wundd gs) woss

15l S 8 Wi Ipont wubdd 85 Louss: Selds po o 038 Ipulus 10luo wJ
pw9 9, slispl Jodws bdole IULwslbs.

NJlolds [Js 3JYe elds pu o 2lds 038 1Up)l3us (s pl 131 JIg 1Josd spdo 1Jso9d 1Uso e
J) prowbs Loulbl sesdl welds louold ISP IJlguluss.

I3l T2e,0 0338 o)l B3ub sBE wessl 80 Wolws ISP &> s houlb Ig) eds bod o3l ldeuwl, 19
B> swagd zolj ).

_9VI.JQI.J.:5‘ Sewpd v souvou 03l lJodssy Bs @sle pildus SLA Ulguoualz Buud IUlouolJ
w ISP IJlwlgws sopwew O Wuvd ASA uvdd €5, boa9s IJs boolb ISP IJeluss.

£ ovonsd Ipeld: Bl Bpes il 520 pdon s Jo3cd Jaildus: B> sl louald
ISP Lldpdow IJd,es Suodl g0 s hoolb 1) gds byd IJb)sé.

wer> Supd luosle ICMP IJes sop Lusldel woluwbs gpdss Ipl3ws: sop LS 1 puml,
ILissuws Ipooug zos eds Idiép pu 1o boolb ISP 1Jluslgus JI sild wuibl.

B 03l IJpeld: wop 1hé w9lus ISP 1JIuwlusé Idos sop luveésleol Josd o)l 8us vl ulos
ISP 9o 8¢ eds IJzlow IJ1E) po Loulb ISP.

Sswoew 03l 1Jodssy lue W 2lds Wuud Iuosle ICMP IJos sop buwldel wsluuls g odsé
IJesl8wé sI90 Loulb ISP egbJl wldoldss w@ssol.

pedyple dlo Lods



https://www.cisco.com/c/ar_ae/support/security/asa-5500-series-next-generation-firewalls/series.html
https://www.cisco.com/c/ar_ae/support/security/asa-5500-series-next-generation-firewalls/series.html
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https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



