oold odysu weuwsule ASA Iyl 9.2.1
OSPF

Slhgizall

doasoll

duw Y o lllaioll

o llnia]l

do 2ol | & LgSoll

aSuill | Jaulasill puw )l

ol oSl

Fast Hellos 6 ;e=>Y OSPF ac»

SPF auéig bli)Vl dl> e MeW 61> OSPF wdgs 4olo
(ACL) Jawgll 9 pSxill dasld plaiwl OSPFE lwe dusuai
OSPF al 0 o liwuxi

OSPF Redistribute BGP

axall o gaxill

Le>MNolg claz¥Vl BlinSiwl

doasall

(ASA) aSill Jilall oloVl jle> aolin o 9.2.1 jlao¥l (S dosdall 63322l 5ol9Vl9 &ljsall Niwall 13D 2 iy
(OSPF) ¥9i ;Lo ,uadl 2id JoSg59 aalsiall

auwlwVl o lliall
wlllaiall

Aol i) do s olllaio 2> ¥

dorziuoll olgSall

Jsiy sl Cisco ASA 5500-X Series Firewall dlaxll x> _J| xisuall 13 (3 63,lg)l &logleall situs
25V eLlaoYls (1).9.2 5lusYl Cisco ASA zob,

65>V o> ol ol dlass dy S 639290l 6362V o diwall 13D 9 65,l9)l ologleall elis| o
Y Jaizoll Ll ogd o a5T8 16 uilo cliSuis cilS 131 .(Liol,i81) pouian (oS ditwall 13D (9 dorziwoll



oSl

50l9Vl Jg> wlogleall o aj0 e Jsaxll (lasd o)l eMasll) ,olo¥l ey 813 pasiwl :ala> o
paudl] 13D 9 dorSiuoll

aSad) ladazill ouw )l

172.18.124.0/24

OSPF Router-1D

198.51.100.2
%
S 198.51.100.2 198.51.100.1
~
= ! inside inside
= T T 111
O5PF Router-ID
198.51.100.1
192.168.10.0/24
<liugSill

Fast Hellos ¢3¢>Y OSPF ac>

iy Ol b 2o JLasVl e blaxll OSPF (0 gl Jl OSPF ddac el i o3> _® OSPF wu> i pj>
sl 30 9 ol bliyV ulei 10 CloLidVl ueSs (Lsloill) creSll dLL 6,9 (9 03® wu>,idl o> Jlw)
o Jolall J21 g wu i doj> pMiw] @i (il Oludl graxy el cumill o> adnis . cull e bl )W
Sleol deyl e biolidl aiwss pirg (Lsloill) oSl LB oy Jold Lol 8 cuanll Liojll Jolall . cuall
ol vy (Jiallg aSuidl 315 lewss (8 Lo o Juolgd JS dowd 0eSs ol vy .HELLO Lol Juola)l dayd
Sl 3 lguss (@ @uall duiojll Jolgall guo> daid 9SS

in wls> 62>y asb e Jai obid e )l pi il o520l cumill o3> | dsypudl OSPF o> i
oms piy sl ac el dolall aull .ol ospf dead-interval JI o, L> 0 2w OSPF wiSo order to
a5 Ll koo 03> sac le hello-multipler aowd cuss pi9 sVl axdl 9l asl 1 Lo cuonll Liojll Juolal
Hello- cuss 9 sl 1 J casall Lio gl Juolall cuss @i 131 Jliall Juw e 613 le)l aglil ol 9 Lol
4l 0.25 JS b yo Jlw| piwwsd 4 J multipler

S ol 138 eyl oSy ol lay,y hello JI (S oley Juold hello JI sl Jle Lo bayy S g boaic
ol @a>Vo pgall oo .dg>loll 03D e lgali pi (il HELLO pj> (9 b>jal iojll Jolall JBlx pi .0
(Rl il p52) 6219 dsl e lgiusi pi clow .glage e lawlio G985y Ol vy cuaall Liojll Joldll


//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

Lo aclian oS Y vy gladall s (9 Gl e ddwlio GoSs ol v (531 dad sl le Loy o 9l
caoall Liojll Jolal J¥3 J8YI e 83519 wu> 5 do> Jluwl oo Lol alaS|, glasoll duss o®

o5 OSPF dead-interval minimum hello-multipler 4 oVl J351 4 caclias plaziwl gudl Yl ¢ Sosl
~oawliall dg=lgll 98s

interface G gabitEthernet0/0

namei f inside

security-level 100

i p address 198.51.100.1 255. 255.255.0

ospf dead-interval mnimal hello-nultiplier 4

router ospf 1
network 198.51.100.0 255.255.255.0 area 0

.show ospf interface ol plasiwl géxs

asa(confi g)# show ospf interface

inside is up, line protocol is up

Internet Address 198.51.100.1 mask 255.255.255.0, Area O

Process I D 928, Router |ID 198.51.100.1, Network Type BROADCAST, Cost: 10
Transmt Delay is 1 sec, State DR, Priority 1

Desi gnated Router (I1D) 198.51.100.1, Interface address 198.51.100.1

No backup designated router on this network

Tinmer intervals configured, Hello 250 nsec, Dead 1, Wait 1, Retransnit 5
Hel l o due in 48 nsec

Index 1/1, flood queue length O

(Next 0x0(0)/0x0(0

Last flood scan length is 0, maximumis 0

Last flood scan tine is O nsec, naximumis O nmsec

Nei ghbor Count is 0, Adjacent neighbor count is O

(Suppress hello for 0 neighbor(s

SPF auisg bli,Vl > e oMe) 610> OSPF cdio olol

ol1>9 359 bl ©la>9 Jguo9 101>Vl oluoYls ASA o 9.2.1 Jlao¥l 5 oloVl 0id JBs| ps
OSPF a290 (655 o0 £33 cudgill ola>g §i39 dsa cudeill wla>g §i9 «cudsill

? asa(config-router)# timers

:router nmode conmands/ options
| sa OSPF LSA tiners

paci ng OSPF pacing tiners
throttle OSPF throttle tinmers

Isa-grouping-pacing cudgill ©la>99 SPF cudgill wla>9 1olgVl 0id dljl cuns
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distribute- ol plaxsiwl U3 §ié%5 a9 (ACL) Jswosll 9 aSxill dasld plaskiwly lusll dysucs acs OV aiy
ol luoll il list

s oS 00051 9aumw 24/10.20.20.0 J lybuall diuas J>1 oo cJliadl Juw e

access-1ist ospf standard deny host 10.20.20.0
access-list ospf standard permit any4

!
router ospf 1

networ k 198.51.100. 0 255. 255.255.0 area 0

| og- adj - changes

distribute-list ospf in interface inside

2l 4 Jeogll Slie sae ol Ll win gl & isell (ACL) Jsoo)l LS aSxil dasls (o gaxill aiy loxic

asa(confi g)# show access-list ospf

access-list ospf; 2 elenents; name hash: 0Oxb5ddO6eb

access-list ospf line 1 standard deny host 10.20.20.0 (hitcnt=1) 0xe29503b8
access-list ospf line 2 standard pernit any4 (hitcnt=2) Ox51ff4e67

JSin wslbgll o g8l ASA e (RIB) agill wlogleos 6acld (o (g8l e j0ll Sy M3 JI @9LoYL
.OSPF azgo ddas) dolsJl a0l Cloglen ol 6228 e MM show ospf rib detail ,oVI 3>l . 5lo]
Y pl RIB (9 aiis @5 29 SIS 3] bo _JI Hlwe JSS dlagi yoll "o loMel' s

asa(confi g)# show ospf rib detail

(OSPF Router with I D (198.51.100.10) (Process ID 1
OSPF local RIB
Codes: * - Best, > - Installed in global R B

Intra, cost 11, area 0 ,172.18.124.0/32 <*
SPF I nstance 13, age 0:13:59
Flags: RIB, HPrio
via 198.51.100.2, inside, flags: R B
LSA: 1/198.51.100.2/198.51.100.2
Intra, cost 11, area 0 , 10.20.20.0/32 *
SPF I nstance 13, age 0:13:59
Fl ags: H Prio
via 198.51.100.2, inside, flags: none
LSA: 1/198.51.100.2/198.51.100.2
Intra, cost 11, area 0 ,192.168.10.0/32 <*
SPF I nstance 13, age 0:13:59
Flags: RIB, HPrio
via 198.51.100.2, inside, flags: R B
LSA: 1/198.51.100.2/198.51.100.2
Intra, cost 10, area 0 ,198.51.100.0/24 *
SPF I nstance 13, age 0:52:52
Fl ags: Connected
via 198.51.100. 10, inside, flags: Connected
LSA: 2/198.51.100.2/192.151.100. 10

oloMell Jaxy sl Hluall cuis piy @) lain "RIB" wloMall go é a0l wlgzgall cuis pi io&ls:i b3Vl 9
.show route ,oVl ;0 38> .ollell axgill Joa> 9 Loyl elld LuSaiy ol (29 ."none”

asa(confi g)# show route

Codes: L - local, C- connected, S - static, R- RIP, M- nobile, B - BGP
D- EIGP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2



El - OSPF external type 1, E2 - OSPF external type 2

i - 1S1S su- IS IS sunmmary, L1 - IS IS level-1, L2 - IS IS level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route, + - replicated route

Gateway of last resort is 10.106.44.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.106.44.1, tftp

o 172.18.124.0 255.255.255.0 [110/11] via 198.51.100.2, 00:00:03, inside
(o) 192.168.10.0 255.255.255.0 [110/11] via 198.51.100.2, 00:00:03, inside
(o) 10.20.20.0 255.255.255.0 [110/11] via 198.51.100.2, 00:00:03, inside
S 10. 76. 76. 160 255. 255.255.255 [1/0] via 10.106.44.1, tftp

C 10. 86. 195. 0 255.255.255.0 is directly connected, nanagenent

L 10. 86. 195. 1 255. 255. 255. 255 is directly connected, managemnent

OSPF a8l 0 olipus

Solo¥l Al o &yl 230ai udss piy lgidl o9 OSPF azgo ddac édlyo (5 acluall 4ol 0id JI55| pi
Ll go U

OSPF dgzly j=90 o,

13® ASA _le 59290l ,9lxill dsyyuw dkna) le Jouaxll show ospf interface brief oY =i

asa(confi g)# show ospf interface brief

Interface PID Area | P Address/ Mask Cost State Nors F/C
inside 1 0 198.51.100.2/255.255.255.0 10 DR 1/1

[Jsoladl]] OSPF clila>| Lo,e

abeis pi Ll olwell sac9 3V SPF ieis w89 Jo> |5>90 Loy show ospf statistics detail LoVl ,94,
bl sacld JI lgidlo| pis il 6352zl (LSA) didxall wloasdl o bdel sac JI juin oS .Lgid

asa(confi g)# show ospf statistics detail

(OSPF Router with I D (198.51.100.10) (Process ID 1
Area 0: SPF al gorithm executed 12 tines

SPF 3 executed 00:32:56 ago, SPF type Full

:(SPF calculation tinme (in nsec

SPT Intra D-Intr Summ D Summ Ext7 D-Ext7 Tot al
00 0 0 0 0 0 0

LSIDs processed R'2 N1 Stub:1 SN: 0 SA:0 X7:0

Change record 0xO

LSI Ds changed 1

:Changed LSAs. Recorded is LS ID and LS type

(R) 198. 51. 100. 2

SPF 4 executed 00:28:16 ago, SPF type Full

:(SPF calculation tinme (in nsec

SPT Intra D-Intr Summ D Summ Ext 7 D-Ext7 Tot al
00 0 0 0 0 0 0

LSIDs processed R'1 N:1 Stub:0 SN: 0 SA:0 X7:0

Change record 0xO

LSI Ds changed 2

:Changed LSAs. Recorded is LS ID and LS type



(R 198.51.100. 10( R) 198. 51. 100. 2

SPF 5 executed 00:28: 06 ago, SPF type Full

:(SPF calculation time (in nmsec

SPT Intra D-Intr Summ D Summ Ext7 D-Ext 7 Tot al
00 0 0 0 0 0 0

LSIDs processed R'2 N:1 Stub:1 SN:0 SA:0 X7:0

Change record 0x0

LSI Ds changed 1

:Changed LSAs. Recorded is LS ID and LS type

(R) 198. 51. 100. 2

SPF 6 executed 00: 26: 40 ago, SPF type Full
:(SPF calculation time (in nmsec
SPT Intra D-Intr Summ D Summ Ext7 D-Ext7 Tot al
00 0 0 0 0 0 0
LSIDs processed R'1 N:1 Stub:0 SN: 0 SA:0 X7:0
Change record 0x0
LSI Ds changed 2
:Changed LSAs. Recorded is LS ID and LS type
(R) 198.51.100.10(R) 198.51. 100. 2
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Jals i
asa(confi g)# show ospf events neighbor

Router with I D (198.51.100.10) (Process ID 1

198.51.100. 2, Interface inside state changes from 279
LOADI NG to FULL

198.51.100.2, Interface inside state changes from 280
EXCHANGE t o LQOADI NG

198.51.100. 2, Interface inside state changes from 281
EXSTART t o EXCHANGE

198.51.100.2, Interface inside state changes from 290
2VAY t o EXSTART

198.51.100. 2, Interface inside state changes from 296
INNT to 2WAY

198.51.100. 2, Interface inside state changes from 297
DOM to INT

OSPF Isa &laxl o,e

LSA ,0é9 bls,Vl jols al> 5 i 1309 .Lglliiwly BiLis] a5 LSA o> i oo il aao Lol 13D

( OSPF

asa(confi g)# show ospf events lsa

Router with I D (198.51.100.10) (Process ID 1

, May 15 13:07:49.167: Rcv Changed Type-1 LSA, LSID 198.51.100.2 253

Adv-Rtr 198.51.100.2, Seq# 80000002, Age 1, Area O

,May 15 13:07:32.237: Generate New Type-2 LSA, LSID 198.51.100.1 271

Seg# 80000001, Age O, Area O

, May 15 13:07:32.238: Generate Changed Type-1 LSA, LSID 198.51.100.10 275

Seg# 80000002, Age O, Area O



,May 15 13:07:32.228: Rcv New Type-1 LSA, LSID 198.51.100.2 276
Adv-Rtr 198.51.100.2, Seg# 80000001, Age 1, Area O

59l OSPF &lasi oo

(Intra/Inter) cuioll ,Luall g659 RIB 8 Lidlio] caas Ll olyluall Jo> < logles LoVl 13D L8,

asa(confi g)# show ospf events neighbor rib

,May 15 13:07:54.168: RI B Update, dest 172.18.124.0, mask 255.255.255. 255 255
gw 198.51.100.2, via inside, source 198.51.100.2, type Intra

May 15 13:07:31.738: Neighbor 198.51.100.2, Interface inside state changes from 287
LOADI NG to FULL

May 15 13:07:31.738: Neighbor 198.51.100.2, Interface inside state changes from 288
EXCHANGE t o LOADI NG

May 15 13:07:31.738: Neighbor 198.51.100.2, Interface inside state changes from 289
EXSTART to EXCHANGE

May 15 13:07:31.738: Neighbor 198.51.100.2, Interface inside state changes from 298
2VWAY t o EXSTART

May 15 13:07:31.738: Neighbor 198.51.100.2, Interface inside state changes from 304
INIT to 2WAY

May 15 13:07:31.728: Neighbor 198.51.100.2, Interface inside state changes from 305
DOM to INIT

show ospf events spf

SPF &lasl dild 9 axsll LSA oVlai>ly Jueiadl 89l Jouws piy SPF Ol Jisisi go

asa(confi g)# show ospf events spf

May 15 13:07:54.167: End of SPF, SPF time Ons, next wait-interval 10000ns 235
May 15 13:07:54.167: Starting External processing in area 0 240

May 15 13:07:54.167: Starting External processing 241

May 15 13:07:54.167: Starting summary processing, Area 0 244

May 15 13:07:54.167: Starting Intra-Area SPF, Area 0, spf_type Full 250

May 15 13:07:54.167: Starting SPF, wait-interval 5000ns 251

May 15 13:07:49.167: Schedule SPF, Area 0, spf-type Full, Change in LSA 254
Type RLSID 198.51.100.2, Adv-Rtr 198.51.100.2

May 15 13:07:37.227: End of SPF, SPF time Ons, next wait-interval 10000ns 255
May 15 13:07:37.228: Starting External processing in area 0 260

May 15 13:07:37.228: Starting External processing 261

May 15 13:07:37.228: Starting summary processing, Area 0 264

May 15 13:07:37.228: Starting Intra-Area SPF, Area 0, spf_type Full 268

May 15 13:07:37.228: Starting SPF, wait-interval 5000ns 269

May 15 13:07:32.238: Schedule SPF, Area 0, spf-type Full, Change in LSA 272
Type NLSID 198.51.100.1, Adv-Rtr 198.51.100.10

May 15 13:07:32.238: Schedule SPF, Area 0, spf-type Full, Change in LSA 274
Type RLSID 198.51.100.10, Adv-Rtr 198.51.100.10

May 15 13:07:32.228: Schedul e SPF, Area 0, spf-type Full, Change in LSA 277
Type RLSID 198.51.100.2, Adv-Rtr 198.51.100.2

dole)l OSPF lasi lgb)

29l ©lusss (DR) cueall azgall Hlis] dlac Jio ddasl Sgimoe e dole elasi e 2,3V 1id seix,

asa(confi g)# show ospf events generic
May 15 13:07:54.167: Ceneric: ospf_external _route_syncOx0 236
May 15 13:07:54.167: Ceneric: ospf_external _route_syncOx0 237
May 15 13:07:54.167: Ceneric: ospf_external _route_syncOx0 238
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07:54.168: Generi c:
13: 07: 54. 168:
13: 07: 54. 168:

May 15 13:07

13: 07: 54. 168:
13: 07: 54. 168:

May 15 13:07:54.168: DB add:
May 15 13:07:51.668: Timer
Ceneric:
Ceneric:
Ceneric:
Ceneric:
37.228:
37.228:

07:
07:
07:
07:
13: 07:
13: 07:
May 15 13:07

37.
37.
37.
37.

228:
228:
228:
228:

13: 07: 37. 228:
13: 07: 37. 228:
May 15 13:07:34.728: Timer
May 15 13:07:32.238: DB add:
May 15 13:07:32.228: DB add:
May 15 13:07:31.738: Elect DR

May 15 13:07:31.738: Elect BDR

May 15 13:07: 31. 736:

May 15 13:07:31.736: Elect DR

May 15 13:07:31.736: Elect BDR

May 15 13:07: 31. 736:

May 15 13:07: 31. 736:
May 15 13:07:31.736: Elect DR

May 15 13:07:31.736: Elect BDR

May 15 13:07: 31. 736:

ospf_external _route_syncOx0

Generic: ospf_inter_route_syncOx0
Generic: ospf_inter_route_syncOx0
:54.168: CGeneric: post_spf_intra0Ox0
Generic: ospf_intra_route_syncOx0
Generic: ospf_intra_route_syncOx0

172.18. 124. 00x987668 204
Exp: if_ack_del ayedOxch97df e0
ospf_external _route_syncOx0
ospf_external _route_syncOx0
ospf_external _route_syncOx0
ospf_external _route_syncOx0
Generic: ospf_inter_route_syncOx0
Generic: ospf_inter_route_syncOx0
:37.228: CGeneric: post_spf_intra0Ox0
Generic: ospf_intra_route_syncOx0
Generic: ospf_intra_route_syncOx0
Exp: if_ack_del ayedOxchb97df e0
198. 51. 100. 100x987848 206
198. 51. 100. 20x987938 205
i nsi de198. 51. 100. 10
i nsi de198. 51. 100. 2
i/f state nbr chg: inside0Ox5
i nsi de198. 51. 100. 10
i nsi de198. 51. 100. 2
i/f state nbr chg: inside0Ox5
nbr state adjok: 198.51.100.20x3
i nsi de198. 51. 100. 10
i nsi de198. 51. 100. 2
i/f state nbr chg: inside0Ox5

239
242
243
245
246
248
249
252
256
257
258
259
262
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265
266
267
270
273
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285
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show ospf rib detail

28 0lS 151 Log el,ail o lgales i Il olluall Lo g MoVl dlSol J9gusall (La;Lu all Ll oYl 138 24
(lasbw d>)xa)l) Hluall dyaas oo RIB 3 &lyluall cuis iy ¥ 38 .Y ol RIB 8 &lyluall 038 casis o

asa(confi g)# show ospf rib de

(OSPF Router with I D (198.51.100.1) (Process ID 1

OSPF | ocal

Codes: * - Best, > - Installed in global
Intra, cost 11, area 0 ,172.18.124.0/32
SPF I nstance 13, age 0:13:59

Flags: RIB, H Prio

via 198.51.100.2, inside, flags: R B

LSA: 1/198.51.100. 2/ 198. 51. 100. 2

Intra,
SPF | nstance 13,
FI

via 198.51.100. 2, inside,

fl ags:

cost 11, area 0 , 10.20.20.0/32

age 0:13:59
ags: H Prio
none

LSA: 1/198.51.100. 2/ 198. 51. 100. 2

Intra, cost 11, area 0 , 192.
SPF | nstance 13,
Fl ags:

via 198.51.100. 2, inside,

168. 10. 0/ 32
age 0:13:59
RIB, HPrio
flags: RIB

LSA: 1/198.51.100. 2/ 198. 51. 100. 2

Intra, cost 10, area O , 198.

SPF | nstance 13,

Fl ags:

via 198.51.100. 10, inside, flags:

51.100. 0/ 24

age 0:52:52
Connect ed

Connect ed

LSA: 2/198.51.100. 2/192. 151. 100. 10

tail

R B

RI B

<*

<*



OSPF > Jwolis Joe

.OSPF ,9lx 4> Juasi, show ospf neighbor detail ,oV1 <l zau,

asa(confi g)# show ospf neighbor detail

Nei ghbor 198.51.100. 2, interface address 198.51.100. 2

In the area 0 via interface | SP

Nei ghbor priority is 1, State is FULL, 6 state changes

DR is 198.51.100.10 BDR is 198.51.100.2

(Options is 0x12 in Hello (E-bit, L-bit

(Options is Ox52 in DBD (E-bit, L-bit, Obit

Dead tiner due in 0:00:16

Nei ghbor is up for 00:02: 45

Index 1/1, retransm ssion queue |ength O, nunber of retransm ssion 0
(First 0x0(0)/0x0(0) Next 0x0(0)/0x0(O0

Last retransmission scan length is 0, maxinumis O

Last retransm ssion scan tine is O nsec, maximumis O nsec

OSPF Redistribute BGP

2o I 05 Lgdls 5,3V azgill ©V9S6i9 0 o (BGP) &ngaxl 6,bell JoSoi9 0 s 6ole] ac)
U5 BGP i anlss o sl a>gall grjgi 631eY oVl [id =51 .OSPF azg0 155 | redistribute BGP
i, =)l OSPF alac

asa(confi g)# router ospf 1

? asa(config-router)# redistribute bgp
:router nmode conmands/ options

Aut ononous system number 100
ASA-1(config-router)# redistribute bgp 100

auall o gaxil

oSl 13D dxo oo saxill el>] W a2, Y

le>Nooly clias VI BLiSiwl

Sl 3g) Le>Noly elas VI BliSiwY 63320 logleo > 965 ¥
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