ASA IJ]_osl, 9.x SSH 9 Telnet gJs pelJ

odysy lUglzole IUblgJse 9lJghzso

Slhgizall

doadoll

duw Y o lllaioll

o llaioll

do 2wl o LgSoll

aball old olxiioll

o >Masl

aSuill | Jaulasill puw )l
SSH o liugSs

ooVl jle> JI SSH Jguwog
ASA 655

7.2.1 510,091 ASDM 055

Telnet 'poSs

Telnet Jlo oDy liuww
axoll o daxill

debug ssh

alaiill SSH wlwl> o e
dole)l RSA zilés o ,c
Le>Molg cllaz VI SLliSiwl
ASA -0 RSA zsilas dljl
SSH Jlosl Liud

doasoll

Cisco Series Security J ax,Jlg ads 1l olegzlg)l e (SSH) "oVl dado" (655 dxauS aimoal| 13D auny
Cisco o (ASA) sl L)l oLl jle> 95wy loaie SVl ollasYlg x.9 laoYl Appliance

&Y |k .SSH JsSsig 9l Telnet zoli s oo sl plaskiwl o3l oloVl o dg>

l9 plaiwl a2y e aidl 09

J55939 1 3929: sy _po9s )90l SlalS aiiy ol Sy sy xidly Las S Telnet o¥lasl Jlu,| piy
dww Lzl (05l ol9ly 59,0l clals dylo> e aclus JULy 345 9 SSH 49,0 45> sais ai .SSH

oleYl oo s 3V

x2S dioljio SSH o Vlas] dusasy LYl jlg> o .5,bYI (oLeY wlboVl ez I SSH o YLasl, ASA zau,
Jdzaizo oBlul JSI Jlasl 100 gly alle a8l 12,9 (Ldgio oS 13] wilol  Sluw JSJ bl

dawlwVl olllazall


http://www.cisco.com/c/ar_ae/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

o lllaiall

Aol [ag) dol> olllaio 1295 Y

dox3imall & lgSall

9.1.5 ,lx0Yl Cisco ASA dla> x> aoli,y Il xiwall 13id (8 65,l0)l &logleall xiiuws

6562V go> wlay a0l ddaso diy L9 635%90)l 6363V (o Aituall 13D L9 63)ls)l wlogleall slis] o

Y Joixall Ll lagd o 258 (6 i lo cliSais colS 1] (Lol ,dl) pomn (oS simoll 13D 9 dorimoll

ol

a5Vl olluoYly ASA 7.x ollusl 8 (SSH (SSHV2 (o 2 ,laoYl acs pi; dlasNe

dlall obd olxiall

olyluol go Cisco ASA 5500 Series Security Appliance oVl jlg> go oSl 13D plasiw] Sy LS
&Vl ollauoYlg X.9 ol

CANZ WY

Olasall oMawvl Jo> wlogleall o 30 Je Jaaxl dusill Cisco vl oWl g1

ua.gﬁn.“
itaall 138 9 dingall &lisall (usSd pudl] 138 L6 doxiall ologleall pasiwl

da=all Gl 65621 a0 91 CLI Lol plaziuwY do3MI wlogleall lgauo9 piy (oS dglas JS 965 :ala>No
.(ASDM)

50loVl Jo> wlogleall o Ao le Jawaxll (lasd el eMasll) LoloVl oy 815 paciuwl :das>Mo
padl] 13D 8 dorZiuoll

aSaal) oozl ouw )l


http://www.cisco.com/c/ar_ae/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do

/ , 203.0.113.2 172.16.5.10 |—|
4 o Outside ! Inside _
—— —_— ASA I---I ’ —

a7
Internet Lser Gigl,0 Gigh /1
198.51.100.70 S5H Client

172.16.5.20

SSH (198.51.100.70/32 eVac o bl 19,0 &> it ais SSH 13 ASA sy 1id sSill Jlio
oulaoYl U3 1,805 an Ll 6amdl SSH ddds dary oloYl jlg> aca, .SSH w35 JI (24/172.16.5.20 o
€ U39 29 1 oLlaoYl caliss 3DES. SSH wl,ais (DES) bl s jleo acy, laS SSH o0 29 1

il i) a6
SSH & liyess
il & liyoSll Aiusall 13D paiay

ooVl ile> JI SSH Jowoy -
SSH | Loc poloziw] ass -

ASA 05 -

ol ;lg> JI SSH Jswo9
:0lYl jle> I SSH Jguo9 (oSl wlglazll 03 oSl

lagol x| Sy Gliaglo JUd 49,0l dalSy pazimell puwl Jio @85Las 23gas lasly SSH o lul> llas .1
«llniall 1ig; clogll

plasials 590 4059 priao panl (19S5 D Aliall 130 k) lgolias] eliSar il VI iy bl
{(AAA) dwwlxally Saugailly @8slaoll

ASA( confi g) #username username password password
ASA(confi g) #aaa authentication {telnet | ssh | http | serial} comsole
{[LOCAL | server_group [LOCAL}

oLVl 5lg> oS5 hiSasd (a85Laoll RADIUS 9l +TACACS p3ls dcgomo pasiws cuS 13 :dla>No
acgozo pul 33> L8gio & AAA o315 OIS 13] abolis] s ,las admoll S Lll 6acld pastiuy
w9 90l aalSy pazimall puwl Lusi plaiwl Cisco _uogi .(Uwlu> A 98 Ixo) (dxo pi po 3
pi il asylall ) 6Ll sl lasy Y ool jle> ol azg0 0V AAA 0359 alxall oLl sacl
:SSH @85Lan) eSil 13® pasiwl +TACACS J Ll Lblic] g yaxil. lgolaiuw]

ASA(confi g) #aaa authentication ssh console TACACS+ LOCAL
ol sy o)l e 095 @slaal) duwbul aa,las dlxall oLl 816 plaskiw] A o Yay liSay
:nsd 2o 3@ wasl in order to ez

ASA(confi g) #aaa authentication ssh console LOCAL
ASA J oLVl pasimall awl plasiw] (D Llaiall 138 dyld lgolsciw] liSay (3l aglil dsy bl
ol 139 g0 dolS telnet JI o e galaiuwy il .CiSCO (0 awol i8I Telnet 49,0 dolSg

ASA(confi g) #passwd password


/content/en/us/support/docs/security/pix-500-series-security-appliances/69373-ssh-inside-out-pix7x.html#c1
/content/en/us/support/docs/security/pix-500-series-security-appliances/69373-ssh-inside-out-pix7x.html#c2
/content/en/us/support/docs/security/pix-500-series-security-appliances/69373-ssh-inside-out-pix7x.html#c4

Jilaio JSuin oMoy 0¥ WS ol cu> ] 03® 9 Loyl password oYl plasiw| Soy dla>Ne
:SSH J Lollas (95, sillg ASA &lo> ,lax) RSA uilso 295 ¢ sl .2

ASA(confi g) #crypto key generate rsa modulusmodulus size
o> S LolS .2048 ol 1024 51 768 91 512 9 (e wla>9 ,9) modulus_size (oS, ol ,Soy :da>Vo
2048 dogiy _uoss .RSA auileo 295 clis] a8 iy il 8ol JUb Lol (03235 sl awilaall Joloo
9 X.7 5la0Yl o a8V ASA aoli olylaoY RSA aulas 295 clin aolasiuwl piy sl oVl calisy
oy oazio Bluw 209 L9 .awleall clinl o oSon ol S8 Jo pwl Gusi oy cdisludl ol)lao)l
Bl JSI RSA asilao clinl clle

dg>199 aSuidl gld9 Huanll wlgic ;oY 13® 333y .o jley Juosidl Lo 2oouuall dauaonll ol 53> .3
bl o pasll Ol éae d3o] Sou9 .SSH go JLasVU L) poouall (dauaoll 65e>V1) Cawanll
o0 2219 o9 J3 Il o a9 Cawany plowdl oy Jlall 13D 8 .olezlgll 9l oISl gl danaall
N1l

ASA(config)#ssh 172.16.5.20 255.255.255.255 inside
ASA(config)#ssh 198.51.10.70 255.255.255.255 outside

13i® 551 .2 )luoYly SSH ¢o 1 100Yl o JSI LoVl 5le> pamy «iol,idl JSuin .ap, L] sglazl 03D .4
ron2o a0l YLVl agiid LoV

ASA(config)# ssh version
2 91 1 Lol version_number &5, ol ¢,Soy :aa>Vo

blidl pac oo §B> Guas a2 SSH Jac olul> GME] piy (ol il JSuiy .ap ki3] selasl 03 .5
188495 60 9 1w 95 s dlgall 03D (9SS Sy

ASA(confi g)#ssh timeout minutes

ASA 165

:ASA 053 ©logleall 038 paziwl

ASA Version 9.1(5)2

!

host nane ASA
domai n- name ci sco. com

interface G gabitEthernet0/0

namei f inside

security-level 100

ip address 172.16.5.10 255. 255.255.0
|

interface G gabitEthernet0/1

nanei f outside

security-level O

i p address 203.0.113.2 255.255.255.0

AAA for the SSH configuration ---!

username ciscouser password 3USUcOPFUiMCO4Jk encrypted
aaa authentication ssh console LOCAL

http server enable

http 172.16.5.0 255. 255. 255.0 inside
no snnp-server | ocation

no snnp-server contact


/content/en/us/support/docs/security/pix-500-series-security-appliances/8505-authtopix.html

snnp-server enable traps snnp authentication Iinkup Iinkdown col dstar
tel net tineout 5

Enter this command for each address or subnet ---!

to identify the IP addresses from which ---!

.the security appliance accepts connections ---!

.The security appliance accepts SSH connections from all interfaces ---!

ssh 172.16.5.20 255.255.255.255 inside
ssh 198.51.100.70 255.255.255.255 outside

Allows the users on the host 172.16.5.20 on inside ---!

Allows SSH access to the user on internet 198.51.100.70 on outside ---!
to access the security appliance ---!

.on the inside interface ---!

ssh 172.16.5.20 255.255.255.255 inside

Sets the duration from 1 to 60 minutes ---!
,default 5 minutes) that the SSH session can be idle) ---!
.before the security appliance disconnects the session ---!

ssh timeout 60

consol e tineout O

!

cl ass-map inspection_defaul t
mat ch defaul t-inspection-traffic
!

!

pol i cy- map gl obal _policy

cl ass inspection_default

i nspect dns maxi mum | ength 512
i nspect ftp

i nspect h323 h225

i nspect h323 ras

i nspect netbi os

i nspect rsh

i nspect rtsp

i nspect ski nny

i nspect esntp

i nspect sql net

i nspect sunrpc

i nspect tftp

i nspect sip

i nspect xdntp

!

servi ce-policy global _policy global
7.2.1 5lx0Y! ASDM 655
17.2.1 dswo ASDM JI clSui steps in order to 13® caasl

ASDM plaziuwl, paxiuoe &LoY porsimall oLl < Users/AAA < 632V 6,15] < ouesil JI Jais!
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oSl lnax) Gulas il (@980)1 6,S141) Flash 6,515 e ¢u98il lasxy lidlas ic .8
Telnet ;955

Jolis 9 ol telnet Jl .algo Joozl ciscg pSxill @8 b 6a>0l | isio telnet el in order to cds>

31> Juas b0 Joal 209 L9 S5 i Lill Telnet Jac clul> SNE| pi ool id] JSoin . ooluwl JuSis
LoV 13D (0 NO dpall paziwl (Lass 3330 IP Slgic o Telnet Jgoy allsY .ol jle> dawls,

telnet {{hostnanme | |P_address mask interface_nane} | {IPv6_address
{{interface_nanme} | {timeout nunber
no telnet {{hostname | |P_address mask interface_nane} | {IPv6_address

{{interface_nanme} | {timeout nunber

Telnet gl e oloVl 5le> a5 6259 I Jowsll LeiSay il dannall 636>V 1axi telnet Lol el pau,

dla> ooVl jle> Loy s o9 .ole=lo)l grox e ooVl jle> e Telnet ¢ uSos hiSay :da>No
Telnet gol y Joc dul> S0l IPsec dawlg, a3l dg=lgdl JI Telnet wlly 59,0 05> o>
B3Lin] s Ll IP 49,0 45> Lo i a3l dgxlgll e IPSeC (oS o e, 3l dg2lll I
>3l dg>loll e Telnet ¢uSasg bVl jle> dlawlg,

ol w53 dgrls sl o 31 sl oo ol Seime le soi dgxly sl Jud oIS 15] ple JSuin ala>Vo
ag>lgll 0ig Telnet J zoww Y ASA

! iy Telnet zob .y Lle Jac dwl> JYS oo bVl 5le> I Jowgll Cisco g Y tdla>e
SLll JLasy SSH plasiul, Cisco uogi .zioly LaiS 9,0l dals Jio (a8sLasll slaicl oy logles

Lol sV

@ @l i0V1 H9,0ll dalS . pSxill a8 b 6a>6)l ] Aie telnet J &l i in order to ol aalsl ez
Jzol oSl 48 b 6a>9 jlg> security JI dai WS ol wlgie)l wadLli in order to el whoJl s> .cisco
.o Telnet oS 6a>9) Jac dwl> el Y Kill LoVl

Telnet Jlo ol®gs;liw
o 13D 9 ©19) ugsy ol dioVl o>l b oyl JI duwl> telnet wiSo in order to
1 Jlo

Telnet ol JYS oo ooVl jle> a3 6159 | Jswosll 172.16.5.20 lnad Caginall Jliall 13D pou

ASA(confi g) #telnet 172.16.5.20 255. 255. 255. 255 i nsi de
2 Jio

Telnet ol JYS oo oVl le> pSx 6159 I Jswos)l baad 24/172.16.5.0 iSuill Jlioll 13 2

ASA(confi g)#telnet 172.16.5.0 255. 255. 255. 0 inside
3 Jlo



Telnet zoly JS oo oYl le> 4S5 6159 I Joogll alSe] &Sl graz) Jboll 1id pu

ASA(confi g) #telnet 0.0.0.0 0.0.0.0 inside
plaziwl, Telnet oS 61>9 Jgwo9 @9skas wxd (pSxxill 82>9 duwlwdl dolSUl go @@ LoVl pasius i 13
.a9las p>

ilgoy Telnet pSxs 6159 _JI Jswslly wloYl lg> @slas wlia) AAA LoVl (oS cuad 1] :ila>Vlo

in w3 L dwlwill oSl 62>9 (0 uloyl_,Lp S Joogll dliSasd (Sl 6359 Jo35 S b
_ol dalS enable JI &0 i Uy ol aalS9 username Jleg=> security JI Ji® il order to

Telnet ol Jac dawl> ad G955 ol Soy S cdoll uadVl axl (pusil telnet timeout ,oVI ;laol; 03
plaziwl no telnet LoVl plasiw] diSay ¥ .oloYl lg> dawlss lg29,5 Jizxus piy ol Jd dbols aSxill 82>
telnet timeout oY

ol dwl> Joas 6aa) _uadVl x| Ly diS Jliall 13 auos,

host nane(confi g) #telnet timeout 10
host nane( confi g) #show running-config tel net tineout

telnet timeout 10 mi nutes
- " L').D - __"
2o JSuin ousSil Jac S pud)l 13D paziwl

OIT in order to JI closiwl ol oy 3580 (OIT) (lasd yorj Jmuw) 6lol xiluw o> 4o zlYI :ala>No
2l ol Gose Lo S cadli

debug ssh

:SSH ellas| apuas S0l debug ssh oVl sl

ASA( confi g) #debug ssh
SSH debuggi ng on

03D cauai ASA J alslil agalgll I (172.16.5.20) 51 IP lsic oo SSH alglro 21,31 13D Lo,=,
:o>b 495kaog Ylasl el

.Device ssh opened successfully

SSHO: SSH client: IP = '172.16.5.20' interface # =1
SSH: host key initialised

SSHO: starting SSH control process

SSHO: Exchanging versions - SSH-2.0-Cisco-1.25

SSHO: send SSH nessage: outdata i s NULL

server version string:SSH-2.0-Cisco-1.25

(SSHO: receive SSH message: 83 (83

SSHO: client version is - SSH-2.0-PuTTY Release_0.62


http://tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

SSH Secure Shell for W ndows

client version string:SSH-2.0-PuTTY_Release_0.62

SSH Secure Shell for WndowsSSHO: begin ser ver key generation
SSHO: conpl ete server key generation, elapsed tine = 1760 ns
SSH2 0: SSH2 MSG_KEXINIT sent

SSH2 0: SSH2_ MSG_KEXINIT received

SSH2: kex: client->server aesl28-cbc hmac-md5 none

SSH2: kex: server->client aesl28-cbc hmac-md5 none

SSH2 0: expecting SSH2_ MSG_KEXDH_INIT

SSH2 0: SSH2_ MSG_KEXDH_INIT received

SSH2 0: signature length 143

SSH2: kex_derive_keys conplete

SSH2 0: newkeys: node 1

SSH2 0: SSH2_MSG_NEVKEYS sent

SSH2 0: waiting for SSH2_MSG NEWKEYS

SSH2 0: newkeys: node 0O

SSH2 0: SSH2_MSG _NEVKEYS recei ved

SSH(cisco): user authen method is 'use AAA', aaa server group ID = 1
SSH2 0: authentication successful for cisco

.Authentication for the ASA was successful ---!

SSH2 0: channel open request

SSH2 0: pty-req request

SSH2 0: requested tty: vt100, height 25, width 80
SSH2 0: shell request

SSH2 0: shell mnessage received

2l31 el .@85Laall ASA dla> x> Lad ,, (CiSCO o Ya, Ciscol Jio das padime auwl JI3] g6 13]
alivla)l 48skanll 13D clasYl auas

.Device ssh opened successfully

SSHO: SSH client: IP = '172.16.5.20' interface # =1

SSH: host key initialised

SSHO: starting SSH control process

SSHO: Exchanging versions - SSH-2.0-Cisco-1.25

SSHO: send SSH nessage: outdata is NULL

server version string:SSH-2.0-Cisco-1.25

(SSHO: receive SSH nessage: 83 (83

SSHO: client version is - SSH-2.0-PuTTY_Release_0.62

SSH Secure Shell for W ndows

client version string:SSH-2.0-PuTTY_ Release_0.62

SSH Secure Shell for WndowsSSHO: begin ser ver key generation
SSHO: conpl ete server key generation, elapsed tine = 1760 ns
SSH2 0: SSH2 MSG KEXINIT sent

SSH2 0: SSH2_MSG_KEXINIT received

SSH2: kex: client->server aesl28-cbc hmac-md5 none

SSH2: kex: server->client aesl28-cbc hmac-md5 none

SSH2 0: expecting SSH2_ MSG_KEXDH_INIT

SSH2 0: SSH2_MSG_KEXDH_INIT received

SSH2 0: signature |ength 143

SSH2: kex_derive_keys conplete

SSH2 0: newkeys: node 1

SSH2 0: SSH2_MSG_NEVKEYS sent

SSH2 0: waiting for SSH2_MSG NEVWKEYS

SSH2 0: newkeys: node 0O

SSH2 0: SSH2_MSG _NEWKEYS recei ved

SSH(cisco): user authen method is 'use AAA', aaa server group ID = 1
SSH2 0: authentication failed for ciscol

.Authentication for ASAl was not successful due to the wrong username ---!

a9s5Lanll 13 el aumas 2,31 gl . Jinss @8sLanll o8 dsumall e 9,0l dalS udes pi 13 Jiall



sl Lol

.Device ssh opened successfully

SSHO: SSH client: IP = '172.16.5.20' interface # =1

SSH: host key initialised

SSHO: starting SSH control process

SSHO: Exchanging versions - SSH-2.0-Cisco-1.25

SSHO: send SSH nessage: outdata is NULL

server version string:SSH-2.0-Cisco-1.25

(SSHO: receive SSH nessage: 83 (83

SSHO: client version is - SSH-2.0-PuTTY_Release_0.62

SSH Secure Shell for W ndows

client version string:SSH-2.0-PuTTY Release_0.62

SSH Secure Shell for WndowsSSHO: begin ser ver key generation
SSHO: conpl ete server key generation, elapsed tine = 1760 ns
SSH2 0: SSH2_MSG_KEXINIT sent

SSH2 0: SSH2_ MSG_KEXINIT received

SSH2: kex: client->server aesl28-cbc hmac-md5 none

SSH2: kex: server->client aesl28-cbc hmac-md5 none

SSH2 0: expecting SSH2_ MSG_KEXDH_INIT

SSH2 0: SSH2_ MSG_KEXDH_INIT received

SSH2 0: signature length 143

SSH2: kex_derive_keys conplete

SSH2 0: newkeys: node 1

SSH2 0: SSH2_MSG _NEVKEYS sent

SSH2 0: waiting for SSH2_MSG_NEWKEYS

SSH2 0: newkeys: node 0

SSH2 0: SSH2_MSG _NEVKEYS recei ved

SSH(cisco): user authen method is 'use AAA', aaa server group ID = 1
SSH2 0: authentication failed for ciscol

.Authentication for ASA was not successful due to the wrong password ---!

dbiill SSH clwl> o,

:ASA JI JI (895 Jwosille) clay, 698y ol dwl> SSH (0 p8,J1 wuads in order to ol 13 clss

ASA(confi g)# show ssh sessions

SIDdient IP Ver si on Mbde Encryption Hmac State User nane
I N aes256-chc shal SessionStarted cisco 2.0 172.16.5. 20 0
QUT aes256-cbc shal SessionStarted cisco

plaziwl, clulxll Jo =) Secure Shell Jac olul> < lgl  Jl Jawogll < aslas < adLall JI sl
ASDM

:TCP Joc auwl> clis| 0 gaxill show asp table socket oVl sl

ASA(config)# show asp table socket
Protocol Socket State Local Address Foreign Address

*: SSL 02444758 LI STEN 203. 0. 113. 2: 443

*: TCP 02448708 LI STEN 203.0.113. 2: 22

*: SSL 02c75298 LI STEN 172.16.5. 10: 443 0.

*: TCP 02c77c88 LISTEN 172.16.5.10:22 0.0.0.0

TCP 024032d8 ESTAB 172.16.5.10:22 172.16.5.20:52234

0.0.0.0
0.0.0.0
0.0.0



aole)l RSA asileo Jo,e

oYl 5le> e RSA auleo oo plall o530l Goue) oVl 1id 5ol

ASA(confi g)# show crypto key mypubkey rsa

Key pair was generated at: 23:23:59 UTC Jul 22 2014
<Key nane: <Def aul t - RSA- Key

Usage: Ceneral Purpose Key

Modulus Size (bits): 2048

. Key

300d0609 2a864886 f70d0101 01050003 82010f 00 3082010a 02820101 30820122
00aa82dl f61dfla4 7cdlae05 c92322cl 1ce490e3 c9db00fd d75afe77 lealOb2c2
3325576f a7dc5ffe a61l66bf5 7f0f 2551 25b8cb23 a8908h49 81c42618 c98e3aea
ce6f 9e42 367974d1 5c2eabbl e7aac40b 44a6c0a5 23c4d845 a57d4c04 6de49dbb
2c6f 074e 25e3b19e 7¢5da809 ac7d775c 0c01bb9d 211b7078 741094b4 94056e75
72d5e938 c59baaec 12285005 ee6abf81 90822610 cf7eed4cl ae8093d9 6943bde3
16d8748c d86b5f 66 la6ccf 33 9cde0432 b3cabab5 938b1874 c3d7c13e 43a95a8f
ed36db2e f9cab5d2c 0c65858e 3e513723 2d362b47 7984d845 faf 22579 654113d1
24d59f 27 55d2ddf 3 20af 3b65 62f 039cb a3aaf c31 d92a3d9b 14966eb3 ch6ca249

0001 55020301

ASDM go RSA auilae Lo, Juolidll ,lgh] 399 Jiily awliall 295 < balgis < ailas < oSl | Jas!

le>Nolg el VI OLliSiwl
LMool (oSl eliaz] BlisSiwY lgolasinw] liSay ologleo pumill 13D 9,

ASA 0 RSA aslio dllj|

il Lollao (195, 28 ASA 5 SSH ,lao] uss ol ASA gl & 5 sie Jlall Juw Ll diyeo oY
‘ASA (o RSA auilio 295 dlY LoVl 1id 5ol lglis] 65lely RSA aulas

ASA(confi g) #crypto key zeroize rsa

ASDM go RSA ilae dl3Y Bi> G99 aily awlaall 295 < dolgd < yasbas < ¢Sl I Jaisl

SSH Jlasl Jiud

ASA Jl e dlw, bz 13D pliws el

.ASA-3-315004: Fail to establish SSH session because RSA host key retrieval failed%

:SSH Juae jlg> e el il Uaxdl dllu; (@ 0id

Selected cipher type



'ASA (0 RSA auilin 295 Y LoVl 1id 35l glisl sslely RSA aulas il ad (lSuinsll 03 J=J

ASA(confi g) #crypto key zeroize rsa

1> pliaoll wals in order to ol 13® clss

ASA(confi g)# crypto key generate rsa modulus 2048
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