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* SupEe wa9u9dsd BGP Bis I pu Idsune izhes sldewess e glisds gulssy IPv4 9
IPV6.

1o o IJpogss pdldis JelisJs golasy Cisco IOS® BGP VPNV4 (w9250 9lglé wozso
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ww9e999d VRF s Cisco I0S.

* Swp L IYp 9l Vb pu IJuble IU3los (AS) Jzese Iduvsldle IUepelods Juwsldlo
£09p56 9136 Jpl 09 IJzld Jzpese glisdle IJgulssy s Cisco 10S.

© Jlseopes 9uoe 2ol Ieelss IJuv 91, BGP pag9p 939b I Idyoe [pgze.

« Jlsuosy IJuble beldle Ideuwl) Jewslo IP 1Jpecddls gy PPPOE W zx9d puwl) CP.
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Je sop pilpwd z39d BGP JJ9gs6 IUg o9 pe 239d 9236 IJoede. wwp pjlews zo9J
IJoszso [Jglue wo BBk pg 239 wozso 9226 o de.

SpJdu wIdssu ,lp AS Cluweesle Uip_) <as_num>JJegzo bgp lJss spdu luwweslpo
Jopedsy JJ glisds guslo ywsls.

STU9S BGP gJs wwve gpdsle wrgp JJ Iduwsl@le sodss IJodlosd poles wlgwedsle
|Jle, show process. oo IJgpdsle o popd BGP. pz39J BGP. pl uz BGP. p9z0 BGP.
I>¢1J/NE,lz BGP. 9z>¢ BGP.

<#root>

ASA-1(config)#

show proc | in BGP

Mwe 0x00000000010120d0 0x00007ffecc8ca5c8 0x0000000006136380
0 0x00007ffecc8c27c0 29432/32768

BGP Task

Mwe 0x0000000000fb3acd 0x00007ffecba47b48 0x0000000006136380
11 0x00007ffecba3fd00 31888/32768

BGP Schedul er

Lwe 0x0000000000fd3e40 0x00007ffecd3373e8 0x0000000006136380
26 0x00007ffecd32f5f0 30024/32768

BGP Scanner

Mwe 0x0000000000fd70b9 0x00007ffecd378cd8 0x0000000006136380
10 0x00007ffecd370eb0 28248/32768

BGP Rout er

Mwe 0x0000000000fc9f84 0x00007ffecd32f3e8 0x0000000006136380
2 0x00007ffecd3275a0 30328/32768

BGP 1/0

Mwe 0x000000000100c125 0x00007ffecd33f458 0x0000000006136380
0 0x00007ffecd337640 32032/32768

BGP Event
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* Sup w@dSp lp) za5> show asp table routing address <addr>1Jss we gdo Jeyuo puwble
BGP I.Jogsﬁop edol wuvdd pod)) Vs zo9d lelbo wozso NP.

* swp béld le) zos> show bgp system-config. s 9,08 pwgss JeHue wdssule BGP
Juwsld 1Joble.

* >gp Sleod lJluweele Jeydé p)9, BGP

* >¢p BGP J IPv6

* >gp BGP JJglisb ldpgdu guwol

* >¢p BGP Juspsu ASA
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Suodd ubs) w9u9dsd BGP pu ¢l 836 sdlsle $ud lu suowesl el potlosse
sswubdsl pedspele IUeszso. Bs JJ pu ldsdlsle: see eds Idob)le huwld 1yuwlsd
Sluwodoldel 9peldes wslule Iyuvlisd 9oosisé IJeshs Sod ldpolugs [s 1Uzlds IJoldss.
oEHW 030 IJgpdso wluwpe zoly BGP Finite-State Machine (FSM). 131 W vde 1Jgpdss O s
udbd. Bluo sop Bbog IJeduws 95up lowdld I po UGG [Us 21Js 1gesd 9889090 wwde
IJgpdss o6 18)s. B I 08 sop Bsol oduwse eduwd gpd: sop Lilds zase Ideuble pu
IJobs) &5y 1de9z9s ehe Idedlad: pel souvew B 98w 1Jesdd eu lUegpd.

1. ¢lod - sope ASA Bs 239J IJoozso Jog,s ol 13 JIo 0old suwly JUsoosd 1Js 1Jpzls,.
2. 1louold - go, ASA gds punl) Ids 1dzh _9i-.’J,oJ puoldzo TCP eJless Idlegloe.

3. ACTIVE - Jp szuod ASA gJs oWl wuilo pelss) 1Jpduuows.

4. Sz pawd - Sop busld 1suslJs Iecbeszs. ot peple Jedows BGP.

5. olds> p 9092 - wd¥s ASA |oul gl eds Idpedele Jlogile gduws.

6. pg3> - Up UEISd 290 IJIdsle 9use lJogzso.

Listenfor | Initiate TCP Open Open Neighbor
State TCP? TCP? Up? Sent? Received? | Up?
Idle No
Connect Yes
Active Yes Yes
Open sent Yes Yes Yes Yes
Open confirm Yes Yes Yes Yes Yes
Established Yes Yes Yes Yes Yes Yes

lJodosy
oJd9su eBGP

S€pd BGP Ly ldpszole Ws IJion,oé IJsless 1dpgoduds. souvdd 1B o)los: sop eSSy
IP TTL Ws eBGP (IJoulb; Ws ublpsy puveddso pgoddsy (ASs) eds 1909 ol SEUS
lwe,)luo logold Idub)le polinys. WO 030 1Jzlds: guspl wgw) 2jpd p9z0 9lzd Suewe TTLO &p
soe luwdlb 1Uz5e6 ehe 3Jd. S ldeldle IJos Jl sdso Ssol lJzsulu pouadso poluiné
(eds wwosd IJpeld 1Job) eg slzole Ilgwezle 19 1dok) gusel odsu IUizess eds wes
odJlo pogss) weole IUs luolds IUle, <ttl>ldezls, x.x.x.X bgp-pogss IJgble. 9lJl Bl spIdu
lousle pulb§6 29b Jonswsdsd wolwé 1Uzs9s (BGP). soldlols |Js 3Jd: sedo wbs)
w29¢9d9J eBGP £y zpse W od IUpszole lJos sgydol o 1Jes wedeol po 1@luo (Gugle Il
obs) o 92999J €BGP Iy ubes) 190999 IBGP). 909 ol Jl 230 B 218 w9299 iBGP.
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EBGP Meighborship

DMZ-192.168.10.1,24

Servers-10.10.10.1,/24

AS-200

203.0.113.2

AS-100
203.0.113.1
Inside ———— Dutside
172.16.20.1,23 S el ASA]

Titp- 10.106.34.142 /24

od9su ASA-1

router bgp 100

bgp Tog-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast
neighbor 203.0.113.2 remote-as 200
neighbor 203.0.113.2 activate
network 192.168.10.0 mask 255.255.255.0
network 172.16.20.0 mask 255.255.255.0
network 10.106.44.0 mask 255.255.255.0
no auto-summary
no synchronization

exit-address-family
!

od9gsu ASA-2

router bgp 200

bgp Tog-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast
neighbor 203.0.113.1 remote-as 100
neighbor 203.0.113.1 activate
network 10.10.10.0 mask 255.255.255.0
network 10.180.10.0 mask 255.255.255.0
network 172.16.30.0 mask 255.255.255.0
no auto-summary
no synchronization

exit-address-family
!

oJ9su iBGP

Inside

Outside
T 1 ]

ASA2 Bioien 172.16.30.1,24

o

Wireless-10.180.10.1,/23



B w199999J IBGP. JI w9z 39> £Js 929w louald Ides)lo poluingé. 9 39 Jl spdu o
Sedu wbs,) IBGP gy IUobss IJos wgdpol po wbs,) IBGP [Js wbs, IBGP 135, 92> 03l 1J s>
Jorow eddle Idedsl Gopu 0duw AS. Juguose o3l ews wprsy puwh IJs ubs) eBGP: wop
luol8s 8 AS Idpeds 1Us IUwbiss Bs Idpuwly udywoe J3JY BBl lpwadeol 0w 1Jg)ed
IJos o3y AS Bs Ideuwh uduwe: Bluol vedpe 1ol wdly edds: 9swe luwdlb 1Jzies. spe
>3JdJcgos Jledlo g0 p9zo IJs wbs) IBGP. Jl wop |uolws 5 8p AS 1Upzds IJs Ideuwly wdwo:
o)l Jiu 1Job)le sdsuss B wbuw Ipdly.

lLouwe IJogbsbs Jduvods

IBGP Neighborship

DMZ-192.168.10.1,24

Servers-10.10.10.1,24

As5-100 AS5-100
203.0.113.1 203.0.113.2 .
Inside Outside Outside Inside
172.16.20.1/24 --'T- ASA-1 ASA-2 Resrens® 172.16.30.1/24

Titp- 10.106.44.142 /24 .
P 2 Wireless-10.180.10.1,24

odysu ASA-1

router bgp 100

bgp Tog-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast
neighbor 203.0.113.2 remote-as 100
neighbor 203.0.113.2 activate
network 192.168.10.0 mask 255.255.255.0
network 172.16.20.0 mask 255.255.255.0
network 10.106.44.0 mask 255.255.255.0
no auto-summary
no synchronization

exit-address-family
!

wdysy ASA-2

router bgp 100

bgp Tlog-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast



neighbor 203.0.113.1 remote-as 100
neighbor 203.0.113.1 activate

network 10.10.10.0 mask 255.255.255.0
network 10.180.10.0 mask 255.255.255.0
network 172.16.30.0 mask 255.255.255.0
no auto-summary

no synchronization

exit-address-family
!

IJIzedlvle wso eBGP 9 iBGP

* 9subs,; eBGP v ublpsy ptodidsu vsupel sIsu iIBGP wsu .

« sope ldledlo g0 1dpszole ldos sop lJog,d gdsol po wb,le @BGP |Js 6)lo Te)sw
(eBGP Ig i!3GP)._9rog s3ddidl sop ldledlo go 1dpszole IJos sop ldog)od gdsol pu ubs,)
iBGP |Js 19,lu iIBGP IJI3)s 0.

* 9w dd IBe,lups Sop GESSU wbsle €BGP pg TTL = 1. 909 pl sgus lue s lu
lJzsulu pouodsu poluié 909 el Jl 9y Vs 2lds iIBGP. >gJe in order to gs,w 03l
ouoyd J eBGP. 1Jezly, x.x.x.x ebgp-multihop <ttl> [o,. pogss IJglbsle 09 IJp oz
lJpuwwgspe Vs eBGP W b.

© sudg bod b, eBGP o uld6 |sl)s6 20. B zsu o IBGP o9 200.

* gubJ IJgbos IJoldss s90 wess) ews Idledlu gu ldpuwl) IJs ulbs,) IBGP. 908 3JJi swp
oEssyo gwd Idledlu guoe Jubs,) eBGP wvdd 1We)lss.

eBGP-Multihop

ASA pg p0b 36 p2l9,8 BGP pg ASA 18,5 IJos wde eds we> 96 slzab. pu led 1Jesl sew lu
oolds pu lu s logold vsu ldes)lu. !'a?.__..lj lJlouold Joldss IJlogald. olds po Iduwelz
wpud> TCP 179 s JJl lJleglosy gds IJlzoj6 1Jos wswopl.

EBGF KMultihop

2192, 168.10.1,/24 Servers-10,10.10.1/24
AS-100 A5 -0
205.0.113.1 203.0,113.2 195510002 156511001 nside
Inside Dutside Dutside
172.16.30.1/34 Sneee® ann g F— ASA-Z _—_—_I_-_ v 172.16.30.1,/24

Tll
Trep- 20,106, 34,142,524 Wirebess-10.180.10.1,/23

odysu ASA-1

router bgp 100

bgp Tog-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast
neighbor 198.51.100.1 remote-as 200



neighbor 198.51.100.1 ebgp-multihop 2
neighbor 198.51.100.1 activate

network 192.168.10.0 mask 255.255.255.0
network 10.106.44.0 mask 255.255.255.0
network 172.16.20.0 mask 255.255.255.0
no auto-summary

no synchronization

exit-address-family
!

wdgsy ASA-2

router bgp 200

bgp Tlog-neighbor-changes

bgp bestpath compare-routerid
address-family ipv4 unicast
neighbor 203.0.113.1 remote-as 100
neighbor 203.0.113.1 ebgp-multihop 2
neighbor 203.0.113.1 activate
network 10.10.10.0 mask 255.255.255.0
network 10.180.10.0 mask 255.255.255.0
network 172.16.30.0 mask 255.255.255.0
no auto-summary
no synchronization

exit-address-family
!

CJUDL.9..§6 |,¢>L).u|_) BGP

wluwedslp BGP: spdud ldoedp Bs wedse Idugese 1U3s sop huwldo sluwedoldo. s 03l
IJeold: swp 2hb) cedse wozse Jubss [Juvewds 172.16.30.0/24 1J,92956 S ASA-2.
Jouoss Idpuwlye spdud Wb |uuegsle Blises IUozdp Vs 1U9uo9d (ACL) IJBsluvss.

access-1list bgp-in 1line 1 standard deny 172.16.30.0 255.255.255.0
access-1list bgp-in line 2 standard permit any4

router bgp 100
bgp log-neighbor-changes
bgp bestpath compare-routerid
address-family ipv4 unicast
neighbor 203.0.113.2 remote-as 200
neighbor 203.0.113.2 activate
network 192.168.10.0 mask 255.255.255.0
network 172.16.20.0 mask 255.255.255.0
network 10.106.44.0 mask 255.255.255.0
distribute-1list bgp-in 1in
no auto-summary
no synchronization

exit-address-family
!



w2dd pu 229d IJeszso.

<#root>
ASA-1(config)#

show bgp cidr-only

BGP table version is 6, local router ID is 203.0.113.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, m multipath

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.10.10. 0/ 24 203.0.113.2 0 0 200
*> 10.106.44.0/24 0.0.0.0 0 32768 i
*> 10. 180. 10. 0/ 24 203.0.113.2 0 0 200
*> 172.16.20.0/24 0.0.0.0 0 32768 i
*> 192.168.10.0/16 0.0.0.0 0 32768 i

IJozdd pu £33 polo 1dsuesd [Us Blises Idozde B 19 osd (ACL).

<#root>
ASA-1(config)#

show access-list bgp-in

access-1list bgp-in; 2 elements; name hash: 0x3f99del9
access-1list bgp-in Tine 1 standard deny 172.16.30.0 255.255.255.0 Chitcnt=1) Oxb5abad25
access-1list bgp-in Tine 2 standard permit any4 Chitcnt=4) 0x59d08160

Seldpede spdud luwetsle Slisps Idoede B 1Usuesd (ACL) Jouodss el sop huwlde
JJebz Vs |, distribute-list.

wJd9sy ASA BGP s Iduwsly [dpewess
BGP 03890 W Lwshd pogss. B 2ldé IJuuslile [Jpoesss. sdipd l9dl weass £pJs6 p9z0

BGP Ws wsld |.JQJ'D|ro:. I3l zlade louble gpdsé BGP Ly wg)sol Vs ywsl@ IJuble.
wwozowed eds ol 1Jgbl.

<ffroot>



ASA-1/admin(config)#

router bgp 100

%BGP process cannot be created in non-system context

ERROR Unable to create router process

First we Need to define it in system context.

ASA-1/admin(config)#

changet o context system

ASA-1(config)#

router bgp 100

ASA-1(config-router)#

exit

Now create bgp process in admin context.

ASA-1(config)#

changet o context admn

ASA-1/admin(config)#

router bgp 100

ASA-1/admin(config-router)#

IJozdd pu lduogs

lJoz9d pu g9l eBGP

o2l pu louold TCP gds 1Jpows 179.
<#root>

ASA-1(config)#

show asp tabl e socket

Protocol Socket State Local Address
SSL 00001478 LISTEN 172.16.20.1:443
TCP 000035e8 LISTEN 203.0.113.1:179

Foreign Address
0.0.0.0:*
0.0.0.0:*



TCP 00005cd8 ESTAB 203.0.113.1:44368 .11

SSL 00006658 LISTEN 10.106.44.221:443

.2:179

o o
W

o N
o

lbol, 2.5,lc BGP.

<#root>
ASA-1(config)#

show bgp nei ghbors

BGP nei ghbor is 203.0.113.2

, context single_vf,

renote AS 200, external link

>> e

BGP

BGP version 4,

renote router 1D 203.0.113.2

BGP state =

Est abl i shed, up for 00:04:42

Last read 00:00:13, last write 00:00:17,

hold tine is 180, keepalive interval is
60 seconds

Neighbor sessions:
1 active, is not multisession capable (disabled)
Neighbor capabilities:
Route refresh: advertised and received(new)
Four-octets ASN Capability: advertised and received
Address family IPv4 Unicast: advertised and received
MuTtisession Capability:
Message statistics:
InQ depth is 0O
OutQ depth is 0

Sent Rcvd
Opens: 1 1
Notifications: 0 0
Updates: 2 2
Keepalives: 5 5
Route Refresh: 0 0
Total: 8 8

Default minimum time between advertisement runs 1is 30 seconds

For address family: IPv4 Unicast



Session: 203.0.113.2

BGP table version 7, neighbor version 7/0
Output queue size : 0

Index 1

1 update-group member

Sent Rcvd
Prefix activity: -——— ———
Prefixes Current: 3 3 (Consumes 240 bytes)
Prefixes Total: 3 3
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 3
Used as multipath: n/a 0

Outbound Inbound
Local Policy Denied Prefixes: -------- = ——————-
Bestpath from this peer: 3 n/a
Total: 3 0
Number of NLRIs in the update sent: max 3, min 0O

Address tracking is enabled, the RIB does have a route to 203.0.113.2

Connections established 1; dropped 0

Last reset never

Transport(tcp) path-mtu-discovery is enabled
Graceful-Restart is disabled

puvble ©i909d9d wlwé 1Jzr9> (BGP)

wdysu ASA-1

<#root>

ASA-1(config)#

show route bgp

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

Gateway of Tast resort is 10.106.44.1 to network 0.0.0.0

10. 10. 10. 0 255. 255.255.0 [20/0] via 203.0.113.2, 00:05:48

10. 180. 10. 0 255. 255.255.0 [20/0] via 203.0.113.2, 00:05:48



B 172.16.30.0 255.255.255.0 [20/0] via 203.0.113.2, 00:05:48

wdgsy ASA-2

<#froot>
ASA-2#

show route bgp

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route

Gateway of Tast resort is not set

B 10.106.44.0 255.255.255.0 [20/0] via 203.0.113.1, 00:36:32
B 172.16.20.0 255.255.255.0 [20/0] via 203.0.113.1, 00:36:32
B 192.168.10.0 255.255.255.0 [20/0] via 203.0.113.1, 00:36:32

Jerue IUpuwble Jogaé ASA pesus: Isgd IUle, show route bgp <as-no.>.

<#root>
ASA-1(config)#

show route bgp ?

exec mode commands/options:
100 Autonomous system number
| Output modifiers
<cr>

oIlosd puwl) eBGP 1Jpes>

<#root>
ASA-1(config)#

show route 172.16.30.0



Routing entry for 172.16.30.0 255.255.255.0
Known via "bgp 100", distance 20, metric O

Tag 200, type external
Last update from 203.0.113.2 0:09:43 ago
Routing Descriptor Blocks:

* 203.0.113.2, from 203.0.113.2, 0:09:43 ago

Route metric 1is 0, traffic share count is 1

AS Hops 1--------------—--mmm

Route tag 200

MPLS Tlabel: no Tabel string provided

<#root>
ASA-1(config)#

show bgp cidr-only

BGP table version is 7, local router ID is 203.0.113.1

Status codes: s suppressed, d damped, h history,
r RIB-failure, S Stale, m multipath
Origin codes: i - IGP, e - EGP, ? - incomplete

Network
*> 10.10.10.0/24
> 10.106.44.0/24
*> 10.180.10.0/24
> 172.16.20.0/24
> 172.16.30.0/24

pJéuo BGP

<#root>
ASA-1(config)#

show bgp sumary

Next Hop
203.0.113.2
0.0.0.0
203.0.113.2
0.0.0.0
203.0.113.2

0

o O OO

o

Metric LocPrf Weight

0

32768

0

32768

BGP router identifier 203.0.113.1, Tocal AS number 100
BGP table version 1is 7, main routing table version 7

6 network entries using 1200 bytes of memory

6 path entries using 480 bytes of memory
2/2 BGP path/bestpath attribute entries using 416 bytes of memory

1 BGP AS-PATH entries using 24 bytes of memory

0 BGP route-map cache entries using 0 bytes of memory
0 BGP filter-list cache entries using 0 bytes of memory

BGP using 2120 total bytes of memory

0

Path
200 i
.i
200 i
.i
200 i

BGP activity 6/0 prefixes, 6/0 paths, scan interval 60 secs

Neighbor \Y
203.0.113.2 4

AS MsgRcvd MsgSent

200 16

17

Tb1Ver
7

> ASA HOP is one

InQ OutQ Up/Down

0

0 00:14:19

* valid, > best, i - internal,

State/PfxRcd
3



<#root>
ASA-1(config)#

show route sunmary

IP routing table maximum-paths is 3

Route Source Networks Subnets Replicates Overhead Memory (bytes)
connected 0 8 0 704 2304

static 2 5 0 616 2016

ospf 1 0 0 0 0 0

Intra-area: 0 Inter-area: 0 External-1: 0 External-2: 0
NSSA External-1: 0 NSSA External-2: O

bgp 100 0 3 0 264 864
External: 3 Internal: O Local: O

internal 7 3176

Total 9 16 0 1584 8360

IJezdd pu 29l IBGP

<#root>
ASA-1(config)#

show bgp nei ghbors

BGP neighbor is 203.0.113.2, context single_vf,
renote AS 100, internal link

>> iBGP
BGP version 4, remote router ID 203.0.113.2
BGP state = Established, up for 00:02:19
Last read 00:00:13, Tast write 00:00:17, hold time is 180, keepalive interval s
60 seconds
Neighbor sessions:
1 active, is not multisession capable (disabled)
Neighbor capabilities:
Route refresh: advertised and received(new)
Four-octets ASN Capability: advertised and received
Address family IPv4 Unicast: advertised and received
MuTtisession Capability:
Message statistics:
InQ depth is 0O
OutQ depth is 0

Sent Rcvd
Opens: 1 1
Notifications: 0 0
Updates: 2 2
Keepalives: 5 5
Route Refresh: 0 0
Total: 8 8

Default minimum time between advertisement runs 1is 30 seconds

For address family: IPv4 Unicast



Session: 203.0.113.2

BGP table version 7, neighbor version 7/0
Output queue size : 0

Index 1

1 update-group member

Sent Rcvd
Prefix activity: -——— ———
Prefixes Current: 3 3 (Consumes 240 bytes)
Prefixes Total: 3 3
Implicit Withdraw: 0 0
Explicit Withdraw: 0 0
Used as bestpath: n/a 3
Used as multipath: n/a 0

Outbound Inbound
Local Policy Denied Prefixes: -------- = -————---
Bestpath from this peer: 3 n/a
Total: 3 0
Number of NLRIs in the update sent: max 3, min 0O

Address tracking is enabled, the RIB does have a route to 203.0.113.2
Connections established 1; dropped 0

Last reset never

Transport(tcp) path-mtu-discovery is enabled

Graceful-Restart is disabled

BlLosd puwly IBGP e

<#root>
ASA-1(config)#

show route 172.16.30.0

Routing entry for 172.16.30.0 255.255.255.0
Known via "bgp 100", distance 20, metric 0, type internal
Last update from 203.0.113.2 0:07:05 ago
Routing Descriptor Blocks:
* 203.0.113.2, from 203.0.113.2, 0:07:05 ago
Route metric is 0, traffic share count is 1

AS Hops 0  meeeeeeeee e >> ASA HOP is 0 as it's internal route

MPLS Tabel: no Tabel string provided

Bspd TTL Jzjpe BGP

Jeubdd lBe,)luos: sge o odsy zsulu BGP poodé polyuyé. 93JY Jio Bspé TTL Jeje BGP
slspl 1 (IJIGe,)los). 3JY WO 2lds g0 louold ezl BGP el . oaol; lJs og)sd $spd
BGP pugnso Idgbsle IUos weops eds €35 IJouddle 1Jeszsss Vs gese lugle IUpuwly.



oul pold eds gldé 8spé TTL J pogod pului,é:

<#root>
ASA-1(config)#

show cap bgp detail

5: 06:30:19.789769 6c41.6alf.25e3 alcf.5b5c.5060 0x0800 Length: 70
203.0.113.1.44368 > 203.0.113.2.179: S [tcp sum ok] 3733850223:3733850223(0)
win 32768 <mss 1460,nop,nop,timestamp 15488246 0> (DF) [tos OxcO] [ttl 1] (id 62822)

6: 06:30:19.792286 alcf.5b5c.5060 6c41.6alf.25e3 0x0800 Length: 58
203.0.113.22.179 > 203.0.113.1.44368: S [tcp sum ok] 1053711883:1053711883(0)
ack 3733850224 win 16384 <mss 1360> [tos OxcO0] [ttl 1] (id 44962)

7: 06:30:19.792302 6c41.6alf.25e3 aOcf.5b5c.5060 0x0800 Length: 54
203.0.113.1.44368 > 203.0.113.22.179: . [tcp sum ok] 3733850224:3733850224(0)
ack 1053711884 win 32768 (DF) [tos OxcO0] [ttl 1] (id 52918)

Bl Je o eslu povadsu poluins Slue weles [Js beld 1Jie, BGP pogss Igbsle
Jogass £33 vddle 1Usuesd IJos s89e wol Iz Idzsilo Jislhé 9sped TTL Os ,Hluw IP.

oul pold pu B5po TTL Vs 2lJs pugss IJgbgle (Ws o030 1Jzlds sY9u gl BGP gJs we> 1
eued):

<#root>
ASA-1(config)#

show cap bgp detail

5: 13:10:04.059963 6c41.6alf.25e3 alcf.5b5c.5060 0x0800 Length: 70
203.0.113.1.63136 > 198.51.100.1.179: S [tcp sum ok] 979449598:979449598(0)
win 32768 <mss 1460,nop,nop,timestamp 8799571 0> (DF) [tos OxcO] (ttl 2, id 62012)

6: 13:10:04.060681 aOcf.5b5c.5060 6c41l.6alf.25e3 0x0800 Length: 70 198.51.100.1.179 >
203.0.113.1.63136: S [tcp sum ok] 0:0(0) ack 979449599 win 32768 <mss 1460, nop,nop,
timestamp 6839704 8799571> (DF) [tos Oxac] [ttl 1] (id 60372)

7: 13:10:04.060696 6c41.6alf.25e3 alOcf.5b5c.5060 0x0800 Length: 66
203.0.113.1.63136 >198.51.100.1.179: . [tcp sum ok] 979449599:979449599(0) ack 1
win 32768 <nop,nop,timestamp 8799571 6839704> (DF) [tos OxcO0] (ttl 2, 1id 53699)

epdso wvedsd ldpuwl Idedyus



<tfroot>

ASA-1(config)#

show asp table routing

route table timestamp: 66

in
in
in
in
in
in
in

in
in
in

in
in
in
in
in
in
in

255.

203.

203.

192.

192.168.0.1 255.
172.16.20.1 255.
10.106.44.190  255.
10.10.10.0 255.
172.16.30.0 255
10.180. 10.0 255
203.0.113.0 255.
172.16.10.0 255.
192.168.10.0 255.
192.168.20.0 255.
172.16.20.0 255.
10.106.44.0 255.
192.168.0.0 255.

255.255.255 255.255.255.255 identity

0.113.1 255.255.255.255 didentity

0.113.254 255.255.255.255 via 10.13.14.4, outside
0.2.78  255.255.255.255 via 10.16.17.4, DMZ

255.
255.
255.

255.
255.
255.

255.
255.
255.
255.
255.
255.

255

255.
255.
255.

255.
255.
255

255.
255.
255.
255.
255.
255.
.0.0

255 identity
255 identity
255 identity

0 via 203.0.113.2, outside (resolved
0 via 203.0.113.2, outside (resolved

.0 via 203.0.113.2, outside (resolved

outside

via 10.13.14.4, outside
via 10.13.14.20, outside
via 10.16.17.4, DMZ
inside

management

DMZ

[eNeNeNoNoNe]

ASA BGP 9]pdlusé lgbs ldogbgsd Idos vogue wldosge

BGP support for nonstop forwarding
We added support for BGP Nonstop Forwarding.
We introduced the following new commands: bgp graceful-restart, neighbor ha-mode graceful-restart

lweduvld IJlgble gl oJlzol

ti mestanp: 66)
ti mestanp: 64)
ti mestanp: 65)

c v ldoedssu sdjpd Loelu w9 Idleuold Il IJzolisu. vzl pu louold pudds
ICMP 9 TCP , 0 179.

* Bl dpe sIJu ulb,le BGP poLodsy polui,é. Belds eu wdosy IJgbsle IJpwgssé J eBGP.

e Bl Ul IJlouold Lozsel Bspdu o s plgs waosd TCP B zlJs ESTAB Bs Ig)lz
IJio, show asp table socket.
<#root>

ASA-1(config)#

show asp tabl e socket

Protocol Socket

SSL
TCP
TCP

00001478
000035e8
00005cd8

State
LISTEN
LISTEN
ESTAB

Local Address
172.16.20.1:443
203.0.113.1:179
203.0.113.1:44368

Foreign Address
0.0.0.0:*
0.0.0.0:*
203.0.113.2:179



SSL 00006658 LISTEN 10.106.44.221:443 0.0.0.0:%

© 08 puoldzs wlless Idlegled s89e JJl IJubysu woubd Huwlisd BGP 1Jewwegzs
_9roE_|roJ|Q |.Juv..9|_9uo

Mo lirme aource Destingtan drotocol  Length ldenbrhcston Irto
B 0.335380 203, D :I_'L3 1 .:03 ';‘.113.2 107 I:de'ElEh; {55558] OPEN Messa
10 o 2 | 2 * x £

W Frams 8; 107 bytes on wire {856 bits), 107 bytes captured (B34 bits)

@ Ethernet 11, sepc: cisco 1f:25:e3 (Ac:fl:6a:Afi25:a3), psrt: cisco_5c:30:060 (adicF:Sh:5c50060]

+ Irternet Protocol wersion &, Srcr 203.0.113.1 {203.0,113.10, DsT! 203.0.115.2 (203, 0.113.20

# Transmission Control Protocol, Src PorTi 44363 (445080, st Port: bgp (1790, S=gi 397195008, ack: 25085098044, Len: 53
= Border Gateway Protocol - OPEW Messags

[Tl =S e o 1 O A
LENgTAz 53

Type: OFEM Message (1)

version: 4

My As: 100

Hald Time: 180

BzP Lodentifier: 203.0.113.1 (205.0,113.10
Optionz]l Parameters Length: 24

optional Parameters

= optional paraseter: capabi Tty
® optional Paraveter: Capehkility
E optional paramster: Capability
® optfonal pParaseter: capabilicy

© o oubdldeedelod s89p JJlNJubiso voobd pedyele IJugrse pg Hunlds crdse
BGP.

17 0. 3-’-'3'383 203 Cl 1i3.2 203.0.113.1 B5F 139 Cx??ﬂz I:Eﬁlﬂé:l UFCATE Message, UFDATE Message

UPCATE Message

M Frame 1¥: 139 byTes an wlre (11l bi1ts), Lli9 oyTes capiured Clliz bits)
B Ethermet 11, Src: Cisco SooS0: 00 Cad of:Sh:5c:50:600, Dst: Ciscodfi29:e3 ([Scidlida;lFf:25:e3)
M Leternet Protocol varsion 4, Srcr 2030001132 {2053.0.113.20%, DsT! 203.0.113.1 (203, 0.113.10
B Transmission Control Protocol, sro Port: bgp €17%), Dst Port; 44368 (443680, Seq: 25689%EL35, ack: 3971045678, Len: 85
H border Gatewsy Protoco] - UPDATE Message

Marker : FEFFFEFFEEFFFFFFFFFFFFFFFFFFEFFF

_encth: &2

Type: UFPDATE Message [2)

anTeas 1b7Te rovres Tengeh: o byoes

Total path attribute length: 27 bytes

Fath atreihures

H T . Bs

[ &s_PATH: 200 (B byres)

FOMEXT RGP 203,0,113.2 7 lyTes)

[ MULTT_E<TT_DISC: O [T byres)

|- detwork Tayer reachability information: 12 bytes

L. 10,10, 0724

B 172.16.30.0/24

F1G.180.10, b4
[ Border Gateway PrOTOCO] - UPODATE MESsags

%ASA-7-609001: Built local-host identity:203.0.113.1

%ASA-7-609001: Built local-host outside:203.0.113.2

%ASA-6-302013: Built outbound TCP connection 14 for outside:203.0.113.2/179
(203.0.113.2/179) to identity:203.0.113.1/43790 (203.0.113.1/43790)

%ASA-3-418018: neighbor 203.0.113.2 Up

Blde sope odysu edl@le 1Jz9l) zos wed puoldzs TCP IJeJle s IJuIaao‘ a..sU..s) O
lJevdJé pg BGP FSM. gpew job gJs Guu2 9 syslog pu IJ ASA 9599w I5 39J0 oo
wodds luosh ee.

cuoese IJigble



. pdlebs: Lze |Js

>¢Jo IJ debug ip bgp le, in order to wzse b S9zo wease luosh.

<{froot>

ASA-1(config)#

debug ip bgp ?

exec mode commands/options:

A.B.C.D

eve
in
ipv

nts

4

BGP neighbor address
BGP events

BGP Inbound information
Address family

keepalives BGP keepalives

out
ran

ge

BGP Outbound information
BGP dynamic range

rib-filter Next hop route watch filter events

updates

<Ccr

>

BGP updates

I>¢J IJi, debug ip bgp events Jl woJ sl izble IJlzsle sl odlzol.

<#root>

BGP: 203.0.113.2 active went fromldle to Active

BGP: 203.0.113.2 open active, local address 203.0.113.1

BGP: ses global 203.0.113.2 (0x00007ffec085c590:0) act Adding topology IPv4 Unicast:base
BGP: ses global 203.0.113.2 (0x00007ffec085c590:0) act Send OPEN

BGP: 203.0.113.2 active went from Active to QpenSent

BGP: 203.0.113.2 active sending OPEN, version 4, nmy as: 100, holdtine 180 seconds,
I D cb007101

BGP: 203.0.113.2 active rcv message type 1, length (excl. header) 34

BGP: ses global 203.0.113.2 (0x00007ffec085c590:0) act Receive OPEN

BGP: 203.0.113.2 active rcv OPEN, version 4, holdtime 180 seconds

BGP: 203.0.113.2 active rcv OPEN w/ OPTION parameter len: 24

BGP: 203.0.113.2 active rcvd OPEN w/ optional parameter type 2 (Capability) len 6
BGP: 203.0.113.2 active OPEN has CAPABILITY code: 1, length 4

BGP: 203.0.113.2 active OPEN has MP_EXT CAP for afi/safi: 1/1

BGP: 203.0.113.2 active rcvd OPEN w/ optional parameter type 2 (Capability) Ten 2
BGP: 203.0.113.2 active OPEN has CAPABILITY code: 128, Tength O

BGP: 203.0.113.2 active OPEN has

ROUTE- REFRESH

capability(old) for all address-families

BGP: 203.0.113.2 active rcvd OPEN w/ optional parameter type 2 (Capability) Ten 2

BGP: 203.0.113.2 active OPEN has CAPABILITY code: 2, length 0

BGP: 203.0.113.2 active OPEN has ROUTE-REFRESH capability(new) for all address-families


https://www.cisco.com/c/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

BGP: 203.0.113.2 active rcvd OPEN w/ optional parameter type 2 (Capability) len 6
BGP: 203.0.113.2 active OPEN has CAPABILITY code: 65, length 4
BGP: 203.0.113.2 active OPEN has 4-byte ASN CAP for: 200

BGP: 203.0.113.2 active rcvd OPEN w renpte AS 200, 4-byte renpte AS 200
BGP: 203.0.113.2 active went from QpenSent to OpenConfirm
BGP: 203.0.113.2 active went from QpenConfirmto Established

sédo 1J debug ip bgp wesse Iy in order to wz)se weuivs wesss luosh poedd.

<tfroot>

BGP: TX IPv4 Unicast Mem global 203.0.113.2 Changing state from DOWN to WAIT
(pending advertised bit allocation).

BGP: TX IPv4 Unicast Grp global 4 Created.

BGP: TX IPv4 Unicast Wkr global 4 Cur Blocked (not in 1ist).

BGP: TX IPv4 Unicast Wkr global 4 Ref Blocked (not in 1ist).

BGP: TX IPv4 Unicast Rpl global 4 1 Created.

BGP: TX IPv4 Unicast Rpl global 4 1 Net bitfield index 0 allocated.

BGP: TX IPv4 Unicast Mem global 4 1 203.0.113.2 Added to group (now has 1 members).
BGP: TX IPv4 Unicast Mem global 4 1 203.0.113.2 Staying in WAIT state

(current walker waiting for net prepend).

BGP: TX IPv4 Unicast Top global Start net prepend.

BGP: TX IPv4 Unicast Top global Inserting initial marker.

BGP: TX IPv4 Unicast Top global Done net prepend (0 attrs).

BGP: TX IPv4 Unicast Grp global Starting refresh after prepend completion.

BGP: TX IPv4 Unicast Wkr global Cur Start at marker 1.

BGP: TX IPv4 Unicast Grp global Message limit changed from 100 to 1000 (used 0 + 0).

BGP: TX IPv4 Unicast Wkr global Cur Unblocked

BGP: TX IPv4 Unicast Mem global 1 203.0.113.2 Changing state from WAIT to ACTIVE
(ready).

BGP: TX IPv4 Unicast Mem global 4 1 203.0.113.2 No refresh required.

BGP: TX IPv4 Unicast Top global Collection done on marker 1 after O net(s).

B

BGP(0): 203.0.113.2 rcvd UPDATE w attr: nexthop 203.0.113.2, origin i, metric O
nerged path 200, AS_PATH

BGP(0): 203.0.113.2 rcvd 10. 10. 10. 0/ 24
BGP(0): 203.0.113.2 rcvd 172. 16. 30. 0/ 24
BGP(0): 203.0.113.2 rcvd 10.180. 10. 0/ 24

Routes rcvd from peer

BGP: TX IPv4 Unicast Net global 10.10.10.1/32 Changed.
BGP: TX IPv4 Unicast Net global 172.16.30.0/24 Changed.
BGP: TX IPv4 Unicast Net global 10.180.10.0/24 Changed.

BGP(0): Revise route installing 1 of 1 routes for 10.10.10.0 255.255.255.0 ->
203.0.113.2(global) to main IP table

BGP: TX | Pv4 Unicast Net global 10.10.10.0/24 R B done.

BGP(0): Revise route installing 1 of 1 routes for 172.16.30.0 255.255.255.0 ->
203.0.113.2(global) to main IP table

BGP: TX | Pv4 Unicast Net global 172.16.30.0/24 RIB done.

BGP(0): Revise route installing 1 of 1 routes for 10.180.10.0 255.255.255.0 ->
203.0.113.2(global) to main IP table

BGP: TX | Pv4 Unicast Net gl obal 10.180.10.0/24 RIB done.



BGP: TX IPv4 Unicast Tab RIB walk done version 4, added 1 topologies.

BGP: TX IPv4 Unicast Tab Ready in READ-WRITE.

BGP: TX IPv4 Unicast Tab RIB walk done version 4, added 1 topologies.

BGP: TX IPv4 Unicast Tab Al1l topologies are EOR ready.

BGP: TX IPv4 Unicast Tab RIB walk done version 4, added 1 topologies.

BGP: TX IPv4 Unicast Tab Executing.

BGP: TX IPv4 Unicast Wkr global 4 Cur Processing.

BGP: TX IPv4 Unicast Wkr global 4 Cur Reached marker with version 1.

BGP: TX IPv4 Unicast Top global Appending nets from attr 0x00007ffecc9b7b88.
BGP: TX IPv4 Unicast Wkr global 4 Cur Attr change from 0x0000000000000000 to
0x00007ffecc9b7b88.

BGP: TX IPv4 Unicast Wkr global 4 Cur Net 10.10.10.0/24 Skipped.

BGP: TX IPv4 Unicast Wkr global 4 Cur Net 172.16.30.0/24 Skipped.

BGP: TX IPv4 Unicast Wkr global 4 Cur Net 10.180.10.0/24 Skipped.

BGP: TX IPv4 Unicast Top global No attributes with modified nets.

BGP: TX IPv4 Unicast Top global Added tail marker with version 4.

BGP: TX IPv4 Unicast Wkr global 4 Cur Reached marker with version 4.

BGP: TX IPv4 Unicast Top global No attributes with modified nets.

BGP: TX IPv4 Unicast Wkr global 4 Cur Done (end of 1list), processed 1 attr(s),
0/3 net(s), 0 pos.

BGP: TX IPv4 Unicast Grp global 4 Checking EORs (0/1).

BGP: TX IPv4 Unicast Mem global 4 1 203.0.113.2 Send EOR.

BGP: TX IPv4 Unicast Grp global 4 Converged.

BGP: TX IPv4 Unicast Tab Processed 1 walker(s).

BGP: TX IPv4 Unicast Tab Generation completed.

BGP: TX IPv4 Unicast Top global Deleting first marker with version 1.

BGP: TX IPv4 Unicast Top global Collection reached marker 1 after O net(s).
BGP: TX IPv4 Unicast Top global First convergence done.

BGP: TX IPv4 Unicast Top global Deleting first marker with version 1.

BGP: TX IPv4 Unicast Top global Collection reached marker 1 after O net(s).
BGP: TX IPv4 Unicast Top global Collection done on marker 4 after 3 net(s).
BGP: TX IPv4 Unicast Top global Collection done on marker 4 after 0 net(s).
BGP: TX IPv4 Unicast Net global 192.168.10.0/24 Changed.

BGP: TX IPv4 Unicast Net global 172.16.20.0/24 Changed.

BGP: TX IPv4 Unicast Net global 10.106.44.0/24 Changed.

BGP(0): nettabl e _wal ker 10.106.44.0/24 route sourced locally

BGP: topo global:IPv4 Unicast:base Renove fwdroute for 10.106. 44.0/ 24
BGP: TX I Pv4 Uni cast Net gl obal 10.106.44.0/24 RIB done.

BGP(0): nettable_wal ker 172.16.20.0/24 route sourced locally

BGP: topo global:IPv4 Unicast:base Renove fwdroute for 172.16.20.0/24
BGP: TX I Pv4 Uni cast Net global 172.16.20.0/24 RIB done.

BGP(0): nettabl e _wal ker 192.168. 10. 0/ 24 route sourced locally

Rout es
adverti sed

BGP: topo global:IPv4 Unicast:base Remove_fwdroute for 192.168.10.0/24

BGP: TX IPv4 Unicast Net global 192.168.10.0/24 RIB done.

BGP: TX IPv4 Unicast Tab RIB walk done version 8, added 1 topologies.

BGP: TX IPv4 Unicast Tab Executing.

BGP: TX IPv4 Unicast Wkr global 4 Cur Processing.

BGP: TX IPv4 Unicast Top global Appending nets from attr 0x00007ffecc9b7c70.
BGP: TX IPv4 Unicast Wkr global 4 Cur Attr change from 0x0000000000000000 to
0x00007ffecc9b7c70.

BGP: TX I Pv4 Unicast Rpl global 4 1 Net 10.106.44.0/24 Set advertised bit (total
BGP: TX I Pv4 Unicast Vkr global 4 Cur Net 10.106.44.0/24 Formatted.
BGP: TX I Pv4 Unicast Rpl global 4 1 Net 172.16.20.0/24 Set advertised bit (total
BGP: TX | Pv4 Unicast Vkr global 4 Cur Net 172.16.20.0/24 Formatted.
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TX
TX
TX
TX
TX
TX
TX
TX
TX
TX
TX
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IPv4
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IPv4
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Unicast
Unicast
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0 pos.

Unicast
Unicast
Unicast
Unicast
Unicast
Unicast
Unicast
Unicast
Unicast

Rp
VK

Top
Top
Wkr
Top
Wkr
Wkr

Grp
Wkr
Grp
Tab
Tab
Top
Top
Top
Top

gl obal
gl obal

global
global
global
global
global
global

global
global
global

4 1 Net 192.168.10.0/24 Set advertised bit (total
4 Cur Net 192.168.10.0/24 Formatted.

No attributes with modified nets.

Added tail marker with version 8.

4 Cur Reached marker with version 8.

No attributes with modified nets.

4 Cur Replicating.

4 Cur Done (end of Tist), processed 1 attr(s),

4 Start minimum advertisement timer (30 secs).
4 Cur Blocked (minimum advertisement interval).
4 Converged.

Processed 1 walker(s).
Generation completed.

global
global
global
global

Deleting first marker with version 4.

Collection reached marker 4 after 0 net(s).
Collection done on marker 8 after 4 net(s).
Collection done on marker 8 after 0 net(s).

Member message pool under period (60 < 600).
IPv4 Unicast Tab RIB walk done version 8, added 1 topologies.

>¢do 03l e, in order to oz, o 03l Lups:

Ibol, plgs z29J ASP
“DO'J ClJ BGP
lbol, pJt e BGP

show route bgp

show bgp cidr-only
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