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Confiquration = Device Management = System Time = NTP

Configure MTP servers and define authentication kewvs and walues,

IP address Inkterface

_ 192,168, 100,10

[ ] Enable NTF authentication

Preferred?

key Mumber Trusked Key?
e ) e

Edit

ele o) (Cisco ASA o ¢ 81Sall CLI 11655 6B 13d

Cisco 0 ASA

ci scoasa# show run
Saved :

<ASA Version 8.2(1) <system
!
termnal width 511
host nane ci scoasa
enabl e password 2KFQnbNI dl . 2KYOU encr ypt ed
no nac- address auto
!
interface Ethernet0/0
!
interface Ethernet0/1
!
interface Ethernet0/2
!
interface Ethernet0/3
shut down
|
i nterface Managenent 0/ 0
shut down
!
cl ass default




limt-resource All 0O
limt-resource ASDM 5
limt-resource SSH 5
limt-resource Telnet 5

ftp node passive

clock timezone GMI O

pager lines 10

no fail over

asdm i mage di skO:/asdm 635. bin
asdm hi story enabl e

arp tineout 14400

consol e tineout O

adm n-context admin

context admin
al l ocate-interface Ethernet0/0
al l ocate-interface Ethernet0/1
al l ocate-interface Ethernet0/2
al l ocate-interface Ethernet0/3
config-url diskO:/adnmn.cfg

context Testl
al l ocate-interface Ethernet0/1
al l ocate-interface Ethernet0/3
config-url disk0:/Testl.cfg

This command is used to set a key to !--- —--—- !
authenticate with an NTP server. ntp authentication-key
* 10 md5

This command is used to configure the !--- NTP ---!
server IP address and the interface associated. ntp
server 192.168.100.10 source inside

user nane Test password | 2xAvC8b372aL& P encrypt ed

privilege 15

usernane Cisco password dDFl eex1zkFMaVXs encrypt ed
privilege 15

Output suppressed. ! pronpt hostnanme context ---!
Crypt ochecksum ae65elf 96123ea351cal086c22f 3ebc7 : end
#ci scoasa

NTP  LasS sasiall  §bull giog , . FWSM

dclw dioljo oo . Jadio JSiin NTP (555 Cisco o (FWSM) dlaxdl laz dox) ddnsil $1>9)l pcs ¥
i pligo disljo §5l6> 63kl o audnaill 63>9)l agas clisl Catalyst Switch Joxall dcl go Lilali FWSM
daclw ol & FWSM JI (Jsb NTP _J]

2o JSuin ousSil Jac S pud)l 13D paziwl

w22 (OIT) L3Vl a2 i 8151 pazkiawl .ShOW Lolol Lass (laad ulxualleVasll) 2131 a2 is 6131 ac
. Show oVl 2,50 Julxs

NTP gLl JS dl> Lo =, - show ntp status -
ci scoasa# show ntp status
Clock is synchronized, stratum 10, reference is 192.168.100.10
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nom nal freq is 99.9984 Hz, actual freq is 99.9984 Hz, precision is 2**6
(reference tine is d3a93668. 7b6b6155 (11:41:28.482 GVI' Thu Jul 12 2012
clock offset is -2.0439 nmsec, root delay is 1.48 nsec

root dispersion is 3894.03 nmsec, peer dispersion is 3891.95 nsec

NTP ¢Lidt daleiall logleall o 42, - show ntp association -

ci scoasa# show ntp associations

addr ess ref clock st when poll reach delay offset di sp
3892.0 -2.04 1.5 7 64 7 9 127.127.7.1 192. 168. 100. 10~*
master (synced), # master (unsynced), + selected, - candidate, ~ configured *

ci scoasa# show ntp associations detail

configured, our_master, sane, valid, stratum 9 192.168.100.10

(ref 1D 127.127.7.1, tine d3aabd7a.d8cf2704 (08:40:26.846 GMI Fri Jul 13 2012
our node client, peer node server, our poll intvl 1024, peer poll intvl 1024
root delay 0.00 nsec, root disp 0.03, reach 377, sync dist 16.602

delay 1.71 nsec, offset 1.3664 nsec, dispersion 15.72

precision 2**16, version 3

(org time d3aa5d8a. 68391ch8 (08:40:42.407 GMI Fri Jul 13 2012

(rcv time d3aa5d8a. 6817b624 (08:40:42.406 GMI Fri Jul 13 2012

(xnt time d3aa5d8a. 67a3f2da (08:40:42.404 GMI Fri Jul 13 2012

filtdelay = 1.71 1.60 1.57 1.68 1.59 1.66 1.65 1.65
filtoffset = 1.37 1.41 1.50 1.52 1.63 1.61 1.56 1.53
filterror = 15.63 31. 25 46. 88 62. 50 78. 13 93.75 109.38 125.00

Le>Nolg clas VI BlaSiuwl

Le>Wools (oSl elasi GlaSiwy lgolaiw| liSay ologles pumill 13D s,

sabaidl/ o3l delw diolo o ol il

1038 Uasdl @l b a9 NTP o315 go dioljally Cisco ASA poi, ¥

NTP: packet from 192.168.1.1 failed validity tests 20
Peer/ Server C ock unsynchroni zed

:JA

Jvadill, 21,31 13D oo Baxily NTP cllasi auuas oiSais ad

:ciscoasa(config)# NTP: xmt packet to 192.168.1.1
|l eap 3, node 3, version 3, stratum 0, ppoll 64

.RFC 1305 J &89 "5a20 ue" Ll Lo Bz iy Lil9 i dduo plaziwl NTP 0505 (055 o5 ail 9y

1096 o NTP o3l Lol dagall o8, iy iy 08 ol 13 =)

NTP 005 go dcludl diol o Hii, 1dlSuiw

2LV i Lk a9 dolsell Jass ¥ SJs NTP JsasS Cisco ASA 655 a5

ci scoasa# show ntp status

Clock is unsynchronized, stratum 16, no reference cl ock

nom nal freq is 99.9984 Hz, actual freq is 99.9984 Hz, precision is 2**6
(reference tine is d3a93395. 388e423c (11:29:25.220 GMI Thu Jul 12 2012
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cl ock offset is -4050.4142 nsec, root delay is 1.21 nsec
root dispersion is 19941.07 nsec, peer dispersion is 16000.00 nsec

: J=I
iUl olsll oo i alSuill 03D J=J

oo axilly JlasVl Lis] el,>l p8 .Cisco ASA o all Jgogll Soy NTP o313 ol 13] Lo géx -
NTP o315 cloles 3:lny9 pulw Cisco ASA (655 ol oo 25T -
2l o Ao eh,2Y NTP cllas i auuai 5oll (uSois o8 -

Le>Molg el Blisiwl ool

w22 (OIT) 23Vl p= o 811 pasiwl .Show Lolol o (lad -uxuwalleMasll) 21,3V > io 6Iii P2V
. Show oVl 2,50 Jul=s

.debug olol plaziwl Jd zuaill 1olol Jo> dago wlogles JI &)l :da>Ve

NTP 03> Js> JiluJl Lo,=: - debug ntp packet -
NTP elasi Jg> Jilw, Lo = - debug ntp event -

do old ol

Cisco ;0 ASA 5500 Series wauSill ablall LYl & 521 oliio pe> -
Slgill,_ Jle Catalyst 6000 Joxxo) NTP ;165 Jbio -

NTPv3 RFC 1305 -

Cisco Systems - olaiwally sl acall -
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