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TM_PCS_XAUTH_REQEvent: EV_INIT_XAUTH
53911:28:30.43108/24/12
SEV=debug/7IKE/0x6300076

NAV Trace->TM:MsglD=FB709D4DCurState:
TM_PCS_XAUTH_REQEvent:
.EV_START_RETRY_TMR
54011:28:30.43208/24/12sev=debug/7IKE/0x6300076
NAV Trace->TM:MsglD=FB709D4DCurState:
TM_WAIT_4USEREvent: EV_NO_EVENT
11:28:36.41508/24/12Sev=debug/7IKE/0x6300076 541
NAV Trace->TM:MsglD=FB709D4DCurState:
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54211:28:36.41508/24/12Sev=debug/7IKE/0x6300076
NAV Trace->TM:MsglD=FB709D4DCurState:
TM_WAIT_4USEREvent: EV_SND_MSG
54311:28:36.41508/24/12Sev=info/4IKE/0x6300013
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2ouan = auwlwVl IKEGetUserAttributes: WINS

= dcgaxall[IKEVT clias guxas] 11:31:09 24 Lulowél
user1. IP = 64.102.156.87. = passuall puwl (ipSec
zomoo = Soll IKEGetUserAttributes: WINS

ipSec = acgaxall[IKEV1 debug] 11:31:09 24 ulouucl
useri. IP = 64.102.156.87. = paziwoll ouwl

pluwiil = _aaill JuasVl ppuis d0ild (IKEGetUserAttributes
= dcgaxall[IKEVT clias] guas] 11:31:09 24 Lulowél
userl. IP = 64.102.156.87. = pazsuall puwl (ipSec
jyoungta- = .ol 9Vl Jlxall :[IKEGetUserAttributes
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= dcgaxall[IKEVT clias guas] 11:31:09 24 Lulowél
userl. IP = 64.102.156.87. = passuall puwl (ipSec
Jbso = IP lnso (IKEGetUserAttributes

ipSec = acgaxall[IKEV1 debug] 11:31:09 24 ulouucl
useri. IP = 64.102.156.87. = paziwoll ouwl

Jlaeo = _sail JlaiVl puwss ge (IKEGetUserAttributes
= dcgaxall[IKEVT clias guas] 11:31:09 24 Sulowél
userl. IP = 64.102.156.87. = passuall puwl (ipSec
Ja=ill pac = Lo ,2iumall LS9 slac| (IKEGetUserAttributes
ipSec = acgaxall[IKEV1 debug] 11:31:09 24 ulouucl
useri. IP = 64.102.156.87. = paziwoll ol

= Bb Jo,=iuwall SS9 9l (IKEGetUserAttributes
ouwl (dpSec = dcgoxall[IKEV1] 11:31:09 Lulawci 24
Lle gaaaill ps wusert, IP = 64.102.156.87 = pasiuall
(user1) paiuuall
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099 olaicyl
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o)l eSS
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username
cisco
password
cisco

= acgooal[[IKEVT cllas] apuas] 11:31:09 Lulowucl 24
oS5 usert. IP = 64.102.156.87 = pasuuuall puwl (dpSec
= dacgomall[IKEVT clias] apuas] 11:31:09 Lulawcl 24
oS5 usert. IP = 64.102.156.87 = pasuuuall puwl (dpSec
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54511:28:36.41608/24/12Sev=debug/7IKE/0x6300076
NAV Trace->TM:MsglD=FB709D4DCurState:
TM_XAUTHREQ_DONEEvent:




EV_XAUTHREQ_DONE
54611:28:36.41608/24/12Sev=debug/7IKE/0x6300076
NAV Trace->TM:MsgIlD=FB709D4DCurState:
TM_XAUTHREQ_DONEEvent: EV_NO_EVENT
54711:28:36.42408/24/12Sev=info/51KE/0x630002F
64.102.156.88 = nill :deliwwall ISAKMP do ;>
54811:28:36.42408/24/12Sev=info/4IKE/0x6300014
oo (isakmp OAK Trans *(HASH. ATTR/>>> oMiw|
64.102.156.88
54911:28:36.42508/24/12sev=decode/11I1KE/0x630000
1
ISAKMP _ul,

D56197780D7BE3E5:issUWl bls)l oy ,ei alo
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55011:28:36.42508/24/12Sev=debug/7IKE/0x6300076
NAV Trace->TM:MsglD=5B6910FFCurState:
TM_INITIALEvent: EV_RCVD_MSG
5511:28:36.42508/24/12Sev=debug/7IKE/0x6300076
NAV Trace->TM:MsglD=5B6910FFCurState:
TM_PCS_XAUTH_SETEvent: EV_INIT_XAUTH
55211:28:36.42508/24/12Sev=debug/7IKE/0x6300076
NAV Trace->TM:MsglD=5B6910FFCurState:
TM_PCS_XAUTH_SETEvent:
EV_CHK_AUTH_RESULT

ACK azui

55311:28:36.42508/24/12Sev=info/41KE/0x6300013
I (ISAKMP OAK Trans *(HASH. ATTR <<< Jlw,|
64.102.156.88

51,9Vl - xauth == == >
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= dcgaxall[IKEVT clas| auuai] 11:31:09 24 Lulows]
user1. IP = 64.102.156.87. = pazuall puwl (ipSec

I U351 :()process_attr

= dcgaxall[IKEVT clias guas] 11:31:09 24 Lulowél
user1. IP = 64.102.156.87 = paziumall puwl (ipSec
ACK o low axllso

mode- b clisl 09
dJgoxll jelni .config
oo agllaall olaleall
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55511:28:36.42608/24/12Sev=debug/7IKE/0x6300076
NAV Trace->TM:MsglD=5B6910FFCurState:
:TM_XAUTH_DONEEvent

EV_XAUTH_DO_SUC
55611:28:36.42608/24/12Sev=debug/7IKE/0x6300076
NAV Trace->TM:MsglD=5B6910FFCurState:
TM_XAUTH_DONEEvent: EV_NO_EVENT
55711:28:36.42608/24/12Sev=debug/7IKE/0x6300076
NAV Trace->TM:MsglD=FB709D4DCurState:
TM_XAUTHREQ_DONEEvent: EV_TERM_REQUEST
55811:28:36.42608/24/12Sev=debug/7IKE/0x6300076
NAV Trace->TM:MsglD=FB709D4DCurState:
TM_FREEEvent: EV_REMOVE
55911:28:36.42608/24/12Sev=debug/7IKE/0x6300076
NAV Trace->TM:MsglD=FB709D4DCurState:
TM_FREEEvent: EV_NO_EVENT
56011:28:36.42608/24/12Sev=debug/7IKE/0x6300076
NAV Trace->SA:I_Cookie=D5619780D7BE3E5
‘R_Cookie=1B301D2DE710EDAOCurState
CMN_XAUTH_PROGEvent: EV_XAUTH_DONE_SUC
5611:28:38.40608/24/12Sev=debug/8IKE/0x630004C
IKE SA J DPD w950 e
(i_Cookie=d56197780d7BE3E5

sa- .1 = dlJI<-R_Cookie=1B301D2DE710EDAO) sa
>dpd.worry_freq(mSec) = 5000
56211:28:38.40608/24/12Sev=debug/7IKE/0x6300076
NAV Trace->SA:I_Cookie=D5619780D7BE3E5
‘R_Cookie=1B301D2DE710EDAOCurState
CMN_MODECFG_PROGEvent: EV_INIT_MODECFG
56311:28:38.40608/24/12Sev=debug/7IKE/0x6300076
NAV Trace->SA:I_Cookie=D5619780D7BE3E5
‘R_Cookie=1B301D2DE710EDAOCurState
CMN_MODECFG_PROGEvent: EV_NO_EVENT
56411:28:38.40608/24/12Sev=debug/7IKE/0x6300076
NAV Trace->TM:MsglD=84B4B653CurState:
TM_INITIALEvent: EV_INIT_MODECFG
56511:28:38.40808/24/12Sev=info/51KE/0x630005E
il S0 Jl dile> > b Juw sl
56611:28:38.40908/24/12sev=debug/7IKE/0x6300076
NAV Trace->TM:MsglD=84B4B653CurState:
:TM_SND_MODECFGREQEvent
.EV_START_RETRY_TMR

mode- wlb Jlw,l p9
.config

56711:28:38.40908/24/12sev=debug/7IKE/0x6300076
NAV Trace->TM:MsglD=84B4B653CurState:
TM_SND_MODECFGREQEvent: EV_SND_MSG
56811:28:38.40908/24/12Sev=info/4IKE/0x6300013
I (ISAKMP OAK Trans *(HASH. ATTR <<< Jluw,|
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56911:28:38.62708/24/12sev=decode/11IKE/0x630000
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= dacgomal[[IKEVT cllas i gyas] 11:31:11 24 Lulouwél
user1. IP = 64.102.156.87. = pasuuall auwl dpSec

Pv4 asu glis) b (sl o5 :mode_cfg

= dacgomall[IKEVT cllas] gyas] 11:31:11 24 Lulouwél
user1. IP = 64.102.156.87. = pasuuall auwl dpSec
IDNS 0513 ulsic b b 05 :MODE_CFG

= dacgomall[IKEVT cllas] gyas] 11:31:11 24 Lulouwdl
user1. IP = 64.102.156.87. = pasuuall auwl dpSec
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ol ipSec = dcgozall[IKEV1] 11:31:11 Lulawel 24
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= dcgomall[[IKEVT cllas] gyas] 11:31:11 24 Lulouwél
user1. IP = 64.102.156.87. = pasuuall auwl dpSec
IPWslag| laa> Llb sl o5 :mode_cfg

ipSec = dcgoxall[IKEV1 debug] 11:31:11 24 _ulawcl
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| oL,V Jzoll pwd Llb L8l a5

acgaxall[IKEVT clas] znas] 11:31:11 24 Lulouwdl
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lounsnll gaill dasla) Llb sl o5 :mode_cfg
acgaxall[IKEVT clas] zas] 11:31:11 24 Lulouwél
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laouuaall DNS (b sl o5 :mode_cfg

ipSec = dcgoxall[IKEV1 debug] 11:31:11 24 _ulawcl
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SRC i8ls

4500 : el

4500 : sl

Sl 19l

DST a8l

58506 :_lci

58506 : >l

SOl 9l

17 :JoSsi90l

20 1J9S 659l plauwl

SPI: 0x000000

oz :SPI plaziwl

SPI 0xC055290A .alaiSall 6,5Lall zlawdl 6acl8 :[IPSec
Oxcdf3cfal :6aclall 8 420

= dcgaxall[IKEVT clias guas] 11:31:13 24 Lulowél
6acld wuserl: IP = 64.102.156.87 = paziwall puwl (ipSec
dyn-map 10-z,5 el jueis 6acld oo el NP o
e tagylaall (ACL) Jguogll (9 oSl pilsd) 499 ,=all &
leel>)l

000000=s.clé :cs_id=cc107410

pul ipSec = dcgoxall[IKEV1] 11:31:13 24 Lulawel
o9les JlasST user. IP = 64.102.156.87 = pasiuuall
= 5,lgJl user1)Responder. SPI) paziuuall &Y
0x9e18acb2. Outbound

SPI = 0xc05290a




= acgoxall[IKEVT clla3| auuai] 11:31:13 Luloawe| 24
user1. IP =64.102.156.87. IKE = paziwall puwl [ipSec
SA: SPI = 0xc055290a J KEY_ADD msg _lc wla>
SPI 0x9E18ACB2 (auaoll IBSA cyaxs JoiS| :IPSec
SPI 0x9E18ACB2 .5,lg)l VPN §luw clis] :IPSec
0x0000026 oM<l

SA: Oxcfdffc90

SPI: 0x9E18ACB2

el MTU): 0) Jaill a8Vl axll 62>9

VCID: 0x000000

0x0015909¢ - ulnill

SCB: 0xA5672481

0xc82afb60 :olisll

SPI 0x9E18ACB2 . JeiSull 5,lg)l VPN $luw :(IPSec
VPN: 0x0016219¢ gJleo

0x0015909C. SPI jsLall VPN $§luw cyaxs (IPSec
0xC055290A

0x0000025 oM<l

SA: Oxccc9ed60

SPI: 0xC05290a

el MTU: 1500

VCID: 0x000000

0x0016219c :_ulaill

SCB: 0xA5922B6B

0xc82afb60 :olsll

SPI 0xC055290A . JoiSall jolall VPN $luw :IPSec
VPN: 0x0015909c glles

SPI 0xC055290A dleiSs 6ol a3l 6acls :[IPSec
0Oxcb47a710 :6aclall 8 20

SPI 0xC055290A .dloiSoll a1 SPD 6acls :IPSec
Oxcdf3cfal :6aclall 8 20

SPI 0X9E18ACB2 (6.2l 5)lg)l 3aill 395 6acld (IPSec
Src addr: 192.168.1.100

SRC: 255.255.255.255 glis

DST: 0.0.0.0

DST: 0.0.0 glis

SRC i8lo

0: el

o 1 sl

Jokl

DST 8l

0: el

o 1 sl

Jokil

: 0 :JsS9i9nll

U 1S 959 4l plaiw]

SPI: 0x000000

oz :SPI plaziwl

SPI 0X9E18ACB2 dlaiSall 5,lg)l gl §9x 6acld :IPSec
Oxcdf15270 :saclall W20

SPI 0X9E18ACB2 (620> 6,19 jusuin o 6acls :[IPSec
Src addr: 64.102.156.87

SRC: 255.255.255.255 glis




DST ADDR: 64.102.156.88

DST: 255.255.255.255 ¢lis

SRC i8lio

58506 :_lci

58506 : >l

Sl 9l

DST 38bo

4500 : el

4500 : sl

Sl 19l

17 :JoSsi90l

20 1J9S 659l plaiuwl

SPI: 0x000000

oz :SPI plaziwl

SPI 0x9E18ACB2 .alaiSall a1l 50,1l clé 62218 :IPSec
0xce03c2f8 :6aclall W9 20

SPI 0X9E18ACB2 6,231 65,lg)l zlawdl 62218 :IPSec
Src addr: 64.102.156.87

SRC: 255.255.255.255 ¢lid

DST ADDR: 64.102.156.88

DST: 255.255.255.255 ¢lis

SRC i8lio

58506 :_lci

58506 : >l

Sl 19l

DST 38bo

4500 : el

4500 : sl

Sl 19l

17 :JoSsi90l

20 1J9S 659 pll plauwl

SPI: 0x000000

oz :SPI plaziwl

SPI 0X9E18ACB2 .dlaiSall 63,lg)l zlawll 62218 :IPSec
0xcf6f58c0 :6aclall 8 420

= dcgaxal[IKEVT clias guas] 11:31:13 24 Lulowél
user1. IP = 64.102.156.87. = passuall puwl (ipSec
KEY_UPDATE. spi 0x9e18acb2 _al »; :Pitcher

= dcgaxall[IKEVT cllas] pumas] 11:31:13 Lulauwuel 24
ey user1. IP = 64.102.156.87 = paxiwall ol (ipSec
.4l P2: 82080 auilas 63lc] cddo

ol ipSec = dcgozall[IKEV1] 11:31:13 Lulauuel 24
el Lo @8lo| usert. IP = 64.102.156.87 = pastiuall
192.168.1.100 : ozl lgis

o] IPSEC = acgomall[IKEVI] 11:31:13 Lulael 24| ab o)l o]
dloiSoll 2 dl> ,all cuser1. IP = 64.102.156.87 = paiuumall|| WS o948, sl
(msgid=0e83792¢) o lall

99 il

oY bl

IKEv1]: IP = 10.48.66.23.] 11:31:13 ulowcl 24| eMow) duuill

&o (Msgid=91faccad) alw Jl pMuw| i IKE_Decode||  pis 652Vl

(0) eiv ¥ + (Notify (11 + (8) &zl + HDR : e¥eaxl]| b, b
184 : Johll Jbol||  cu> s 3




= dcgoxall ([IKEVT ella3| guuai] 11:31:13 Lulawuc| 24
dxJles cisco. IP = 10.48.66.23 = paiwall pwl (EZ

& 5ll @go>

= dcgazxall [IKEVT clasl aenas] 11:31:13 Lulawcl 24
Jo> éxlleo (cisco: IP = 10.48.66.23 = paiwall puwl (EZ
oMeyl

- puad oly [IKEV juadis 8] 11:31:13 Lulawel 24

1 Uuedll

IKEv1]: 0000: 000000 ju05 el8] 11:31:13 ulawei 24
7534000B

62736e73 2d383731

u4..bsns-871....

2d332e75 32000943 6973636f 20383731 - :0010
3.u2..cisco 871

7535000B 46484B30 3934331 32513675 :0020
u5..FHK094412Q6u

7539009 39353638 32383538 36000932 :0030
..228589568u9..6

2B666C61 32753300 3136331 31343532 :0040
145216312u3.+fla

73683a63 3837302d 61647669 70736572 :0050
sh:c870-advipser

736B392D 6D7A2E31 32342D32 76696365 :0060
vicesk9-mz.124-2

302E5435 2E62696E 0.T5.bin :0070

= dcgazxall [IKEVT clasl aonas] 11:31:13 Lulawcl 24
axJl=o (Cisco. IP = 10.48.66.23 = paiwoll pwl EZ
PSK & =

puwl ([EZ = dcgozall [[IKEV1] 11:31:13 24 Lulawél

PSK & 3 px> (Cisco. IP = 192.168.1.100 = paziwoll

| Bulito

= dcgazxall [IKEVT clasl aonas] 11:31:13 24 Lulawél
saxi)l Jius (Cisco. IP = 10.48.66.23 = pasiual! pul EZ

IPSK &35 (0

Jradl Juws 5
Jo> wlogleo
w9 dlisy
BLYCT QURLS
pal le
Jras) Launoll
EzVPN

SVl zgolidlg
23909 Junsll
aouwl9 2ol

Ball oo B8l

ISAKMP

:9® sh cry isa sa det JoVl 0 o> 50l

Active SA: 1

(Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey

Total IKE SA: 1

IKE Peer: 10.48.66.23 1
user Role : responder
AM_ACTIVE

SHA

Type :
Rekey : no State :

Encrypt : aes Hash :



Auth : preshared Lifetime: 86400
Lifetime Remaining: 86387
.AM_ACTIVE - aggressive mode is active

IPsec

IPsec dlw, Sow Jukis pi pld « 3aill Jaseitad (ICMP) cojidl (9 aSoxdl Jilusy JsSei9, plackiwy Laig
clasVl a9 lade Loslaill ai Lill el o, waliss SPI ad ol 1a>Y ICMP 0 1 JgSeig ! .laad 61>l
2lite 2 > all a2y Gaill Luis @8lo)l LS Jid

:9® sh crypto ipSec sa oVl ;0 21,3V

interface: outside
Crypto map tag: DYN, seq num: 10, local addr: 10.48.67.14

(local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0

(remote ident (addr/mask/prot/port): (192.168.1.100/255.255.255.255/0/0
current_peer: 10.48.66.23, username: cisco

dynamic allocated peer ip: 192.168.1.100

pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5#

pkts decaps: 5, #pkts decrypt: 5, #pkts verify: 5#

pkts compressed: 0, #pkts decompressed: O#

pkts not compressed: 5, #pkts comp failed: 0, #pkts decomp failed: O#
pre-frag successes: 0, #pre-frag failures: 0, #fragments created: O#
PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0#
send errors: 0, #recv errors: O#

local crypto endpt.: 10.48.67.14/0, remote crypto endpt.: 10.48.66.23/0
path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: C4B9A77C

current inbound spi : EA2B6B15

:inbound esp sas

(spi: OxEA2B6B15 (3928714005

transform: esp-aes esp-sha-hmac no compression
{ ,in use settings ={RA, Tunnel

slot: 0, conn_id: 425984, crypto-map: DYN

sa timing: remaining key lifetime (sec): 28714
IV size: 16 bytes

replay detection support: Y

:Anti replay bitmap

0x00000000 0x0000003F

:outbound esp sas

(spi: 0xC4B9A77C (3300501372

transform: esp-aes esp-sha-hmac no compression
{ ,in use settings ={RA, Tunnel

slot: 0, conn_id: 425984, crypto-map: DYN

sa timing: remaining key lifetime (sec): 28714
IV size: 16 bytes

replay detection support: Y

:Anti replay bitmap

0x00000000 0x00000001

o old ologleo

|IPsec 2990 _Jc dllio -
Leolaziwlg eVl auuas yolol pgd :lg>Nolg IPsec eliasi liiuwi -



http://en.wikipedia.org/wiki/IPsec
/c/ar_ae/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
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