
عضولا) IKE و ASA IPsec ءاطخأ حيحصت
TechNote ءاطخأ فاشكتسأ (IKEv1 يسيئرلا
 اهحالصإو
تايوتحملا

ةمدقملا
ةيساسألا تابلطتملا
تابلطتملا
ةمدختسملا تانوكملا
ةيساسأ ةلأسم
ويرانيس
ةمدختسملا حيحصتلا رماوأ
ASA نيوكت
ءاطخألا حيحصت
ةلص تاذ تامولعم

ةمدقملا

مادختسإ دنع (ASA) فيكتلل لباقلا نامألا زاهج ىلع ءاطخألا حيحصت دنتسملا اذه فصي
ةمجرت ةشقانم اضيأ متت .(PSK) اقبسم كرتشملا حاتفملاو يسيئرلا عضولا نم لك
.نيوكتلا ىلإ ءاطخألا حيحصت روطس ضعب

دعب تانايبلا رورم ةكرح دنتسملا اذه يف اهتشقانم متت مل يتلا عيضاوملا نمضتت
.IPsec وأ (IKE) تنرتنإلا حاتفم لدابتل ةيساسألا ميهافملاو قفنلا ءاشنإ

ةيساسألا تابلطتملا

تابلطتملا

.ةيلاتلا عيضاوملاب ةفرعم دنتسملا اذه ءارق ىدل نوكي نأ بجي

PSK●

●كيآ

ةمدختسملا تانوكملا

:ةيلاتلا جماربلاو ةيداملا تانوكملا تارادصإ ىلإ دنتسملا اذه يف ةدراولا تامولعملا دنتست

Cisco ASA 9.3.2●

●12.4T رادصإلا ،®Cisco IOS ليغشتلا ماظنب لمعت يتلا تاهجوملا

ةيساسأ ةلأسم



اهمادختسإ كنكمي نكلو ،نايحألا ضعب يف ةرفشم IPsec و IKE ءاطخأ حيحصت تايلمع نوكت
.VPN IPsec قفن ءاشنإ ةلكشم عقوم مهفل

ويرانيس

ةكبشلا ىلإ (LAN) ةيلحملا ةكبشلا قافنأ نيب يسيئرلا عضولا مادختسإ متي ام ةداع
.ةقداصملل تاداهشلا مادختسإ دنع ،(EzVPN) دعب نع لوصولا ةلاح يف ،وأ (LAN) ةيلحملا

.جمانربلا نم 9.3.2 رادصإلا نالغشت نيتللا ASAs يتطقن نم ءاطخألا حيحصت يتأي
.LAN ةكبش ىلإ LAN ةكبش نم قفن نازاهجلا لكشيس

:نايسيئر ناهويرانيس فصيو

ASA ل ئدابك IKE●

ASA ل بيجتسمك IKE●

ةمدختسملا حيحصتلا رماوأ

debug crypto ikev1 127

debug crypto ipSec 127

ASA نيوكت

:IPsec نيوكت

crypto ipsec transform-set TRANSFORM esp-aes esp-sha-hmac

crypto map MAP 10 match address VPN

crypto map MAP 10 set peer 10.0.0.2

crypto map MAP 10 set transform-set TRANSFORM

crypto map MAP 10 set reverse-route

crypto map MAP interface outside

crypto isakmp enable outside

crypto isakmp policy 10

 authentication pre-share

 encryption 3des

 hash sha

 group 2

 lifetime 86400

tunnel-group 10.0.0.2 type ipsec-l2l

tunnel-group 10.0.0.2 ipsec-attributes 

 pre-shared-key cisco

access-list VPN extended permit tcp 192.168.1.0 255.255.255.0 192.168.2.0 255.255.255.0

access-list VPN extended permit icmp 192.168.1.0 255.255.255.0 192.168.2.0 255.255.255.0

:IP نيوكت

ciscoasa#

show ip



System IP Addresses:

Interface                   Name     IP address     Subnet mask     Method

GigabitEthernet0/0       inside     192.168.1.1     255.255.255.0   manual

GigabitEthernet0/1       outside   10.0.0.1          255.255.255.0   manual

Current IP Addresses:

Interface                   Name      IP address     Subnet mask     Method

GigabitEthernet0/0       inside     192.168.1.1    255.255.255.0   manual

GigabitEthernet0/1       outside   10.0.0.1         255.255.255.0   manual

:nat ليكشت

object network INSIDE-RANGE

 subnet 192.168.1.0 255.255.255.0 object network FOREIGN_NETWORK

 subnet 192.168.2.0 255.255.255

nat (inside,outside) source static INSIDE-RANGE INSIDE-RANGE destination static

FOREIGN_NETWORK FOREIGN_NETWORK no-proxy-arp route-lookup

ءاطخألا حيحصت
     

            
MM_NO_STATE.
  ASA   .

[  IKEv1]: Pitcher:      spi 0x0
IPSec(crypto_map_check)-3:       5 : prot=1 saddr=192.168.1.2 sport=2816
daddr=192.168.2.1 dport=2816
IPSec(crypto_map_check)-3:     10: .
[IKEv1]: IP = 10.0.0.2  IKE:   1 Intf      IKE Peer 10.0.0.2    192.168.1.0  
(MAP)

 MM1
         NAT-T .

[  IKEv1]: IP = 10.0.0.2   ISAKMP SA [  IKEv1]: IP = 10.0.0.2   NAT-
Traversal VID ver 02
[  IKEv1]: IP = 10.0.0.2   NAT-Traversal VID  03
[  IKEv1]: IP = 10.0.0.2   NAT-Traversal vid ver RFC
[  IKEv1]: IP = 10.0.0.2  VID  +    

 MM1.
[IKEv1]: IP = 10.0.0.2 IKE_Decode Send Message (msgid=0)   : HDR + SA
(1) +  (13) +  (13) +  (13) +  (13) +   (0)   : 168
=======================================================

==========>
[IKEv1]: IP = 10.0.0.2 IKE_Decode Receive Message (msgid=0) with
payload: HDR + SA (1) + Vendor (13) + Vendor (13) + Vendor (13) +

Vendor (13) + None (0)   : 164
  MM1  .

[  IKEv1]: IP = 10.0.0.2   SA
[  IKEv1]: IP = 10.0.0.2  Oakley 

[  IKEv1]: IP = 10.0.0.2   VID
[  IKEv1]: IP = 10.0.0.2   NAT-Traversal RFC VID

[  IKEv1]: IP = 10.0.0.2   VID
[  IKEv1]: IP = 10.0.0.2   VID

[  IKEv1]: IP = 10.0.0.2   NAT-Traversal ver 03 VID
  [  IKEv1]: IP = 10.0.0.2   VID

[  IKEv1]: IP = 10.0.0.2   NAT-Traversal ver 02 VID
[  IKEv1]: IP = 10.0.0.2   IKE SA

[  IKEv1]: IP = 10.0.0.2  IKE SA # 1  # 1    IKE  # 2

 MM1.
   ISAKMP/IKE.
      NAT-T.
  :
 ISAKMP 10 
  
 3des
 
 
  86400

[  IKEv1]: IP = 10.0.0.2   ISAKMP SA
[  IKEv1]: IP = 10.0.0.2   NAT-Traversal VID  02

[  IKEv1]: IP = 10.0.0.2  VID  +   

 MM2.
        ISAKMP  .     
NAT-T   .

  [IKEv1]: IP = 10.0.0.2 IKE_Decode Send Message (msgid=0)   : HDR +
SA (1) +  (13) +  (13) +   (0)   : 128

 MM2.

<=====================================================
====================

  MM2  .
[IKEv1]: IP = 10.0.0.2 IKE_Decode Receive Message (msgid=0)  : HDR +
SA (1) + Vendor (13) + None (0)   : 104

 MM2.

[  IKEv1]: IP = 10.0.0.2   SA
[  IKEv1]: IP = 10.0.0.2  Oakley 
[  IKEv1]: IP = 10.0.0.2   VID
[  IKEv1]: IP = 10.0.0.2   NAT-Traversal RFC VID



 MM3.
   NAT  Diffie-  
Hellman (DH) (KE) (i 
  g  p  a   )   DPD.

 30 10:38:29 [  IKEv1]: IP = 10.0.0.2   ke
 30 10:38:29 [  IKEv1]: IP = 10.0.0.2   nonce
 30 10:38:29 [  IKEv1]: IP = 10.0.0.2   Cisco Unity VID
 30 10:38:29 [  IKEv1]: IP = 10.0.0.2   VID       (UVID)
 30 10:38:29 [  IKEv1]: IP = 10.0.0.2  IOS VID
 30 10:38:29 [  IKEv1]: IP = 10.0.0.2     ASA  IOS ( 1.0.0 : 2000001)
 30 10:38:29 [  IKEv1]: IP = 10.0.0.2   VID
 30:38:29 [  IKEv1]: IP = 10.0.0.2  Altiga/Cisco VPN3000/Cisco ASA GW
VID
 30 10:38:29 [  IKEv1]: IP = 10.0.0.2   NAT-Discovery
 30 10:38:29 [  IKEv1]: IP = 10.0.0.2   NAT 
 30 10:38:29 [  IKEv1]: IP = 10.0.0.2   NAT-Discovery
 30 10:38:29 [  IKEv1]: IP = 10.0.0.2   NAT 

 MM3.
[IKEv1]: IP = 10.0.0.2 IKE_Decode Send Message (msgid=0)   : HDR + KE
(4) + NONCE (10) +  (13) +  (13) +  (13) +  (13) + NAT-D (20) + NAT-D
(20) + NAT-D (20) +   (0)   : 304
===========================mm3========================

======>
[IKEv1]: IP = 10.0.0.2 IKE_Decode    (msgid=0)   : HDR + KE (4) +

NONCE (10) +  (13) +  (13) + NAT-D (130) + NAT-D (130) + NAT-D
(130) +   (0)   : 284 :

  MM3  .

[  IKEv1]: IP = 10.0.0.2   ke
[  IKEv1]: IP = 10.0.0.2   ISA_KE

[  IKEv1]: IP = 10.0.0.2    
[  IKEv1]: IP = 10.0.0.2   VID

[  IKEv1]: IP = 10.0.0.2 DPD  VID
[  IKEv1]: IP = 10.0.0.2   VID

[  IKEv1]: IP = 10.0.0.2     IOS/PIX (: 1.0.0 : 0000f6f)
[  IKEv1]: IP = 10.0.0.2   VID

[  IKEv1]: IP = 10.0.0.2 XAUTH V6 VID
[  IKEv1]: IP = 10.0.0.2   NAT-Discovery

[  IKEv1]: IP = 10.0.0.2   NAT 
[  IKEv1]: IP = 10.0.0.2   NAT-Discovery

 MM3.
   NAT-D          NAT   
 NAT.
 DH KE      p g  a.

[  IKEv1]: IP = 10.0.0.2   NAT 
[  IKEv1]: IP = 10.0.0.2   ke

[  IKEv1]: IP = 10.0.0.2   nonce
[IKEv1 debug]: IP = 10.0.0.2   Cisco Unity VID

[  IKEv1]: IP = 10.0.0.2   XAUTH V6 VID
[  IKEv1]: IP = 10.0.0.2 Send IOS VID

[  IKEv1]: IP = 10.0.0.2     ASA  IOS (: 1.0.0 : 2000001)
[  IKEv1]: IP = 10.0.0.2   VID

[  IKEv1]: IP = 10.0.0.2  Altiga/Cisco VPN3000/Cisco ASA GW VID
[  IKEv1]: IP = 10.0.0.2   NAT-Discovery

[  IKEv1]: IP = 10.0.0.2   NAT 
[  IKEv1]: IP = 10.0.0.2   NAT-Discovery

[  IKEv1]: IP = 10.0.0.2   NAT 

 MM4.
    NAT DH KE
rESPONDER  "B" "s"
( "B"  InAtor)  DPD
VID.

[IKEv1]: IP = 10.0.0.2     tunnel_group 10.0.0.2
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2     ...

    10.0.0.2 L2L       "s"
   .

[IKEv1]: IP = 10.0.0.2 IKE_Decode Send Message (msgid=0)   : HDR + KE
(4) + NONCE (10) +  (13) +  (13) +  (13) + NAT-D (130) + NAT-D (130) +

NAT-D (130) +   (0)   : 304
 MM4.

<========================mm4==========================
==

  MM4  .
[IKEv1]: IP = 10.0.0.2 IKE_Decode Receive Message (msgid=0)   : HDR +
KE (4) + NONCE (10) +  (13) +  (13) +  (13) + NAT-D (20) + NAT-D (20)
+ NAT-D (20) +   (0)   : 304

 MM4.
  NAT-D              
NAT.

 DH KE i  "B"    "S".

[  IKEv1]: IP = 10.0.0.2   IKE
[  IKEv1]: IP = 10.0.0.2   ISA_KE
[  IKEv1]: IP = 10.0.0.2    
[  IKEv1]: IP = 10.0.0.2   VID
[IKEv1 debug]: IP = 10.0.0.2   Cisco Unity Client VID
[  IKEv1]: IP = 10.0.0.2   VID
[  IKEv1]: IP = 10.0.0.2 DPD  VID
[  IKEv1]: IP = 10.0.0.2   VID



[  IKEv1]: IP = 10.0.0.2     IOS/PIX (: 1.0.0 : 0000f7f)
[  IKEv1]: IP = 10.0.0.2   VID
[  IKEv1]: IP = 10.0.0.2 XAUTH V6 VID
[  IKEv1]: IP = 10.0.0.2   NAT-Discovery
[  IKEv1]: IP = 10.0.0.2   NAT 
[  IKEv1]: IP = 10.0.0.2   NAT-Discovery
[  IKEv1]: IP = 10.0.0.2   NAT 

    10.0.0.2 L2L       
"S"    .

[IKEv1]: IP = 10.0.0.2     tunnel_group 10.0.0.2
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   ..

 MM5.
  :
  ISAKMP 

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2    ISAKMP
[  IKEv1]: IP = 10.0.0.2    IOS     : =32767/32767 sec.
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   DPD vid

 MM5.
[IKEv1]: IP = 10.0.0.2 IKE_Decode Send Message (msgid=0)   : HDR + ID
(5) + HASH (8) + IOS Keepalive (128) +  (13) +   (0)   : 96
=======================mm5============================
=====>

    nat.   NAT-T.

[IKEv1]:  =
10.0.0.2 IP =
10.0.0.2     nat:     
nat      nat

[IKEv1]: IP = 10.0.0.2 IKE_Decode Receive Message
(msgid=0)   : HDR + ID (5) + HASH (8) + NONE (0)   :

64

  MM5  .
  r  (ID)  C     .

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   
[IKEv1 Decode]:  = 10.0.0.2 IP = 10.0.0.2 ID_IPv4_ADDR ID   

10.0.0.2
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2    ISAKMP
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   

[IKEv1]:  = 10.0.0.2 IP = 10.0.0.2 NAT 
[IKEv1]: IP = 10.0.0.2     tunnel_group 10.0.0.2 

 MM5.
     .
           .
  :
   10.0.0.2 ipSEC-l2l

  :      nat      nat  NAT-T    .
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2    ISAKMP
[  IKEv1]: IP = 10.0.0.2    IOS     : =32767/32767 sec.

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   DPD vid

 MM6.
 
          .

 [IKEv1]: IP = 10.0.0.2 IKE_Decode Send Message (msgid=0)   : HDR + ID
(5) + HASH (8) + IOS Keepalive (128) +  (13) +   (0)   : 96

 MM6.

<=====================================================
======================

MM6    . 

[IKEv1]: IP = 10.0.0.2 IKE_Decode
Receive Message (msgid=0)   : HDR
+ ID (5) + HASH (8) + NONE (0)   :
64

[IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   
[IKEv1]: IP = 10.0.0.2  " "  : DPD

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2  
rekey  P1: 64800 .

  .
    ISAKMP.
  :
 ISAKMP 10 
  
 3des
 
 
  86400
cisco# sh    isakmp
 ISAKMP 

 MM6.
  r       f     .

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   
[IKEv1 Decode]:  = 10.0.0.2 IP = 10.0.0.2 ID_IPv4_ADDR ID   
10.0.0.2
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2    ISAKMP
[IKEv1]: IP = 10.0.0.2     tunnel_group 10.0.0.2
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   Oakley  



[IKEv1 Decode]:  = 10.0.0.2 IP = 10.0.0.2  IKE  QM:  msg = 7b80c2b0
  .
   ISAKMP.
  :
   10.0.0.2 ipSEC-l2l
   10.0.0.2 IPsec
   Cisco

[IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   1
[IKEv1]: IP = 10.0.0.2  " "  : DPD
        .
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2     P1: 82080 .

   ( ).

IPSec:   SA    0x53FC3C00
  SCB: 0x53f90a00
  : 
  SPI: 0xFD2D851F
    : 0x00006000
  num  VPIF: 0x000003
   : l2l
   : esp
   : 240 

 QM1.
        IP .
  :
 IPSec   ESP-aes esp-
sha-hmac
-list VPN Extended
Permit ICMP
192.168.1.0
255.255.255.0
192.168.2.0
255.255.255.0

[IKEv1 debug]:  = 10.0.0.2 IP = 10.0.0.2  IKE  SPI   : SPI = 0xfd2d851f
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2    
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2    
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   IPSec SA
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2    IPSec
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   :
  :  192.168.1.0 255.255.255.0  1  0
  : 192.168.2.0  255.255.255.0  1  0
     (192.168.1.0/24)     (192.168.2.0/24)
[IKEv1 Decode]:  = 10.0.0.2 IP = 10.0.0.2  IKE    
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2    QM
[IKEv1 Decode]:  = 10.0.0.2 IP = 10.0.0.2  IKE   QM pkt:  msg = 7b80c2b0

  QM1.
[IKEv1]: IP = 10.0.0.2 IKE_Decode Send Message (msgid=7b80c2b0)   :
HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY
(11) + NONE (0)   : 200
===========================qm1========================
======>

[  IKEv1]: IP = 10.0.0.2   IKE    QM: msg id = 52481cf5
 [IKEv1]: IP = 10.0.0.2 IKE_Decode Receive Message (msgid=52481cf5)   :
HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)   :

172

  QM1  .
   2 (QM).

 [  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   SA

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2    
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   

 QM1.
          IP  .
  :  IPsec   ESP-AES
esp-sha-hmac
-list VPN Extended
Permit ICMP
192.168.1.0
255.255.255.0
192.168.2.0
255.255.255.0
    10  VPN

 [IKEv1 Decode]:  = 10.0.0.2 IP = 10.0.0.2 ID_IPv4_ADDR_SUBNET ID  
—192.168.2.0—255.255.255.0[IKEv1]:  = 10.0.0.2 IP = 10.0.0.2       IP     : 

192.6 8.2.0  255.255.255.0  1  0
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   

[IKEv1 Decode]:  = 10.0.0.2 IP = 10.0.0.2 ID_IPv4_ADDR_Subnet ID  
—192.168.1.0-255.255.255.0

[IKEv1]:  = 10.0.0.2 IP = 10.0.0.2     IP     :  192.168.1.0  255.255.255.0  1  0

      (192.168.2.0/24 
192.168.1.0/24).

 [IKEv1]:  = 10.0.0.2 IP = 10.0.0.2 QM IsReated       ADDR
[IKEv1]:  = 10.0.0.2 IP = 10.0.0.2         = MAP seq = 10...

[IKEv1]:  = 10.0.0.2 IP = 10.0.0.2        seq = 10   
[IKEv1]:  = 10.0.0.2 IP = 10.0.0.2  IKE      : 

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   IPSec SA
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2  IPSec SA # 1  # 1    IPSec SA # 10

         .

 [IKEv1]:  = 10.0.0.2 IP = 10.0.0.2 IKE:  SPI!
IPSec:   SA    0x53FC3698

 QM2.
                (ACL)  .



SCB: 0x53FC2998
: 

SPI: 0x1698CAC7
  : 0x00004000

num  VPIF: 0x000003
 : l2l

 : esp
 : 240 

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2  IKE  SPI   : SPI = 0x1698cac7
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2    

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   IPSec SA
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2    IPSec

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   :

  : 192.168.2.0  255.255.255.0  1  0
  :  192.168.1.0 255.255.255.0  1  0

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2    QM
[IKEv1 decode]:  = 10.0.0.2 IP = 10.0.0.2 Ike Responder   PKT   QM:  msg

= 52481cf5
 [IKEv1]: IP = 10.0.0.2 IKE_Decode Send Message (msgid=52481cf5)  :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)  :
172

 QM2.

<========================qm2==========================
===============

   QM2  .
[IKEv1]: IP = 10.0.0.2 IKE_Decode Receive Message (msgid=7b80c2b0)   :
HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY
(11) + NONE (0)   : 200

 QM2.
   R     
       .

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   SA
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2    
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   
[IKEv1 Decode]:  = 10.0.0.2 IP = 10.0.0.2 ID_IPv4_ADDR_Subnet ID  
—192.168.1.0-255.255.255.0
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   
[IKEv1 Decode]:  = 10.0.0.2 IP = 10.0.0.2 ID_IPv4_ADDR_Subnet ID  
—192.168.2.0—255.255.255.0
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   
[  IKEv1]:      (SPI[4]|):
[  IKEv1]: 0000: DDE50931 80010001 00020004 00000E10 ...1............
[IKEv1]:  = 10.0.0.2 IP = 10.0.0.2         IPSec  28800  3600 
      ASA   IPSec .     rekey 
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2     (SAs)  IPSec
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2    !

      "MAP"  10    
"VPN."

[IKEv1 debug]:  = 10.0.0.2 IP = 10.0.0.2   NP     MAP 10     (ACL) VPN: 
cs_id=53f11198 =53f11a90

   SPIs 0xfd2d851f 
0xdde50931     .

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2    !
IPSec:   SA    0x53FC3698
SCB: 0x53F910F0
: 
SPI: 0xDDE50931
  : 0x00006000
num  VPIF: 0x000003
 : l2l
 : esp
 : 240 
IPSec:   OBSA  SPI 0xDDE50931
IPSec:   VPN  SPI 0xDDE50931
: 0x000005
 SA: 0x53FC3698
SPI: 0xDDE50931
    (MTU): 1500 
VCID: 0x000000
: 0x000000



SCB: 0x01CF218F
: 0x4C69CB80
IPSec:  VPN   SPI 0xDDE50931
 VPN: 0x000161a4
IPSec:     SPI 0xDDE50931
 SRC: 192.168.1.0
 SRC: 255.255.255.0
DST addr: 192.168.2.0
 DST: 255.255.255.0
 SRC
: 0
: 

 DST
: 0
: 

: 1
 : 
SPI: 0x000000
 SPI: 
IPSec:     SPI 0xDDE50931
 : 0x53fc3ad8
IPSec:     SPI 0xDDE50931
 SRC: 10.0.0.1
 SRC: 255.255.255.255
DST Addr: 10.0.0.2
 DST: 255.255.255.255
 SRC
: 0
: 

 DST
: 0
: 

: 50
 : 
SPI: 0xDDE50931
 SPI: 
IPSec:     SPI 0xDDE50931
 : 0x53F91538
[IKEv1 debug]:  = 10.0.0.2 IP = 10.0.0.2   NP     MAP 10     (ACL) VPN: 
cs_id=53f11198 =53f11a90
[IKEv1]:  = 10.0.0.2 IP = 10.0.0.2         (LAN) (10.0.0.2)  SPI  = 0xfd2d851f
SPI  = 0xdde50931

 QM3.
    SPIs  .

IPSec:   IBSA  SPI 0xFD2D851F
IPSec:   VPN  SPI 0xFD2D851F
: 0x000006
SA: 0x53FC3C00
SPI: 0xFD2D851F
    (MTU): 0 
VCID: 0x000000
: 0x000161a4
SCB: 0x01CEA8EF
: 0x4C69CB80
IPSec:  VPN   SPI 0xFD2D851F
    (VPN): 0x00018BBC
IPSec:   VPN  0x000161A4 SPI 0xDDE50931
: 0x000005
 SA: 0x53FC3698
SPI: 0xDDE50931
    (MTU): 1500 
VCID: 0x000000



: 0x00018BBC
SCB: 0x01CF218F
: 0x4C69CB80
IPSec:  VPN   SPI 0xDDE50931
 VPN: 0x000161a4
IPSec:     SPI 0xDDE50931
 : 0x53fc3ad8
IPSec:  SPD   SPI 0xDDE50931
 : 0x53F91538
IPSec:      SPI 0xFD2D851F
 SRC: 192.168.2.0
 SRC: 255.255.255.0
DST addr: 192.168.1.0
 DST: 255.255.255.0
 SRC
: 0
: 

 DST
: 0
: 

: 1
 : 
SPI: 0x000000
 SPI: 
IPSec:      SPI 0xFD2D851F
 : 0x53F91970
IPSec:      SPI 0xFD2D851F
 SRC: 10.0.0.2
 SRC: 255.255.255.255
DST Addr: 10.0.0.1
 DST: 255.255.255.255
 SRC
: 0
: 

 DST
: 0
: 

: 50
 : 
SPI: 0xFD2D851F
 SPI: 
IPSec:      SPI 0xFD2D851F
 : 0x53F91A08
IPSec:     SPI 0xFD2D851F
 SRC: 10.0.0.2
 SRC: 255.255.255.255
DST Addr: 10.0.0.1
 DST: 255.255.255.255
 SRC
: 0
: 

 DST
: 0
: 

: 50
 : 
SPI: 0xFD2D851F
 SPI: 



IPSec:     SPI 0xFD2D851F
 : 0x53F91A0

 QM3.
[IKEv1 Decode]:  = 10.0.0.2 IP = 10.0.0.2  IKE   QM pkt: msg id =
7b80c2b0

 
==========================qm3==========================
==========>

  .
         SPI .

[IKEv1]: IP = 10.0.0.2 IKE_Decode Send Message
(msgid=7b80c2b0)   : HDR + HASH (8) + NONE (0)  :
76
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2  IKE  KEY_ADD
msg  SA: SPI = 0xdde50931
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2 Pitcher:  
KEY_UPDATE spi 0xfd2d851f
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2     P2: 3060 .
[IKEv1]:  = 10.0.0.2 IP = 10.0.0.2  2  (msgid=7b80c2b0)

[IKEv1]: IP =
10.0.0.2

IKE_Decode
Receive Message

(msgid=52481cf5)
  : HDR +  (8) +  

(0)   : 52

  QM3  .

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2   
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2     (SAs)  IPSec

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2    !
[IKEv1 debug]:  = 10.0.0.2 IP = 10.0.0.2   NP     MAP 10     (ACL) VPN: 

cs_id=53f11198 =53f11a90
[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2    !

IPSec:   SA    0x53f18b00
SCB: 0x53F8A1C0

: 
SPI: 0xDB680406

  : 0x00004000
num  VPIF: 0x000003

 : l2l
 : esp

 : 240 
IPSec:   OBSA   SPI 0xDB680406

IPSec:   VPN  SPI 0xDB680406
: 0x000005

SA: 0x53F18B00
SPI: 0xDB680406

    (MTU): 1500 
VCID: 0x000000

: 0x000000
SCB: 0x005E4849

: 0x4C69CB80
IPSec:  VPN   SPI 0xDB680406

 VPN: 0x0000E9B4
IPSec:     SPI 0xDB680406

 SRC: 192.168.1.0
 SRC: 255.255.255.0

DST addr: 192.168.2.0
 DST: 255.255.255.0

 SRC
: 0
: 

 DST
: 0
: 

: 1
 : 

SPI: 0x000000
 SPI: 

IPSec:     SPI 0xDB680406
 : 0x53f89160

IPSec:     SPI 0xDB680406
 SRC: 10.0.0.1

 QM3.
      (SAs) .
  
  SPIs   .



 SRC: 255.255.255.255
DST Addr: 10.0.0.2

 DST: 255.255.255.255
 SRC

: 0
: 

 DST
: 0
: 

: 50
 : 

SPI: 0xDB680406
 SPI: 

IPSec:     SPI 0xDB680406
 : 0x53E47E88

[IKEv1 debug]:  = 10.0.0.2 IP = 10.0.0.2   NP     MAP 10     (ACL) VPN: 
cs_id=53f11198 =53f11a90

[IKEv1]:  = 10.0.0.2 IP = 10.0.0.2         (LAN) (10.0.0.2)  SPI  = 0x1698cac7
SPI  = 0xdb680406

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2  IKE  KEY_ADD msg  SA: SPI =
0xdb680406

IPSec:   IBSA  SPI 0x1698CAC7
IPSec:   VPN  SPI 0x1698CAC7

: 0x000006
 SA: 0x53FC3698
SPI: 0x1698CAC7

    (MTU): 0 
VCID: 0x000000

: 0x0000E9B4
SCB: 0x005DAE51

: 0x4C69CB80
IPSec:  VPN   SPI 0x1698CAC7

 VPN: 0x00011A8C
IPSec:   VPN  0x0000E9B4 SPI 0xDB680406

: 0x000005
SA: 0x53F18B00

SPI: 0xDB680406
    (MTU): 1500 

VCID: 0x000000
: 0x00011a8c

SCB: 0x005E4849
: 0x4C69CB80

IPSec:  VPN   SPI 0xDB680406
 VPN: 0x0000E9B4

IPSec:     SPI 0xDB680406
 : 0x53f89160

IPSec:  SPD   SPI 0xDB680406
 : 0x53E47E88

IPSec:      SPI 0x1698CAC7
 SRC: 192.168.2.0

 SRC: 255.255.255.0
DST addr: 192.168.1.0

 DST: 255.255.255.0
 SRC

: 0
: 

 DST
: 0
: 

: 1

  SPIs   SAs .



 : 
SPI: 0x000000

 SPI: 
IPSec:      SPI 0x1698CAC7

 : 0x53FC3E80
IPSec:      SPI 0x1698CAC7

 SRC: 10.0.0.2
 SRC: 255.255.255.255

DST Addr: 10.0.0.1
 DST: 255.255.255.255

 SRC
: 0
: 

 DST
: 0
: 

: 50
 : 

SPI: 0x1698CAC7
 SPI: 

IPSec:      SPI 0x1698CAC7
 : 0x53FC3F18

IPSec:     SPI 0x1698CAC7
 SRC: 10.0.0.2

 SRC: 255.255.255.255
DST Addr: 10.0.0.1

 DST: 255.255.255.255
 SRC

: 0
: 

 DST
: 0
: 

: 50
 : 

SPI: 0x1698CAC7
 SPI: 

IPSec:     SPI 0x1698CAC7
 : 0x53F8AEA8

[  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2 Pitcher:   KEY_UPDATE SPI
0x1698cac7

  [  IKEv1]:  = 10.0.0.2 IP = 10.0.0.2     P2: 3060 .     IPsec.
[IKEv1]:  = 10.0.0.2 IP = 10.0.0.2  2  (msgid=52481cf5)   .        / .

قفنلا نم ققحتلا

ذفنم ىوس ليغشت متي ملف ،قفنلا ليغشتل ICMP لوكوتورب مادختسال ارظن :ةظحالم
IPSec 1 لوكوتوربلا .طقف دحاو = ICMP.

show crypto ipsec sa

interface: outside

  Crypto map tag: MAP, seq num: 10, local addr: 10.0.0.1

   access-list VPN extended permit icmp 192.168.1.0 255.255.255.0 192.168.2.0 255.255.255.0

   local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/



1

/0)

   remote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/

1

/0)

   current_peer: 10.0.0.2

   #pkts encaps: 4, #pkts encrypt: 4, #pkts digest: 4

   #pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4

   #pkts compressed: 0, #pkts decompressed: 0

   #pkts not compressed: 4, #pkts comp failed: 0, #pkts decomp failed: 0

   #pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

   #PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

  #send errors: 0, #recv errors: 0

   local crypto endpt.: 10.0.0.1/0, remote crypto endpt.: 10.0.0.2/0

   path mtu 1500, ipsec overhead 74, media mtu 1500

   current outbound spi: DB680406

   current inbound spi : 1698CAC7

  inbound esp sas:

   spi: 0x

1698CAC7

 (379112135)

      transform: esp-aes esp-sha-hmac no compression

      in use settings ={L2L, Tunnel, }

      slot: 0, conn_id: 16384, crypto-map: MAP

      sa timing: remaining key lifetime (kB/sec): (3914999/3326)

      IV size: 16 bytes

      replay detection support: Y

      Anti replay bitmap:

       0x00000000 0x0000001F

  outbound esp sas:

   spi: 0xDB680406 (3681027078)

      transform: esp-aes esp-sha-hmac no compression

      in use settings ={L2L, Tunnel, }

      slot: 0, conn_id: 16384, crypto-map: MAP

      sa timing: remaining key lifetime (kB/sec): (3914999/3326)

      IV size: 16 bytes

      replay detection support: Y

      Anti replay bitmap:

      0x00000000 0x00000001

show crypto isakmp sa

  Active SA: 1

   Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 1

1   IKE Peer: 10.0.0.2

   Type    :

L2L

             Role    :



responder

   Rekey   : no              State   :

MM_ACTIVE

ةلص تاذ تامولعم

نم ريثكلا ىلع عجارملاو ريياعملا يوتحت .IPSec عقوم ىلع لاقم وه ءدبلل ديج ناكم
ةديفملا تامولعملا

●

●اهمادختساو ءاطخألا حيحصت رماوأ مهف :اهحالصإو IPsec ءاطخأ فاشكتسأ

●Cisco Systems - تادنتسملاو ينقتلا معدلا

http://en.wikipedia.org/wiki/IPsec
http://www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml#intro
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav


ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


