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f% Browse Source

% add (3 Edt [Jf Delete L Where Used

Fers| |Fiker |
hame w1l e address Metmask Dezcriptice Dhject NAT add
E-IPw4 Nebwork Ohjects
L e anty 0.0.0.0 0.0.0.0
-l manage.,. 10,77.241.64 255,255,255, 192
- il outside-,., 209.165.200.0 255, 255,255,224
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ﬂ. 17216.... 172.16.11.1 255,255.255.255
L. B 172,16..,., 172.16.11.10 255, 255,255,255
™ 177.16..,, 172.16.12.2 255,265,255.255

M 209,16, 209,165.200.10 255,255.255.255

[ SOUrCE -2 ]Emde—rEMDrkJEdd

duana=l] aSuidl s pisw (il IP cuglic goxs uaxid 6)b] 999 Lail .4
4vy



@& Add Dynamic HAT Rule

Criginal
tnterface: | TS
! <
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& Add Global Address Pool
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B% Add Access Rule

Interface: | inside
Achon: (%) Permit () Deny

Source: 172.06,10.100

Destinakion | any

SJEMVICE! ip
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Description:

[+] Enable Logaging
e v|

More Options
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g% Add TCP Service Group

Group Mame:  Permit-172.16,10,100
Descriphion: .

(%) Existing Services/Service Groug: Members in Group:
Mame Mame
e ;
| =-Predsfined
ToE: ﬂ:ﬂ
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- - cifs

- fek- dikrid-ica .
Tt chighe i Add >> i

fek: daytime P
- peke discard
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fée echo

ToE: B

ok Firnger
e Ftp-data
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1 W T
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@& Add TCP Service Group

Group Mame: Permit-172, 16,10, 100

Description:
Members in Group;
o,
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r | (- 10k ﬁ;lil
B - Nt frp-data
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i
- W pranywhere-data ool
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|| - # pop3
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i% Browse Service

% Add » B Edit T Delete Q) Whers Used

FI:.sr:l |'
Marne Protocol | SourcePorts  DestinationPorts | ICMP Type | Description
DL Lo Ftp tep default (1-65535) 21
- tep Frp-data Eep default (1-65535) 20
g hetp bep default {1-65535) 80
L.# https  kep default (1-65535) 443
J!trpqﬂ tcp default (1-55535) 110
Lomesmkp bop default (1-65535) 25
- i Rpe tep
[=]- Predefined
i Eege aol kcp default {1-85535) 5190
2 bgp tcp default (1-65535) 179
- mk- chargen  kop default (1-65535) 19
o e cifs tep default (1-63335) 3020
i citriv-ica  tep default {1-65535) 1494
1w clighe tep default {1-65535) 2748
g daytime  kep default {1-65535) 13
g discard  kep default (1-65535) 2
i 1B domain kcp default (1-65335) 53
1 echo kep default (1-65535) 7
R exE kep default [1-65535) 512
Seleched Service
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§& Add Access Rule

Source:  |172.16.10.100 B
Desknstion .arr:.f G
Service:  Permik-172.16.10.100 B

} Descrigtion:

Erable Logaing
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v |
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@& Edit TCP Service Group

Group Mame: Permit-172.16. 10,100

|
Dscription:

{#) Existing ServicefService Group: Members in Group:
Nama Iaime
=I-TCP Service Groups ~ i fp
[ E2E RDP - zeb frp-data
= Pradefired - EgE- hitkp
st aol : ¥t hitps
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M= cifs
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5k chighe Add ==
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port-object eq ftp

port-object eq ftp-data

port-object eq www

port-object eq https

port-object eq pop3

port-object eq smtp

1
access-list inside access_in extended permit TCP host 172.16.10.100 any

object-group Permit-172.16.10.100
1

access-group inside_access_in in interface inside
|
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|: [] Enable traffic bebween bwa of mare fiosts connected bo the same interface j

| Apply ” Reset ]

ag>loll n IVl oS5 @S lagdeid] 03D s

< slgdl slacl<pueSall I Jail agglusall ool olsiue ol wlgzloll G Jolsil plowd xéo 1309
lguais LoVl Slgius L5 plasiwly lgueSs a5 ST o wlgzly cu bl 4940 45, uSai Lisls wlglgll
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Configuration > Device Setup = Interfaces

Subret Mask,

Intarface Mame Enabled

et Prefl Lenath Redun
Ethernetd/o  lowside | ves |  0lZ09.465.200.2 255,255.255.192
EH‘ler'n:Bthl U'lsldEl o0 i72.16.11.10 255, 255.255.0 Mo
Ethernetl)2 manage "."es o0 10.77.241.115 255.255.255.192 Mo
Ethernst0)s Mo Mo
¢ :
fJ Enabls traffic between by or mare nterfaces which are confiqured vith same securiby levels j

[ ] Enable traffic bebween two o more hosks connecked to the same interface

[ l Apply J][ Reset ]

slacl ddac 138 (o M J CLI Jiloy JI 13

same-security-traffic permt intra-interface
same-security-traffic permt inter-interface

| & cpinininl) 2lawll
! 5 - " 1Sl

U el col .aswnoll 6562V 0ig) plowl) Joog 6acl89 NAT J dwli do i gubas SN o <3 gadms oSy
ol oS a3l iSis (3 29290 213 s| Il Jgwosll ($ 2l patimn i) LalS 13D (98

IP wlsic a0 clojly « M dxisg .cou)l e azoll B e Lol IP olgic a3 Iul aSuill (8 59>gal]

in order .(172.16.11.5) L3l Losls o) ol o8l @l NAT éacls JM5 0 ple IP Glgic JI 13 Lol
NAT i a8 Jliall 13D auogs ip ple Ll ip Job Lols Ul 13® i ol gliss el (Joe 13® cl=> to
209.165.200.5 _J| 172.16.11.5 daz i oVl sl culill

Jo09 62e8 1ai JUS oo 13D w9 o35 I Jawosll (>3l pazismall 2lowlly Lol auill (o,e pi
ey Lol pgall Ud 5200 CLI calnige Lo ,c iy LD

access-list 101 permit TCP any host 209.165.200.5

J (GUI) dsogu )l pasiall dg>lg JN5 0 lebass ol Jouwg dasld @lio] I gl «ologleall (o 250l
ASDM

13] Lyl . o3l 13D _JI Jswogll (>l Pl o paiaue SY "any" duwlw)l dalSIl uaxs pouw rdla>Ne
t9i .[>gicn iaiall |@J.|QJUDMA>M5|J£p)L>J|J|.J_9;o_9J|US~N‘Mbﬂhosyoxmpup.]
2331 e Lgllaall asiall | Laylg sa,8)l (251 pasiuuall (I 03V awdi geaig dusidl aie izl

nat Swliw] o Slull S steps in order to 13® sl
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Configuration = Firewall = NAT Rules

e Add ~| @ Edit W Dolete | % | & Bm B -
fdd Static NAT Rule, ..
Add Dynaric MAT Rule. .. De
=4 Add NAT Exempt Rule... e
Y Add Static Folicy NAT Rule... i

i Add Dynamic Policy MAT Rule. ..

B Add Static MAT Rule

Inkerface: inside hd
Solrce! 172.16,11.5 E“
Translabed ———— b
Inkerfaca: oukside bt |
(@) Use IP Address: |209.165.200.5 B|

{3 Use Interface IP Address

Port Address Translation (PAT)
[ Enable Port Address Translabion (PAT)

I AL
| |
i |
Connection Settings w
T
(o) Coma ) o

T — ok

JI 1138 el in order to gioy ddlaib .1d 30 nat (Subiw] oSl S JI cul, giaiay ool .3
ASA



Configuration > Firgwall > NAT Rules
gzu]ﬂmlus + 4+ S M Q, Find B Diagram T Packet Trace

# Type
Source Deskination SErvite Iribe rf s Address
= inside {1 Static nies, 1 Dynamic rules)
2 ﬂi Diyrismic w8 inside-networkf24 outside B outside
L o

[ ] Enable traffic through the firewal| without address translation

e ) =]

130 ASDM (1655 (CLI) oloVl Jlaw dg>ly le 5250 Jlio lid

static (inside,outside) 209.165.200.5 172.16.11.5 netmask 255.255.255.255

83350l SlSuidll - pasinnll NAT iass

1389 .ulgie)l do> i ozl NAT cliiw] 6268 aiol NAT o dio oS 91 ¢utmao clisuwl JI zlizs losic
OVlaiVl eay elow 2> e uaeldly ez ioldl uevasll gouw

;4] olglasl JasT

clisiw| 62cl8 aslo| yilg (@8lio] Laslg nat acled < dlaxll Hlax < oSl JI Jaul .1
Configuration > Firewall = MAT Rules

g add | Edi [ Delete 4+ & X
v Add Static NAT Rule. ., |

Wit Add Dynamic MAT Rule. .,
Add MAT Exemnpk Rule, .
.g'._.'f:é add Static Palicy MAT Rule. .. i
.i'g_fk_ fdd Dynamic Policy NAT Rule. .. :

&

Insert, ..

| Insert After...

&F

.nat

oVl olg=ly JI 63,19l 1900l &S ,=U8YI LI wle>ly JI 6 slall j9mll 45 ,>:01L> o NAT
il 0K in order to aalaab .6,5Lall 49,ll 45, ¢ -1 VO BN [WES]



B% Add MAT Exempt Rule

Ackion: {73 Do nok exempt

Drignal

InterFace: ! inside

Source; 172.18.10.0|

III[II <

Destination: |army

MAT Exermpt Diackion
(&3 AT Exempt outhound Eraffic From inberface 'inside’ ta lower security

{7 MAT Exempt inbound traffic from interface 'inside’ to higher sscurity

Descripkian

ok []| camcel ][ Heb

plaziwl dlagsio Jowog 6acl8 @8lo| piiwg NAT o cueall awnall lls clac] pir o) eliw)l pac

il ol eu> NAT cliiw] oo 83120l dapanll 63621 wizs L9 lls aé, "deny” duuluw ] dslsI

NAT (0 6lass oSiuw cdaanll 656>Vl 03D clisiwly alolS] dc ,all
JI I Uil el in order to  galay dalaabs Lo jskall olsud) NAT clisiw] 61018 &9, cliSay .3
ASA

_l_:un@rqlinn > Firewall > NAT Bules
g add -| B Edi [ oelete 4+ & % B3 @ - Q Find [ Disgram &7 Packst Trace

Driginal Trarslated

& Type
SO e Destination SEFios IrterFace

= inside (1 Exempt rules, 1 Stakic rules, 1 Dynamic rules)

S iziodo0 ey | oo
& 172.16,11.5 oukside

3 i1 Dymanic afh inside-network/24 oukside

£

[ ] Enable traffic through the Firewall without address translation

[ o | v ]

:ely Lol g2 sal) 9ISl (CLI) LolgVl law dg>ls 2,50 o2
access-1list inside_nat0_outbound extended permt ip host 172.18.10.0 any
|

nat (inside) O access-list inside_natO_outbound

138 S S " 3990 (999 Jasl LgdLluY NAT cliiw| 628 > danS 4,9 hiSay id 4




B5 Edit NAT Exempt Rule

Ackion: {33 Exempt ¢ Do not exempt

Oirignal
Irkerface: inside
Source:  |172,15.10.0 (-]
Destination: |any E]
MA&T Exemnpt Direckion

{3 NAT Exempt outbaund traffic From inkerface inside’ bo lower security interfaces (default)

DESEriptlﬂﬁ
[ | O ”[ Cancal J [ Help J
LI
L ojuss a5 ol ol 5 ol VI disay .5
.)_)_Ig.”
Configuration > Firewall > NAT Rules

d add » & Ede I Delete 4+ & % Bz @ ), Find B Diagram o7 Packet Trace
SouUFCe Crestinakion Sarvice Interface
[= inside (1 Exempt rules, 1 Static rules, 1 Dyvnamic rulas)

O T [ O I "
- 101 Static B 172.16.11.5 oukside :
'3 o Dynamic affl inside-network) 24 oukside

%
[] Enable traffic through the Frewall without address Eranslation

F 3 Type

Apiply |[ Reset J

'ASA JI J| 2l CLI 13 eduw)l in order to 4o, dalnalo

access-1list inside_nat0_outbound extended permt ip host 172.18.10.0 any
!

nat (inside) O access-list inside_natO_outbound outside

13® oles .nat 0,0Vl dlg JI (2)13) 613> dwwlwl dalsS a8lol cus ail 5 ol diSay Jid (0 dla>No
.nat _=>,5 douw

Jlis i .olgic amss JI ] wiae a5 Nat ao .Nat e iy VS oo Nat jxe, ol Gob ,31.6
095 88 loaic lgic awss JI JI caa> 5 (172.16.11.20) cawiaall cu> NAT sole Seliwl Sl



0% Add Static MAT Rule

Criginal
Irtaface: 'rrsn:le: |
Source: 5t?2.1s_11.zn D

Tramslated
Interface: @ﬂdﬂ: 1
(& lise 1 Adikessi [172.16.11.20 (-]
(7 Use Interface P Address

Port Address Translation (PAT)
[] Enable Port Address Translskion (PAT)

3

Connection Settings

Ok | I Zancel J E Help ]
od i S 2B o wiss
1Sl (CLI) jolgVl lauw ag>l9 z, 50

static (inside,outside) 172.16.11.20 172.16.11.20 netmask 255.255.255.255

NI plasiwl (a5 65le]) ddiall a5 65le|

P> I Jowogll Goz ) Bl ygoatiuall J9b cu> 62480 6ju0 (D ddiall azgs o>Lc|3| ainll a>gi 6sle]

..sl ele ulgic Jl cox> 5 0y (o B ulgie sl (3 JI di® cwsl in order to oo daio e 3D
2B cluoll daio Rouw 0,9

s Baxig .25 iaiall _le SMTP. 209.165.200.15 o35 _JI Jswos)l (>l pasimsll 2,y Jlioll 13D 9
owslas (9

9 209.165.200.15 (pl=Jl IP Glgic JI 25 daiall _le 172.16.11.15 (31l ol o515 dax> 5 .1
.25 2aioll

25 iéiall e 209.165.200.15 . plall 2l o315 Il Jsoslls 2lowll 2

iS,> ags bolel piiw 25 Adiall 9 209.165.200.15 (o3l LI Jguos)l L2l pacimall Jolx, Loic
25 diall (9 15 172.16.11 .31l adl p3l5 Jl 0id < Lldl 49,0

NAT 61c18 aslio| jisly (adlio] ,aily NAT aelgd<dslazdl jlax < (oSl JI Jail .1



Configuration = Firewall = NAT Rules

o add -|[F Edic [ Delete 4+ 4 &
Add Skatic MAT Rule. ..

Add Dvnarmic MAT Rule. .
Add MAT Exempt Rule. .. H

o
il
il minl
EDAC= |

-\.-E.

Add Static Policy NAT Rule. ..

Add Dvnarnic Policy NAT Rule. .. H

Insert. .. |

lil Insert After. ., i

i

Wl

() G025 Oloic pual oSau oSl g dasall olezlsll 20 pojiall IP Olgics LoVl aanll s3> .2
aslnslo ‘u.).glu J Ul cl.u.n.”uus

Criginal
Irterface: ' rside "y
Source! |172.16.11.15 E]
Translated
Irterface: itlutji-:‘c v
(5 Use IP Address: |209.165.200.15 B
(3 Use Interface IP Address

Pork Address Translation (PAT)
[+] Enable Port Address Translstion (PAT)

Protocol: {*) TCP ) LDP

Criginal Port: 25

Translated Port: |25

4

Connection Sektings

[T ok ][ concel |[ Hep |
e .0k
leiusSs i Ll &l PAT 628 s, .3
L




Configu: ation > Firewall > NAT Rules =
[;-3‘51: foclete + 4+ % B3 8 - Q Pnd B3 Dlagram 7 Packet Trace

Cinginal Translated
L Type
Satwr it i skion Saevice Irbaif sce Addrass SEr
1 = Exempt ™ 172.18.10.0 & any (outhound) ”

Z B NoExewpt B 172.20.10.10 P =w {outhound)

B 1720601005 | 07 wmtp b 2059 165, 200,15

4 1w Shatic = 172.16.11.5 citside = 20%.165.200.5 Ll

[ Eraltlz braific through the firewall withoue address brandabion

Lizest 1) [ Resst |

S5l (CLI) LoloVl law dg>ly 2,50 od 1id

static (inside,outside) TCP 209.165.200.15 smtp 172.16.11.15 smtp netmask
255.255.255.255

e plell SMTP w315 I Jswosll (>3] paismall pams _ill Jowosll 6266 LD 0id .4
:209.165.200.15

§ 1 Ei@ any @ any less secUre ne,,,  IF-1p " Hermik

¥ @ any @ any IR D & Deny

é] _ﬁ' outside (3 incoming rules)

1 = 20,1.1.10 = 209,165.200,10 ek ROP & Permit
m & any Ll 209,165,200.15 | 2 Permit ||
L3 @ any @@ any IR ip e

TCP Group: smip-access
TCP: smkp (25)

Jsogll 6128 jna0 (9 duwll @l sl plasiuw] o Yoy a0 Cutwion plasiw] o 15T 1dkas Ve

b plaziwl, TCP/UDP aul> 0 2l

sa2) _uadVl sl oz Loyl iSay Laxlil saclall plaziwl, TCP/UDP oYlail sae) w8Vl axdl ayazs cliSay
ebl Jle Jolgll 038 (o ST 328 J50aw9 a>gise waas Al (9 Jlasl 68 izl JlasVl bzl o YlasVl
L a> JI SYN 9 DoS Jis diszo oloz® gio _JI oYVl 0i® o 2zl $28w9 - Jdiwol] duwlxoll plla;
39t Lilly M(MPF) 6,11 sgiswe &1la>" 65u0 Jac jlol (9 dwluadl 2235 clojls (JolS cansxs e Jguaxll
il olox® o sl Jl &>l (geigall 13D Jo> adlol wlogles e Jouaxl .aiiwall 13D §las

;4] olglasdl Jasl

do> il 0dg) VLW adVl axll daoll pusll 33>9 (JLasVl eblag] wusdll doMe §gd il .1
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B Edit Static MAT Rule

Crriginal

Interface: Iresice

Source: 1172.16.11.15 [3|
Tramslated

Iriterface: aukside “ |

(%) Use IP Address: |209.165.200.15

(" Use Interface TP Address

Port &ddress Translation (FAT)
[] Enable Port Address Translation (PAT)

Protocal: @1 Ouoe

Original Port;  smkp |
Translated Port: | smkp |

Connection Settimgs

[ ] Translate the DNS replies thak makch the translation rule

.- Randomize sequence number A
Maximen TCP Conneckions: Imu |
Mairum LUDP Connections: |4_:| |

kma:‘mun Embryaric Connections; |5I:I | )

T
K, | canced || Help

b

i, W

bl da> il 0ig Jlasl 391> 4e.all om')g-w 2

% add » B Edit [ Deletse 4+ 4 % B2 Ml - G Fnd 5 Diagram &Y Packet Trace

Criginal Trarslated

SOUrCe Destination Service Inberface Address
Skabic rules, 1 Dynamic rules)

B 172.18.10.0 @ any {outbound)

® 172,20.10.10 & any {outbound)

. B 172.16.11.15 B 209.165.200.15

1032wl

SErvice




Options

DNS Rewrite Max TCF Connections Embryonic Limik Max LUDP Connections Randomize Sequer

 O1SJl (CLI) LoloVl law dg>ly 2,50 o® lid

static (inside,outside) TCP 209.165.200.15 smtp 172.16.11.15 smtp netmask

TCP 100 50 255.255.255.255
|

c9o)l . JI Saiianall | dasld

Jswogll acled gulai (Sau ASDM plaiuwly cdgll I éaiisuall Jsuogll 0ilgd ubis go punsl] 13D Jolsi,
a2y il @i/ g guwV ool cuw> S lidgill 33z o Blas xazs ol e,V 138 i) .edgll I 1 liwl
i lay ol Gladl oy ysi Sy -dgllanll Jguosll daclsy (o ll Slail 13D lay, JI gl (W3

clgiVl 899 call 89 go duinjll 6 jiall saxy - gllas .1

83330 dwinj s Jle Gass il dwiojll 8l Gy e . ,Sie pal Loyl By - 5,95 .2
pasins 80ll 03D 0V dall L8l Wl Clslach ASA (usSs (o 3T (ol SUaill (oS Jid rdla>Vo
Sy Jiodl @il JINTP o315 g0 ASA disljo S8 .atill plladl aclw ollacl

:ASDM JV5 0 dow 13® lSui steps in order to 13D sl
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i Add Access Rule

Action: () Permit (%) Deny

Source:  |172.16.10.50

Destination | any

mimm

Sepice; lip

Description:

Enable Logging

LoggngLevel: [Default v

More Dptions
Enable Rule

Traffic Direction: ¢ 3 In (&) Out

Source Service: | [3 {TCPorlL

s R — @

8% Browse Time Range

o Add| B cor W ooles

Blarme Start Time End Time R ecurrir

22 Loy Sl cliw @] 395 il .2

B99 ,ily clgaVl 99 sall €59 3159 o)l Slaill pusl 2ani, p5 .3
.OK



#% Add Time Range

Time Range Name: |Restrict-Usage B i

Stark Tiree End Time
) Start mow () Mewer end
{%) Starkt ak () End at {inclusive)
Month: |February “| Day: 05 v ves: 2011 | Morth: Februsry ¥ Dayi |06 | Year: 2011 ¥
How: [14 | mnute: 00w Hou: 16 % Mndte: [30 |
Fecurring Time Rarges

Yiour can Further constrain the active time of this range by specifving recurring rangss, The recurring bime ranges wil be ackive within the
start and shop bime specfied.

ks ]

|.i ok _E [ Zamel [ Help i
SR R : : " Jouogll
Jowogll 6aclsy aay) e 28 plaziwVl awss 99 Slas ol s ol WYl liSoy .5




i% Add Access Rule

InterFace: |

Action: () Permit (%) Deny

Source: | 172.16,10.50 [
Destingkion | any =
SErice: ip G'
Description:

Enable Logaing

Logging Level: iEE{'ault W

More Options

Enable Rule
Traffic Directions ) In (&) Out

Siource Service: B (TCF or LUDP servid

Time Range; Restrict-Usage = E]

oy,

| ox []| cocel || Hep |

cﬁggﬂ 599 00D

2011/5/05 deludl (o 3,0 i plaiwl (o 172.16.10.50 L8 paskiuall gio pi 03 Jguosll 20
9ISl (CLIY ,olsVl Jlaw dgals 2,50 o3 138 .17/4.30 dclull 2011/16/06 aclull I

time-range Restrict-Usage
absolute start 14:00 05 February 2011 end 16:30 06 February 2011

1
access-list inside_access_out extended deny ip host 172.16.10.50 any

time-range Restrict-Usage
1

access-group inside_access_out in interface inside

o) Slos wazil aSlp] (§99 Lasl ) ,Sae o) Jlas naxs daS e Jlio (L Lus .6
S



% Edil Time Range

Tinnez Pange Name: Pestrict-Lsage

Start Time End Tima
() Start now {7 Mever and
(%) Skt &t {#) End &t (inchusive)
iMonth: Fc_bmdr_v ¥ Day: [0S v | Year: 2011 ¥ Marith: 'lMurl:h ¥ Day: 08 ™| Year: 2011 v
Hour: 00 v Minuke: 00 | Hour: |00 ¥ | Mrute: 30 v

Reouring Time Rangss

Yo can further constrain the active e of this range by specifying recuming ranges, The recurring Bme ranges will be active within the
start and stop time specified.

@ Add Recurring Time Ronge

(%) Specify davs of the week and times on which this recurring rangs will be active

For example, use this option when vwou want the bme range to be active every
Monday Hrrough Thursday, From S:00 through 16:59, onke.

Days o the Wesk
() Every day
() Weekdays
") Weekends
(%1 On these days of the week:

[«]ton [w] Tue [«]wed [w]Thue [w]Fri []Sat [ ]5un

Daily Start Time Dally End Time {Irchushee)
Howr (15 | Minute |00 | Hour (B8] v Miute [00 |

() Specify a weely intarval when this recurring rangs wil ba active

For example, use this option when vou wank the bime range to be active
cortinuously from Monday ak ;00 through Friday &t 16:53,

H: ok ][ cocel [ Heo ] sy

o)l saell JI we>, ok in order to dalnalo .8
.639L



#& Edit Time Range

Time Range Mame: Restrict-Usage

Stark: Time End Time
{7 Stark mow i Mever end
%) Stark & (%1 End ak {inclusive)
voreh: [rebraary ] Dyt [15 9] vear: [2011 orthe [mereh ] eys (05 9] vear [201
How: (00 w| mMnue: 00 v mour: (00 ()| minute: (30 ]

Recurring Time Ranges

Yious can Further constrain the active time af this range by specifying recurring ranges. The recurring time ranges will be adtive within th
start and stop time spechied.

wisskaays 15:00 through 20:00

i

Edk

Dielake

i

ey
Lok JJ| concel [ web ]

8 JI cluwo 3 daclull o 35le0 sl I Jswos)l o 172.16.10.50 5 pasviwsl] gio 5 oSl lig) Ladg
2519 cadl ooy cliitwl gomwIl pbl gea> (9 cluwo

1
time-range Restrict-Usage
absolute start 00:00 05 February 2011 end 00:30 06 March 2011

periodic weekdays 15:00 to 20:00
1

access-list inside_access_out extended deny ip host 172.16.10.50 any

time-range Restrict-Usage
1

access-group inside_access_out in interface inside

12 nsb &390l oloVI andi ainwd (632320 13939 dallas asd Lol Sllailly LoW OIS 15] >V
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