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cl ass-map i nspecti on_def aul t

mat ch defaul t-inspection-traffic
policy-map type inspect dns preset_dns_nap
par amet er s

nessage-| ength maxi mum 512
pol i cy-map gl obal _policy

cl ass inspection_default

i nspect dns preset_dns_nap

i nspect ftp

i nspect h323 h225

i nspect h323 ras

i nspect rsh

i nspect rtsp

i nspect esntp

i nspect sqgl net

i nspect skinny

i nspect sunrpc

i nspect xdntp

i nspect sip

i nspect net bi os

i nspect tftp

service-policy global _policy globa
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Traffic Classfication

Rule Actans

Emakbdzd IMatch Desoniation Sarvios Time
= GEobal; Polcy: qhhdJ:-:lh:','
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Sulas pi > Jlul (999 Lasl 3 awy L ple JSuin dwlul dI;Y plell service-policy global-policy
e oVl
ASA

8 Command Line Interface

Type a command ta be sent directly ko the device. Far command help, bype a command Follawed by a question
mark, For commands that would prompt For confirmation, add an appropriate noconfirm opkion as parameter to
the command and send it ko the device, To make the changes permanent, use the File = Save Running
Configuration ko Flash menu option to save the configuration to Flash,

Zornmand
(%) Single Line () Multiple Line Enable context sensitive help (7)
no service-policy global_policy global W
Response:

Fesult of the command: "no serwvice-policy global policy global"

The commatd has been sent to the device

’ Clear Response

Send [ Close ] [ Help l
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Configuration = Firewall = Service Policy Rules ]
[#aw] oo @ + 4 | ¥ B @ - | Q Fnd B Disgram

Traffic ClassFation
Meame # Ensbled IMateh Saurce Destination Service Tirme

Rule Actions
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IE Add Service Policy Rule Wizard - Service Policy

#Adding a mew service policy rule requires bhres sheps:

Shep 10 Configure & service policy,

Skep 20 Configure the traffic cassification cnbena For the serace polcy rube,
Step 3: Configure ackions on the traffic classified by the service policy rule.

Creabe a Sarvice Policy and Apply To:

Only one s=rvice policy can be configured per interface or at gobal level, 1IF 8 service policy slready sxists, Bhen you can add a new
ruke inkbo Hee ecasbng seevice policy, Ceherwese, you can creakte a new service policy.

(%) Interfaca: | outside = (create new servica palicy)

Policy Name: outside-palcy

Description:  Palicy on outside interface|

() alobal - apples to Sl interfaces

Mest > ||| Cancel | | Hielp |
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¥ Add Service Policy Rule Wizard - Traffic Classification Criteria

'E' Create 3 new traffic dass:  outade-dass

Description (optional):

Traffic Match Criteris
[ befauk Irepection Traffic

[] source and Destination IF Address (uses ACL)
[] Tunned Group

W | TOP or LDP Deshination Port
[JRTF Ranga

[] 1P DiffSery Codefonts (DSCP)

[] 1P Frecedence I:%
[ &y traffic
() Use an exdsting traffic class: eFaul

(1 Use class-defaul as the traffic dass,

IF braffic dos< not match a existing braffic class, then kowil match the dass-defaudt traffic class, Class-defaulk can be used In cakch all
sibeation.

< Back E[ Corcel | [[Filp |

TCP ,i>i .6
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IE Add Service Policy Rule Wizard - Traffic Match - Destination Port

Protocol: (&) TER | O Loe
Serice! [ E]

To specify pork range For Hhe service, use nnn-nnn Formeat,

[ <Back |[ Mest » | [ Cancel | [ Help |
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% Browse Service

*add - @ e [ Deke | )
Fiker: |' 3
Mamie Protocal  Source Paorts Deskination Porks  ICMP Type  Description
[=-Predefined Al

o bep defauk (1-65535) 5190

i1 bop tep deFaulk {1-65535) 179

g chargen bop defauk (1-65535) 1%

- g lfs bep defaik (1-65535) 3020

i-E citrix-ica  bep defauk (1-65535) 1494

- chigbe tep defauk (1-65535) 2748

boge davtime  tep defauk (1-65535) 13

i I discard bep defauk (1-65535) 2

1@ domain kcp defaulk (1-65535) 53

L1 echo tep defauk (1-65535) 7

- il ExXEC bcp defauk (1-85535) 512

-1 Firger bep defaulk (1-65535) 79

e Frp tep defaulk (1-65535) 21

1158 Frp-data bep defauk (1-85535) 20

- 1tk gopher bep defauk (1-65535) 70

- h323 tep defauk (1-65535) 1720

1 hostname  fop defauk (1-65535) 101

T ident bep defauk (1-65535) 113 v |
Seleckad Sarvice

Service -> | |kepfhittp|

I i Il Cancel

aalnabg http il .7
Jbl



IE Add Service Policy Rule Wizard - Rule Actions

Priotocol Inspection | Intrusion Prevention | Connection Settings | Qo5

[ criges ‘3
[ DCERPC

s

[ ESMTP

CIFTP

[1H.323 H.225

[JH.323RAS

[]1PSec-Pass-Thu

[JMa&ck

[ METEICS

[]PeTR

[CIrsH

[RT=P

[7] 5ECP (Skinny) v
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LS o5 Ll aall bsl,3 Lo ,2) show run class-map oVl pasiiwl -
ci scoasa# sh run cl ass-map
!
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
class-map outside-class

match port tcp eq www
|

LeusSs pi Ll dwlod! basl,s> o ,=) show run policy-map oVl pasiwl
ci scoasa# sh run policy-nmap
|
policy-map type inspect dns preset_dns_map
paraneters

message- | ength maxi num 512
pol i cy-map gl obal _policy

cl ass inspection_default

i nspect dns preset_dns_nap

i nspect ftp

i nspect h323 h225

i nspect h323 ras

i nspect rsh

i nspect rtsp

i nspect esntp

i nspect sql net

i nspect ski nny

i nspect sunrpc

i nspect xdncp

i nspect sip

i nspect net bi os

i nspect tftp
policy-map outside-policy

description Policy on outside interface
class outside-class

inspect http
1

LS5 a5 Ll doaxdl olwluw Lo ,2) show run service-policy ;oY1 pastiwl
ci scoasa# sh run service-policy
service-policy outside-policy interface outside
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