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le-1o-sile VN Rizard

WPH Conmection Information

Selecl e medace forihis VPN conneclion: FaslEfams=i | Dataila. |
Prer ity
Salact the type of peens) used for thiz YPH et o . .
canneckion! (Frar with stedc F sodress W
Erder Frws IF bl s s of fres sl poar M2 1ES 01 2
Aartbwanization

AulFinlicabcn armures that asdh and of the WPH conrcian uias the sama secral
keay.

" Pre-shior i Ky I~ Dol Corl bk

l:l'ﬁ-ﬂ'h'ﬁd iﬁ": LILEILILY

Fa-aedir i l"\.-lll".l

« Btk | Hlast =

| cancel | Help |

id>Lawll
alo IKE o> iso i3l 4

Sie-to-Site VPN ¥hizard |":T

E Proposale

IKE propnsals specify 1he encnption algorthm, authentication algoeinm and ey exchange
rnelhoed el i9 wsad Dy #iis router when negalialing a VPN conneslion with ihe rsmote
dewipe Forthe VPN connection 1o be eslablished with tve emols device, tha ramiole
device should be configured wilth alBeasiong of the pelicies listed belos.
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Site-10-%ite VPH Wizard

Tranaform Sul

Afransfarm 56t speciiies the anchpdon and authentcalion algorehms wsed 1o protect e
dlala i e VPR Sunnel. Sieee e bwa desdees must s the 2are algonilhms 1o

commanicaie, the nemote daviie must ba configurzd with T8 ame Fansioom e 38 e
one selecled below

Cilick thv Add, . barfion B0 &dd a new iransionm set and the S0t bufion fo edi the speoified
transiarm gl

Sgdect Transiorm Eel:

Irr'rrsél -

[etails of the specifiod fansdoom ool

Harmne ESF Encrpton] ESP Integrity A Indenrity

myses =P DES £8P MbS HeAC

IT: Edit.. I

< Btk | Hest - | Friyas | cancali Help |

Al

>a> .6
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Si1a-10-Site VPN Wizord &

Saimnany of Bhe: Conlguration

Clitk Finlzh 1o dalizar the conniguraton 5 e moutar

FIETZIaITU TP

IKE Poficies:

Hash  [H Group Aulherticalion  Encrpdon

MDS  group2 FRE_SHARE DEE
SH&_1 group2 PRE_SHARE  ZDEE

Trarksfom Seds

Flamse rimrsed

ESP Ercrgrin E5P_LES
ESF Irteqiiy E5P_MDE_Heas
Mode: TUNREL

IPSec Rule:
peerreil Al dp frafi: fom 192162 200.0 0.0.0.255 b6 192160100000

g

2

<@aek| 1o | Feeen | cancel] maip |

clgl
VPN- JI JI JsSiwd]l el in order to pluy dalaab .8

.router
Deliver Configuration to Router

Deliver detta commands to the router's running config.

Preview commands that will be delivered to the router's running configuration.

crypto ipsec transform-zet myzet esp-mds-hmac esp-des
mode tunnel

exit

crypta map S0OM_CMWAP_1 1 ipzec-izakmp =
description Tunnel to209.165.201 2
et transform-set myset

zet peer 209.165.201 2

match sddress 104

exit

interface FastEthernet1

e mEarde e

4

<

The differences between the running configuration and the startup configuration

are lost whenever
the router is turned off.

v Save running config. to router's startup confic

Thiz operation can Take several minutes.

@ Cancel Save to file Help J
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Coreniand Dalreery Shahus

spAring commard e Sor celvery
Subting 3 comnands, plase vaak.
g TR SR e

oing e Furneng config io Slertup conlig of your rouder. Flease wad
UGITR COThy COfEn Suroe s fuly 30 Stiriug Cong of sour iouser |

o |
{::::::____t:::::} OK (499 ,ail9 .9

(CLI) ,olo¥l o dg>ly oS

L oSt -
VPN a>g» -

L 0 Sansgans

Output suppressed access-list nonat extended permit ---!

ci scoasa(confi g)#show run
Saved :

(ASA Version 8.0(3
!
hostname ciscoasa
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanmes
!
interface Ethernet0/0
narei f outsi de
security-level O
i p address 209.165. 201. 2 255. 255. 255. 224
!
interface Ethernet0/1
nanei f inside
security-level 100
i p address 192.168. 100.1 255. 255. 255.0
!
interface Ethernet0/2
shut down
no nanei f
no security-Ieve
no i p address
!
interface Ethernet0/3
shut down
no nanei f
no security-Ieve
no i p address
!
i nterface Managenent 0/ 0
shut down
no nanei f
no security-Ieve
no i p address
!
passwd 2KFQhbNI dI . 2KYOU encrypt ed
ftp node passive




ip 192.168.100.0 255.255.255.0 192.168.200.0
255.255.255.0

no pager
ntu outside 1500
ntu inside 1500
icnp unreachable rate-limt 1 burst-size 1
asdm i mage di sk0:/asdm 613. bin
no asdm hi story enabl e
arp tineout 14400
Define the nat-translation for Internet users ---!
global (outside) 1 interface
nat (inside) 1 192.168.100.0 255.255.255.0
1
Define the nat-exemption policy for VPN traffic ---!
nat (inside) 0 access-list nonat
1

route outside 0.0.0.0 0.0.0.0 209.165.201.1 1
1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
i cnp 0:00: 02
timeout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngep
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p- di sconnect 0:02: 00
ti meout uauth 0:05:00 absol ute
dynamni c- access-policy-record DfltAccessPolicy
no snnp-server | ocation
no snnp-server contact
snnp-server enabl e traps snnp authentication |inkup
| i nkdown col dstart
Configure the IPsec transform-set crypto ipsec ---!!
transform-set myset esp-des esp-md5-hmac
1
Configure the dynamic crypto map crypto dynamic- ---!
map mymap 1 set transform-set myset
crypto dynamic-map mymap 1 set reverse-route
crypto map dyn-map 10 IPSec-isakmp dynamic mymap
crypto map dyn-map interface outside
Configure the phase I ISAKMP policy crypto isakmp ---!
policy 10
authentication pre-share
encryption des
hash md5
group 2
lifetime 86400
1
Configure the default L2L tunnel group parameters ---!
tunnel-group DefaultL2LGroup IPSec-attributes
* pre-shared-key
1
cl ass-map i nspection_default
mat ch default-inspection-traffic
1
!
policy-map type inspect dns preset_dns_nmap
paraneters
nmessage- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225




i nspect h323 ras

i nspect net bi os

i nspect rsh

i nspect rtsp

i nspect ski nny

i nspect esntp

i nspect sql net

i nspect sunrpc

i nspect tftp

i nspect sip

i nspect xdnctp
|
service-policy global _policy globa
pronpt host nane cont ext
Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e
end :
#(ci scoasa(config

VPN-router JI _le JiSuis 1id CCP glx,

VPN a>90

VPN- Rout er #show run
...Building configuration
!
version 12.4
service tinmestanps debug datetime nsec
service tinmestanps |og datetime nmsec
no service password-encryption
!
hostname VPN-Router
!
!
usernane cisco privilege 15 secret 5
/ $1$UX MBW/wWDZbf DhK3wS26C9x Yns
usernane test12 privilege 15 secret 5
$1$LCOUSex 3t p4hMBCYD. HISRDf QOL
!
Output suppressed no aaa new nodel ip subnet-zero ---!!
! ip cef | crypto isakmp enable outside
!
crypto isakmp policy 1
encrypt 3des
authentication pre-share
group 2
!
crypto isakmp policy 2
hash md5
authentication pre-share
group 2
!
!
crypto isakmp key ciscol23 address 209.165.201.2
!
!
crypto ipsec transform-set myset esp-des esp-md5-hmac
!
!
crypto map SDM_CMAP_1 1 IPSec-isakmp
description Tunnel to0209.165.201.2
set peer 209.165.201.2
set transform-set myset




match address 101

1

1

!
interface BRI O

no i p address

shut down

1
i nterface Dot 11Radi 00

no i p address

shut down

speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0
12.0 18.0 24.0 36.0 48.0 54.0

station-rol e root

1
i nterface Dot 11Radi ol

no i p address

shut down

speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0
48.0 54.0

station-rol e root

1
i nterface FastEthernetO

i p address 192.168.200.1 255. 255. 255.0

dupl ex auto

speed auto

1
nterface FastEthernetl
ip address dhcp
dupl ex auto

speed auto

crypto map SDM_CMAP_1
1

nt erface Fast Et her net 2
no i p address

shut down
!

nt erface Fast Et hernet3
no i p address

shut down
!

nt erface Fast Ethernet4
no i p address

shut down
!

nt erface Fast Ethernetb
no i p address

shut down
!

nt erface Fast Et hernet6
no i p address

shut down
!

nterface FastEthernet?7
no i p address

shut down
!

nt erface Fast Et hernet8
no i p address

shut down
!

nt erface Fast Et hernet9
no i p address
shut down




1
interface VI anl

no i p address

1

ip classless
iproute 0.0.0.0 0.0.0.0 209. 165.200.1

1

Output suppressed ! ip http server ip http ---!!
authentication local ip http secure-server ! access-list
100 permit ip 0.0.0.0 255.255.255.0 0.0.0.0
255.255.255.0
access-list 101 remark CCP_ACL Category=4
access-list 101 remark IPSEC Rule
access-list 101 permit ip 192.168.200.0 0.0.0.255

192.168.100.0 0.0.0.255
!

control - pl ane
|
!
line con O
line aux O
line vty 0 4
privilege level 15
login | oca
transport input telnet ssh
line vty 5 15
privilege level 15
login | oca
transport input telnet ssh
|
no schedul er allocate
end

2o JSuin usSil Jac S puddl 13D paziwl

w22 (OIT) L3Vl a2 i 8151 pazkiawl .ShOW Lolol Lass (laad ulxualleVasl)) 2131 a2 is 6131 ac
. show oVl 2,50 Jul>s

CCP N\ 0 a8l wloles o  gaxill -
ASA CLI NS 0 g0l A 0 goxill -
a>goll CLI NS 0 goill wloles o  goxill -

CCP V5 10 sl wlalzo oo il
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(Rekey SA: 0 (A tunne

ASA CLI NS 10 32l AL 0 g8l

ISAKMP SA (0 oVl dd> ol dl> (o §a50 -

ci scoasa#show crypto isakmp sa

Active SA 1

will report 1 Active and 1 Rekey SA during rekey
Total IKE SA 1
| KE Peer: 209.165.200. 12 1

Type L2L Rol e responder

Rekey no State MM_ACTIVE
#ci scoasa

Jiadl Juaw Jle 531 Syl e gay gaill 13® b ol i $319 " caiall” 195 1a>Y tdas>Vo

Crypto map tag: nymap,

(local ident (addr/mask/prot/port):
(remote ident (addr/mask/prot/port):

VPN a>g5
gl dl> ol IPsec SA Clalso (o (g8 -

ci scoasa#show crypto ipsec sa

interface: outside

seq num 1, local addr: 209.165.201.2
(192.168.100.0/255.255.255.0/0/0
(192.168.200.0/255.255.255.0/0/0

current _peer: 209.165. 200. 12

pkts encaps: 29, #pkts encrypt: 29, #pkts digest: 29#

pkts decaps: 29, #pkts decrypt: 29, #pkts verify: 29#

pkts conpressed: 0, #pkts deconpressed: 0#

pkts not conpressed: 29, #pkts conp failed: 0, #pkts deconp failed: 0#
pre-frag successes: 0, #pre-frag failures: 0, #fragnents created: 0#
PMIUs sent: 0, #PMIUs rcvd: 0O, #decapsul ated frgs needi ng reassenbly: O0O#
send errors: 0, #recv errors: O#

| ocal crypto endpt.: 209.165.201.2, renpte crypto endpt.: 209.165.200. 12

(sa timng:

(sa timng:

dst
QM_IDLE

1500, | PSec overhead 58, nedia nmtu 1500

current outbound spi: E7B37960

path ntu

;inbound esp sas
(spi: OxABB49C64 (2880740452
transform esp-des esp-nd5-hmac none
{ ,in use settings ={L2L, Tunne

slot: 0, conn_id: 4096, crypto-map: nymap
remai ning key lifetinme (kB/sec): (4274997/ 3498
IV size: 8 bytes

repl ay detection support: Y
:outbound esp sas
(spi: OxE7B37960 (3887298912
transform esp-des esp-nd5-hmac none
{ ,in use settings ={L2L, Tunne

slot: 0, conn_id: 4096, crypto-map: nymap
remai ning key lifetinme (kB/sec): (4274997/3498
IV size: 8 bytes

repl ay detection support: Y

a>gall CLI M 0 321l Slaleo 0 , géxill

ASAKMP SA ;0 u.l_93!| al> o)l > o goxs -
VPN- Rout er #show crypto isakmp sa
state conn-id slot status
1 0 acTIvE 209.165.200.12 209. 165. 201. 2




gl al> ol IPsec SA Clolso (o (g8 -

VPN Rout er #show crypto ipsec sa

interface: FastEthernetl
Crypto map tag: SDM CMAP_1, local addr 209. 165.200. 12

(protected vrf: (none
(local ident (addr/mask/prot/port): (192.168.200.0/255.255.255.0/0/0
(remote ident (addr/mask/prot/port): (192.168.100.0/255.255.255.0/0/0
current _peer 209.165.201.2 port 500
{,PERM T, flags={origin_is_acl

pkts encaps: 39, #pkts encrypt: 39, #pkts digest: 39#

pkts decaps: 39, #pkts decrypt: 39, #pkts verify: 39#

pkts conpressed: 0, #pkts deconpressed: O0#

pkts not conpressed: 0, #pkts conmpr. failed: O#

pkts not deconpressed: 0, #pkts deconpress failed: 0#

send errors 6, #recv errors O#

local crypto endpt.: 209.165.200.12, renote crypto endpt.: 209.165.201.2
path mu 1500, ip ntu 1500
(current outbound spi: OxABB49C64(2880740452

;i nbound esp sas
(spi: OxE7B37960(3887298912
, transform esp-des esp-nd5-hnmac
{ ,in use settings ={Tunne
conn id: 2001, flow_.id: CL8XX_MBRD:1l, crypto map: SDM CVAP_1
(sa timng: remaining key lifetime (k/sec): (4481818/3375
IV size: 8 bytes
repl ay detection support: Y
Status: ACTI VE

;i nbound ah sas
;i nbound pcp sas

:out bound esp sas
(spi: O0xABB49C64(2880740452
, transform esp-des esp-nd5- hnmac
{ ,in use settings ={Tunne
conn id: 2002, flow_id: CL8XX_MBRD:2, crypto map: SDM CVAP_1
(sa timng: remaining key lifetime (k/sec): (4481818/3371
IV size: 8 bytes
repl ay detection support: Y
Status: ACTI VE

:out bound ah sas

:out bound pcp sas

Le>Nolg clas VI BlaSiuwl

Le>Wools (oSl elasi GlaSiwy lgolaiwl liSay ologles pumill 13D s,

639290l juaiill oVbas| (g j0s -
ci scoasat#clear crypto ipsec sa
ci scoasa#clear crypto isakmp sa

VPN- Rout er #clear crypto isakmp



s S e 3] 1>V, le>Woly VPN g4s clas] WliSiwY elasVl apnas jolgl pasiwl -
pasiwl.g8i,0 Jwos oY dydl oSl azlgi baic azgoll Ja2is Jdass Ll s 828 289 clasY]
idll pcall Jioo agi e Jaad 5oloVl 048 plasiwly Lwoss «ple JSuiy iy slasVl aouas ol
Lo Vo|9 diyzo clas] BLlisiwl aie &) azg0ll
ciscoasa#debug crypto engine
ciscoasa#debug crypto isakmp

ciscoasaiidebug crypto IPSec
#ciscoasa

VPN-Routeri#debug crypto engine
Crypto Engine debugging is on
VPN-Routeri#debug crypto isakmp
Crypto ISARMP debugging is on
VPN-Routerfdebug crypto ipsec
Crypto IPSEC debugging is on
#VPN-Router

Jo> clogleall o ajo Jle Joazll Lgolaziwly elasVl acuas 1oll pgd 9 debug crypto isakmp g1,
dbo ol Ologles.clinzVi amuas olsl

IKE ©¥95939 n/IPSec divglis ac> éxiuwo -

Cisco ASA bl jlg> Jusin ollas gobiy b9 -

leguis VI Le>Naolg IPSec VPN clas liSiwl Jol> -

(RFCs) clidsil ol -
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