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©L, Cisco ASDM 6.1 isco

Cizco ASDM 6.1(3) provides an intuitive graphical uzer interface that makes it easy to =et up,
configure and manage your Cizco Security Appliances.

Cisco ASDM runs as either a local application or Java Web Start.

When you run Cisco ASDM as a local application, it connects to your Security Appliance from
yvour desktop via SSL. Running Cisco ASDM as an application has these advantages:

& You can invoke ASDM from desktop shortcuts. No browser is required.
» One desktop shortcut allows you to connect to multiple Secunty Appliances.

[@ | Install ASDM Launcher and Run ASDM |

ou can run Cisco ASDM as Java Web Start that is dynamically downloaded from the device
o which you connect.

& Click Run ASDM to run Cisco ASDM.
¢ Click Run Startup Wizard to run Startup Wizard.Startup Wizard walks you through,

step by step, the intial configuration of your secunty appliance.

|  RunASDM | |  RunStartup Wizard |

ASDM gubaiy Lol cuioll Jyid ASDM Inlg ASDM Jodo Jisi le ail .2

Jsine Jaing ol cui) oWlaoll lggzgi (il wlglazdl JlaSh a8 ASDM Jsiwe Jiji 5,5as .3
.Cisco 0 ASDM

138 pastiny.a>19 il (e Ol 4059 pasius puwlg ol - hitp JI 2o JSuis el wylal lgisll wlss 4
aolsS Cisc01239 paziuws puwlS Cisco123 Jloll




B% Cisco ASDM Launcher v1.5{30)

Cisco ASDM Launcher bl

Device IP Address [ Mame: (10.77.241.111 -
Username: ciscol2s
Password: ********|

[ ] Run in Dermo Mode

| Q. || Close |

B £ &
)90

WbV 0 IPsec VPN alles < o ldleoll 50> .5

B Cisco ASDM 6.1 for ASA - 10.77.241.111

File “iew Tools | Wizards | Window  Help

@ Home E‘-' ol —atartup Wizard,.,

IPsec WPM Wizard...
Device List I E— 1.

.
S5L vPM Wizard. .. g

gp Add ﬁ Delete

------ @ 10,77.241.10

High &vailability and Scalability Wizard, ..

e @ Packet Capture \Wizard. .. :
: ]
W 999 Liilg (wollaall gxill le VPN 45 dg>19 cusi oo 2SL9 a=y e Jgwogll VPN §45 g9 52> .6
2090 69 laS
)




= YPH Wizari h

¥ VPN Wizard VPN Tunnel Type (Step 1 of ..)

Lise Hhiz wizard bo configure new ste-to-site VPR bunnsls or niew remoks access VPN tunnels. A
tunnel between bwo devices is called & site-to-aite bunned and |5 Bedirectional, 4 tunnel
established by calls From remobe users such as telecommters is called remote access tunnal.

This wizard creakes basic tunnel configurations that you can edit lster using the 450N,

WEM Tunnel Type: Sita-ta-Sin VPN

Local Rt

{
() Ske-to-Site = P %Jﬁﬂ

WPMN Remdabe Access
Local ‘f Remobe
() Remote Access h Inseret
ST
WPM Tunnel Interface: |Dum:lz- W

puthiorization sccess lists still spply tothe braffic.

o Friable inbound TRsec sessions to bypass rkerface access ists. Group policy and per-user |

= VPH Wizard
r VPN Wizand Remote Access Client (Step 2 of ...)

Remobe aooess users of various bpes can open VPN bunnels o this asa, Select the type of
WEM clienk For this bunnel,

VPN Chenk Type:

(& Eisco WP Chent, Relsase 3.3 or bighe i

or other Easy VPN Remote product

(7 Microsaft Windows clent usng L2TP over TPsec

| «Back || nexp> | ¢




& judiall plisall (D9 (lgolaziw] pinw il @sLaall clogles J351 . 3aill dcgomme puwY lowwl J5351 .8
il acgozo puwl .Cisc0123 ¢ Jliall 13 8 pasimall Lo Juioll plisall . Jboll 13D 9 ligus
Next 999 il .Cisco g2 Jlall 130 9 paziwall

=

& YPN Wizard X]
d VPN Wizard ¥PN Client authentication Method and Tunnel Group Mame (Step 3 of ..}

The ASA allows vou bo groun remabe access bunnel users based on common connection parameters
and chent attributes configured in the subsequent screers, Configure authentication method and
bummel group for this remote connection. Use the same tunnel group name for the device and the
remabe dlient.

Authertication Method

(¥} Pre-sharad key
Fre-shared Key:  |ckcol23

() Certificats

Certificate Sigring Algorithm:  rea-sig
Certificate Name:

() Chalengeresponse authenbication (CRACK)

Tunnel Group
Turined Group Mame: | szoo

—

(<o [Lnegt >

p3ls3 dcgozo I 9l dlnall pasiuusll lly 62l I amy o€ cuoasiwmall d8slas a5 cuS 13] b i3] .9
:dla>Mo.10 sglazl (8 alxall pasimall Glily 628 Il ¢uoasius d8lo] diSey, tda>Vo.a> > AAA
2855 Jlis e VPN oasiuun) PIX/ASA 7. o a3l aygaills a8skanll pslgs wlegaxs | &)l

2o 4>, 51 AAA p3le> dConzo (eSi dxasS Jo> wlogleo e Joaxll ASDM
AASDM
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=

B YPN Wizard X
d VPN Wizard Client Authentication (Step 4 of ..)

To authenticate remote users using local desdce user databass, sebect the first option below.
¥ou can creabe user accounts in the next step,

Touse external ARA servers Instead, select the sacond option. You can select an exdsting Afl
server group or creabe s new one using the e button below.

To manage &l obher 858 setbings, go bo Configuration > Device Management > Users A8% in
the main AS0M window,

(%) puthenticate using the local user datsbass

(:} Authenbicate wsng an Q80 server group

A48 Server Group Mame:

a83La0 olly 6ac8 I 52> Guoasiuwe a8LoY adlio] (G99 Lail9 dy,Lis] 49,0 dalS9 pasiiue sl 4995 .10
< S5 53> VI 13D o Gl Guoasiuwall W3k pds Y taka> V. ( JWI) Next §68 il . paciuall
63929a)l &Y i) dwg )l ASDM 6380 (5 ¢peaciiamall ollus> < Users/AAA < 6562V 6,05

6ac8 o0 L] ol Ll 8acld 8
ROATM |




=

= YPH Wizard
4 VPN Wizard User Accounts  (Step Sof 11)

£

Add new users Inbo the user authentication database. To edit existing entries in the database
o ko renove them From the database, go to Configuration > Device Management =
Lisers[8A8 = Lser Accounts in the main A50M window,

User ko Be Added

OsonlZsS

Lsarmame:

o
PEESWUI"':I tm}: -
Delete

Canfirm Password Coptional):

|<Elan:hihlc:t=~|=

x»kglz.ul.\,» a2y U9y VPN JI LSeelus e o6 Qiq_lzowéifﬂaé.cinordertoguébﬂo.ﬂ
IP

S,




= YPH Wizard x|
d VPN Wizard Address Pool (Step 6 of 11)

Erter & pool of locel addresses to be wsed For sssigring dynamic 1P addressss bo remobs PN
clents,

Tunnel Group Mams : CEEC0 I

ot B |
- »

| < Back ][ Next = ]

IP uloiclP goxs puwl. 3l90 Liily «losleall 03D L399 IP gaxs @lio] wlgisy 3zl ,UoYl s .12
aSuidl gLSIP yloic algiloVl

& Add IP Pool Ed

Mame: wpnpool

Starting IP Address: 192.168.1.1

Ending IP Address: 192.163.1.254

Subnet Mask:

Ik %J[ Zancel || Help

899 il «agllas] ic ausdl VPN eV LSuoliys Lginss pisws Ll duall cpolis] gams 3o ass 13
Jul

auc 3l



=

= YPH Wizard X
¥ VPN Wizard Address Pool (Step 6 of 11)

Erter & pool of local addresees to be wsed For sssigring dynamic 1P addressss bo remobs PN
clents.

Tunnel Group Nams : clsco
Pool Mame: vpnpoal L |
Fool Settings
Range Start Address; 132, 168.1.1
Range End Address: 152 166.1 254
Subniet Mask: 255,2565.255.0

|=:Each|ime:tz_tl=
VPN cMoc uJ! a9> P.uJ k_,,z>|_,'.'.<§l Jwo |A.w|3 WINS g DNS r¢>>l.>' Ologleo 2> 1 5L/ .14
Susdl
B YPH Wizard %]
d VPN Wizard Attributes Pushed bo Client {(Dptional) {Step 7 of 11)

=

aptributes you configure below are pushed to the WPN chent when the dient connecks bo the
asa, 1IF you do mok want an & tnbube pushed to the chent, keave the corresponding field Blank.

Tunnel Group: (a =ac}

Primary DNS Server:

Secondary DNS Serves:

Primary WINS Server:

Secondary WINS Server:

Default Domain Mame:

—
| < Back ||l Nett -3 Carel




o> Y8 e 6392>g0)l olygSil gullas ol Ly IKE (o 1 >0l Lyl 499 2001 JKE Gloles 52> .15
19S5 ol ¥ ol i) Lilal cuwliol (953l Cisco o VPN &S Juac 533y U5 09 .lolas  gaill

SiswaSl jle> e IKE

Jra2ll

=

Ed

= YPH Wizard
¥ VPN Wizard IKE Policy (Step 8 of 11)

Sedect the encryption algorithen, authentication slgorithn, and Ciffie-Helman group For the
denaces bo use to negotiate an Intermet Key Exchange (IKE) seouwrity association betwesn
them. Configurations on both sides of the connection must mabdh exactly,

Encrypkion; DES - |

Bathentication; MOS - |

Ciffie-Helman Group: | 2 V|

|¢Ea:h|we:tt Finiz

Lo Sl e Lol S 15 elgl Bod Ll lgassl Ll olel,>W Lazle 638Ul 0id Lo =5 .16




= YPN Wizard X
d VPN Wizard Summary (Step 10 of 11)

Yo have creabed & Remobe Access VPN tunnel with the Folowing attribiibes:

WP Tunnel Interface: Cutside
IPsec authenbication uses pre-shared key: ciscol23
Turnel Group Mame: s
Duefauk Group Policy: cisco
Liser sukhentication using local user database
Mew users cresked in the local database: cisco
Pood of [P addresses for VPN chents: ypnpool
{192.163.1.1 - 192,168.1,254)
IKE Policy Encryption | Swkhentication | Ciffie-Helman Groug: DES | MDS | Group 2
Internal network elements exposed bo remobe VPN users without NAT:

arry

Split tunneling: disabled

Perfect Forvsard Secrecy (PFS): enabled
Diffie-Heldman Group: 1

Finth | [ Cancet | [ e |
|

ASDM plxsiwl NAT _J] ASA/PIX J 63,0l VPN Liae 19,0 &> (oS5

:ASDM g0 9,0 &S,> g5 VPN J31s nat ol cisco ASA JI wlsli steps in order to 13® el

NAT 62l @lio] 53> «aauiall dosla)l L5 . awiny dslailog 6acld nat<dlos> Hlan< s ol .1
Configuration = Firewall = NAT Rules

b oadd - @ o 1 + ¥,

Add Stakic MAT Rule. ..

.ﬁ.u:lq@ynamic MAT Rule. ..

Add MAT Exempt Rule...

Add static Policy NAT Rule, ..

TR

Add Dvynamic Policy MAT Rule. ..

Sloz 392 0all Lolyeiwdl ) Laslg dgzleS (2ol i3l (aSuolyall (NAT) aSuis adlio] 6acld 638k 9 .2
guall

J_\JAAJI



& Add Dynamic HAT Rule

Original

Interface: |ECN&l=

SoLrce %

Translated
Select & ghobal pool for dynamic translation,
Fool ID Interface Addresses Pool
0 {outbound) Same as original sddress (dentity)
0 [inbaund) Sane as original address (dentity)

i

Connection Settings

[ Ok I | Cancel | [ Help ]

Siily azall uanll puwd e yaaall Loyl i1y duliall aSuidl SllS s> aasll paws 5386 5 .3
Sl IS ] iz 1 . 33lo
1192.168.1.0



% Browse Source

g add (& Edit [ Delete Q

Fiker: |' [
Harme “1 1P Address Metrmask Description
= Network Objects
L@y any 0.0.0.0 0.0.0.0
- inside-network  172.16.1.0 255,255,255.0
- afh Outside-network 10.10.10,0 255.255,255.0

= 192.168.1.0 192,164, 1.0

Selecked Source

192.1668.1.0/24

[ Cancel ]

o9 il .4
.5)')!




& Add Dynamic HAT Rule

Criginal

Interface: |ECi&l=

Source! | 19268.0.0 QL

Translated
Select & ghobal pool for dynamic translation,
Pool ID Interface Addresses Pool
0 {outbound) Same as original address (dentity)
0 [inbaund) Sane as original address (dentity)

i

Connection Settings

a5l Molell gaxill 605" 6396 9 .5

B Manage Global Pool

df odd| @ = T

Poal ID Interface Addresses Poaol

.adlo|

5 cndil ol Loyl oSt .gasill 8,205 29 dg>loS Inside il " ogac uolic gaxs aslo]" 6386 6 .6
slasln, s 22,9 <ihwiay ddlaab .oylall oo olgic Jasiuy o Hloxy (SlwY

.0k



& fdd Global Address Pool

Interface: |in5i|:|e W |

Pool ID: |2 |
IF Addresses ko Add Addreszes Poal
() Range = linside

() Port Address Transliatlnn (PAT) |

@ Port #ddress Translakion (PAT) using IP
fiddress of the interface

[ QK Cancel ] ’ Help l

dolazll 3 augSs a3 s3I 2 gasill W ym0 plasiwl plell gacll 1z a2y Gdlgo §ob Lisl .7
., L

= Add Dynamic HAT Rule

Original
Interface: | Cutside v |
Source:  |192.168.1.0/24 B|
Translated
Select & ghobal pool For dynamic translation,
F'l:n:l D Interface Addresses Pool

{outbound) Same as original address (dentiby)

4

Connection Settings

Ok Cancel Help
—xn I l

JloiS| 1138 (28, ASA e oSl sl oy > G5 598 oI Lail 8
oS3l




Configuration > Firewall > NAT Rules O
#add - e $ 4 % % B - QFnd [ Disgram
' Griginal Translated
# Type
Source Destination Service Inkerface Addre:
B Oukside (1 Dyvnamic rules)

1 i Dynamic A 192.166.1,0/24 inside ) insic
=l inside {1 Exempt rdes, 1 Dynamic rules)

1 = Exempt @@ any mfh 192.168.1.0/24 {outbound)

2 33 Dynamic @P any Custside B out
< | 3|
[ ] Enable traffic through the firewall without address translation

[ Apphy Reset l

CLI JI g0 inbound NAT J 9 ae; VPN LS ASA/PIX JI elSis

ASA ez e cusSil Jutits

ci scoasa#show running-config

Saved :
(ASA Version 8.0(3
|
host nane ci scoasa
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes
|
interface Ethernet0/0
nanei f CQutsi de
security-level O
i p address 10. 10.10.2 255.255.255.0
|
interface Ethernet0/1




nanei f inside
security-level 100
i p address 172.16. 1.2 255.255.255.0
|
!
passwd 2KFQhbNI dI . 2KYQU encrypt ed
boot system di sk0:/asa803-k8. bin
ftp node passive
access-1ist inside_natO_outbound extended pernit ip any
192. 168. 1. 0 255. 255. 255
0
pager lines 24
| oggi ng enabl e
ntu CQutside 1500
ntu inside 1500
ip local pool vpnpool 192.168.1.1-192.168.1.254 mask
255.255.255.0
no fail over
icnp unreachable rate-limt 1 burst-size 1
asdm i mage di skO:/asdm 615. bin
asdm hi story enabl e
arp tineout 14400
nat - contro
global (Outside) 1 interface
global (inside) 2 interface
nat (Outside) 2 192.168.1.0 255.255.255.0 outside
nat (inside) 0 access-1list inside_nat0_outbound
nat (inside) 1 0.0.0.0 0.0.0.0
route Qutside 0.0.0.0 0.0.0.0 10.10.10.3 1
timeout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00
i cnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngep
0: 05: 00 ngcp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00
ti meout uauth 0:05:00 absol ute
dynamni c- access-policy-record DfltAccessPolicy
http server enable
no snnp-server |ocation
no snnp-server contact

Configuration for IPsec policies. !--- Enables the ---!
crypto transform configuration mode, !--- where you can
specify the transform sets that are used !--- during an

IPsec negotiation. crypto ipsec transform-set ESP-DES-
SHA esp-des esp-sha-hmac

crypto ipsec transform-set ESP-DES-MD5 esp-des esp-md5-
hmac

crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set
pfs groupl

crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set
transform-set ESP-DES-SH

ESP-DES-MD5

crypto map Outside_map 65535 ipsec-isakmp dynamic
SYSTEM_ DEFAULT CRYPTO_MAP
crypto map Outside_map interface Outside
crypto isakmp enable Outside

Configuration for IKE policies. !--- Enables the ---!
IKE policy configuration (config-isakmp) !--- command
mode, where you can specify the parameters that !--- are

used during an IKE negotiation. Encryption and !---
Policy details are hidden as the default values are




chosen. crypto isakmp policy 10
authentication pre-share
encryption des
hash sha
group 2
lifetime 86400
crypto i saknp policy 30
aut hentication pre-share
encryption des
hash nd5
group 2
lifetime 86400
telnet tinmeout 5
ssh timeout 60
consol e tineout O
managenent - access i nsi de
t hreat - detecti on basi c-t hreat
threat-detection statistics access-1ist
group-policy cisco interna
group-policy cisco attributes
vpn-tunnel - prot ocol | PSec

Specifies the username and password with their !--- —--- !
respective privilege levels username ciscol23 password
f£IRPGpDSOJh9YLg encrypted privilege 15

username cisco password ffIRPGpDSOJhI9YLQ encrypted
privilege 0

usernane cisco attributes

vpn- group-policy cisco

tunnel -group cisco type renpte-access

tunnel -group cisco general -attributes
addr ess- pool vpnpoo

def aul t - group-policy cisco

Specifies the pre-shared key "ciscol23" which must ---!
!--- be identical at both peers. This is a global !---
configuration mode command. tunnel-group cisco ipsec-

attributes

* pre-shared-key

|
cl ass-map i nspection_defaul t

mat ch defaul t-inspection-traffic
|

!
policy-map type inspect dns migrated_dns_map_1
paraneters

message- | ength maxi mum 512
pol i cy-map gl obal _policy

cl ass inspection_default

i nspect dns migrated_dns_map_1

i nspect ftp

i nspect h323 h225

i nspect h323 ras

i nspect net bi os

i nspect rsh

i nspect rtsp

i nspect ski nny

i nspect esntp

i nspect sql net

i nspect sunrpc

i nspect tftp

i nspect sip

i nspect xdnctp




!
servi ce-policy gl obal _policy gl obal

pronmpt host nane cont ext
Crypt ochecksum f 2ad6f 9d5bf 23810a26f 5¢cb464elf df 3
end :

#ci scoasa

iceadl o aasgl

2l ASA (1655 oo $axill Cisco VPN uae JM5 o0 Cisco ASA o JlasVl Jyl>

# YPN Client - Yersion 5.0.03.0530

Conneckion Entries  Status Certficates Log Opboms  Help
. £ = 1 >
:’"LL @ ¥ :}_{i |I||ll|l1
Connect M Ik M odify Delete CISCO
Conrection Enlries ] Cerificates | Log ]
| Cannechon Entry | Hoszt Tranzport |
Bt connected,

Cisco w Lol cawaoll pul 91 IP glgic le caanll Ja> sgizy ol vzl lasl Jwoles Vol .2
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# YPN Client | Create New YPN Connection Entry

Connection Entry: |M WP Client

B NI
Description: | CISCO

Host: [10.10.10.2

Authentication lTranspDrt l Backup Servers l Dial-Up l

f« [QQroup Authentication £ Mutual Group Authentication

M ame: |n:i3n::n:|

Password: ==

Confirm Passward; | ==

(" Certificate Authentication

I anne: |

| Send Ca Certificate Chain

Eraze Uzer Pazswaord |

lgol
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# status: Disconnected | ¥PHN Client - Version 5.0.03.0530 EHE |E|
Connection Entrles  Status CertFicates Log Opbions  Help

23| .\ E"ﬂ ﬁ NI

L:or.r[;i;: Mew It Modify Diedete CIsco
GRPECTIOn T nlries ]Eerlih‘cates | Log ]

Conrection Entry Host Transport
MM Chent . o o L

Mot connected,
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# VPN Client | User Authentication for "MyVPNClient" rz|

r

The zerver has requested the following information bo complete the user
authientication.

[oifvon]ry Usemame: |ciscol23

cisco Fazsword: ""“"“’1
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# status: Connected | YPN Client - Yersion 5.0.03.0530
Connection Entrles | Stabus CertFicates Log Opbions  Help

& ﬂ fil:aticns el K Ill.lllli

Disconnect Hl— Delete CISCO

Conrection Enfriss . Resel Statf

Connection Entry Host Transport

PR Client 1010702 IPSec/UDP

ICmnected to "My¥PNClent”. | Connected Time: 0 day(s), 00:00.35 v

0,0 &S ,> 5396 13D S
=
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# YPN Client | Statistics
Tunnel Details [ﬂiﬂﬂute Detais | Fireral |

Addrezs Information Connection Information
Chent: 192.168.1.1 Entrny: kP Client
Server: 10100102 Time: 0 dayp(z]. 00:01.13

Bytes Crypto
Received: 5412 E ncryptior: BE-bit DES
Sent: 5416 Buthentication: HMALC-MD5

Packets Tranzport
Encrypted: 39 Tranzparent Tunneling:nactive
Decrypted: 31 Local LaM: Dizabled
Dizcarded: 3 Cormpreszsion: Mone
Bypazsed: 2

‘dogles

tunneling plwasl 6390 13®



# VPN Elienthl Statistics

Local LAM Houtes Secured Routes

M etwork, Subnet Mask, M etwork, Subnet M azk,
0.0.00 0.0.0.0

rdogleo

ASA/PIX - show commands gLVl jlg>

o 9 I IKE ol gua> Lo ,2s —show crypto isakmp sa -

ASA#tshow crypto isakmp sa

Active SA: 1
(Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey
Total IKE SA: 1

| KE Peer: 10.10.10.1 1
Type ;ouser Rol e . responder
Rekey : no State : AM_ACTI VE

b 9 aJll IPsec doas olid wld, =0 o> Lo ,2 —show crypto ipSec sa
ASA#show crypto ipsec sa
interface: Qutside

Crypto map tag: SYSTEM DEFAULT CRYPTO_MAP, seq num: 65535, local addr: 10.10
10.2.

(local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0

(remote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/0/0
current_peer: 10.10.10.1, username: ciscol23

dynamic allocated peer ip: 192.168.1.1

pkts encaps: 20, #pkts encrypt: 20, #pkts digest: 20#

pkts decaps: 74, #pkts decrypt: 74, #pkts verify: 74#

pkts compressed: 0, #pkts decompressed: O0#

pkts not compressed: 20, #pkts comp failed: 0, #pkts decomp failed: O0#
pre-frag successes: 0, #pre-frag failures: 0, #fragments created: O0O#
PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: O#
send errors: 0, #recv errors: O#

local crypto endpt.: 10.10.10.2, remote crypto endpt.: 10.10.10.1



path mu 1500, ipsec overhead 58, media ntu 1500
current outbound spi: F49F954C

:i nbound esp sas
(spi: Ox3ClOF9DD (1007745501
transform esp-des esp-nd5-hmac none
{ ,in use settings ={RA, Tunne
slot: 0, conn_id: 24576, crypto-map: SYSTEM DEFAULT_CRYPTO MAP
sa timng: remaining key lifetime (sec): 27255
IV size: 8 bytes
replay detection support: Y
:out bound esp sas
(spi: OxF49F954C (4104099148
transform esp-des esp-nd5-hmac none
{ ,in use settings ={RA, Tunne
slot: 0, conn_id: 24576, crypto-map: SYSTEM DEFAULT_CRYPTO MAP
sa timng: remaining key lifetime (sec): 27255
IV size: 8 bytes
replay detection support: Y

ci scoasa(confi g) #debug icmp trace

Inbound Nat Translation is shown below for Outside to Inside ICMP echo request ---!
translating Outside:192.168.1.1/768 to inside:172.16.1.2/1

| CVMP echo reply frominside:172.16.1.3 to Qutside:172.16.1.2 I1D=1 seq=7936 | en=3
2

Inbound Nat Translation is shown below for Inside to Outside ICMP echo reply ---!
untranslating inside:172.16.1.2/1 to Outside:192.168.1.1/768

I CVMP echo request from Qutside:192.168.1.1 to inside:172.16.1.3 I D=768 seq=8192

| en=32

| CVP echo request translating Qutside:192.168.1.1/768 to inside:172.16.1.2/1

| CVMP echo reply frominside:172.16.1.3 to Qutside:172.16.1.2 |1 D=1 seq=8192 | en=3
2

| CVMP echo reply untranslating inside:172.16.1.2/1 to CQutside: 192.168.1.1/768

| CVP echo request from 192.168.1.1 to 172.16.1.2 | D=768 seq=8448 | en=32
ICWP echo reply from 172.16.1.2 to 192.168.1.1 | D=768 seq=8448 | en=32
| CVP echo request from 192.168.1.1 to 172.16.1.2 | D=768 seq=8704 | en=32
ICWP echo reply from 172.16.1.2 to 192.168.1.1 | D=768 seq=8704 | en=32
I CVMP echo request from 192.168.1.1 to 172.16.1.2 | D=768 seq=8960 | en=32
I CWP echo reply from 172.16.1.2 to 192.168.1.1 | D=768 seq=8960 | en=32
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