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File  Wiew Tooks Wizards

window  Hep

@"] Hame tl% configuration

[ﬂ Mmimrlng! G Save @Heﬁ'esh a Back k_,:l RARL | ? HE'F—"E

Device Setup

(=}

o = Configuration > Device Setup > System Time * Clock

- Startup Wizard

il Interfaces

[E1-+3+ Routing

g Device Name/Password
=) System Time

9
=D NTP

Configure the ASA date and clock.

Time Zone: | (GMTHIS:20) Caloutta

Date
| Apr 14, 2009 v/

Time

Time: |14 ':|5|:| |: 27 ||"h:mm:ss (24-hour)

Lpdate Displayed Timea ]

,obUIszu;hJc.Jun
ASA-1

ASA- 1# sh cl ock
| ST Tue Apr 14 2009 14:53:15.943
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e sl g5 agegll obled < oblgidl 6,15 < 652Vl 6,15] < ¢Sl JI Jasl .1

.aslo|
Flz Wiew Took SAzards  Window  Help Look For: | ey aliaili
@) Home o configurationf [ montorng | [ save @ refech | € Back () rovvaid| D help I CISCO

Device Monagement o 3 = Configurotion *» Dewvice Menogement * Cerlificate Monogement > ldentity Cedificates O
B Managemant Aress
] 5 System [mage,/ Configuration

] High dwailability Izsied To lIzsied By Explry Date zags Add
@-E3 Logging
B Users /e =how Details
=-EY Certificate Management

By 0 Cortificates

1 Identity Certificates
& - DHCP Exprt
] oMS
=l Achvarced Inatall

a9 6olgs @8lo| ,; e jail .2
0>
A= Add Identity Certificate [|

I -

" Import the idenkity certificate From a File:

Decryption Passphrase:

File to Irnport From: Browse: ., |

(ﬁ' Add a new identity certiFicate:]

key Pair: hy.CA.key| - Shiow, ., MeEw, , .,

Certificate Subject DM: ICN=Ci5n:::n.ﬁ.S.ﬁ. Select. ..

[T Generate self-signed certificate

[T act as local cerbificate autharity andissue dynamic certificates bo TLS-Praxy

advanced...

#dd Certificate I iZancel Help

899 Lail puilanll 295 e Jouaxll .3



B Add Key Pair : X|

Mame: { Use default key pair name

f* Enter new key pair name: Im';.f.C.ﬂ..ke';.-'

Size: 1024 (i
Usage: * General purpose (= Special
aenerate Mow I Zancel Help |
Sl Jol,eY qioly S aulaall 29 punl ey e Lo .na> aelas 29 panl JBOI 5 e sl 4
ade

oYl aslanll 295 elis] ooVl elis] §99 Lail 5
13D 9 @10l Clowl ou05h o8 o6 A5 §9 Lasl (B3lgidl ggioea) DN puwl 3ozl 6

:J9axl
g% Add Identity Certificate 2
{ Import the identity certificate From a File:
Decrvption Passphrase:
File to Impoart From: Brathse |
f* add a new identity certificate:
Key Pair: "ny.C.ﬁ..ke'ﬂ | Show. .. | Mew. .. |
i_ertificate Subject DM: ICN=Ci5cD.ﬁ.S.ﬁ. t Select. .. | I
[T Generate self-signed certificate
[T Act as localicerbificate autharity andissue dynamic cerkificates to TLS-Proxy
Advanced...

#dd Certificate I Cancel Help

699 Laily canall U519 "o law" o)l daslall (o dogd ST i)l 03D 053
a8l



% Certificate Subject DN T — X|

Attribuke Yalue
Mame(Ch)  CiscolSa cisco. I
DN Attribute to be Added - SIMREN PlAmeLh]). Glseansd.clecs

Departrment (0L TSWEE
Attribute: |- Select Attribute - | frdd>> Campany Mame (0}  Cisco Systems
T |Country () s
Halue: I Delete Skake (SE) Moarth Carolina
Location (L) Raleigh
I Cancel | Help |

IxStio oS5 o) 15] .ds0® 65lgis Lol b diszo wlaw cpaias @l BLLYI 83,90 sag; wllai taka>Ne
Jwolaill e Jgazll olxiall @il g1 dssliaall olowdl oo
DN Ji> dises go dyo® 63l 8lio] sloxl @10 gl 33l0 99 il cimuliall pssll @Lio] > ,2a .7

.65lgid| g9090)
- I .- I -8
. pARio
A% Add Identity Certificate 2
" Import the identity certificate From a File:
Decrvption Passphrase:
File to Impoart From: Browse;
f* Aadd a new identity certificate:
Key Pair: "ny.C.ﬁ..ke'ﬂ ;l Shaow. .. Mew. ..

iZertificate Subject DM: ICN=Ci5cD.ﬁ.S.ﬁ. Select. ..

[T Generate self-signed certificate

[T Act as localicerbificate autharity andissue dynamic cerificates bo TLS-Proxy

[ Advanced. .. |]

#dd Certificate I Cancel | Help |

03® oS5 Ol way.cu il Lo slel I Jewosl aslaziwl piww sil FQDN J351 FQDN Ja> 9 .9
&5Lidl puwW Lgioadiwl Ll lgwss FQDN _® dnyall
.(CN)



@& Advanced Options

Enroliment mode parameters and SCEP challenge password are nok available For self-signed certificake

Certificate Parameters I Enrallment Made | SZEP Challenge Passward |

FODM: ICiscn.ﬁ.S.ﬁ..ciscn.cnm

E-mail: I

IF Address: l

[7 Include serial number of the device

2K, Cancel Help |

sl e walo 9 CSR lhax, didlas pi5.65
ﬂ_'_é__;:_'ldenl:itr Certificate Request

pis L] 99 sl o5 ( B9lgo G99 ,ail .10

To complete the enrollment process, please save the PECS10 enrollment
request (C5R) and send it to the CA,

You will then need ko inskall the certificate that is returned From the Ca by
clicking the Install butkon in the Identity Certificates panel.

Sawve C5R Lo file: I.;;f.;ert_.jient.t}{t Browse, ..

2 iZancel Help

=l

alo)l la> sic tala>Mo.txt slaiol, calall Jaa>] i @y CSR laax) ledgs i (ol eiw] §od il .11
b Lo,c9 (Notepad Jio) Loguas j 20 plaiwl calall 29 diSay (txt. slaiol,
.PKCS#10



ﬂ cert_client.txt - Notepad

File Edit Format Help

[MIICKZCCAZOCAGAWYA0XEDACEYNVEBACTELIhDGVRZ2 gxF ZAVEGNVEADTI
IEMhCmSs aw 5 hMo s wZdy DVOOGEEw I VU ZEWMBOGATUEChMNG2 T2y 2 8gu3 | z
MCIGAlUEAXxMbOZ2 12y 29BU0EUY 2 T2 28Uy 2 ST IESVPVRTVIVCMT UwEDY D
TVEWDTMISEAlNDﬂfngqhkiGQWDBCQIWEkNpCENUQVNBLmNpCENULmNUt
Egkohk 1G9w0BAQEF AADE] Clwd vk COYEALOTKGDMIVrdbhZgBzua] TC10]
MOKOHZPCal caZod N+ 090 moKr J68LEKXT | POQMNAAFMWE 2 Y ST ION+R 6
MIGxLykrGo7hoPASLPE0EX ] /LVLTY30ROCyY2ZOP3IrlESwoyEBaOFPSRE]
(> BIpHgCZEOCAWEAAAADMDS GCSgESIh3 DOEID ] ELMCwwwy DVR OPEAD D
o] UdEQCWME SCEK Mo 2 MvOwNELmMMpC2 v Lmiw b T ArEgk ghl 16 SwiBAQOF A
STZyADT06RSe] SEWTE 4 B cxd2 0L ChxaoP 5L kKbPaEeaCkTh /PpomAT A
bexsvlissx0=q15h84 2 DEMEGECUYEx] AT Z6Mxaf UvCHr OPYwyUlwgR J
189,74 S8xho 7 oTwBwhREUx S emhFHpGHNG MpsTUddg==

—-——End - This 1line not part of the certificate reguest---

Jixuss 1,2l 08,2090 68 LaS Microsoft CA Jio (> ,l5 dg> 5,90 _J| bogaxall CSR sl p8 .12

0315 6,9gi0)] paziiumall slaicl &bl 618luas CA 172.16.5.1 ol . JI wugll . JI Jg=all
‘= about:blank - MICFoSOIT Internet EXpIOrer pi {[n[=] ='.-~,'r."f.-.-'—::'_:':;'f, LS, 1

File Edit Miew Favorites Tools  Help

dm Eaclk ~ mp - @ ﬁ- | @Search @Favnrites @Media @ ||:§|
Address |@fhttp:,l‘,l‘1?2. 16.5.1jcertsry)

Enter Network Password | 2| x|
? Fleaze type pour uzer name and paszword.
Site: 1721651
User Mame | YPM4=&
Fazzaword S i
Cramain
[T Save thiz pazsword in your password list
Q. I Cancel
:ala> Mo VPN

olgits vl < B3lgis b (895 Lail.CA 0315 go (ASA (VPN 3l paciiaus wlw> 3929 (o S
b Jlw)] i 64-ulwVl 50,0 PKCS#10 9l CMC walo plaziwly 85lgits ol Jluw)) HLisY padio
-l o0 PKCSH7 wilo plasiwl 3oz

64



address [&] bhipe/172.16.5, 1 [carisr cerrgad. 250 =] e |1_.-.|

icrosod Cartiicals Sernces — CAd
iG] ' A b i

Advanced Certiflcate Request

Tha policy of the CA datarmings the tpes of cerbficates you can raguest, Click ona of the follovang opoons to
Create and submil & request to this CA.

Submit 8 cemicate request by using & base-Bd-encodad T or FICS #10 file, or submit 8 reneysal request by usin
8 base-Gd-encoded PKCS #7 file,

= ar -

Mole: You musl have sn enrolimenl agent cerddicate to submil & requast an behall of another user

399 il o5 Jogaxall Ll 2150 S lgaualg a0 oo Lill Slogleall Gl
Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded
source (such as ayeb server) in the Saved Eequest box,

Saved Reqguest:

Ivil‘i.?I'-IBLnMchNvLHMthﬂNBg}{qh}-:iGQWDBILQQFELAD?ﬂ
Base-Bd-encoded| |4EfcEd2 0LChXA0PSL 1 EbPaEeaCkEN,/ PpSmi TASGS
cefificate regquest |DEMEGEcu7EX )/ KL1Z6MxafUvCHr OP YV T 1wgRJIGh+

(CMC or SUxSemhF HpGHNQ/ MpSEU0dQ==
PIKCS #10 or
PRCS #: not part of the certificate reguest---—

Kl |

Browse for a file to insert.

Certificate Template:
IPSEC I

Additional Attributes:

Attributes: bt
4] b

submit =

Jlu]
Juis aaladlbg ) (Swd jou Base 64 Jl calsb
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Microsoft Certificate Services - CAI

Certificate Issued

The cerificate you requested was issued to you.

T DER encoded or & Ease 64 encoded

] Download cerificate
e—==xd owinload cerificate chain

.6>lga

ule e piw il 49¢ll 65lgis 929 (cert_client_id.cer auwl plaxiwl ahax, o8 .alall Jjis

File Download = x|

(r;}- Some files can harm pour computer. IF the file information belaw

i looks suzpicious, or pou do not fully trust the zource, do not oper ar
zave thiz file.

File name: certnew.cer
File type:  Security Certificate
Fromn: 17216.51

&-, Thiz type of file could harm pour computer if it contains
rnalicious code.

Wiould pou like to open the file or zave it to your computer?

Open | Save I Cancel tare [Hfo |
¥ | ilways azk before opering this type of file
ASA
JoloVl Jlaw e Jlo
ASA-1

ASA- 1# configure term nal

ASA- 1(confi g) #crypto key generate rsa label my.ca.key
modulus 1024

Generates 1024 bit RSA key pair. "label" defines ---!
the name of the Key Pair. |NFO The nane for the keys
will be: my.CA key Keypair generation process begin.
Pl ease wait... ASA-1(config)#crypto ca trustpoint CAl
ASA- 1(config-ca-trustpoint)# subject-nane
, CN=Ci scoASA. ci sco. com OU=TSVEB

O=Ci sco Systens, C=US, St=North Carolina, L=Ral ei gh

Defines x.500 distinguished name. Use the ---!
attributes defined in table as a guide. ASA-1(config-ca-




trust poi nt) #keypair my.CA.key

Specifies key palir generated in Step 3 ASA- ---!
1(config-ca-trustpoi nt)#£fgdn CiscoASA.cisco.com

Specifies the FQDN (DNS:) to be used as the subject ---!
alternative name ASA-1(config-ca-trustpoint)#enrollment
terminal

Specifies manual enrollment. ASA-1(config-ca- ---!

trust poi nt) #exit

ASA- 1(confi g) #crypto ca enroll CAl

Initiates certificate signing request. This is the ---!
request to be !--- submitted via Web or Email to the
third party vendor. % Start certificate enrollnment .. %
The subject name in the certificate will be:

cn=C scOASA. ci sco. com OQU=TSWEB, O=Ci sco Systens,

C=US, St=North Carolina, L=Ral ei gh % The fully-qualified
dormain nane in the certificate will be:

Ci scoASA. ci sco. com % I ncl ude the device serial nunber in
the subj ect nanme? [yes/no]: no

Do not include the device's serial number in the ---!
subject. Display Certificate Request to termnal ?
[yes/no]: ¥

Displays the PKCS#10 enrollment request to the ---!
terminal. You will need to !--- copy this from the
terminal to a text file or web text field to submit to
!--- the third party CA. Certificate Request follows:

M | CKz CCAZQCAQAWga0x EDAOCBgNVBAC TB1JhbGVpZ2gx Fz AVBgNVBAg T

Dk5vcnRo
I ENhc s aWshMQs wCQYDVQQGEWI VUz EWWBQGALUEChIMNQ2I zY28gU3I z
dGvt czEk
MCl GATUEAXMQ2I zY29BUOEUY2| z2Y28uY29t | EQVPVRTVOVCMIUWEQ YD
VQQFEW K
TVgwOTMLSz ALNDAf Bgkghki GOWOBCQ WEK Npc2Nv QVNBLNpc 2Nv Lim\v
bTCBnz AN
Bgkghki GOQWOBAQEFAAOB] QAwWg Yk CgYEAUO KgDM Vr dbZgBz UA] Tc10j
xSl bkker
XgKoH2Pcel cGZ9dUXn+Y09Q nDKrj 68L6KXTI PgNAaFMAMB2YsTI On+hJ
BVg5Sxj v
M 6xLyKr Go7bOPAsLPeOBxI / LVLTy30Rqcyy2QP3I r 1BSwoyBaoFPsRe
JGSAYG+O
QX8Jp6qcZE0CAWEAAaAIVDs GCSqGSI b3DQEJ D) EuMOwWnMCWYDVROPBAQD
AgWIMVBOG
Al Ud EQQWVBSCEK Npc 2Nv QVNBLmMNpc 2Nv Lni\vb TANBgk ghki GOWOBAQQF
AAOBg(BM
3t zyAD706R5ej 9EWEj 4Bf cXd20LCbXAoP5LI KbPaEeaCkf N PpSmATA
sG832TBm

bsxSvl j SSXQsQ Sh842D6MEGEcuU7BX| / KI Z6Mkaf Uv CHr OPYW/ULlwgRJ
Gh+ndCZK j 89/ Y4S8XhQ79f vBWRBUx9emhFHpGHNQ MpSf U0d Q== - -
-End - This line not part of the certificate request---
Redi spl ay enrol |l ment request? [yes/no]: n

#(ASA-1(confi g

TrustPoint 49>Las .3 églazl

bglazll 0ig dylioll biSay (a3 dg> 3590 oo dgell olgi il Ol 3,5

ASDM el,>|

wlxall iguaSl e dy0q)l 63lgin Jaax, a .1



calo 5 lginaly 64 duwluwVl alluJl dow oy waleS il o) Lilly 64 LulwM 50,0 63lgis udgi a5 151 .2
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Certificate .

General | Details | Certification Path |

'.'.e-..-».g'ﬂ-..
! =-1 Certificate Information

Thi%ertiﬁcate is intended for the following purpose(s):

sEnsures the identity of a remote cormputer
#Proves vour identiky ko a remote computer
«2.16.840,1,113733.1.7.21
13] :ala>Mo e il
3l (CA) Baanll g2,0ll dolgis e Jaaxdl oy Mple” (oguill dode (9 dllw, joeb W ndows
ac, sl dgadl 3,90 Juul L2Vl 13® dsylio Jid ol agall (CA) sl Saaall g2 0l 63lgi
JoVl 10y dlaguugl CA 65lgis 91 CA 63lgis e Jguazl) CA J9gumoy 9l
Bolgidl Hluwo Cugudl doMe Je a5l .5
U2 999 Lislg 6)lall agell 65lgin dlasi yall auanll g2 0l 65l e il .6




Certificate b

General | Details Certification Path |

—Cerkification path

iZiscoASh, cisco, com OU=TSWEE

Wiew Certificate

i_ertificate status:

This certificake is OK,

ik ] a
6> lgaidl
.9xaanll g2 50l 65lg Jo> dduasi ologleo
oslgi Jo> wlogleall (0 250l 49 ,20) Juolas (999 éil .7




Certificate 7| x

ieneral Details |CertiFicatiDn Path I

Shi: -=::;:-.||::=- L‘
Field Walue -
E'-.-'ersi::un W3
ESErial nurmber &11E ES9E 0000 Q000 0007
Eﬁignature algarithm shalR5a T
Elssuer ZA1, TaWeb, cisco, com
E'-.-'aliu:l From Saturday, December 15, 2007...
E'-.-'alil:l ko Monday, December 14, 2009 ..,
ESuhject Ciscofss, cisco.com OU=T3W, .,
[EPublic key RS54 (1024 Eits) hd

Edit Properbies. .. iZopy ko File, ..

ik,

sl

13 cunsl. 2090 60 laS ASA L9 lginisy CA w315 o CA 63lgis oo oy cyogl 63lgis s S5 .8
el I Jos I Jizxas L2l 48.CAT (usy Job CA JI (o 65lgis CA JI cul> steps in order to
2513 6,951l slaicYl & bly 61cbua; CA 172.16.5.1 o315



a about:blank - Microsoft Internet Explorer

File: Edit Mew Favorites Tools: Help

M Back +~ €9 « (%] [2] 75| M Search 5: Favortes &2 | ¢
1_' J"!._ -\.-"E. o I.-

Address IE hktkpidf172.16.5.1 /certsry

Connect to 172.16.5.1
2 (|
AR

Connecting Fo 172.16.5.1

Lser name: € wpnserver bl | Lo |

Password: TTTIITL

[ Remember my password

Ik I Cancel |

Solgi Jujis Jle sl _
o Jl ol b 55 SLlwY Base 64 walnab a0 98 oS (639U aie) CRL 9l wlbslgid] dlwdw

VPN
9l CA

&0 Jui caloilboy daubo
-7



Jownload a CA Certificate, Certificate Chain, or CRL

T'otrust certificates issued from this certification authority, install this CA cert

[o dowinload a CA certificate, certificate chain, or CEL, select the certificate

A certificate:

-ncoding method:

.............................

Jownload CA cerificate ]
Jownload CA certificate chain
Jownload latest base CEL
Jownload latest delta CREL

ulc certnew.cer puwl go (9aaall g2 ,0ll 65lgi laa>|

File Download - Security Warning

Do you want to open or save this file?

g Mame: certnew,cer
Type: Securiby Certificake, 1.64 KB
From: 172.16.5.1

Open Save

Wehile fles from the [ntermet can be ugebul, thiz file type can
o potentially harrm pour computer. [F you do Aot trust the zource, do not

open of zave thiz software, \What'z the nsk?

._)J%QS.”
9xanll @20l 85lgis lnaxy a9 cod Sl Gl JI géuai .9
< Jl byl jizlg calal (g9 ool Luglall 5, a5l Notepad Jio «(oguas ;>0 plaziuwl calall 2adl .10
.Notepad
03® 9 oslgill dglinallg @05 o5 il 64 LVl aJlwJ| el .11
o_)_g..aJl



i certnew.cer - Motepad

File Edit Format Help

F——--BEGIM CERTIFICATE-----—
MIIENTCCAdwoawIBAQIQCInxmUdkd IxGUdgaowt OnDarBEgk ghk 1G9wlBACUF ADER,
MRMwWECY KCZIM ZPyLGOEGRY DY 2 STMRUWEWY KCZIm1 ZPyLGOBGRYFY 2 12 28xFTAT
Bgolkialk /IsZaAEZFgvUUld ]y JEMMADGAL UEAXMDOOE xMES =D TAZMT I xNDAZMDED
MLOxXDTEYMT I xMDAZMT AxNYOWUTETMEEGCgmMSJomT 81 xk ARk wWAZ N hTEVMEMGCgmS
JomT &1 xk ARk WEWNPCZ NvMRUWEWY KCZIMT ZPyLGOEGRY FWFNZWI xDDAKEQNYEAMT
AQNBMTCCASIwDQY JK0ZI hy CHAQEBBQADGHEPADCCAQDCHYEBADCRY S eUVY Yy TLMAS
BSGZMZ3 sCTROTCMWOx 7 grMEmmiDOo7 0k GApAYMTHr K4 31 TMuaekBpoSZ2dd TMOhT
btAczaHpBUYI SwoZ00 UL PmwaMUiMAD+MLS I gThndos 1Ty 7y hh2wwemd | conwdoog+
Kx+swaenNZ]slrxeuaHpIBTuaNockueBUE] xgpJunPaklcByvwETaTvaM kZzT4dbgI
W3IGOFGMhEZGEx6ys 1 DEaUGxRvwhDhMIvwoy Bxdwbhd uC 04 wocomr /s ctltdwhovk 2w
UBwCsptw7ClakTogfmixk,ds /22 aluxr HyysoCFoFyk 1wES, /Ol o+T0ess 24T 1 Dhixx
wPROLBCAWEAAAOC AWEWIQFrMEMGC S5 GAQOED ] CUAQOGHOOADWEEMAS GAT UdDwdE
AWIthAPBQNVHRMBAFBEBTADAQHIMBDGAludngwaaTzrEBIEjqIBRRDLEvaNQJ
AP TwDCCAOMEAL UdHWS B+ ZCB+DCEYaCBEQCE7d aBT Wik v abl ywBwi0d SO0E x L ERO
PYRTLWVCYSZMTQUNTLENOPUNEUC xDT j1OdwWIs 3w TM]BELZxK TMIBTZx12 awh 1 CyxD
TI1lTZx32 awN Ty xDT]1l0b2 SmawdlcmFOawSULERDPVRTVZ VI LERDPWHNPDCZNYLERD
PWHyhT O] Z=10awzZpy 2FO0ZvI TdmS ] vxRph2 SMaxNOP2 JThe2 U D2 JgZwWN002 xhe3me
Y1IMRGT ZdHIpy mvOawSuUGSpbnsGrwhOdHAB Ly S0yl 3Mms ZLWF | Oy 0c3d v i 5]
axMiby i b2 ova2vydEvucmSsbCSDOTEUY 3 JsMBAGC S5GAQOED ] CWAQDQDAQEAMALS
CSqGSIbEDQEBBQUAA4IBAQAauF?AsyESIth+?siiﬁSL+MUV34}DDEdMicbxjemr
LEZE6IGWLRbT Swvyn 1 TrgRy8HED | rdUSCcHgHUC DS /BZwWAgTmGUmM++HM 1] nwE 11w IF
DCMwx TOxsDT+nSY Ok 8hnGouoTd SQETHr NBEy YW SGROTE+OC L+t JwwlSsZh | ZE
TovUFPA+PTY 7dmARBUOZ V2 ZDWS KGAVLUBGSr FAB8wWZDPEVMKCgFWHCHNI T cufudx]h
1 CEBDKOZY 0SpPOE7 FUTA0UBCLTUT T POMe0wZq I ON+xaZ x 2 EwGPNL1d 9z =0 5T OT
GM= 7ABALH+PRIOT ETJQOMSOGF 14 57 CIH7dx 1 vD+p85at

————— EMD CERTIFICATE---——

852V 63b] e sl o5 (0955 e Lail ASDM (oo
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= Install Certificate

(P

™ Install From a File: I Browse, ..

(% Paste certificate in PEM Forrnat:

YRTLY ey SzMEQUNTLENOPUNEUC DT 1 QdW s aWMIMIBLEXKIMIBT 25 12aW Ml v D
i1 TZ¥12awMicyxDTil DbZSmaw'd 1 cnFoawSuLERDPYR TYEWILER DPWMNpc 2N LERD
W hbTIZX I0&WZpy 2F0ZY dm2¥ <R pbzSMaxMOP2 Jhe2U bz Jg2 WO Q2 xhc 3M9
1 IMRGlzdHIpY Y DaWw'IuUiE9pbns G hOdHASL Y0y 1 3MmszL W FicyS0c3dIYis]
%My Sib20vEvedEYucm3shCaDOTELY 3 IsMBAGC SsEACOEBgICY AQ0DAGEAMANG
SqGSIbIDOEEEOUAAHIEACAaYFDASYE STEQA+TsilfSLA+KUY 34/ DoE4Michy Jeky
62a6 a1 RbFEYY I TrgRyvEHE olr diJacHQHUC D9/ B2 agf riEUrn++HrMl W SlivIF
chwxl Qs DT +Hn9Y OkEbnGEUOF4SgE THrNGE Y Y Yr SGK OIE+ OIS0+t v 1 9GZHIZE
CYUFPA+PT47dmAREU0ZY 22D SKGAYLUBGS FdSwZ DPEYMECgFWhcMItcufulxb
15Hce3DKoZY09pPas ¥ PuT aouBcLiuiPOme Ovag JOM+ a2 < 2ZEwGPn 1 49zpsvaigT
M7 ABAU+pR oI EFQgMSOGF45 7 IH7 dxlvD+paSat

1] I_".IL

" Use SCEP:

SCEP URL: http: )

Retry Period: 1 minukes
Retry Count: II_'I (Use 0 to indicate unlimited retries)
More Oplions. ..
Install Certificake l Zancel Help

22U caill ol 358 )lo> 21s0

ASA-1

ASA- 1(confi g) #crypto ca authenticate CAl

Initiates the prompt for paste-in of base64 CA ---!
intermediate certificate. ! This should be provided by
the third party vendor. Enter the base 64 encoded CA
certificate. End with the word "quit" on a line by

————— itself -----BEGIN CERTIFICATE
MIIEnTCCA4WgAwWIBAgIQcInxmUdk4IxGUAgqAoWt OnDANBgkghkiG9w0B
AQUFADBR
MRMwEQYKCZImiZPyLGQBGRYDY29tMRUWEWYKCZImiZPyLGQBGRYFY21z
Y28xXFTAT
BgoJdkiaJdk/ISZAEZFgVUU1ldlYjEMMAOGA1UEAXMDQOExMB4XDTA3MTIx
NDA2MDEO0
M1oXDTEYMTIXNDA2MTAXNVowUTETMBEGCOmMSJomT 8 ixkARKWA2NVbTEV
MBMGCgmS

JomT8 ixkARKWBWNpPC2NVMRUWEWYKCZImiZPyLGQBGRYFVFNXZWIXDDAK




BgNVBAMT
AONBMTCCASIwDQYJKOZIhvcNAQEBBQADggEPADCCAQOCggEBAOQP7 seu
VvyiLmA9

BSGzMz3sCtRITCMWOx7gM8mmiD0070kGApAvmt HrK431iMuaeKBpo5zd
4TNgNtjX

bt6czaHpBuyIsyoZOOUl1PmwAMuiMAD+mL9 IgTbndosJfy7Yhh2vieMi j
+cQnwdOg
Kx+sWaeNCjslrxeuaHpIBTuaNOckueBUBjxgpJuNPAk1G8YwBfaTV4M7
kzf4dbQI
yv3GoFGmh8zGx6ys1DEaUQxRVwhDbMIvwqYBXWKh4uC04xxQmr//Sctlt
dwQcvk2v
uBwCsptW7ClakTgfm5XK/d//z2eUuXrHYySQCfoFyklvE6/Qlo+£fQeSS
z+T1DhXx
wPXRO18CAwWEAAaOCAW8S8wggFrMBMGCSsGAQQBgjcUAgQGHgQAQwBBMASG
AlUdDwQE
AwIBhjAPBgNVHRMBAfSEBTADAQH/MBOGA1UADgQWBBTZrb8I8jgI8SRRD
L3mY£NQJ
PAP1WDCCAQMGA1UdHwSB+zCB+DCB9aCB8gCB74aBtWxkYXA6Ly8vQ049
QOEXLENO

PVRTLVcySzMt QUNTLENOPUNEUCxDT]j 10dWJsaWM1MjBLZXk1MjBTZXJ2
aWNlcyxD
Tj1TZXJ2aWN1lcyxDTj1lDb25maWdlcmF0aW9uLERDPVRTV2ViLERDPWNpD
C2NVLERD
PWNvbT93jZXJ0aWZpY2F0ZVJI1ldm9jYXRpb25MaXNOP2Jhc2U/b2JQZWNO
Q2xhc3M9
Y1JMRG1zdHIpYnV0aWw9uUG9pbnSGNWhOdHA6LyYy90cyl13MmszLWFjcy50
c3d1vYi5j

aXNjby53ib20vQ2VydEVucm9 sbCIDQTEUY3JsMBAGCSsGAQQBgjcVAQQD
AgEAMAOG
CSQGSIb3DQEBBQUAA4IBAQAavVFpPASYESItgA+7sii/5L+KUV34/DoE4M
icbXJeKr
L6Z86JGW1Rbf5VYnlTrqRy6HE0olrdU6cHgHUCDY / BZWAGfmGUm++HM1 j
nW8liyIF
DcNwx1lQxsDT+n9YOk6bnG6uOf4SgETNrN8EYYVrSGKO1lE+OC5L+ytJvw
19GZhlzE
10VUfPA+PT47dmAR6UO2V2ZDW5KGAVLU8GSrFA8wZDPBVMKCgFWNCNIt
cufulxlb
1XXc68DKoZY09pPg877uTaou8cLtuiiPOmeOyzgJ0ON+xaZx2EwGPnl149
zpXv5tqgT

9Ms7ABAu+pRIoi/EfjQgMSQGF1457¢cIH7dx1VD+p85at

quit

Manually pasted certificate into CLI. INFOQO ---!
Certificate has the following attributes: Fingerprint:
98d66001 f65d98a2 b455f bce d672c24a Do you accept this
certificate? [yes/no]: yes

.Trustpoint CA certificate accepted

Certificate successfully inported %
#(ASA-1(config

lgaiil| cuts 4 Sl

ASDM cl,>|
;i olglasdl JWS] 21 oo el B lall 5500 (o doraall diogll 63lei pasiwl
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e

il 4

Conflguration > Device Management > Cerlificate Management > idantity Cerlificates

&% Install [dentity certificate

Identity Certificate

Add
|Panding

Shiow Detaily

Dialeta

" Instal from & Fle: I

(= Paste the certficate data in bace-

&4 format:

P

L Wl Big 4 aliCs

LSnuFsdaMaschcs
=<EM [ CER T'IF]E.llTE—-—-|

p ¥ |r| bl 1? b : 7 s
kAl Cr 2 T oW T PP
PHONSSZ swIupzFEHEL O3 4wmd dpul uirre/WinF 1 2Cnofiey HeE Tis 2158 Inil psc

= o

SIEESEIZIPSS TTED
Npfv2x A ¥VELMpest Ty chnokB 48

-

install Certificate |

Cancel Hedp

eI bl 580 (o doriall dysqll 6

A= Information

slgiv Bualy p89 base-64 guuin 63kl obly Gal ;5 lc il
Lol Ja> _d

i_ertificate import succeeded,

5] 4

Jle> gise gl

Solgadl cwis e a5l .5
22U s hawl ol asty

sol9Vl Jlaw e Jlo
ASA-1

ASA- 1(confi g) #crypto ca import CAl certificate

Initiates prompt to paste the base64 identity !--- --- !
certificate provided by the third party vendor. %lhe
fully-qualified domain name in the certificate will be:
Ci scOASA. ci sco. com Enter the base 64 encoded
certificate. End with the word "quit" on a line by
itself !--- Paste the base 64 certificate provided by
the third party vendor. BEGIN CERTIFICATE
MIIFpzCCBI+gAwIBAgIKYR7 lmwAAAAAABZANBgkghkiGOw0BAQUFADBR
MRMwEQYK
CZImiZPyLGQBGRYDY29tMRUWEWYKCZImiZPyLGQBGRYFY21zY28xXFTAT
BgoJdkiaJ
k/ISZAEZFgVUUl1ldlYjEMMAOGA1UEAXMDQOEXMB4XDTA3MTIXNTA4AMzUzZ
OVoXDTAS
MTIxXNDA4MzUzOVowdjELMAkKGA1UEBhMCVVMXFzAVBgNVBAgTDk5vcenRo
IENhcm9s
aW5hMRAwWDgYDVQQHEwAdSYWx1aWdoMRYWFAYDVQQKEw1DaXNjbyBTeXNO
ZW1zMSQw




IgYDVQQDExXtDaXNjbOFTQS57aXNjby5jb20gT1U9VFNXRUIwgZ8wDQYJ
KoZIhvcN
AQEBBQADgY0AMIGJAOGBALjiCqgzIla3W2YAclAIO3NAI8SUpW5JHK14C
qgB9j3HpX
BmEXVF5/mNPUI5tCq4+vC+il05T4DQGhTMAAMLEYDp/0SQVaulUsY7zCO
sS8igxqOo
2zjwLCz3jgcZfylS08tzkanMstkDI9YKIQUsKMgWgBT7EXiRkgGBvikF/
Cae@nGRN
AgMBAAGjggLeMIIC2jALBgNVHQS8EBAMCBaAWHQYDVRORBBYWFIISQ21z
Y29BUOEu
¥21zY28uY29tMBOGA1UdDgQWBBQsJC3bSQzeGv4tY+MeH7KM10xCFjAf
BgNVHSME
GDAWgBTZrb8I8jqgqI8RRDL3MYENQIJpAP1WDCCAQMGA1UdHwSB+zCB+DCB
9aCB8qCB

74aBtWxkYXA6Ly8vQ049Q0EXLENOPVRTLVCcYSzMt QUNTLENOPUNEUCXD
Tj1QdwWJds
aWM1MjBLZXk1MjBTZXJ2aWNlcyxDTj1lTZXJ2aWNlcyxDTj1Db25mawdl
cmF0aw9u
LERDPVRTV2ViLERDPWNpc2NvLERDPWNvVbT9jZXJ0aWZpY2F0ZVJ1dm9j
YXRpb25M
aXNOP2Jhc2U/b2JgZWN0Q2xhc3MI9Y1IMRG1zdHIpYnV0aWwouUG9pbnsG
NWhOdHA6
Ly90cyl3MmszLWFjcy50c3dlYi5jaXNjby5ib20vQ2VydEVucm9sbC9D
QTEuY3Js
MIIBHQYIRKwYBBQUHAQEEggEPMIIBCzCBQQYIKwYBBQUHMAKGgZxXSZGFw
0i8vLONO
PUNBMSxDT3j1BSUEsQ049UHVibGljJTIwS2V5JTIwU2VydmljZXMsQ049
U2Vydmlj
ZXMsQ0490Q29uZmlndXJhdGlvbixEQz1UU1dlYixEQzljaXNjbyxEQz1]j
b20/YO0FD
ZXJ0aWZpY2F0ZT9iYXN1P29iamVjdENsYXNzPWN1cnRpZmljYXRpb25B
dXRob3Jp
dHkwXQYIKwYBBQUHMAKGUWhOJHA6Ly90cyl13MmszLWFjcy50c3dlYi5j
aXNjby53j
b20vQ2VydEVucm9sbCI9UUy1XMkszLUFDUy5UU1dlYi5jaXNjby5jb21£
QOEXLmMNY
dDAhBgkrBgEEAYI3FAIEFB4SAFCAZQBiAFMAZQBYAHYAZQBYMAWGA1UA
EwEB/wQC
MAAWEWYDVRO01BAwwCgYIKwYBBQUHAWEWDQYJKOZIhvcNAQEFBQADggEB
AIgCaA9G
+8h+3IS8REVAGZCWAEVRXCyBlx0ONpPR/jlocGI7QbQxkjKEswXqg/02xDB
7TwXQaGph
ZRQ4dxALl111JkIjhfeQY+7VSkZ1GEpuBnENTohdhthz5vBjGlcROXIsS8
+3Ghg8hy
YZZEM73e8EC0sEMedFb+KYpAFy3PPy418EHe4MJbdjUp/b901516IzQP
5151YB0y
NSLsYWq@jkCBg+aUO+WPFk4jICr2XUOK74oWTPFNp£fv2x4VFI/Mpcs87y
chngKB+8
rPHChSsZsw9upzPEH2L/034wm/dpuLuHirrwWnFlzCnqfcyHcETieZtS
tlnwLpsc

=1L5nuPsd8MaexBc

INFO Certificate successfully inported
#(ASA-1(config

lya> daall 53lgid] plaiwY (IPSec) gdes _J| 2890 o VPN dSaibs 055 .5 Golazil

;885 VPN JI cals in order to el,>] 13® sl



S Jsosll leiusSs a5 il ASA dgls; Lolll hitps://<IP_Address J55is &l Lol Lo mimall aidl .1
ASA _lc ASDM JI Jg.ogl<ASDM Access

ASDM _gulai, Lol cuiall Jy i) ASDM xlg ASDM s Jyji e ail .2

J2uino Ji2isg a0l cuiid ollnall lgg>gi il ololazdl JSL 28 ASDM Jsiwe Jijis >,2es .3
.Cisco 0 ASDM

15] 19,0 4alS9 pasime pwl J| @LoYl « http LoVl plaiwl leioSiy cuad il ag>loll IP wlsic J351 .4
A>19 3yaxi Lod

« ASDM _gulai JLail 5,20, IPsec VPN alleo Jiiviy p9 .5
ASA

File View Tooks | Wizards | Window Help

f?ij Horme| & con | Startup Wizard... Ib Back ) | “"? Help |
i

Home |If [Psec VPN Wizard. .. ]

/m S5L WPM Wizard...
. High Availabiity and Scalability Wizard...
Device Informal

Facket Capture Wizard...

Gereral | Licenst

Host Mamea: ASA-1.default.domain.mwvalid

a54 version:  8.002) Device Uptime: 7d 23h 40m 65
ASDM Wersion: G.0(2) Device Type:  ASA 5510
Firewall Mode: Routed Context Mode: Single

Total Flash: 64 MB Total Memory: 256 MB

VPN Tunnels
[KE: O IPs=c: D Cligntless SSL VPN: O SSL YPN Client; 0

Ty brveyn DF rvryn pesgerag T oyl g

o® LS lls 2z, dalnabog o5 s IPSec VPN gdso J| @380 JI s .6
Q090



& VPN Wizard X]
4 VPN Wizard WPH Tunnel Type (Step 1 of ...}

Lise Hhis wizard bo configure new ste-bo-site VPR bunnels or niew remoke access VPN tunnels. A
tunnel between two devices |5 called 2 site-to-site tunnel and s Bidirectional, & tunnel
established by calls From remobe users such as telecommters is called remote access tunnal.

This wizard creates basic tunnel corfigurations that you can edit Ister using the ASDM,

WEN Tunnel Type: —

Local ﬁ .HH'I'E"“

® s = =, 2 1

WPMN Remabe Access

Local ‘f Femote
() Remote Acoess &ﬁ, Inheret
= =
N - R
Ve Tunnel Interface: oikside W

Enable inbound IPsac sessions to bypass nkerface acoess lisks. Group policy and par-user
authorization sccess lisks il apply to Ehe braffic,

Lo Jiinall plisall 9@9 Lgolasiw] shall @8slaall Glogles J351 sl julaill (2,1 P glgic 5a> .7
0sSy paw] dgace (3aill .Cisco123 oo Jloll 13i® 8 pasiuwoll Linwe Jjiiwoll plisall . Jliall 130 9
Next §98 Ll .L2L VPN col JSuiy ol kol olgie (>, J
(L))




#% VPN Wizard X
VPN Wizard Remote Site Peer (Step 2 of 6)

Configure the 1P address of the peer device, authentication method and the wnnel
group for this site-to-site wnnel,

Peer IP Address: |172.17.1.1

Avuthentication Matod

() Pre-shared key
e chared key:| [EEEEREE

(@) Certificate
Certificate Signing Algorithm: rsa-sig

() Challenge/response authentication (CRACK)

rTurnnel Group

| For site-to-site connections with pre-shared key authentication, the unnel
| oroup name must be the same as either the peer IP address or the peer
| hostmame, whichever | used as the peer's Identity,

| Tunnel Group Name: 1172,17.1.1 |

| <Back || Mext > | Finish | [ cancel | | Heip |

lgusiss (D Slowd] 03D 0S5 Ol v 1 Jslally Loyl @99,200l9 IKE J lgolasiiow] pisw il wlawdl 52> .8
Next 999 ,ail .I0S a>g09 ASA 0 JS e




B VPN Wizard |

VPN Wizard IKE Policy  (Step 3 of 6)

Select the encryption algorithm, authentication algorithm, and Diffie-Hellman
group for the devices 1o use 1o negotiate an Internet Key Exchange (IKE)
sacurity association betweaen thern. Configurations on both sides of the
connection must match exacthy,

Encryption:

Authentication: | SHA W

CH Group: |2 b

I < Back “ Mext > I Finish 1CEII"IEEI| I IHEIIII J

JS Lle clawdl 0i® gullas ol vy .2 jskally Layl 499520019 IPSec J lgolasiuw] pisw (il olowd] 30> .9
Next 959 ;45| .I0S a>g09 ASA 0

(Jw)



% VPN Wizard o

VPN Wizard IPsec Encryption and Authentication (Step 4 of 6)

Sekect the encryption and authentication algorithms for this Peec YPN funnel.
Configurations on both sides of the connection miust match exacthy.

ERcryption:

Authentication: |E}-!.-'-'x W

[ < Back " Mext = ] Finish [ Canicel ] [ Help ]

0i® L9 VPN a5 JM5 (o 19,0l pgr a3l cLll 19,0 45,3 2lowl g il Cuiwianll 53> .10
Sl 898 Lasl (VPN) ddlall dwll daill il sxsdly dgall oSuill 895 clle o, bglasll
aoslall oo ddxall aSuidl Glic HL3Y D aige 6B LS ddxall oKl oz 36>gall
& uasiol |




= YPH Wizard [X]

r =
VPN Wizard Hosts and Nebworks (Step 5 of 6)
&n IPsec tunnel protects daka exchanged by selected hosts and networks at the local and
remote sites, Please identify hosts and networks to be used in the IPsec bunnel,
Action: (%) Pregect () Do not Probect
Local Metwarlks: |an:.-'
|
Remaoke Networks: |un-.r
Exempt ASA side hostinetwork From address translation: inside W
EaCane

38 Las . loo o il oo ddrall il lsic izl .11
Q290



0% Browse Local Networks

% add ~ B Edt [ Delete Q

Fiker: |-|---.r =
Hame ~1 1P Address Metmask Description
=-Network Objects
-y any 0.0.0.0 0.0.0.0
il dmz-network  10.77.241.64 255,255,255,192

0% inside-network {10.10.10.0

- flh outside-network 172,16.1.0 255,755,255.0

Selected Local MNetworks

[ Local Metwarks -= ]larr_.-'

| Elt;l. | Cance|

anslall oo bamdl aSuill Oloic HL3Y aige 6B LaS sxml SISl Hloxs so>0all 3l B9 il .12
& uasial |




B YPH Wizard X

¥ VPN Wizard Hosts and Networks (Step 5 of 6)

&n IPsec tunnel protecks daka exchamged by selected hosts and networks at the local and
remote sites, Please ientify hosts and networks to be used in the IPsec bunnel,

ackion; (&) Protect () Do not Probect

Local Metwarls: |r5|-:le-rﬂw:-r|-c,l'24 E]

Remobe Networks: |un-.r % \

Exempt ASA side hostjnetwork From address translation: inside W |

[:Elan:h ][ Mext = ] Finish

bzl il el oSy o) 13] 1dla>Mo.2ung0 o8 LaS 0K cailaabs s a9 (olsic Ay aSpidl o3l 13
699 il aaslall I aSaall a8lio] wxd canslall 9
a3lo]




% Browse Remote Networks

i add |- Cf Edt [ Delete  Q

Fiker; |-|-~-_r 53
| Name “1 1P Address Metmask Description
(=-Network Objects

gy any 0.0.0.0 0.0.0.0

i dmz-network  10.77.241.64 255,255,255.192

- wllh inside-network,  10.10,10.0 255,255.255.0

-l oukside-network. 172.16.1.0 25K5,255,255.0

o 10.20.10.0 10,20, 10.0

Selected Remote Nebworks

[ Remote Metworks -> ] | anvy

| QK |[ Cancel ]

290 45> giass ¥ i (oleill dax> 5 0 Exception ASA Side Host/Network LVl 45 >a> .14
Next §09 il .aSuill olgic dazd Gaill
(W)




= YPH Wizard
¥ VPN Wizard Hosts and Networks  (Step 5 of 6)

)

&n IPsec tunnel protecks daka exchanged by selected hiosts and networks at the local and
remote sites, Please ientify hosts and networks to be used in the IPsec bunnel,

ackion; (&) Protect () Do not Probect

Local Metwarls: |r5|-:le-rﬂw:-r|-c,l'24

L&)

Remote Networks: |1|:|.2|:|.1|:|.I:|.l2~1

Exempt ASA side hostnetwork From address translation: inside W |

B .ozl 13 u.9 (VPN) a4, @lall dol] daSuidl glles dlauwly, lgay i o5 (il Clowdl o, iy .15
oblhe)l ol o bac cl.g.-l 999 8519 oSl o S5 640




&= VPN Wizard
¥ VPN Wizard

Summary (Step 6 of 6)

‘fou have created a Site-to-Site WM tunnel with the following attributes:

YR Tunnel Interface: outside
Peer IP Address: 172.17.1.1
IFSsec authentication uses certificate Cal
Tunne| Group Name: 172.17.1.1
IKE Palicy Ercryption / Authentication / DHGroup: 30ES / SHA { Group 2
IPsec ESP Encryption / ESP Authentication: 3DES / SHA
Traffic fliow to be protected by this tunnel:
(local) 10.10.10.0/24
{remobe; 10,20.10,0/24

et e ) (o) (1)

ASA-1 65 Lozl

ASA-1

ASA- 1#show runni ng-config
Saved :

(ASA Version 8.0(2

|

host nane ASA- 1

donmi n- nane ci sco. conenabl e password 8Ry2Yj | yt 7TRRXU24
encrypt ed

names

|

interface Ethernet0/0

nanei f outside

security-level 0

lip address 192.168.1.5 255. 255.255.0

interface Ethernet0/1

nanei f inside

security-level 100

lip address 10.2.2.1 255.255.255.0

interface Ethernet0/2

nanei f DWVZ

security-level 50

i p address 10.77.241. 142 255. 255. 255. 192

Output suppressed ! passwd 2KFQnbNI dI . 2KYOU --!
encryptedftp node passive dns server-group Defaul t DNS
domai n- nane ci sco. com access-1list inside_natO_outbound
extended permt ip 10.2.2.0 255.255.255.0 10.5.5.0
255. 255. 255. 0 access-list outside_1 cryptomap extended




permt ip 10.2.2.0 255.255.255.0 10.5.5.0 255.255.255.0
pager lines 24 nmtu inside 1500 ntu outside 1500 no
failover asdmimage di skO:/asdm 613. bin asdm hi story
enabl e arp tineout 14400 gl obal (outside) 1 interface
nat (inside) 1 10.2.2.0 255.255.255.0 nat (inside) O
access-1list inside_natO_outbound route outside 0.0.0.0
0.0.0.0 192.168.1.3 1 tinmeout xlate 3:00:00 timeout conn
1: 00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngep
0: 05: 00 timeout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00 tinmeout uauth 0:05:00 absolute http server
enable http 0.0.0.0 0.0.0.0 dnz no snnp-server |ocation
no snmp-server contact ! crypto ipsec transformset ESP-
3DES- SHA esp- 3des esp-sha-hnmac crypto nap outside_map 1
mat ch address outside_1_cryptomap crypto nmap outside_nap
1 set peer 172.17.1.1 crypto map outside_map 1 set
transformset ESP-3DES- SHA crypto nap outsi de_map
interface outside ! crypto ca trustpoint CAl enroll nment
term nal subject-nane cn=C scOASA. ci sco. com OU=TSVEB,
O=Ci sco Systens, C=US, St=North Carolina, L=Rale serial-
nunber keypair my.CA key crl configure crypto ca
certificate chain CAl certificate 611ee59b000000000007
308205a7 3082048f a0030201 02020a61 1lee59b00 00000000
07300d06 092a8648 86f 70d01 01050500 30513113 3011060a
09922689 93f22c64 01191603 636f 6d31 15301306 0a099226
8993f 22c 64011916 05636973 636f 3115 3013060a 09922689
93f 22c64 01191605 54535765 62310c30 0a060355 04031303
43413130 1e170d30 37313231 35303833 3533395a 170d3039
31323134 30383335 33395a30 76310b30 09060355 04061302
55533117 30150603 55040813 Oede6f 72 74682043 61726f 6¢C
696e6131 10300e06 03550407 13075261 6c656967 68311630
14060355 040al130d 43697363 6f 205379 7374656d 73312430
22060355 0403131b 43697363 6f415341 2e636973 636f 2e63
6f 6d204f 553d5453 57454230 819f 300d 06092a86 4886f 70d
01010105 0003818d 00308189 02818100 bh8e20aa8 332356hb7
5b660073 5008d373 5d23c529 5b92472b 5e02a81f 63dc7a57
0667d754 5e7f 98d3 d4239b42 ab8f af Ob e8a5d394 f80d0lal
4cc01d98 b1320e9f e849055a h94bl8ef 308ebl2f 22abla8e
db38f 02c 2cf 78e07 197f2d52 d3cb7391 a9cchb2d9 03f 722bd
414b0a32 05aa053e c45e2464 80606f 8e 417f09a7 aa9c644d
02030100 01a38202 de308202 da300b06 03551d0f 04040302
05a0301d 0603551d 11041630 14821243 6973636f 4153412e
63697363 6f2e636f 6d301d06 03551d0e 04160414 2c242ddb
490cdela fe2d63e3 1lelf b28c 974c4216 301f 0603 551d2304
18301680 14d9adbf 08f23a88 f114432f 79987cd4 09a403e5
58308201 03060355 1d1f0481 fb3081f8 3081f 5a0 81f 2a081
ef 8681b5 6c646170 3a2f 2f 2f 434e3d43 41312c43 4e3d5453
2d57324b 332d4143 532c434e 3d434450 2c434e3d 5075626¢
69632532 304b6579 25323053 65727669 6365732c 434e3d53
65727669 6365732c 434e3d43 6f6e6669 67757261 74696f 6e
2c44433d 54535765 622c4443 3d636973 636f 2c44 433d636f
6d3f 6365 72746966 69636174 65526576 6f 636174 696f 6e4c
6973743f 62617365 3f6f626a 65637443 6c617373 3d63524cC
44697374 72696275 74696f 6e 506f 696e 74863568 7474703a
2f 2f 7473 2d77326b 332d6163 732e7473 7765622e 63697363
6f 2e636f 6d2f 4365 7274456e 726f6¢c6C 2f 434131 2e63726¢C
3082011d 06082b06 01050507 01010482 010f 3082 010b3081
a906082b 06010505 07300286 819c6c64 61703a2f 2f 2f 434e
3d434131 2c434e3d 4149412c 434e3d50 75626c69 63253230
4b657925 32305365 72766963 65732c43 4e3d5365 72766963
65732c43 4e3d436f 6666967 75726174 696f 6e2c 44433d54
53576562 2c44433d 63697363 6f2c4443 3d636f 6d 3f 634143
65727469 66696361 74653f62 6173653f 6f626a65 6374436¢C
6173733d 63657274 69666963 6174696f 6e417574 686f 7269




7479305d
732d7732
6f 6d2f 43
532e5453
74302106
00530065
30003013
0d06092a
fbc87edc
96870627
cdlab877
9c4353a2
61964433
f041deeO
3522ec61
€285933c
acf 1c285
8abaf 05a

a0030201
0d06092a
268993f 2
f22c6401
2c640119
31301el7
31343036
64011916
16056369
05545357
300d0609
02820101
7d4c2316
f 588ch9a
88b32al19
5f cbb621
35af 17ae
351bc630
bleb2b35
38c71426
5a913a9f
6f 13af dO
0001a382
061e0400
551d1301
d9adbf 08
0603551d
6461703a
2d414353
4b657925
65732c43
53576562
74696669
6173653f
69627574
77326b33
2f 436572
06010401
01050500
4bf 8a515
df e55627
8081f 986
f e9f d60e
ab13e382

06082b06
6b332d61
65727445
5765622e
092b0601
00720076
0603551d
864886f 7
84bc45f 5
b41b4319
100b965d
1761b61c
bddef 040
c25b7635
6aa39020
53697efd
2b19b30f
7175cc29
94be67b8

02021070
864886f 7
2c640119
19160563
16055453
0d303731
31303135
03636f 6d
73636f 31
6562310c
22864886
0Oea8f ee
3bleea33
78a069a3
38e5353e
876bd678
687a4805
05f 69357
0c469443
af ffd272
9b95cafd
968f 9f 41
016f 3082
43004130
01f f 0405
f23a88f 1
1f 0481f b
2f 2f 2f 43
2c434e3d
32305365
4e3d436f
2c44433d
63617465
6f 626a65
696f 650
2d616373
74456e72
82371501
03820101
df 8f c3a0
953aead7
526f belc
93a6e71b
edbf b2b4

01050507
63732e74
6e726f 6¢C
63697363
04018237
00650072
25040c30
0d010105
401b3716
23284b30
499088e1l
f9bc18c6
b4b0431e
29f dbf 74
60f 9a50e
blel15148
6ea733c4
ea7dcc87
f bldf 0c6

99f 19947
0d010105
1603636f
6973636f
57656231
32313430
5a305131
31153013
15301306
300a0603
f 70d0101
c7ae56fc
c9a6883d
965del133
6c0032e8
c8a37109
3b9a34e7
833b9197
1455¢210
dd6d7564
df f fcf67
e492cfed
016b3013
0b060355
30030101
1443279
3081f 830
4e3d4341
4344502c¢
72766963
6666967
63697363
5265766f
6374436¢C
6f 696e74
2e747377
6f 6¢c6c2f
04030201
0O0labcbha
4e0c89c6
2e871289
€c9639d6f
ab8e7f 84
9bf 0d7d1

30028651
73776562
6c2f 5453
6f 2e636f
14020414
300c0603
0a06082b
05000382
0045515c
5eaf cedb
7de418f b
95c44e5c
7456f e29
97997a23
f963c593
fccabch3
1f 621 f 3b
7044e279

68747470
2e636973
2d57324b
6d5f 4341
1e120057
551d1301
06010505
0101008a
2¢81971d
10clef 05
b5529199
8b3cf b71
8a40172d
340f e65e
88c80abd
cef27219
7e309bf 7
9b52b759

3a2f 2f 74
636f 263
332d4143
312e6372
00650062
01f f 0402
07030130
82680f 46
Oda51f e3
d0686a61
46129b81
al83c872
cf 3f 2e25
75601d32
9750e2bb
e0281f bc
69b8bb87
f 02e9bilc

9ec417 quit certificate ca
7099f 1994764e09c4651da80al6b749c

64e09c46
05003051
6d311530
31153013
0c300a06
36303134
13301106
060a0992
0a099226
55040313
01050003
a22e603d
28ece906
6036d8d7
8c003f a6
f 074eabe
24b9e054
f 875b408
db308bf 0
1cbe4d95
94b97ac7
e50el15f1
06092b06
1d0f 0404
ff301d06
987cd409
81f 5a081
312c434e
434e3d50
65732c43
75726174
6f 2c4443
63617469
6173733d
86356874
65622e63
4341312e
00300d06
40b32112
d725e2ab
6b754e9c
258b2205
a011336b
99865cc4

3082049d
51da80al
31133011
13060a09
060a0992
03550403
335al170d
0a099226
268993f 2
8993f 22c
03434131
82010f 00
0521b333
02902f 9a
6ede9ccd
2f d22a4d
2b1f ac59
063c60a4
cb71a814
a9805758
b81c02b2
63249009
c0f 5d13b
01040182
03020186
03551d0e
a403e558
f 2a081ef
3d54532d
75626c69
4e3d5365
696f 6e2c
3d636f 6d
6f 6e4c69
63524c44
74703a2f
6973636f
63726c30
092a8648
22da80f b
2f a67ce8
1e01d408
0dc370c6
37c¢13261
94e5547c

30820385
6b749c30
060a0992
92268993
268993f 2
13034341
31323132
8993f 22¢
2c640119
64011916
30820122
3082010a
3dec0Oad4
dleb2b8d
ale906ec
b9dda2c2
a78d0a3b
9b8d3c09
69alf 331
a878b82d
9b56ec2d
f a05ca4d
5f 020301
37140204
300f 0603
04160414
30820103
8681b56¢
57324b33
63253230
72766963
44433d54
3f 636572
7374362
69737472
2f 74732d
2e636f 6d
1006092b
86f 70d01
bb228bf e
9196d516
3f 7f 0595
5431b034
5ad218a3
f 03e3d3e




3b766011 e94a3657 6cc35b92 860152d4 f06b2bl15 df 306433
clbcc282 80558d70 d22d72e7 eed3195b d575dceb cOcaal96
34f 693ea f 3beeedd aa2ef 1c2 edba288f 3a678echb 3809d0df
b1699c76 13018f 9f 5e3dce95 ef e6dad93 f4cb3b00 102ef a94
48a22f c4 7e342031 2406165e 39edc207 eddc6554 3f ad9f 396 ad
quit ! crypto isaknmp enabl e outside crypto isaknp policy
10 authentication rsa-sig encryption 3des hash sha group
1 lifetime 86400 telnet timeout 5 ssh tinmeout 5 console
timeout O threat-detection basic-threat threat-detection
statistics access-list ! class-map inspection_default
mat ch defaul t-inspection-traffic ! /-- oOutput
suppressed! tunnel -group 172.17.1.1 type ipsec-|2|

tunnel -group 172.17.1.1 ipsec-attributes trust-point CAl
Crypt ochecksum be38df aef 777a339b9e1¢c89202572a7d : end

ASA-2 055
ASA-2 ool jlex) Jilow oS gl

iceadl o aasgl

6olgi oo Al wsds in order to s oVl (8 ol Jo,e 8ae oyaol gabaiwy il ASA JI e
2o JSuiy oueSil Jac 2T punsl] 138 paciuwl

LeioSs i il asill bolas show crypto ca trustPoint oVl o =, -
ASA- 1#show crypto ca trustpoints

: Trust poi nt CAl
: Subj ect Nane
cn=CAl
dc=TSWeb
dc=ci sco
dc=com
Serial Nunber: 7099f 1994764e09c4651da80al6b749c
.Certificate configured

plaill e dall olsleill guo> show crypto ca certificate LoVl o = -
ASA- 1# show crypto ca certificate
Certificate
Status: Avail able
Certificate Serial Nunmber: 3f14b70b00000000001f
Certificate Usage: Encryption
(Public Key Type: RSA (1024 bits
;I ssuer Nane
cn=CAl
dc=TSWb
dc=ci sco
dc=com
: Subj ect Nane
cn=vpnserver
cn=Users
dc=TSWb
dc=ci sco
dc=com
Princi pal Name: vpnserver @SWb. ci sco. com
:CRL Distribution Points
, 1 dap: / /1 CN=CAL, CN=ETS- W2K3- ACS, CN=CDP, CN=Publ i c%20Key%20Ser vi ces [ 1]
, CN=Ser vi ces, CN=Confi gur ati on, DC=TSWeb, DC=ci sco
DC=confcertifi cat eRevocati onLi st ?base?obj ect O ass=cRLDi stri buti onPoi nt



http://ts-w2k3-acs.tsweb. ci sco.comf CertEnrol | /CAl.crl [2]
:Validity Date

start date: 14:00:36 | ST Apr 14 2009

end date: 14:00:36 | ST Apr 15 2010
Associ ated Trustpoints: CAl

CA Certificate
Status: Avail able
Certificate Serial Number: 7099f1994764e09c4651da80al6b749c
Certificate Usage: Signature
(Public Key Type: RSA (2048 bits
il ssuer Name
cn=CAl
dc=TSWeb
dc=ci sco
dc=com
: Subj ect Nane
cn=CAl
dc=TSWeb
dc=ci sco
dc=com
:CRL Distribution Points
, I dap: /// CN=CAL, CN=TS- W2K3- ACS, CN=CDP, CN=Publ i c%20Key%20Ser vi ces [ 1]
, CN=Ser vi ces, CN=Confi gur at i on, DC=TSWeb, DC=ci sco
DC=confcerti fi cat eRevocati onLi st ?base?obj ect Cl ass=cRLDi stri buti onPoi nt
http://ts-w2k3-acs.tsweb. ci sco.comf CertEnrol | /CAl.crl [2]
:Validity Date
start date: 06:01:43 | ST Apr 14 2009
end date: 06:10:15 | ST Apr 14 2014
Associ ated Trustpoints: CAl

Certificate
: Subj ect Nane
Name: Ci SCOASA. ci sco. com
Status: Pending term nal enroll nent
Key Usage: General Purpose
Fi ngerprint: 1a022cf2 9771e335 12c¢3a530 1f 9a0345
Associ ated Trustpoint: CAl

(CRL) 880 & ;3all hlgil JUau| wilgd show crypto ca crls LoVl o=, -

B9Lis] o5 (il sl xulés 2lg ;| guwa> show crypto key mypubkey rsa oVl o =, -
ASA- 1# show crypto key nypubkey rsa
Key pair was generated at: 01:43:45 | ST Apr 14 2009
<Key name: <Defaul t - RSA- Key
Usage: Ceneral Purpose Key
Modul us Si ze (bits): 1024
: Key Data

30819f 30 0d06092a 864886f 7 0d010101
8d003081 89028181 00d4a509 05000381
99e95d6¢c b5bdaa25 777aebbe 6ee42c86
23c49f 9a beab3224 0234b843 1c0c8541
f 5a66ebl 6d337c70 29031b76 e58c3c6f
36229b14 fefd3298 69f9123c 37f6c43b
4f 8384c4 a736426d 45765cca 7f 04chal
29295890 84d2c5d4 adeeb248 alOblf 68
2f e4b9bl 5fal2d0e 7789ce45 55190e79
1364aba4 7b2b21ca de3af 74d b7020301 0001
Key pair was generated at: 06:36:00 I ST Apr 15 2009
Key nare: ny. CA key
Usage: Ceneral Purpose Key
Modul us Si ze (bits): 1024
: Key Data



30819f 30 0d06092a 864886f 7 0d010101
8d003081 89028181 00h8e20a 05000381
a8332356 b75b6600 735008d3 735d23c5
295h9247 2b5e02a8 1f63dc7a 570667d7
545e7f 98 d3d4239b 42ab8faf 0be8a5d3
94f 80d01 al4cc01ld 98b1320e 9f e84905
5ab94b18 ef 308ebl 2f 22abla 8edb38f0
2c2cf78e 07197f2d 52d3ch73 91a9cch2
d903f 722 bd414b0a 3205aa05 3ec45e24
6480606f 8e417f09 a7aa9c64 4d020301 0001
Key pair was generated at: 07:35:18 I ST Apr 16 2009
ASA- 1#

b (9 a3l IKE oS guo> show crypto isakmp sa oVl (o = -

ASA#tshow crypto isakmp sa

Active SA: 1
Rekey SA: 0 (A tunnel will report 1 Active
(and 1 Rekey SA during rekey

Total IKE SA 1

| KE Peer: 172.17.1.1 1
Type :L2L Rol e :initiator
Rekey > no State : MM ACTI VE

s (9 allx)l IPSec wlgss guo> show crypto ipSec sa oVl Lo,=, -
ASA#tshow crypto ipsec sa
i nterface: outside
,Crypto map tag: outside_nap, seq num 1
| ocal addr: 192.168.1.1

: (local ident (addr/mask/prot/port
(10.2.2.0/255.255.255.0/0/0)

: (remote ident (addr/mask/prot/port
(10.5.5.0/255.255.255.0/0/0)
current _peer: 172.17.1.1

pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9#

pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9#

pkts conpressed: 0, #pkts deconpressed: O0#

:pkts not conpressed: 9, #pkts conp fail ed#
pkts deconmp failed: O# ,0

:pre-frag successes: 0, #pre-frag failures#
fragments created: 0# ,0

,PMIUs sent: 0, #PMIUs rcvd: O#
decapsul ated frgs needi ng reassenbly: 0#

send errors: 0, #recv errors: O#

;local crypto endpt.: 192.168.1.1
remote crypto endpt.: 172.17.1.1

path mtu 1500, ipsec overhead 58, nedia ntu 1500
current outbound spi: 434C4AATF

;i nbound esp sas
(spi: OxB7Cl948E (3082917006
transform esp-3des esp-sha-hnmac none
{ ,in use settings ={L2L, Tunnel, PFS Group 2
slot: 0, conn_id: 12288, crypto-map: outside_map
(sa timng: remaining key lifetime (kB/sec): (4274999/3588
IV size: 8 bytes
replay detection support: Y
:out bound esp sas
(spi: Ox434CAATF (1129073279



transform esp-3des esp-sha-hnmac none

{ ,in use settings ={L2L, Tunnel, PFS Goup 2

slot: 0, conn_id: 12288, crypto-map: outside_map

(sa timng: remaining key lifetime (kB/sec): (4274999/ 3588
IV size: 8 bytes

replay detection support: Y
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