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ASA Slgx e cnoSill Jpoiis piy

ASA# sh run

(ASA Version 8.0(2

|

Specify the hostname for the Security Appliance. ---1!
host nane ASA enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
names ! !--- Configure the outside and inside
interfaces. interface Ethernet0/0 naneif inside
security-level 100 ip address 10.1.1.1 255.255.255.0 !
interface Ethernet0/1 naneif DMZ security-level 100 ip
address 172.16.1.2 255.255.255.0 ! interface Ethernet0/2
nanei f outside security-level 0 ip address 192.168.1.1
255.255.255.0 !/--- Output is suppressed. passwd
2KFnbNI dI . 2KYQU encrypt ed boot system di sk0:/asa802-
k8.bin ftp node passive access-list 101 extended permt
ip 10.1.1.0 255.255.255.0 192.168.5.0 255.255.255.0 /---
Radius Attribute Filter access-list new extended deny ip
any host 10.1.1.2
access-list new extended permit ip any any

pager lines 24

| oggi ng enabl e

| oggi ng asdm i nf or mati ona

nu inside 1500

ntu outside 1500
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nmu dnz 1500

ip local pool vpnclientl 192.168.5.1-192.168.5.10 mask
255.255.255.0

no fail over
icnp unreachable rate-limt 1 burst-size 1

Specify the location of the ASDM image for ASA to ---!
fetch the image for ASDM access. asdm i nmage diskO:/asdm
613. bin no asdm history enable arp tineout 14400 gl oba
(outside) 1 192.168.1.5 nat (inside) O access-list 101
nat (inside) 1 0.0.0.0 0.0.0.0 route outside 0.0.0.0
0.0.0.0 192.168.1.2 1 tinmeout xlate 3:00:00 timeout conn
1: 00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02
ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1:00: 00 ngep
0: 05: 00 ngcp-pat 0:05:00 tineout sip 0:30:00 sip_nedia
0:02: 00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout uauth 0:05: 00 absol ute dynani c-access-policy-
record Dflt AccessPolicy !--- Create the AAA server group
"vpn" and specify the protocol as RADIUS. !--- Specify
the CSACS server as a member of the "vpn" group and
provide the !--- location and key. aaa-server vpn
protocol radius
max-failed-attempts 5
aaa-server vpn (DMZ) host 172.16.1.1
retry-interval 1
timeout 30
key ciscol23
http server enable
http 0.0.0.0 0.0.0.0 inside
no snnp-server |ocation
no snnp-server contact
snnp-server enabl e traps snnp authentication |inkup
| i nkdown col dstart

PHASE 2 CONFIGURATION ---! !--- The encryption ---!
types for Phase 2 are defined here. !--- A Triple DES
encryption with !--- the sha hash algorithm is used.
crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-
sha-hmac

Defines a dynamic crypto map with !--- the ---!

specified encryption settings. crypto dynamic-map
outside_dyn _map 1 set transform-set ESP-3DES-SHA

Binds the dynamic map to the IPsec/ISAKMP process. —---!
crypto map outside_map 1 ipsec-isakmp dynamic
outside_dyn_map

Specifies the interface to be used with !--- the ---!
settings defined in this configuration. crypto map
outside_map interface outside

PHASE 1 CONFIGURATION ---! !--- This configuration ---!
uses ISAKMP policy 2. !--- The configuration commands
here define the Phase !--- 1 policy parameters that are

used. crypto isakmp enable outside

crypto isakmp policy 2
authentication pre-share
encryption 3des

hash sha

group 2




lifetime 86400
no crypto isaknp nat-traversa

telnet tineout 5
ssh timeout 5
consol e timeout 0O
t hreat - detecti on basi c-t hreat
threat-detection statistics access-1ist
1
cl ass-map i nspection_defaul t
mat ch default-inspection-traffic
1
!
policy-map type inspect dns preset_dns_map
paraneters
nmessage- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect netbi os
i nspect rsh
i nspect rtsp
i nspect ski nny
i nspect esntp
i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdntp
1
service-policy global _policy globa
1
group-policy DfltG pPolicy attributes
vpn-tunnel - protocol | PSec webvpn
group-policy G oupPolicyl interna
Assoclate the vpnclient pool to the tunnel group ---!
using the address pool. !--- Associate the AAA server
group (VPN) with the tunnel group. tunnel-group
Tunnel Groupl type renote-access tunnel-group
TunnelGroupl general-attributes
address-pool vpnclient
authentication-server-group vpn

Enter the pre-shared-key to configure the ---!
authentication method. tunnel -group Tunnel G oupl ipsec-
attributes pre-shared-key * pronpt hostnane context
Crypt ochecksum e0725ca9ccc28af 488ded9ee36b7822d : end
#ASA

Cisco ;40 VPN aSub  Liac oS5

el ASA 655 (o (gaxill Cisco VPN Juae go Cisco ASA o JlasVl J9b>

.9y VPN<yg,j Cisco Systems VPN<awol j<dylyy o i3 .1
VPN Jlas! eliwl" oYl Jyiad 3 e il 2



# status: Disconnected | ¥PN Client - Yersion 5.0.03.0530

i_onneckion Entries  Skatus  Certificates Log Options  Help

Connect M Import kA odify Celete

Connection Entriez | Certificates ! Log ;

Connection Entry 7 Host

SVALS
O ASA Ul o 23 wlgigll alss .oy go "JlasVl JsI" puwl J3olaazdl dlas] Juoles Vol .3

- Lo i glias) H9,0ll dalSy (VPN (TunnelGroup1 g2 dcgazo puwl J.>'>i P25 . 9930 anaoll

aslhalb ASA 205G o5 LS (Cisco123

# YPN Client | Create Mew YPN Connection Entry |

Connection Entpy: 1454

dliatlie
CiSCO

D ezcrption: |vprtunnel

Haost 1192.168.1.1

Authentication iTranspnrt Backup Servers i Dial-Up i

£ Group Authentication £ Mutual Group Authentication

M ame: TunnelGroupl

B

Faszwoaord:

xxxxxxx)1

Confirm Fazzward:

" Certificate Authentication

Namai
[ SendCa Certficate Chain

Eraze Uzer Password 1 Cancel

ba

iSais Juoe) a1 U0V o JLas¥l §98 Ll o5 caolaiaw] 25 s3I JLasVl G99 il .4
VPN



# ztatus: Connected | VPN Client - Yersion 5.0.03.0530
Connection Entries  Status  Certificates Log Options  Help

W&ﬂ =) @ 2 alal,

Connect e It oty Delete CISCO
Cormeacton Enfies E Caatéicates | Log i
Connechon Evtry Hest Trarepon

152.168.1.1 IPSec/UDP

e e e e I:edTnmElﬂl:la',r{sLEﬂDl]E T '

xauth J ASA 9 aiueSi pi oS password1 : 59,0l aalSy cisco: pwl ,p.wl J>>I lio Lllay lo,us: 5

# ¥PN Client | User Authentication for "ASA™

The zerver has requested the Following information bo complete the user
authentication.

e
CiSCo

xxxxxxx1

Password:

Lk Cancel l

Ay

&390l 9 ASA 2o VPN aSuis Juae Juogi pis .6

# status: Connected | ¥PN Client - Version 5.0.03.0530

Connection Ertries  Status  Certificstes Log Oplions  Help

.E;-ﬁ ﬁ ﬁ }_-j lllllllh

Deconnect Import Modiy Delets CISCO
Conrechon Enbies |Emtili:>duﬂ il_::lg |

Correcton Enty ' Host Transpoit

192168.1.1 IPSec/UDP

- Conrected Time: 0 day(s), 00:01.18 %]

T e B e R e e R




Juolas o saxill A dnild o Slsbas] il 2l JLasl Guwls 3,200 .7
gail

# status: Connecied | VPN Client - Version 5.0.03.0530
| status [Certficates Log Options Help

& ﬂ f | 4 el I Il E I
Motificabions...  Chrl4i
Disconnect M S r Delete CISCO

Reset Sbats

w o=

connection Ertried

Stabestics, .. (= 5| W gt

Correchion Enligs

Connecton Entry | Hoszt Tranzport
ASA 19216811 IPSec/UDP

Connected ko *ASA", Connectad Time: O davis), 00:00,16 L

$3,8)| paziuall Jyal) ablal (ACL) Jewoll 9 aS>ll dasla) ACS (sSs

aosl9 s o o Loy, ale 19SS Cisco Secure ACS e Jojill dblall Jouogll pilgd 1955 eliSay
«S2,9 pmgl icgozo _J| Joooll

P25 Juuyy 1@83Laall, paimall oy Losic .anca) RADIUS pals (e85 oz ssSanlinal] Jguogll pilgd iy

9l dio a0x3 I Joosll zlawdl piy .oVl 5le> I Jusill dLl Jowy dasls awl ol Jsos dsslds RADIUS
a830a0)l Jac dwl> 4>Mo clgsl sic Joogll dasls ol jle> Wiz, .Jewsll dails dawls, aind,

il Js.o9 daild RADIUS p3l3 Juw 9 <2lxis IPSec VPN J "6iSco" oo @slas ais (Jliall 1id
SV Joogll guo a9 9 1058 10.1.1.2 o315 I Jouosll "Gisco” paimall oS LYl slg> I Jusil
Liall sl (ACL) Jawooll 8 oSl daild puud g1, (ACL) Jsosll L9 aSxill &asld oo  gaill
.acqaxall/ paZiuoll

.acs ¢,ol; cisco % RADIUS S steps in order to 13® ¢l

Jsb RADIUS JI (6 ASA JI J 30 i, ol J3a0 viniay dslaalog olull e JiSis aSpi il .1
oacls
FANLEYS

Ciseo Srivems Network Configuration

User 5
Ea Sefup

Grnup I
@a gl 5 !G.Q AAA Clients ﬂ

"ﬁ'ﬂ |th¥;fr.[m:h | AAA Client Hostname | AAA Client IP Address | Authenticate Using

et work il
Configuration f§i:

=R System [ ' Add Entry I Search
Configuration

Mone Defined

—




Sl il sl pliaall Jax) "Cisco123" Js5l9 «Juwosll IP Glgic Ja> 9 172.16.1.2 351 .2
Tl Lle Sail  Jouwiadl g0l plastiwl d@Sskaall 5 (+RADIUS (Cisco VPN 3000/ASA/PIX 7.x

Elmm sutiws  Network Configuration

E& Eetup
Braup —
E@ S Add AAA Client
& |5haredPrn:|me il
Components i
E EEEEIE LT ] Aas Client Hostname |n::|5n:n:|asa
i Emtwdrk
Configuration |i 172.16.1.2 _.ﬂ
s il Jass Client IP Address
Sysiem .
L‘mﬁ-;urahun i ﬂ
Interf Shared Sacret ciscol23
| ] | | |
- % Administ ration -
Carikrol 1 | RADIUS Key Wrap
Ekternal Lzer key Encryption Ke
ﬂ'ﬁd Databsses = !.f VE .y i
------------------- ; Message Authenticator Code i
B35 vidston | Hf | <Y
e L Key Input Format ASCII ™ Hexadecimal
ﬁt Frofilas i R E
ﬁ | E:fﬂ'i:,: i :.&uthenticate Usin
o i : - : ; .
|r@| Dgc:';:enmmn o | T Single Connect TACACS+ AaA Client (Record stop in accounting on failure)

13D 8.,/ tuiny dalnilby «ollags 6128 ¢ol, cisco JI (9 Jbw Josiwall L9 username JI o3> .3

username Jl .Jlo
.cisco



Ciseo SrsTems User Setup

B Select
@ Uzser I
Setup

Groaup
Setup

User: |cisco
% |Shar’edF'r'-:nf1Ie : Find i Add/Edit
Components
a Metwark
Configuration |- . .. .
— .; 4 List users beginning with letter/number:
= |5g5tem_ ABCDEFGHIJELH
=55 | configuration NOPQERESTUVUZEYZ
— = s P ey e
Interface B i RS TR e e R Ee
i ‘| Configuration |5
= List all users i
Adrninistration j -
Contraol :
P T e e e : Remove Dynamic Users i
gtj Databazes
| leonoll Posture I

B9 il clgnVl xie Adals Lyl aalSIl . Jlo 13® L8 "cisco” J 9 all dals J5s1 o JWI WYl b 4
Jlw)l



Ciseo Svstems User Setup

User: cisco

ET

Eh
E Setup

Group
Tﬁﬂ Setup

e i~ Account Disabled

% Shared Profile Supplementary User Info ? |

Components

iq. et work
Configuration

b System
= Configuration

== Interface
Configuration

; ﬁdminiﬁt'rat_i'n:-n
# | Contraol

ﬁé External lzer
= [ratabazes

Fuozture
aoono) Yy alidation

Real Mame

Description

User Setup E

Password Authentication:
ACS Internal Database _:_j

CiscoSecure PAP (Also used for CHAP/MS-
CHaP/ARAP, If the Separate field 1= not

” rlopEeErE T,

Password |eesssssssssses

Hetwork ocessf:
i = Frofiles i

Reportsand
Btinity

Confirm
Passwaord

E Online

Cocurnentation

oaall b diSoy ACS Lo 2 il dsadiall o)l Shsaxi) doadioll oL dxaw pasius b .
il Lgoaziws ¥ il doasioll o)Ll elasl cuod 3] ACS 9 dg=l9 oo 31 gblio 9 el il
bl dxano sl deasioll oLl G99 Hail o5 ag2loll 9SS 998

aodioll



Gisco SvsTems

Interface Configuration

Advanced Options E

Mote: Only the selected options will appear in the user

= | Eroup :
E_E!?E Setup interface.

% Shared Profile Per-user TACACS+/RADIUS Attributes

Components

Metwork
Configuration
= | System
| = Configuration

= Interface
: Configuration

User-Level Shared Metwork Access Restrictions

User-Level Metwaork Access Restrictions

User-Level Downloadable M:LS]

Default Time-of-Day / Day-of-Week Specificatian

Group-Lewvel Shared Metwork Access Restrictions

Group-Level Metwaork Access Restrictions

- Group-Level Downloadable M:Ls]

] o lm e e B

Group-Level Password Aging

1 0

(ACL) Jgogll (9 oSl pilg99 paiauall sgise e Jyjill dylall ACL wpilgs, Joll @il 52>
pxiwall Sgims e Jjill dhlall (ACL) Jowooll (9 pSill pilgd.dcgarall Sgimo e Jyjull dlilall
S pSill @ilgd) Jojull dllall (ACL) Jswogll (9 aSxill pilgd aund HLI 13D 2 LYl xie -
degarall Sgimn e Jysull dilall (ACL) Jowogll (5 oSl pslg9. pasiumall slac] dxés (9 (Jguo9ll
shael éxao (S Josill dblall (ACL) Jguogll (S oSl @ilsd pund 5L 3D iy LSV e -
.acgo>xoll

IP Jl Joogll (9 oSl pilgd e sy & jiinall waypeill alo OligSo e sl Jaull oy i (9 .6
cilo ligSo dxiuo (b Juiil ALl IP _JI Jguosll 5 aSill ailed gl p) 131 dla>Mo. Jy sial) al, el
91 pasiuall S Lle ojiall dblall (ACL) Jguwooll 6 aSoxidl pilgd cpiSns uond o yiiiual| Cian sl
Sl dxio 5 LadVS 5] dcgamall ot e il dllall (ACL) Jswosll b aSoll pilsd s
9SS pauid (0 dorsioll

Cisco SvsTems Shared Profile Components

B Select
ESFF
stup
annluadahle IP ACLs |
Group

Setup Metwork Access Filtering
Shared Profile RADIUS Authorization Components
Components

Shell Command Authorization Sets

Metwork
& SnEiaH At PIX/ASa Command Authorization Sets

BB micdao. I dPl—g-”
Ll 1P I Jswogll 5 aSxill wilgd dxan gl (Add) d8lo| (G il .7

£ =) |




(Shared Profile Components]

e N ]

Add Cancel

Joill

ol Soixy Ul Soy tdla>Ne.62,021 IP | (ACL) Jguogll (8 aSxxill daild puwl wiST (puwVl g0 9 .8
oo sl 9l Cllus e awdl sgizy Vi oy 18,5 27 JI Jay b e IP I Jouwog)l L8 pSill dasld
91 () aals dilo o 9l (/) Wilo o 91 ([) sl b 91 (1) sl Jusd 9l () ol 18,51 03
Loy ST «aogll gis0 9.(-) Ao 51 (<) iaw @915 Uued 91 (3) sal Lued 91 (") Lasais wlode
1000 _JI Guog)l Juay ol oSoy 620201 IP I (ACL) Jguog)l 9 pSxill daslal



Shared Profile Components

Edit
Downloadable IP ACLs
Mame: WPMN_ACCcess
(L Cigco VPN Client RAccess j_!
Description: j;j
ACL Contents MNetwork Access Filtering
: Mo ACLs
' ﬁdd’ Upl Down
‘? Back to Help
Submit Cancel
asloy 9 ,>
899 il a3l IP _JI (ACL) Jswogll L9 pSxill daild _JI (ACL) Jswogll L9 pSxill daild sgizo
.aSlo|

ol Soixy Ol Soy 1da>No. 3,23l (ACL) Jauogll pSxill dosld sgio punl i1 puwVl gis0 L9 .

9l oBlws e puwVl soizy Vi ooy 18,5 27 JI Juay b le (ACL) Jowog)l 8 oSl dosld sgizo
() dsals dilo ddo v 91 (/) dbilo ot 91 ([) saul 93 91 (1) sl s 51 (-) dboly 18,51 03D (o s
a0l wlay i giyo (9.(-) o 9l (<) Liew 4915 wsd 9l () sl Gugd 9l () Lavais wloMe

JBl aie talasNo. 3,03l (ACL) Jgwogll (8 aSill daild wayyei ST (ACL) Jouogll 8 pSill

9l bVl aolSUl oY) pasius ¥ ACS (y9 dg>l9 8 (ACL) Jswogll (8 oSl aasld o lay sz
Jowogll (8 pSill daasld sgizo s, 29,1 91 plowdl dpwlwIl daalsIl Tl wlls o Yau9 ¢ ounl

S99 L&l (ACL)



(Shared Profile Componentis )
Edit

Downloadable IP ACL Content

MName: (ivF‘N_CIient ]

' permit ip any host 10.1,1.2 :_j
i|deny ip any any

@ Back to Help |
2

=

l Submit Cancel

: Jlwl
(ACL) Jswogll L3 oSl dnsld (sgizo zo Jill ablall IP I Jguosll & pSaill ailod dxiuo glas .10
insl8 sgia; NAF o)) (ACL) Jguosll L oSl dnsld olgizw 3908 8 awl z)2all 1)l
Sl dosli) 1ol sgimall uow 1 aSeidl I Jowos)l dxius g3 o0 NAF LT gl o aSaill
1oy ACS 06 NAF wusiy pis o) 131 .(AAA eVt guo) NAF 095 « iolyidl JSuius .Jsosll 3
shaeVl o9 (Sl 85621 grozs (ACL) Jswosll L8 aSoull dosld sgies
ol isYl



Shared Profile Components

Downloadable IP ACLs

Mame: WRM_ACCess

Cisco WPH Client Access

R

Description:

........ I
ACL Contents Metwork Access Filtering
Ll | ...................................................... I- .......................................................................................................... I
& |vpn Client [(all-aaa-Clients) =]
r . . e
Add| Up! Down

@ Back to Help |

&
F = -

l Submit Cancel

9 pSill daild iy Lo LSV 5 999 sl (ACL) Jswosll (9 oSl desld wlgixe iy
Jsog)l 9 pSxill a8 lnax].anslall L8 asog ésleY Jawl of Jlel 865 ,al o5 ((ACL) Jguos)!
29 -p® (ACL) Jguogll (9 oSl dasld wligizo vy tdla>Ne.Jlw)| 999 Lasl (AP JI (ACL)

Lle seixy sl asd JoVI (ACL) Jewogll 8 pSxill anild oy e Jyjiy ACS poiy «Jawdl JI LVl
Sy . anlaziw] o5 151 AAA eMoc grox) LiolyidVl slacYl Gaini s3l9  gubaill Ji18 NAF slacl
(eiol) siST Jle o il daslall (o (ACL) Jguogll (9 pSoxill dnsld ligizo dasld Jaius « o390
a0ild ACS 3, 1:dla>No. (AAA cMoc gio>) dole NAF JisT e e il asslall I Iyass NAF
lS 5] (Jball Juw Sl eall Jle dwaill s> S5 (ily bxaxll IP I (ACL) Jswosll (9 aSill
lelbuw,y| pid L8055 lpld PIX dla> o> go plasiw dwass IP I (ACL) Jguwogll 8 pSxill daild
aLl 1P JI (ACL) Jswosll 8 paSxxill dasld apn) sl pasisall @85kao J9lxy PIX 4la> Sl sl I
4y Lo dcgazall 91 pastiuall oy dale I lgines @i il Jy il

Joog)l (5 pSxill pilgd pud e . pasiuuall dxkuo iy pd9 pasiuwall slael ixaw | Jasl

aos8 i3l IP J] (ACL) Jowogll 9 pSill ansld e HLisVl &5 §g8 Ll « Jyjull alylall (ACL)
Sl paziuwall Glus Sl GieSs o lga¥l Al L8 anslall o IP I (ACL) Jawgll (8 pSs
Jeawd) Jlwl (G99
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User Setup

Account Disable E

% Mever

" Disable account if:

[ Date exceeds:

|apr ={|15 |2009
™ Failed attempts exceed:

—

Falled attempts since last successful
login: 0O

™ Reset current failed attempts count
on submit

Downloadable ACLs

M assign IP ACL: | VPN_Access

bl

acqazall ), ull ablall (ACL) Jouwgll 9 aSxill dnsla) ACS 0S5

3,8l pasiwall il ablall (ACL) Jowoll , 8 aSxill dails) ACS 0S5 0 9 JI 1 o0 wlglazdl JaST
.09l Cisco ACS 3 acgazall Jyjill ala)l (ACL) Jswos)l 8 pSxill daasld (,08i wlglasill 03 gsilg

acgoxo olwlbuw gubai piy VPN clegaxo JI "IPSec "cisco J VPN aSuiv paisue iy (Jliall 13D 9
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Cisco Sysrems Gr{}up SE'{U[J

Group ;{1 Graoup 1 ~
Edit Settings |

% | Shared Profile
Cornpanents

MNetwoaork W
Configuration
T Systern
L Configuration

Fename Group

aalaslbg VPN _JI 1 dcgoe cuise .2

Jw
Cisco Svsrems

Group Setup

User
a@h“”" [Renaming Group: Group 1 ]
B | S

% Shared Flr-l:lfile E e e e e e e e 8 e 8 e B e
Components GI'IIILJ[:I i.v.pml

Met wark :
Q| Configuration Submit _ Cancel 1

SR il g8 dcgaze i3l dacgazall dnild o .3
(Group Setup]

Lroup [ 1: ¥PM (1 user) _:j I

lUsers in Group jEdit SEttir‘IQSU
Fename Group

iy

ohblaell
o pSl Aasld e Sl &5 89 Ll Jyill dlall (ACL) Jgwogll (9 pSxill pilgd pud e .4
oo IP I (ACL) Jswogll [$ pSs dasld i3l IP | (ACL) Jguogl!



Group Setup

Jump To

| Sessions availlable to users of this group
No Unlimited

o 1

& Mo IP address assignment
&  Ascigned by dialup client
& Assigned from Aas Client pool

Downloadable ACLs

............

3:"" Assign IP ACL: ;"-.-"F'N_.-'l'-.I:I:ESS

...................................... .wwl

Jlu,y] B9 Ll oill lghol cand Ll dcgamall clslac] Jaax) 5
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Cisco Svstems (US&F SEtUP]
Ll |

: checked.}
@ o Password |eessssssssssss
|Setup
Canfirm
YY1l I

Sroup Password
Setup

7 Separate (CHAP/MS-CHAP/ARAR)

% Shared Profile

Cormponents Fassword S ERRERBEDE
Metwork Confirm (T T IT T ITIIIT]
Configuration Fassword
T system When a token server s used for authentication,
%‘ Configuration supplying a separate CHAP password for a token
e : card user allows CHAP authentication. This is
| oo tion especially useful when token caching is enabled.

ddrninistration

434 | Control [ Group to which the user is assigned; ]
| Escternal L) :

gl

13® _le VPN acgaal lsSs a3 Ll Jusiall dblall (ACL) Jswosll 5 oSl dasld gulas oVl o

ladaio G955 b >« aall i ,_,9 .5)>| olel > ey .p.9 ‘Ls_).>'=§l| acgoxoll ohlac| yaxi asslin) .7

02w gl IETF RADIUS wlblacl peSs

29 . paziuall @3Las aic RADIUS 315 o ol jle> e Jeall, lglisl cuad Jow daila) puwl il
‘b LS (11 a8, dawll) IETF RADIUS filter-id damdl ¢

filter-id=acl_name

Jsosll 3 oSl dald pusl i RADIUS o315 poisg izbis "VPN"CISCO dSgammo pasius idslas pi
6562V guo> | Jouogll "Cisco" pasiwall Say . oYl jle> e Jeall lelish cnd Jgwo9 daila) (1a>)
pid 2=, (ACL) Jswosll 6 a8l daild oo gazill 10.1.1.2 asls cliswl ASA aSuiv 31> 639l
il Oy00 JI Jowooll 9 paSxill dnild

ASA 6 danaill 63333 blasoll (ACL) Jguos)l LS aSxill dasld 955 a5 Jlial) Lasy

access-list new extended deny ip any host 10.1.1.2
access-list new extended permit ip any any

gy a0 28 Lauxo 9SS baic 1049 claleoall 01D Llas

aSuid] 01055 8 RADIUS V95659 5 2>l plaziwy AAA Jac -
ol dg>loy dg>loll (i9Ss puud 8 (RADIUS (IETF dxaw (8 dcgazall Sgiws e RADIUS &low -
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.acgoxall slag] yaxi axawo i pw.degazxall slac| 99 ol (Jsidl lay i (9 .1

o6 Ll pi dcgaze i3l cdcgazoll daild (o .2
(Group Setup|

Group [ 1 WPN (1 user) ;j

lUsers in Group IIEdit SEttir‘IQSU
Fename Group

Iy obleyl
acgazall oblae] dxaw el 8 dcgomoll pwl g

acgozoll Jyi935 le Ly JETF RADIUS douw JSJ IEFT o daol)l RADIUS Glow Jl aidl p8 .3
Joog)l (5 pSxill dosld puwl @8lol, pd as (Filter-1d [011] douy ol LYl &l sa> a4l
SUIASA Lo,e Jl ezl . Jaxdl (9 doudl Lol Jig3ill 9 (a4a>) ASA 8 (0 5axall (ACL)
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(Group Setup |

IETF RADIUS Attributes
™ [006] Service-Type
iﬂuthenticate only ]
™ [007] Framed-Protocaol
;.ﬁ.SCEHd MPP bl
I~ [009] Framed-IP-Netmask
{0.0.0.0
™ [010] Framed-Routing
- Ll i
W [D11] Filter-Id
new __f;_j
MF 012] Framed-MTLU {64, 65535
[012] ( ) oSl

o) s Vo, dukaig Jluyl 88 Ll 6,ublo Liulasg (g2l cad il dcgomall whblac] lnax) 4
< plaill 0S5 i3] bl Lsid Iagiwe 0eSs loaic .Jluy] 38 Lail 8>V Leaulaig licgazo wlslac]
el ole] i3l a5 .doasdl (9 pSll

- " . - __!I
2o JSuin ousSil Jac S puddl 13D paziwl

w22 (OIT) L3Vl a2 i 8151 pazkiawl .ShOW Lolol Lass (laad ulxualleVasl)) 2131 a2 is 6131 ac
. show oVl 2,50 Jul>s

il olol lglo]

s 8 (SAs) il IKE glol wblLidl gao> Lo ,2; —show crypto isakmp sa -
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ci scoasa# sh crypto isakmp sa

Active SAI 1
Rekey SA: 0 (A tunnel will report 1 Active
(and 1 Rekey SA during rekey

Total IKE SA: 1

| KE Peer: 192.168.10.2 1

Type 1ouser Rol e : responder
Rekey > no State : AM_ACTI VE
#ci scoasa

.=l SAs 9 o doxziwadl ollaeyl Lo ,2,—show crypto ipSec -
ci scoasa# sh crypto ipsec sa
interface: outside
,Crypto map tag: outside_dyn_nap, seq num 1
| ocal addr: 192.168.1.1

:(local ident (addr/mask/prot/port
(0.0.0.0/0.0.0.0/0/0)
:(renote ident (addr/mask/prot/port
(192. 168. 5. 1/ 255. 255. 255. 255/ 0/ 0)
current_peer: 192.168.10.2, usernane: cisco
dynamic all ocated peer ip: 192.168.5.1

: pkts encaps: 65, #pkts encrypt#
pkts digest: 65# ,65
: pkts decaps: 65, #pkts decrypt#
pkts verify: 65# ,65
pkts conpressed: 0, #pkts deconpressed: 0#
:pkts not conpressed: 4, #pkts conp fail ed#
pkts deconp failed: O# ,0
:pre-frag successes: 0, #pre-frag failures#
fragnents created: 0# ,0
,PMIUs sent: 0, #PMIUs rcvd: O#
decapsul ated frgs needi ng reassenbly: O#
send errors: 0, #recv errors: O#

,local crypto endpt.: 192.168.1.1
renote crypto endpt.: 192.168.10.2

,path ntu 1500, ipsec overhead 58
nedia ntu 1500
current outbound spi: EEFOEC32

;inbound esp sas
(spi: OxA6F92298 (2801345176
transform esp-3des esp-sha-hmac none
{ ,in use settings ={RA, Tunne
:slot: 0, conn_id: 86016, crypto-nmap
out si de_dyn_nap
:(satimng: remaining key lifetine (sec
28647
IV size: 8 bytes
repl ay detection support: Y
:outbound esp sas
(spi: OXEEFOEC32 (4008766514
transform esp-3des esp-sha-hmac none
{ ,in use settings ={RA, Tunne
:slot: 0, conn_id: 86016, crypto-map
out si de_dyn_nap
sa timng: remaining key lifetime (sec): 28647
IV size: 8 bytes
repl ay detection support: Y



icgosalll pasimall s siil) dblal (ACL) Jguooll S oSl dasld

Joogll (5 pSxill piled Jisi iy .Cisco pasimall Jyjill dbla)l (ACL) Jouogll (5 pSxill dosld oo  gix
.CSACS ., (ACL)

ci scoasa(config)# sh access-list
,access-list cached ACL log flows: total O
(denied 0 (deny-fl ow max 4096
alert-interval 300
access-list 101; 1 elenents
access-list 101 line 1 extended permt ip 10.1.1.0 255.255.255.0
hitcnt=0) 0x8719a411) 255.255.255.0 192.168.5.0

(access-1list #ACSACL#-IP-VPN_Access-49bf68ad; 2 elements (dynamic

access-list #ACSACL#-IP-VPN_Access-49bf68ad line 1 extended permit
ip any host 10.1.1.2 (hitcnt=2) 0x334915fe

access-list #ACSACL#-IP-VPN_Access-49bf68ad line 2 extended deny
ip any any (hitcnt=40) 0x7c718bdl

awinail Jole (8,00 (ACL) \Jawooll 9 pSll dnsld

o5 aSzull dnila) ladg dcgazall (orsiwe dyas a9 VPN - dcgaxall le Filter-ID [011] gubs a
ASA _5 d8,20ll (61,331) (ACL) Jswosll

ci scoasa# sh access-|i st
,access-list cached ACL log flows: total O
(denied 0 (deny-fl ow max 4096
alert-interval 300
access-list 101; 1 elenents
access-list 101 line 1 extended pernit ip 10.1.1.0
255, 255. 255. 0 192. 168. 5. 0 255. 255. 255.0
hi tcnt =0) 0x8719a411)
access-list new 2 elenents
access-list new line 1 extended deny ip
any host 10.1.1.2 (hitcnt=4) 0xb247fec8
access-list new line 2 extended permit ip any any
hitcnt=39) 0x40e5d57c)

Le>MNolg clasVI OLiSiwl

ezl aoas 2l3] Gose i oMoty (oSl elias] BLisSiwy Lgolatiwl cliSey loglas auill 138 5,
Lyl digell
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Remote Access g L2L J (VPN) i ,0Ua)l dnlsl éuill elias] blisiwl Jol> I

daio¥l o LLOYI 2uumo

obiliol 83 gogll (9 Lus eh>] asy 63920all GVl SLLI puus (o 35T g>Nolg ellasVI Blissiwl xie
Wl oloVl pasiwl PIX J

Sl awwlwIl dalSl jueis . daisll IPSec Jilw, WBix, —crypto] ipSec sa] auuo -
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S| dswlwIl dalSI e . daiil IKE oS Six, —crypto] isakmp sa] aawe -

Le>Noolg clasVI BLiiwl ol

w22 (OIT) L3Vl a2 i 8151 pazkiawl .ShOW Lolol Lass (laad ulxualleVasl)) 2131 a2 is 6131 ac
. Show oVl 2,50 Jul>s

.debug olol plaziw| Jd zuaill 4olol Jo> dago ologles JI &)l :da>Ve

2 d>all IPSec wlogleo (o ,2—debug crypto ipSec 7 -
1 >l ISAKMP o loglas o ,2,—debug crypto isakmp 7 -
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