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(Configuration > Device Setup > Routing > RIP > Interface

Configure Routing Information Protocod (RIP) parameters For specific interfaces, IF send and receive versions
are not configured For an interface then the interface will show the globally configured version.

| Interface | Send Yersion [ Receive Yersion | Auth Type Authke | Ede) |

inside 2 (Global setting) 2 (Elobal setting)
dmz 2 (Global setting) 2 (GElobal setting) Eexk
outside 2 (Global setting) 2 {Global setting) kext

9,209 2litall doud Jzol 5 @9>kaall ko ¢uSws LYl &l 12




A= Edit RIP Interface Entry

Interface: inside

-Send Yersion

[T Cwerride global send version

" Yersion 1 " Yersion 2 " Wersion 1 & 2

~Receive ¥Yersion

[~ Cwerride global receive version

£ Yersion 1 £ Yersion 2 { Yersion 1 &2
—Authentication
¥ Enable authentication key )
Key: Ike‘a“llﬂ
key ID: 1 )

Authentication Mode: {+ MDS " Clear bext

229 OK bl ok I Cancel | Help 2kasll
ooy >

CiSCO 0 ASA CLI 655

Cisco 0 ASA

ci scoasaf##show running-config
Saved :

(ASA Version 8.0(2

!

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

nanes
|

Inside interface configuration interface ---!

Et hernet0/1 naneif inside security-level 100 ip address
10.1.1.1 255.255.255.0 !--- RIP authentication is
configured on the inside interface. rip authentication




mode md5
rip authentication key

Output Suppressed !--- Outside interface ---!
configuration interface Ethernet0/2 naneif outside
security-level 0 ip address 192.168.1.2 255.255.255.0 /-
-- RIP Configuration router rip

network 10.0.0.0

version 2

This is the static default gateway configuration in ---!
!--- order to reach the Internet. route outside 0.0.0.0
0.0.0.0 192.168.1.1 1

(Cisco 10S (R2 a>ga) (CLI) ,0loVl Jlow dg=19 +peSs

Cisco ;0 (I0S (R2 a>gall

interface EthernetO

ip address 10.1.1.2 255.255.255.0
ip rip authentication mode md5

ip rip authentication key-chain 1

|
router rip

version 2

network 10.0.0.0
network 172.16.0.0
no auto-summary

(Cisco 10S (R1 a>ga) (CLI) 10loVI Jlow dg=l9 (2955

Cisco 0 (I0S (R1 a>gall

router rip
version 2
network 172.16.0.0
no auto-summary

(Cisco I0S (R3 a>g0J (CLI) ,ongH Jauw aﬂgihi*Jiﬂéé

Cisco (0 (I0S (R3 azgall

router rip
version 2
network 172.16.0.0
no auto-summary
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& Cisco ASDM 6.0 for ASA - 10.77.241.142 - O] x|
File Yiew Tools Wizards Windowok Adelp -
N1IT

@ Hnrne| D Mﬂurlnq| Q Save GReFrem | OBa:k i Cisco

g ® ¥ [Configuration > Device Setup > Routing > OSPF | |
| This section contains the Following tems:

- Setup
- Filkering

- Inkerface

- Redistribukion

® Static Neighbor = - Skatic Meighbor

- Summary Address

- Yirtual Link

LR

<admin> 15 B £ 5} 5/19/08 5:47:37 AM UTC

awlidl dnal L9 pioge od oS ddasll oMae < slag] wugill dole e OSPF a>gs didac iSoiy o
oD OSPF U ,20 dlac o655 (Jlall 13D 9
1




Device Setup o B = (MMM}NMME}M' = OSPF » Setup l
= Startup Wizard :' Enable st leask one OSPF Process Instance and define areas snd area network
— B8 Interfanes
Ei+3* Routing Area | Networks | Route Summarization |
%+ Static Routes
= ’ﬁ OSPF Mazimum of two OSPF processes can be configured on this device. To rem
[ the checkbaon,
Filkesing
o5 Trterface OSPF Process 1
Redistribution [+ Enable this OSPF Process
~*g2 Static Meighbor
—+ Summary Address OSPF Process 1D: |1| Advan
Wirtwal Link
.
st EIGRP X OSPF Process 2
&D Devke Setip [ Enable this OSPF Process
% Firewall OSPE Process [ | fdvane
ﬁ Remate Access VP

Aty | meset |

LK

OSPF a5 ddac laleo o053 dgasdl oMo < 5lag] cuysiill doMe 5 doadio ohls God Lail
Blusg bl olusig asgall B 20 Jio o)l aolidl oblae¥l s Sy LSV doriioll
elisY a1 ollaeYly cudoill &35 cap Y Luwoll

-ologleall



Frocess Advyanced Froperties

25PF Process: R.outer Iy | I192. 165.1, ll

Ignore LS8 MOSPF (suppress the sending of RFC1583 Compatible {calculate
[ swslog messages when rouker receives a LS4 [v summary route cosks per RFC
MOSPF packets) 15330

Adjacency Changes

Enable this For the firewall to send a svslog message Enable this fFor the firewall to send a syslog
when an OSPF neighbor goes upjdown, for each state change.
[+ Log Adjacency Changes | Log adjacency Change Details

Administrative Route Distances

Inter Area (distance For all Inkra Area (distance for all routes External (distance For all routes
routes From one area ko within an area) from other routing domains,
anaother area) learned by redistribukion)

110 110 110

Timers {in seconds)

SPF Delay Time (between when SPF Hald Time (between bwo LS4 Group Pacing (interval at which
OSPF receives a topology change consecutive SPE calculations) QSPF L34As are collecked inka a
and when it starts a SPF calculation) group and refreshed)

3 |1EI 240

Default Information Originate

Configure this ko generate default external route inko an ©SPF rouking domain,

[ Enable Defaulk Information Originate [

P P -] -

OSPF acgi 8 Jylis Ll clezlells olSuidl G i 48 bl Slolasdl Jlois] a.0K §93 Lsls
awlil dbs) 9 auiogo 6@ LS aSlio] (§g9 Ll .olSub/ddlnis < slag] (uguill dode e

.01
I\Cunﬁguratiun = Device Setup > Routing > O5PF = Setup_\) I
Enable ak least one OSPF Process Instance and define areas and area networks,
Process Instances |Area [ Networks | pouke Summarizatinn1
Configure the area properties and area networks for O5SPF Process
Metwarks guthentication Ciptions iCosk fdd

a1 aSuidl (@ lgidliol pgss il > oll daSuidl (Jliadl 132 (9 .divlid] 01D glns
a>gi ddac 9 J)liv V 1dlasNe. a3l ag2lgll e 1aad OSPF (el |las (24/192.168.1.0)



olSuidl oo gay SUIIP glgie ol wlg=lgJl Y1 OSPF
L0322l

g% Add OSPF Area

SPF Process:

[

[ Area ID: ]

—Area Type
f+ Mormal
™ stub

 MNSSA

[ | Surnmary. (allows sending LS&s into Ehe stub area)

[V Redistribute fimports routes bonormal and [NS58 areas)

[ | Summary. (allows sending L34 inta Ehe NSS4 area)

[ Default Infarmation Sriginate (genetate & Type ¥ default)

Mekric Yalue; |1 Mettic Type: |2 vI

—Area Networks

~Enter IP Address and Mask

IP address:

Metrask: #55,255.255.0 W

add ==

Delete

—Authentication
&+ MNone " Passwiord " MDS Defaulk Cosk: |1
| Cancel Help |

aslnsl.OK (§99 ,silg



Configuration > Device Setup > Routing > OSPF > Setup

Enable at least one $5PF Process Inskance and define areas and area networks,

Process Instances (Area | Mebwaorks | Route Summarizatinnl

Configure the area properkies and area networks for ©SPF Process

| OSPE Process | Area ID | Area Tvpe | Mekwarks

Morrnal 192,168,1.0 J 255,255, 255,

Edit

Delete

I OSPF wl)luw 24395 wacl in order to adlio]<gyjo5 85le|<RIP<aicxi<setup sbi< Suis o il .2
.RIP

Configuration > Device Setup > Routing > RIP > Redistribution)

Configure conditions For redistributing RIP routes.

Protocol Metric Match ] Route Map




g% Add Redistribution

~Protocol

{" Skakic {7 Connected (F SPF  QSPF IO |1|j
{" EIGRP EIGRF ID:

—Mekric

v Configure Metric Tvpe

{% Transparent ™ value I

~Optional

Fouke Map: I

~Match
[~ Inkernal [T External 1 [~ External 2

[T MSS&Externall [ MSSA External 2

I Cancel Help by U5 12,9 OK cuinils .3

9150 JsSits CLI

RIP AS _J] OSPF g ;g5 65lcY ASA o0 JiSuis CLI

router rip

network 10.0.0.0

redistribute ospf 1 metric transparent
version 2

1

router ospf 1

router-id 192.168.1.1

network 192.168.1.0 255.255.255.0 area 0
area 0

| og- adj - changes

RIP AS _JI OSPF & lylus g1jg5 65lcl a2y ,9lxall (Cisco 10S (R2 azgal asill J9a> dd, lia,

R2#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |A - COSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S, su- ISISsumary, L1 - IS-ISlevel-1, L2 - IS 1S level-2
ia- IS ISinter area, * - candidate default, U - per-user static route



0 - ODR, P - periodic downl oaded static route
Gateway of last resort is not set

is subnetted, 4 subnets 172.16.0.0/24

R 172.16.10.0 [120/1] via 172.16.1.2, 00:00:25, Ethernetl
R 172.16.5.0 [120/1] via 172.16.2.2, 00:00:20, Seriall
C 172.16.1.0 is directly connected, Ethernetl
C 172.16.2.0 is directly connected, Seriall
is variably subnetted, 2 subnets, 2 masks 10.0.0.0/8
C 10.1.1.0/24 is directly connected, EthernetO
R 10.77.241.128/26 [120/1] via 10.1.1.1, 00:00:06, EthernetO

R 192.168.1.0/24 [120/1] via 10.1.1.1, 00:00:05, Ethernet0
is subnetted, 1 subnets 192.168.2.0/32

R 192.168.2.1 [120/12] via 10.1.1.1, 00:00:05, EthernetO
is subnetted, 1 subnets 192.168.3.0/32
R 192.168.3.1 [120/12] via 10.1.1.1, 00:00:05, EthernetO

Redistributed route advertised by Cisco ASA ---!

LS cxi8> steps in order to 1i® caasl

awlidl dha) U5 .olluall < aedl < adlLall | JEsYl cwd 13] azedl J9a> oo il S, .1
24/172.16.10.0 5 24/172.16.5.0 9 24/172.16.2.0 § 24/172.16.1.0 &S ol 55 ol AiSay (031D
plaziwly (R2 (10.1.1.2 JYS oo lede el aiy
RIP

{Monitoring > Routing > Routes’

rRoutes

Each row represents one route, AD is the adminiskrative distance.

Protocol Destination IF Metmask, Int

RIP 172,16,5.0 255.255.255.0 10.1.1.2 inside
RIP - 172,16,1.0 255.255.255.0 10.1.1.2 inside
RIP - 172,16,2.0 255.255.255.0 10.1.1.2 inside
CONMNECTED - 10.1.1.0 255.255.255,0 - inside
CONMECTED - 10,77.241,128 255.255.255,192 - driiz
STATIC - 10.,77.0.0 255.255.0.0 10,77.241.129 driiz
CONMECTED = 192,1658.1.0 2595.255.255.0 - oukside
CSPF - 192.163.2.1 290.2595.255.255  192,166.1.1 oukside
O SPF = 192.168.3.1 255.255.255.255 | 192,168.1.1 oukside

2l awss JI alas inorder to el gub Lol clasiwl giaiwy col (CLIJI g0 .2

Ci scoasa#show route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1SI1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route

Gateway of last resort is not set

R 172.16.10.0 255.255.255.0 [120/2] wvia 10.1.1.2, 0:00:10, inside



R 172.16.5.0 255.255.255.0 [120/2] wvia 10.1.1.2, 0:00:10, inside

R 172.16.1.0 255.255.255.0 [120/1] wvia 10.1.1.2, 0:00:10, inside

R 172.16.2.0 255.255.255.0 [120/1] wvia 10.1.1.2, 0:00:10, inside

C 10.1.1.0 255.255.255.0 is directly connected, inside

C 10. 77.241. 128 255.255.255.192 is directly connected, dne

S 10.77.0.0 255.255.0.0 [1/0] via 10.77.241.129, dne

C 192.168.1.0 255.255.255.0 is directly connected, outside

(0] 192.168. 2.1 255. 255.255. 255 [110/11] via 192.168.1.1, 0:34:46, outside
(0] 192.168. 3.1 255. 255.255. 255 [110/11] via 192.168.1.1, 0:34:46, outside
#ci scoasa

Le>Molg ez BLiSiwl

OSPF clias] Blisiw 680 0985 ul oSoy il elasVl s solol Jo> wlogles puudll 13® aui,

Le>Voly

Le>Nolg a3V BliSiwl ol

2,2 (OIT) 21,3Vl a0 6151 paziwl .show olol oz (ladé -wuualleNasl)) 21,3V o> 4o 51l pcas

. Show oVl 2550 il

.debug ,slgl plaziw! Jd zuxuaill wlol Jo> dogo wlogleo J| gl rdla>No

RIP ¢las| auuai Sey —debug rip events -

ci scoasa#debug rip events

rip_route_adjust for inside comng up

RI P: sending request on inside to 224.0.0.9

RI P: received v2 update from 10.1.1.2 on inside
via 0.0.0.0 in 1 hops 172.16. 1. 0255. 255. 255.0
via 0.0.0.0 in 1 hops 172.16. 2. 0255. 255. 255.0
via 0.0.0.0 in 2 hops 172.16.5. 0255. 255. 255. 0
via 0.0.0.0 in 2 hops 172.16.10. 0255. 255. 255. 0

Rl P: Update contains 4 routes

RI P: received v2 update from 10.1.1.2 on inside
via 0.0.0.0 in 1 hops 172.16. 1. 0255. 255.255.0
via 0.0.0.0 in 1 hops 172.16. 2. 0255. 255. 255.0
via 0.0.0.0 in 2 hops 172.16.5. 0255. 255. 255. 0
via 0.0.0.0 in 2 hops 172.16.10. 0255. 255. 255. 0

Rl P: Update contains 4 routes

(RIP: sending v2 flash update to 224.0.0.9 via dnz (10.77.241. 142

RIP: build flash update entries

via 0.0.0.0, metric 1, tag 0 255.255.255.0 10.1.1.0
via 0.0.0.0, netric 2, tag 0 255.255.255.0 172.16.1.0
via 0.0.0.0, netric 2, tag 0 255.255.255.0 172.16.2.0
via 0.0.0.0, netric 3, tag 0 255.255.255.0 172.16.5.0

via 0.0.0.0, nmetric 3, tag 0 255.255.255.0 172.16.10.0
Rl P: Update contains 5 routes
RI P: Update queued
(RIP: sending v2 flash update to 224.0.0.9 via inside (10.1.1.1
RIP: build flash update entries - suppressing null update
RI P: Update sent via dne rip-len:112
(RIP: sending v2 update to 224.0.0.9 via dne (10.77.241. 142
RIP: build update entries

via 0.0.0.0, metric 1, tag 0 255.255.255.0 10.1.1.0
via 0.0.0.0, netric 2, tag 0 255.255.255.0 172.16.1.0
via 0.0.0.0, netric 2, tag 0 255.255.255.0 172.16.2.0
via 0.0.0.0, netric 3, tag 0 255.255.255.0 172.16.5.0

via 0.0.0.0, netric 3, tag 0 255.255.255.0 172.16.10.0
via 0.0.0.0, netric 1, tag 0 255.255.255.0 192.168.1.0


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

via 0.0.0.0, nmetric 12, tag 0 255.255.255.255 192.168.2.1
via 0.0.0.0, nmetric 12, tag 0 255.255.255.255 192.168.3.1
RI P: Update contains 8 routes
Rl P: Update queued
(RIP: sending v2 update to 224.0.0.9 via inside (10.1.1.1
RIP: build update entries
via 0.0.0.0, metric 1, tag O 255.255.255.192 10.77.241.128
via 0.0.0.0, metric 1, tag O 255.255.255.0 192.168.1.0
via 0.0.0.0, nmetric 12, tag 0 255.255.255.255 192.168.2.1
via 0.0.0.0, nmetric 12, tag 0 255.255.255.255 192.168.3.1
RI P: Update contains 4 routes
Rl P: Update queued
RI P: Update sent via dne rip-len:172
RI P: Update sent via inside rip-len:92
RI P: received v2 update from 10.1.1.2 on inside
via 0.0.0.0 in 1 hops 172.16. 1. 0255. 255.255.0
via 0.0.0.0 in 1 hops 172.16. 2. 0255. 255.255.0
via 0.0.0.0 in 2 hops 172.16.5. 0255. 255. 255.0
via 0.0.0.0 in 2 hops 172.16.10. 0255. 255. 255. 0
RI P: Update contains 4 routes

do olbd ol

Cisco 0 Series 5500 I b asill L)l Yl jlg> ac> dxbw -

Cisco 500 dluluwl PIX oc> dxé0 -

Cisco 0 (ASA) waSill Ll ;LI jlg>  Je EIGRP 055 :PIX/ASA 8.x -
Cisco Systems - olaiiwally  isill acall -
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