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(Configuration > Device Setup > Routing > OSPF > Interface O

Zonfiqure Interface specific O3PF routing parameters,

F‘ru:uperties i

Specify the authentication properties for each interface,

Interface Authentication Type | [ Edit )

Area
Area

| Reset |
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@= Edit 0SPF Interface Authentication

Interface: inside

Authentication

i Mo authentication " Area authentication, if defined

{" Password authenkication [ﬂ' M5 authenticatinnjl

Authentication Password

Enter Passwaord: Re-enter Password: I

MD5 IDs and Keys

MDS kev ID MDS Kew

MDS Key ID:

MDS Kew:

[ QK | Cancel | Help
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Configuration > Device Setup > Routing > OSPF > Interface )

Zonfigure Inkerface specific 25PF rouking parameters.

Authentication | pr.:.pertiesi

Specify the authentication properties for each interface.

Inkerface Buthentication Type

b o Resek




Cisco ;0 ASA CLI 5655

Cisco ,0 ASA

ciscoasaffshow running-config
Saved

(ASA Version 8.0(2

!

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
names

Inside interface configuration interface ---!
Ethernet0/1 nameif inside security-level 100 ip address
10.1.1.1 255.255.255.0 ospf cost 10 !/--- OSPF
authentication is configured on the inside interface
ospf message-digest-key 1 md5 <removed> ospf
authentication message-digest ! !/--- Qutside interface
configuration interface Ethernet0/2 nameif outside
security-level 0 ip address 192.168.1.2 255.255.255.0

ospf cost 10 ! !--- Output Suppressed icmp unreachable
rate-limit 1 burst-size 1 asdm image disk0:/asdm-602.bin
no asdm history enable arp timeout 14400 ! !--- OSPF

Configuration router ospf 1

network 10.1.1.0 255.255.255.0 area 0
log-adj-changes

|

This is the static default gateway configuration in ---!
order to reach Internet route outside 0.0.0.0 0.0.0.0
#192.168.1.1 1 ciscoasa

(Cisco 10S (R2 a>ga) (CLI) ,0loVl Jlow dg=19 1psSs

Cisco (o (I0S (R2 axgall

Interface that connects to the Cisco ASA. !--—- —--—-!
Notice the OSPF authentication parameters interface
Ethernet0

ip address 10.1.1.2 255.255.255.0

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 ciscol23

Output Suppressed !--- OSPF Configuration router ---!
ospf 1

log-adjacency-changes

network 10.1.1.0 0.0.0.255 area 0

network 172.16.1.0 0.0.0.255 area 0

network 172.16.2.0 0.0.0.255 area 0

(Cisco 10S (R1 a>ga) (CLI) ,0lo¥l Jlow dg=19 +peSs
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Output Suppressed !--- OSPF Configuration router ---!
ospf 1

log-adjacency-changes
network 172.16.5.0 0.0.0.255 area 0
network 172.16.2.0 0.0.0.255 area 0

(Cisco 10S (R3 a>ga) (CLI) ;0loVl Jlow dg=19 (eS5
Cisco 0 (I0S (R3 axgall

Output Suppressed !--- OSPF Configuration router ---!
ospf 1

log-adjacency-changes

network 172.16.1.0 0.0.0.255 area 0

network 172.16.10.0 0.0.0.255 area 0

ASA g0 OSPF 5 2,91l 65lc

9l 5,51 OSPF a2gi dac (0 OSPF agi dlac I oliluall gyjei 63le] liSay iyl 6,LiY] cani oS
ey OSPF ,Sai o il wlezloll e LeiyeSs a5 il dbaiollg @l olylwoll oo 91 (RIP a5 dlac

lauazidl pu )l plaziwl, OSPF | (RIP) agill ¢logleo JgS659 0 whlwe &9 6slel pii (Jlall 130 9
2090 98 LS aSuil)

QOSPF speaking devices

— f——
e e
~ 2 T Autonomous System
i . Area 0 N er::;.r;,?] RIP spaaking

ROLR e

\ — -, g
“x,-‘l T216.5.0024 Redistribute the RIP routes ino OSPF
s’ Autonomonrs SystemAS)

-

R1, R2 & R represonts
Rouwter's hostname

Efhermet link

! Sarial link

ASDM 555

oS 192.168.1.0 éSwidl caaioly (RIP cuiSo RIP>setup in order to<adics<setup sbi<isuis o sl .1
03D (9 piogoe o



(Configuration > Device Setup > Routing > RIP > Setup)

i_onfigure the global Routing Information Protocol (RIP) parameters, You can configure the setking or
the RIP routing process,

[IF Enable RIP ru:nutingj

[~ Enable auto-summarization

I‘IF Enable RIP version £ Version 1 {* \ersion 2 :l
(If global wersion in nok configured then device sends Yersion 1 and receives Yersions 1 & 2.)
[~ Enable default information ariginate Route Map: I
Metworks
192,168,1.0
IP Metworlk to Add; fdd =
Delete

Passive Interfaces

[~ tlobal passive: Configure all the Inkerface Fassive
interfaces as passive globally, This inside r
setking will override the individual dmz r

| Reset |

I RIP ol=il g395 wacl in order to vawa,<gyjgi 65le|<OSPF<aixi<setup sbl< s o >l .3
.OSPF
(Currﬁguratiun = Device Setup » Routing > OSPF > Redistrihutiunj C
Define the conditions For redistributing routes from one ©SPF process to another,
Q5SPF Process _l Pratacal Match Subnets Metric Walue Metric Type add
Edit
[elete
1] | 1=
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g% Add 0SPF Redistribution Entry

-Protocol
™ Skatic ¢ Connected " O5PR -
O5SPF Process: 1 b i
i ELGRP -
~Optional
Match

[T Intermal [T Externall [T Exterpal2 [T W55& Externall [T N55& Extermal @

Mektric Walue: etric Type: |2 w | Tag Yalue: I v Use subriets

Foute Map:

| I Cancel Help |

950 JiSuis CLI
OSPF as _,5 RIP g,j95 65lcY ASA o0 JiSuis CLI

router ospf 1

network 10.1.1.0 255.255.255.0 area O
log-adj-changes

redistribute rip subnets

router rip
network 192.168.1.0

S (RIP) azgill ologles JoSg59 0 whlwe gijes 63le] asy (R2) j9lxall 108 azgo a>gi J9a> a9, diSey
ol OSPF

R2#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

is variably subnetted, 4 subnets, 2 masks 172.16.0.0/16
(0] 172.16.10.1/32 [110/11] via 172.16.1.2, 01:17:29, Ethernetl
0 172.16.5.1/32 [110/65] via 172.16.2.2, 01:17:29, Seriall
C 172.16.1.0/24 is directly connected, Ethernetl
C 172.16.2.0/24 is directly connected, Seriall
is subnetted, 1 subnets 10.0.0.0/24
C 10.1.1.0 is directly connected, EthernetO



O E2 192.168.1.0/24 [110/20] via 10.1.1.1, 01:17:29, Ethernet0
Redistributed route adverstied by Cisco ASA ---!
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Monitoring = Rding = O5PF Heinhhors O
- OSPF Meighbors

Each row represents ane OSPF Meighbor, Please click the help button For a descripkion of the skates.,

Neu;hl:n:ur
1"' 16.2.1

Priarity : Deal:l Time: .ﬂ.ddress

00034 1|| 1.1.2

Iterfan:

FI ILLIE-EIF'

-Last Updated: 5/19,/08 3:55:10 PM-

L,9 hluwall < agill < @Sl sVl wad 3] agill J9az o gaxill diSay > JI asloyl, .2
924/172.16.5.0 9 24/172.16.2.0 9 24/172.16.1.0 oSuidl _le 9 il oy 6 0.0l 01D
R2 \S 0 24/172.16.10.0
((10.1.1.2
Honitoring > Routing > Routes I

Routes

Each row represents one route. AD is the administrative distance.

I

QSPF 172.16.5.1 255 255,255,256 10.1.1.2 inside
QISPF - 172.16.1.0 255,255,255.0 10.1.1.2 inside
O5PF - 172.16.2.0 255,255,255.0 10.1.1.2 inside
COMMECTED - 10.1.1.00 255,255,255.0 - inside
COMMECTED = 10.77.241.128 255,255,255.192 = dmz
STATIC = 10.77.0.0 255.255.0.0 10.77.241.129 dmz
COMMECTED = 192.168.1.0 255,255,255.0 = autside
STATIC DEFALLT 0.0.0.0 0.0.0.0 192.168.1.1 oukside
3 2l awss JI alas in order to ol gub o)l closiwl giloiwy il (CLIJI o0

ciscoasa#show route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1l - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
candidate default, U - per-user static route, o - ODR - *
P - periodic downloaded static route



Gateway of last resort is 192.168.1.1 to network 0.0.0.0

(o} 172.16.10.1 255.255.255.255 [110/21] wvia 10.1.1.2, 0:00:06, inside
(o} 172.16.5.1 255.255.255.255 [110/75] wvia 10.1.1.2, 0:00:06, inside
(o} 172.16.1.0 255.255.255.0 [110/20] via 10.1.1.2, 0:00:06, inside

(o} 172.16.2.0 255.255.255.0 [110/74] via 10.1.1.2, 0:00:06, inside

C 10.1.1.0 255.255.255.0 is directly connected, inside

C 10.77.241.128 255.255.255.192 is directly connected, dmz

S 10.77.0.0 255.255.0.0 [1/0] via 10.77.241.129, dmz

C 192.168.1.0 255.255.255.0 is directly connected, outside

S* 0.0.0.0 0.0.0.0 [1/0] via 192.168.1.1, outside

lede 8,2l o il il Jg> wlogles _le Jouaxll show ospf database LoVl plaxiw| liayl liSa, .4
OSPF JS.®9

ciscoasa#tshow ospf database
(OSPF Router with ID (192.168.1.2) (Process ID 1

(Router Link States (Area 0

Link ID ADV Router Age Seqg# Checksum Link count
0x80000039 0xfdld 2 123 172.16.1.2 172.16.1.2
0x8000003c 0x9b42 4 775 172.16.2.1 172.16.2.1
0x80000038 0xb91b 3 308 172.16.5.1 172.16.5.1
0x80000037 0x29d7 1 1038 192.168.1.2 192.168.1.2

(Net Link States (Area 0

Link ID ADV Router Age Seqg# Checksum
0x80000034 0x72ee 1038 192.168.1.2 10.1.1.1
0x80000036 0x9e68 282 172.16.2.1 172.16.1.1

Jboll 13D aiogs - Juwlally Lol Hlgx)l Clogles (0 gaxill mao show ospf neighbors oV ol s .5
1 oglaxll (8 ASDM (0 lede cda> (il wlogleall Luss

ciscoasaf#fshow ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
FULL/BDR 0:00:36 10.1.1.2 inside 1 172.16.2.1
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.OSPF vla>| gaxai S, —debug ospf events -
ciscoasa(config) #debug ospf events
OSPF events debugging is on
ciscoasa(config)# int e0/1
ciscoasa(config-if)# no shu
# (ciscoasa(config-if
OSPF: Interface inside going Up
OSPF: Send with youngest Key 1
OSPF: Rcv hello from 172.16.2.1 area 0 from inside 10.1.1.2
OSPF: 2 Way Communication to 172.16.2.1 on inside, state 2WAY
OSPF: Backup seen Event before WAIT timer on inside
OSPF: DR/BDR election on inside
OSPF: Elect BDR 172.16.2.1
OSPF: Elect DR 172.16.2.1
(DR: 172.16.2.1 (Id) BDR: 172.16.2.1 (Id
OSPF: Send DBD to 172.16.2.1 on inside seq Oxlabd opt 0x2 flag 0x7 len 32
OSPF: Send with youngest Key 1
OSPF: End of hello processing
OSPF: Rcv hello from 172.16.2.1 area 0 from inside 10.1.1.2
OSPF: End of hello processing
Rcv DBD from 172.16.2.1 on inside seq 0x12f3 opt 0x42 flag 0x7 len 32 mtu
state EXSTART 1500
OSPF: First DBD and we are not SLAVE
Rcv DBD from 172.16.2.1 on inside seq Oxlabd opt 0x42 flag 0x2 len 152 mt
u 1500 state EXSTART
OSPF: NBR Negotiation Done. We are the MASTER
OSPF: Send DBD to 172.16.2.1 on inside seqg Oxlabe opt 0x2 flag 0x3 len 132
OSPF: Send with youngest Key 1
OSPF: Send with youngest Key 1
OSPF: Database request to 172.16.2.1
OSPF: sent LS REQ packet to 10.1.1.2, length 12
Rcv DBD from 172.16.2.1 on inside seq Oxlabe opt 0x42 flag 0x0 len 32 mtu
state EXCHANGE 1500
OSPF: Send DBD to 172.16.2.1 on inside seq Oxlabf opt 0x2 flag 0x1l len 32
OSPF: Send with youngest Key 1
OSPF: Send with youngest Key 1
Rcv DBD from 172.16.2.1 on inside seq Oxlabf opt 0x42 flag 0x0 len 32 mtu
state EXCHANGE 1500
OSPF: Exchange Done with 172.16.2.1 on inside
OSPF: Synchronized with 172.16.2.1 on inside, state FULL
OSPF: Send with youngest Key 1
OSPF: Send with youngest Key 1
OSPF: Rcv hello from 172.16.2.1 area 0 from inside 10.1.1.2
OSPF: Neighbor change Event on interface inside
OSPF: DR/BDR election on inside
OSPF: Elect BDR 192.168.1.2
OSPF: Elect DR 172.16.2.1
OSPF: Elect BDR 192.168.1.2
OSPF: Elect DR 172.16.2.1
(DR: 172.16.2.1 (Id) BDR: 192.168.1.2 (Id
OSPF: End of hello processing
OSPF: Send with youngest Key 1
OSPF: Send with youngest Key 1
OSPF: Send with youngest Key 1
OSPF: Send with youngest Key 1
OSPF: Rcv hello from 172.16.2.1 area 0 from inside 10.1.1.2
OSPF: End of hello processing
OSPF: Send with youngest Key 1
OSPF: Rcv hello from 172.16.2.1 area 0 from inside 10.1.1.2
OSPF: End of hello processing
OSPF: Send with youngest Key 1
OSPF: Rcv hello from 172.16.2.1 area 0 from inside 10.1.1.2
OSPF: End of hello processing



OSPF: Send with youngest Key 1
OSPF: Rcv hello from 172.16.2.1 area 0 from inside 10.1.1.2
OSPF: End of hello processing
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