odysu 2o o9y wslule AnyConnect VPN
Client U-turn g¢Js ASA 9.x

lJpzossle

| Jp, 9506
lJpobJole |l wlwsé

lJodoule | OEdp0

lo | wl 6

AnvConnect VPN Client for Public Internet VPN cJs old wIJosy ls, ol

| leglbslos JJvods

oJosule ASA 1L 050, 9.1(2) o ASDM 1, 051, 7.1(6)
ASA Il o>l 9.1(2) o vdsd O CLI
lJ, wolz UIlJlo, old sy £odle AnyConnect VPN oe oJgisy, TunnelAll O 09, oo

| leglbslos JJvods

oJosula ASA UL 0515 9.1(2) o ASDM 1), 051, 7.1(6)
ASA Il o>l 9.1(2) o vdsd O CLI
l|J, wolz UIJlo, old sy £odle AnyConnect VPN Ol wozsle 09,9 10,9, wlo

| lUeglbslos JJvods

oJosole ASA IJL 051, 9.1(2) og ASDM IJI, 051, 7.1(6)
ASA IJl o>, 9.1(2) o uds] b CLI

BEX XY 6

|, wod wled 13 ble ol oJl>ol

o8 J90le 3o 06

lJp 9500

S9u2e 03l ldpuwes Jsdse el |uosl) 9.X pu zolj I._Ji,olg IJéled JJodswd (ASA) oo Cisco
Jduwelz Jo vozasd 2)9s w9, Iduveds 1Ugluos 1Ublo,s6 (VPN). 909 sebs uvsobsy
IJodysu ldolds: lebé wozso Is 1Jpng) o gedle 1Usuo9d g0 w8

pdlebd: Jozow wildd golasy IP Os ldyvods: 9p wogssu preses peod s welel oo
eolsso IP [Js gpsd VPN (eds gwosd IJpeld: 10.x.x.X 9 172.16.x.X 9 192.168.X.X). Sg>
oble gusly IP 03l pdssl Jlgwad il igble 1w Js 9luodlzol.

puwel Ube) 19 295l U

03l Jupd pdS> J VPN Dda P29 iu 53¢ &IJU‘ '&SJ o we> 3JY Szoc ?'_ba iu IJSLo wbwo.
SIY9yu aol_) I.JIPIU 09 Ur°E,9J _9-J|uu uuu-Jlu VPN lJogs56 PTI0: de..s suqu |a>o| uado
£I9) uslulu Ia)s ..sup |.Jua)u uOl: Sew 1o suodd IJs zobs IJiels ep siz po 2283 1Js



|.)E_J same-security-traffic ip_) in order to wpeew 2y)Jd 09, I S¢d s IJ udwo $hu.

ci scoasa(confi g) #same-security-traffic permit intra-interface

IJecbdule IUIgul usé
IJpobdolo

CISCO S90S ig i.;,o ouwu9ds ol pobde God ig i.;,o welod o3l wuvdsd:

- Sewle zoly lply Hub ASA s wubgsd 1Jluesl, 9.x.

- £psd AnyConnect VPN 3.x oy, Ciscopllgbs: wujsd 2jed gposd AnyConnect VPN
(anyconnect-win*.pkg) o wisisd wyulez Cisco (JJgpdle IJpwedsy x_'9L§Jo):. louwg gpsd
AnyConnect VPN |Js 31d,6 Cisco ASA Flash. slJos szw wujsdol [Js lzojé Jpwsse,
lJpuwwgse IJogsso Jlogile louold SSL VPN pg ASA. lze Suwe louoldle gpsd
AnyConnect VPN oy >Jsd odosu ASA Jdzuosd eJs pisd pu Idpgdyple.

lJpedoule 1Jpuuwoérpd
ouvows Idpedsple 1Ugl)o WOs 03l IUpuwaws IJs luoshle Idwlez sldpdsole 1debse Ioldso:

. Cisco 5500 Series ASA o, s, JL2 wopesd LosEs 9.1(2)

- luosly gpsd AnyConnect SSL VPN oy Cisco Juble o gugsd Windows 3.1.05152

- 2ol Jpus9ey S89p wouvgsd uble wuvésd prese JIJ lubes VPN IJi wl, w.sé

| Jp3£9006: wJ _wJé Cisco ASA.

- Cisco Adaptive Security Device Manager (ASDM). IJl_o>l, 7.1(6)
we logile Idpgdypele |.J_9IJ)6 IS o3l Idpwews pu I._JiaoJ6 1J 09296 WS wSiS6 pgpdso gluoo.
u)lu ZPSE I.JlaoJo UP-JUUC)PO OSs 03l |.quuuu) wodysy PPUNIT (Idujluos) bBlIJloo
Jvodod 8 IJouvgsd: Bolds pu Wopd Jdolos) Ipeeed Jis e,

peJ9plo Il yuss

S99, £psd AnyConnect VPN oy Cisco |oolJle SSL UT,ooé weols I._Jiplo JJpuwegsrpsu gu
wE3. 290 9290 EpSd e LS puvudl S8 IJpuweeresu e wed wbild guslu IP B
Jpuwetrue IJEloe wop po 91206 cp cdasuol Jdusd leualdle SSLVPN. pl Jp sop cdsso
zoly Idlply Jlgho IJwgzso http: sbode |Js httpsi/ Sgo gds Idpuwedspso bl guglo URL Ws
lJwe9de https://

w8 PEld gusle URL: souod ldpuwegrso wodd IUglzoé ISEILP vl wé uuua._sJ IJ)agJ /31
Iw9 8 I wegse gwed IU0E9J 9l e ol §6: 9235 zolj IJlole Ie weigse s luo S pleé
IJs IJgpsd: '~9/u0 ovﬁfo wouisd /Je,oo‘J /JJs 6ubIUJ %3 ub/,O uuU&SJ /JJrouo‘ﬁw
_95;«96 [9 6&_9,0 u/.Jg_:/c uuu..su uduuo (._s‘gu,o) 3JJ gds udysu ao/J /J/,o/u) Euv luole
IJlegold. S 2ldé gpsd cp coosco puvoll goopl $G9p Idpuweise cldouorss: $89p
golj Ilplo o2 0 pilzes IUgp ST 90556 IUg LS 2w IU2,98.6000! S99 IJEpSS
NJodly o gds logold SSL VPN Clywaésle gols I,J/,olu‘ Sluo souod ulrolu b o Idosd
(TLS): 9 s wedop lsuol I,o/u bo s IJodd (DTLS) Jpgbb Idoslole. cogoe DTLS puildd
Jeu Idsuesd sldobl$ Ide)sss Idpdessd oo louoldle SSL 9oeuwy Dble cbosyle Idsge
IJsgds Idewlwo Jolgs)le 1Jzje.sedo ooisd Epsd AnyConnect oo zolj IUlele 19 S


https://software.cisco.com/download/home/286281283/type/282364313
/content/en/us/td/docs/security/asa/asa914/configuration/vpn/asa-914-vpn-config/vpn-anyconnect.html
/content/en/us/td/docs/security/asa/asa914/configuration/vpn/asa-914-vpn-config/vpn-anyconnect.html
/content/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html#pgfId-213802
/content/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html#pgfId-213802

OSSO0 898! gJS IUIpo 590 IJogsd w9lwbé p w9l IJoble. Jpiss po ldegdsple 29
JsI$6 wowse IJgpsd $95l bee Ids 2dsd pwged Cisco AnyConnect Secure Mobility
Cl/ent ‘5L9_9,o aob /.J/,o/u uou6J /Jefo‘_s._f /U.UUUIJ/ /J§ uoa /J,oa,ojeo /3 uu,o/u /,Ju,o IJPLJ”UC-)P
IJgpsd UJdlssl, I) spdud udjsuo JeblJ_é /Jpwua)ro lJu&_s‘) apJ ol 31 Jly ‘JUg_S'u,O

SU _)gSJ IJgpsd I,o JI. 98 IJalJo lJla_g )6 131 J,o SWOZY lJ,ouuUa),o‘ Ispedud od9sy golj
/Jl,olu lol Juu s IJgpsd w5 9,6 IJeodo [9 Jodrse o926 ouwesd IUxged.pllzba:
uuuua),o /J/,ou._fo IJ,ouuuC),oo ds 05/ IJ,ouuuu) IPv4 ulJuuuuo Ja,do 29 IPv6 IJos sope

IPv4. qu.g‘,s-u 2IJé 0,9 I.J.9,_,49.J EU & J.Jua9(,s._l [.J.s 9220.s o3l
lJSuwe: o920 JI pedsple o dyso Ipsile Ie9oeé S 03l lpuwein.pdlebs: Iuwsisp bJs
2ulze 1lsle) JJpso9d EJs pis> po IUpedsple 29J IUlbles Idpuwogsps S oSl
IJsuwe.AnyConnect VPN Client for Public Internet VPN gJs pold oJoso
IJEuoII.J howe IJogbsbs JJuveJoswegspe 03l IJoweon Jeob IUuveJé

IJels:

PC with Cisco Anyconnect
WPN Client

Qutside network
1721610

ASA

Tunnel I[P

192.1681.0 192.168.10.1

I--_I' ”

Inside network
10.77.241.128

Client to ASA Tunnel Some Wehserver
Client to Internet via ASA Tunnel In the internet

Internet 10.22.2

casule ASA IUjuosly 9.1(2) pe ASDM IJjuosly 7.1(6) s 2 o3l Idpuweos by IJodsss
U’u"’u"sSf pid cosu Iblzod: 9> wp [dpldo LIJIed 950 wivdd Lopse.pllebé: e IJs
cdose 19 09 Lhs 1L JIwplz werdsso ASA w9l wlos ASDM.pJlzbs: Ss IJjuosly 8.0(2)
sldluosble Ilz>e: 360 ASA IJI oo 2wl 0 SSL VPN (WebVPN) IJgluss pu Igple
Sldzdwle Ilsé J ASDM S o 9l25 gks Ipcds 443 oo 19206 IJghass. S Iluosbile
IS0 po I3l 8.0(2): JI spds cpdss WebVPN 9 ASDM gis 9lzos ASA ubwol pl Jpo
e wobss) bule IJeolds. jlze ASDM 9 WebVPN I s cp cpdsoo ghs b w 9lz06 ASA
ISz o8] EUs pis> pu IJpgspl-lope o3l steps in order to udJe IJ SSL VPN gJs a stick
S5 ASA:

1. ua'Q/J Configuration > Device Setup > Interfaces 9&2 9.9 o Enable traffic between two or more hosts

connected to the same interface glué IUIZosh Jduwele Jz)Jo 0,9, SSL VPN Cbgld oo w
Islzoé 9l 9z puol. 1o 9, Apply.



/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/administration/guide/b-anyconnect-admin-guide-4-10.html
/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/administration/guide/b-anyconnect-admin-guide-4-10.html
https://www.cisco.com/c/ar_ae/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html
/content/en/us/td/docs/security/asa/asa91/configuration/general/asa_91_general_config/admin_management.html
/content/en/us/support/docs/security/adaptive-security-device-manager/118842-technote-asdm-00.html

0
2 Sarurity Suriet Mask: ) aid - |
Inizerface E ] Skate g I fddress Prafi: Length Group Tepe —
Gigabitghemei0i ——|ouside | Enabled | Dli72.06.1. samms | e (S
GigabitEthernetiyf inside Enatlzd 100 10.77.241. 142 Z55.205.895.192 Hardwizre ok
GigabitEthernetnyz Ciszbled Hardware it
GigabitEtherneznf3 Cisabled Hardwzra
Managementyi gt Ciszhlad 1] HardwaraMy
4 | i1} | »
|| Enable traffic betwesn buo o more iskerfaces which sre configured with same seeurnity vk
[ [#] Enasle braffic betwesn twa or more hosts connected ko the same htvf‘uct:]
| R

CLI b disd pdldis:
ciscoasa(config) #same-security-traffic permit intra-interface

2. Qéo/_) Configuration > Remote Access VPN > Network (Client) Access > Address Assignment > Address Pools >

Add in order to ¢J 9o £u9ly oy Js vpnpool.

- —
[Ey Add IPv4 Pool ==

Mame: wpnpool

Starting IP Address: 192.168.10.1

Ending IP Address:  192.165.10.254

B®

Subnet Mask:

oK, | | iZancel | | Help |

. )
3. lugy Apply. CLI ouvdsd ,m.’//c_é.‘_s‘.'
ciscoasa(config)#ip local pool vpnpool 192.168.10.1-192.168.10.254 mask 255.255.255.0
4. cpJdsu WebVPN. ¢ gl Configuration > Remote Access VPN > Network (Client) Access > SSL VPN
Connection Profiles 9@ Access Interfaces: 10 9) ool /Jo/ﬁui'/‘___s_) Allow Access 9 Enable DTLS
JJslzosé IUghzsé. w99 /suo/ U Enable Cisco AnyConnect VPN Client access on the interfaces
selected in the table below glué IUIgesh Jopdso SSL VPN gds IU9lzos IUEDezs6.



[Emfggrum = Remolte Access ¥PN = Nelwork (Client) Access = AnyConnect Conneckion :Pml'iesj |

The securicy applance automaticaly deploys the Cisco ArreConmed: WPH Clent bo remobe usars upon connecton, The initial disnt daployment requires end-usar
admiristrative rights. The Cisco AnvwConnect WP Client supports IPsec (IKEwZ) burnel as wel a5 550 tunn=l with Dsbagram Transpart Layer Secority (DTLS) tunneling

apHons.

Aecess Interfaces
7| Enzblks Gsco AryConnect Y Ciant access on tha inkerfaces selecked in tha bable bakw
SEL acoess musk be enabled IF you ko AryConnect cliank to be launchad from a Browssr (Wel Launch]

SEL Ayoess 1Psec (IKEVE) Access
Inbzrfaos : G
Al Arcess Enabie DTLS i Booass Enzble Client Sarvices Device Certficate ... |
[[outsude Fl L] ] Port Settngs ... |
nsde || T

/Q,jJ Apply.ua‘ob Configuration > Remote Access VPN > Network (Client) Access > Anyconnect Client Software
> Add JJ_ol9e Lo9,6 go5J Cisco AnyConnect VPN oy 31,6 Flash IUgloé o ASA Yol 09

£922.

0 UPIosd M52 e —— S

IUpload a file from local computer ta Flash File syskem on the device, The upload process might take a Few minutes,
Plzase wait for the operation to Finish,

Local File Path: _C:'I,Llsers'l,jn:usemed'I,Desktnp'l,anycnnnect-win-S.1.05152-k'9.pkg ’ Browse Local Files, .. ]

Flash File Syskem Path; :diskﬂi,l'an';.fcnnnect-win-S. 1 .D5152-k'§l.p|%g‘| - ’ Browese Flash, .. ]

[ Ipload File ]’

T@ Add AnyConnect Client Image

anyConnect Image: 'anycnnnect-win-S.1.05152-k9.|:|kg| | Browse Flash. .. |

| Upload. .. |

1]

Regular expression to match user-agent

Ik ] | Cancel | | Help |

CLI oubdsd pldss:
ciscoasa (config) #webvpn
ciscoasa (config-webvpn) #enable outside
ciscoasa (config-webvpn) #anyconnect image disk0:/anyconnect-win-3.1.05152-k9.pkg 1
ciscoasa (config-webvpn) #tunnel-group-list enable
ciscoasa (config-webvpn) #anyconnect enable
. odasu wog Idezesgs. wgel) Configuration > Remote Access VPN > Network (Client) Access > Group
Policies Jluuwle ywslwé pge9€6 SI¢J.s6 clientgroup. oo General £Jloé IJo w950 235 SSL VPN

client gluo IUIgesh Joedsy WebVPN Jo 9599 9.
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Mo Optisns = £
Turngbng Probacok | Tnhwiit Clenilegs 35 WA | 0 5L VPR C 2 [ (R RV P [FEVE LET=i

9.5 Advanced > Split Tunneling 229Jé. [l Tunnel All Networks o I Slks 06 1o woJs "IUoog”
IJgloé cldwsluws Jlele zose Igie po IJdpusse Ieess po Edld 0SS feu.

s T T e e B

; Garad Trs NFH chand ks it nraing derbnne nn H b oF mrerk Be8 sk ran b spariiad b bry (e s ampar pursmssiars o Frdey’ aned Tateek et Reide,
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| |11 eheanaal ¥ Hawas [ Ll
| | ——— |
" BT T [LT8 kel |Iuldﬂm |
4 Argianrel Chad = = -
T Flstwork.Lisk: [ nbart

CLI cyvdsd pIlss:

ciscoasa (config) #group-policy clientgroup internal
ciscoasa(config) #group-policyclientgroup attributes

ciscoasa (config-group-policy) #vpn-tunnel-protocol ssl-client
ciscoasa (config-group-policy) #split-tunnel-policy tunnelall

. ugwl) Configuration > Remote Access VPN > AAA/Local Users > Local Users > Add Jluwle guwle
PUVCEI e 2SI ssluserl. [o9) OK 900 S Apply.

IR A0 User ticcour] S

r —— . _= i S

e

=

B VPN Fofey lsmrrara: erhmar]

[ R

Condrm Puspank [148484404]

Ubr il dind warg MELHA |

Frouzes Bodindean
lart oma rk H npHees Paless b et BTN, T, Trirad and Comends amae.
Pt Al e Dt rtsrark o, o e o U it e rge
) Nl arras 8T, T, Teirak and Conenis)
Frivisns o]
Prtias Lavsd; =
o CLT kg pavangek For 55H , Tedrasd rid nowesndes (i (ra#l scmes ]
This: csdting b activmonty I sas sathantication hitmoooneoks LR codranand i confinumsid

1 Ma RSO, TSH, Tadnet or Corsale arcam

Thineettirg iv affectve anky § “ass sutharlicsdan hitp coreda LOCAL" and e euth ! e arw

CLI oubdsd pIldcs:

ciscoasa (config)#username ssluserl password asdmASA@

. oIS pgeIES IJu8 . wEel) Configuration > Remote Access VPN > Network (Client) Access >
Anyconnect Connection Profiles > Add Jlu_ile 02,096 &9 9 23526 sslgroup. 9 Basic gJloo
IJowsso: spdod oodss Slisps Iodssole Jel 09 09,021 ©wpsé p2e9€6 IJuI S
.._J/uu,o sslgroup.o 2o Client Address Assignment; iéo_; oepE Ugubqu vpnpool o Client Address Pools
IJSles 06 100 wsJ6. @ Default Group Policy. ia'o_; wog IJeze9gd clientgroup o Group Policy
IJSles 06 100w Js.



P
[E] Add AnyConnect Connection Profile | =

@ Pdarne: sslaroup
#-Advanced
aliases:
Aubhentication
Method: @ ang ) Certificabe ) Both
A& Server Group; LOCAL = Manage... |
leg LOC AL F Server aOUp Falls
iClier Address Assignment
DHCP Servers:
@ Mome (0 DHCP Link ) DHCP Subnet
Client Address Paals: |\.l|:|n|:ml | Select... |
client IPv6 Address Pools: [ select.. |
IPw6 address pool is onhy supported for 531,
Dafaut Group Policy
Group Folicy: | clientgroup - | Manage.. |
(Folowing Field i an attrioute of the group policy selected above,)
|| Enable 551 ¥PN dient protocal |

wgo Advanced > Group Alias/Group URL £J0é IJow9Sw 90 wCESSU luwp IUpzpe9ed
IJowegl) J ssigroup_users 9o gy 99,9 oK. CLI oubdsd pdldcs:

ciscoasa(config) #tunnel-group sslgroup type remote-access

ciscoasa(config) #tunnel-group sslgroup general-attributes

ciscoasa (config-tunnel-general) #address-pool vpnpool

ciscoasa (config-tunnel-general) #default-group-policy clientgroup
ciscoasa(config-tunnel-general) #exit

ciscoasa(config) #tunnel-group sslgroup webvpn-attributes

ciscoasa (config-tunnel-webvpn) #group-alias sslgroup_users enable

. wdosu NAT ool Configuration > Firewall > NAT Rules > Add "Network Object” NAT Rule J3JJ 0y
gpd 2ds 1pys) Idos clos pu ldubeJs IUbIEdsé oluveiole uslo IP IUELes
172.16.1.1.
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-] Add Network Cbject ﬁ

Mlarne: u:n!:uj-insil:le
Type: il"-h_atwcurk -
IF Address: 10.77.241.129)
Metmask: 235.255,255.192 -
Description:
MAT =
|| Add Automatic Address Translation Rules
Tvpe: _D';.fnarnic - _.
Translaked Addr: outside E]
Fall through to interface PAT(dest intf):  |inside
| Advanced. .. |
| 2K, | | iZancel | | Help

i—lué&/J Configuration >
Firewall > NAT Rules > Add "Network Object" NAT Rule J3JJ SpJdo <ugped 2,6 0,9 wslule VPN
Idos cles po lduve Jé 1Jghesé oluwedsle guslo IP IUELes 172.16.1.1.



| Edit Network Object |35
Mame: u:nl:uj-.ﬁ.nycnnne-:l:F'cu:nl|
Type: _Netwnrk -
IP Address: 192.168,10.0
Metrnask: 255.255,255.0 -
Descripkion:
MAT =
|| Add Automatic Address Translation Rules
Type: Dynamic PAT (Hide)
Translabed Addr: outside D
Fall through to interface PAT(dest intf):  |inside
| Advanced. |
| O | [ Cancel | l Help
. CLI ouvIdsd pdlds:

ciscoasa(config)# object network obj-inside

ciscoasa (config-network-object)# subnet 10.77.241.128 255.255.255.192
ciscoasa(config-network-object)# nat (inside,outside) dynamic interface
ciscoasa(config)# object network obj-AnyconnectPool

ciscoasa (config-network-object)# subnet 192.168.10.0 255.255.255.0
ciscoasa (config-network-object)# nat (outside,outside) dynamic interface

ASA IJlosl, 9.1(2) oubdsd S CLI
ciscoasa (config)#show running-config
s Saved

ASA Version 9.1(2)

/

hostname ciscoasa

domain-name default.domain.invalid
enable password SRy2YjIyt7RRXU24 encrypted
names

7

Iinterface GigabitEthernet0/0
nameif outside

security-level 0

Ip address 172.16.1.1 255.255.255.0
/

Iinterface GigabitEthernet0/1

nameif inside

security-level 100



ip address 10.77.241.142 255.255.255.192
/

Iinterface Management(0/0

shutdown

no nameif

no security-level

no ip address

/

passwd 2KFQnbNIdI.2KYOU encrypted

boot system disk0:/asa802-k8.bin

ftp mode passive

clock timezone IST 5 30

dns server-group DefaultDNS

domain-name default.domain.invalid
same-security-traffic permit intra-interface

!/ -—- Command that permits the SSL VPN traffic to enter and exit the same interface.

object network obj-AnyconnectPool
subnet 192.168.10.0 255.255.255.0
object network obj-inside

subnet 10.77.241.128 255.255.255.192

/-—-- Commands that define the network objects we will use later on the NAT section.

pager lines 24

logging enable

logging asdm informational

mtu inside 1500

mtu outside 1500

ip local pool vpnpool 192.168.10.1-192.168.10.254 mask 255.255.255.0

/-—-- The address pool for the Cisco AnyConnect SSL VPN Clients

no failover

Icmp unreachable rate-limit 1 burst-size 1
asdm image disk0:/asdm-602.bin

no asdm history enable

arp timeout 14400

nat (inside,outside) source static obj-inside obj-inside destination static
ob7j-AnyconnectPool obj-AnyconnectPool

/-—-- The Manual NAT that prevents the inside network from getting translated
when going to the Anyconnect Pool.

object network obj-AnyconnectPool

nat (outside,outside) dynamic interface
object network obj-inside

nat (inside,outside) dynamic interface

/-——- The Object NAT statements rfor Internet access used by inside users and
Anyconnect Clients.
/-—- Note: Uses an RFC 1918 range for lab setup.

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgco-pat 0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute



dynamic-access-policy-record Df1tAccessPolicy
http server enable

http 0.0.0.0 0.0.0.0 inside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart
no crypto isakmp nat-traversal

telnet timeout 5

ssh timeout 5

console timeout 0

threat-detection basic-threat
threat-detection statistics access-1ist
7

class-map inspection _default

match default-inspection-traffic

7

7

policy-map type inspect dns preset_dns_map
pbarameters

message-length maximum 512

policy-map global policy

class inspection _default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

Iinspect nethbios

inspect rsh

inspect rtsp

Inspect skinny

Iinspect esmtp

inspect sqglnet

Iinspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

7

service-policy global policy global
webvpn

enable outside

!/-—- Enable WebVPN on the outside interrface

anyconnect image disk0:/anyconnect-win-3.1.05152-k9.pkg 1

/--- Assign an order to the AnyConnect SSL VPN Client image

anyconnect enable

/--- Enable the security appliance to download SVC images to remote computers
tunnel-group-list enable

/-—-- Enable the display of the tunnel-group 1list on the WebVPN Login page

group-policy clientgroup internal



/-—-- Create an internal group policy "clientgroup”

group-policy clientgroup attributes
von-tunnel-protocol ssl-client

/-—- Specify SSIL as a permitted VPN tunneling protocol
split-tunnel-policy tunnelall

/-—- Encrypt all the traffic from the SSIL VPN Clients.

username ssluseril password ZRAWS5jZgFaVds5P. encrypted

/--- Create a user account "ssluserl”

tunnel-group sslgroup type remote-access

/-—- Create a tunnel group "sslgroup” with type as remote access

tunnel-group sslgroup general-attributes
address-pool vpnpool

/--- Associate the address pool vpnpool created
derfault-group-policy clientgroup
/--- Associate the group policy "clientgroup” created

tunnel-group sslgroup webvpn-attributes
group-alias sslgroup users enable

/--- Configure the group alias as sslgroup-users

prompt hostname context
Cryptochecksum:afr3cdbfcdffc07414c4drbd29c5262a9
: end

ciscoasa(config)#

IJwelz wldlogold wso goJle AnyConnect VPN pg o9 s TunnelAll s
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PC with Cisco Anyconnect
WPM Client

_—--"--. :
BEA Tunnel [P

@ _ - 192.168.10.1

= = by
| e e
Inside network WPM Cllent

10.77.241.128
Client to ASA Tunnel | B

B

Dutside network
1721610

SR

Client to other Client via ASA Tunnel

Tunnel [P
192.168.10.2

Bl o IJlogold wso gpdle AnyConnect pbo 9! 9l NAT IJEILo wubeJé IJlocyue IJgles
s gu2l p999)l sdje I(,;'UaI 929> NAT 5395 JJw el uIJIuUaIJ sulss IJloglo.osl ywsol)s9
ublisg gepl suvcdspe gpdle AnyConnect ple IJolood 9sge I S99l 9b,so gds IJlosold
v D00 I.Ju&_,o odysule ASA lIUJluesl, 9.1(2) oE ASDM IJlosl, 7.1(1 6)UCUIJ Configuration >
Firewall > NAT Rules > Add NAT Rule Before "Network Object” NAT Rules J3JJ JI oop cugpd 2)J6 Ipgy IJos
ulu;,s pu Idubeds IJEDesé (AnyConnect Pool) sscpe <9zsool |Js o) AnyConnect I oo

uSuw IJogeg pe easlo IP IJ¢bes
172.16.1.1.

File ‘Wiew Toolz Wirards Méndow  Help
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ﬂ_ S MAT Fule Sfer "Netsork Object” NAT Fules... ¢ aw w= Original = {5) — Crigral - - Crig el -
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' Add NAT Rule

Match Criteria: Criginal Packet

Source Interface: _u:uutsiu:le » Destination Interface:  outside
Source Address:  obj-AnyconnectPool D Destination Address: obj-AnyconneckPoal
Service: any

Ackion: Translated Packet

Source MAT Type: _Statin: -

Source Address: obj-AnyconnectPool E] Destination Address: obj-AnyconneckPoal
Fall through ko interface PAT SErvice: -- CQriginal --

Cptions

|| Enable rule

Translate DNS replies that match this rule

&

Direction: Both -
Descripkion:
Ik | l Cancel | | Help
L
CLI cuivdsd pIdldcs:

nat (outside,outside) source static obj-AnyconnectPool obj-AnyconnectPool destination
static obj-AnyconnectPool obj-AnyconnectPool

ASA lJjuosl) 9.1(2) cuivdsd S CLI

ciscoasa (config)#show running-config

: Saved

ASA Version 9.1(2)

7

hostname ciscoasa

domain-name default.domain.invalid
enable password SRy2YjIyt7RRXU24 encrypted

names

7

Interface GigabitEthernet0/0

nameif outside

security-level 0

Ip address 172.16.1.1 255.255.255.0
/

Interface GigabitEthernetl/1

nameif inside

security-level 100

Ip address 10.77.241.142 255.255.255.192
/

Interface Management0/0

shutdown

no nameif

no security-level




no ip address

/

passwd 2KFQnbNIdI.2KYOU encrypted

boot system disk0:/asa802-k8.bin

ftp mode passive

clock timezone IST 5 30

dns server-group DefaultDNS

domain-name default.domain.invalid
same-security-traffic permit intra-interface

!/ -—- Command that permits the SSL VPN traffic to enter and exit the same interface.

object network obj-AnyconnectPool
subnet 192.168.10.0 255.255.255.0
object network obj-inside

subnet 10.77.241.128 255.255.255.192

/-—-- Commands that define the network objects we will use later on the NAT section.

pager lines 24

logging enable

logging asdm informational

mtu inside 1500

mtu outside 1500

ip local pool vpnpool 192.168.10.1-192.168.10.254 mask 255.255.255.0

/-—-- The address pool for the Cisco AnyConnect SSL VPN Clients

no failover

Icmp unreachable rate-limit 1 burst-size 1
asdm image disk0:/asdm-602.bin

no asdm history enable

arp timeout 14400

nat (inside,outside) source static obj-inside obj-inside destination static
ob7j-AnyconnectPool obj-AnyconnectPool

nat (outside,outside) source static obj-AnyconnectPool obj-AnyconnectPool
destination static obj-AnyconnectPool obj-AnyconnectPool

/-—- The Manual NAT statements used so that traffic from the inside network
destined to the Anyconnect Pool and trarfrfic from the Anyconnect Pool destined
to another Client within the same pool does not get translated.

object network obj-AnyconnectPool

nat (outside,outside) dynamic interface
object network obj-inside

nat (inside,outside) dynamic interface

/-——- The Object NAT statements rfor Internet access used by inside users and
Anyconnect Clients.
/-—- Note: Uses an RFC 1918 range for lab setup.

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgco-pat 0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute

dynamic-access-policy-record DfltAccessPolicy

http server enable

http 0.0.0.0 0.0.0.0 inside



no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart
no crypto isakmp nat-traversal
telnet timeout 5

ssh timeout 5

console timeout 0

threat-detection basic-threat
threat-detection statistics access-1ist
7

class-map inspection _default

match default-inspection-traffic

7

7

policy-map type inspect dns preset_dns_map
pbarameters

message-length maximum 512
policy-map global policy

class inspection _default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

Iinspect nethbios

inspect rsh

inspect rtsp

Inspect skinny

Iinspect esmtp

inspect sqglnet

Iinspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

7

service-policy global policy global
webvpn

enable outside

!/-—- Enable WebVPN on the outside interrface

anyconnect image disk0:/anyconnect-win-3.1.05152-k9.pkg 1

/--- Assign an order to the AnyConnect SSL VPN Client image

anyconnect enable

/--- Enable the security appliance to download SVC images to remote computers
tunnel-group-list enable

/-—-- Enable the display of the tunnel-group 1list on the WebVPN Login page
group-policy clientgroup internal

/-—-- Create an internal group policy "clientgroup”



group-policy clientgroup attributes
von-tunnel-protocol ssl-client

/-—- Specify SSIL as a permitted VPN tunneling protocol
split-tunnel-policy tunnelall

/-—- Encrypt all the traffic from the SSIL VPN Clients.

username ssluseril password ZRAWS5jZgFaVds5P. encrypted

/--- Create a user account "ssluserl”

tunnel-group sslgroup type remote-access

/-—- Create a tunnel group "sslgroup” with type as remote access

tunnel-group sslgroup general-attributes
address-pool vpnpool

/--- Associate the address pool vpnpool created
derfault-group-policy clientgroup
/--- Associate the group policy "clientgroup” created

tunnel-group sslgroup webvpn-attributes
group-alias sslgroup users enable

/--- Configure the group alias as sslgroup-users

prompt hostname context
Cryptochecksum:afr3cdbfcdffc07414c4drbd29c5262a9

s end
ciscoasa (config)#

IJwpele wldlogold wso gpodle AnyConnect VPN Clpwogsle oS loduwlelyuwe
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PC with Cisco Anyconnect
VPN Client

i,

QOutside nebwork
172.16.1.0
ASA

il Tunnel IP

@ 192.168.101

Inside network VPN Client
10.77 241 128
Client to ASA Tunnel . -
Client to other Client vla ASA Tunnel ]
Intermet traffic does no through the tunnel A—
Tunnel IP

192.168.10.2

I3l Il Idlegold wso gpdle AnyConnect plo | 9op [ weésle obuss Split-Tunnel, SJI
Sobdy IUle) 929> NAT $395! JJwpele LNJlcuold Eolss IJlcglo [JI 51 Jloe ould Slgsé NAT
IJos o9 gds e)J6é 1de,9) o0 Idos cp odssuol. 9p¢ 3JI: Sgw ou2pse cgpg AnyConnect
VPN gJs $lispé Idcgde Ss 19 o9J (ACL) 5l I.__Juc_éj IJp g wpe.031 ywsolisy vlesg gos0l
Suwegdpe gpdle AnyConnect g ple IJoled 9sze 1o 99l $lysy gds IJlouold wogu200
IJogo.cdasule ASA IUJluosl) 9.1(2) pg ASDM Il oo, 7.1(6)

1. QéQlJ Configuration > Remote Access VPN > Network (Client) Access > Address Assignment> Address Pools >

Add in order to ¢J.9< £4910 oy b vpnpool.

. y
[B Add IPvd Pool -

Marne: wpnpool

Starting IP Address; 192.168.10.1

Ending IP Address:  192.165.10.254

CJIE)

Subnet Mask:

2K, | | Zancel | | Help |

L

2. 1o, Apply. CLI oI sd pdldes:
ciscoasa(config)#ip local pool vpnpool 192.168.10.1-192.168.10.254 mask 255.255.255.0

3. vpIdsy WebVPN. ugel) Configuration > Remote Access VPN > Network (Client) Access > SSL VPN
Connection Profiles 9@ Access Interfaces: 10 9) ool /JQ/:,J.D,___SJ Allow Access 9 Enable DTLS
Jslgoé IUghesé. w99 /‘_suo/ U Enable Cisco AnyConnect VPN Client access on the interfaces
selected in the table below glué IUIgosh Jopdso SSL VPN gds IU9lgos IUEDes6.



[l:unr rakiom > Remobe Access ¥PM = Nelwork (Client} Access = AnyConnecl Eme:l:inn:l’ml'iuj |

The securicy applance automaticaly deploys the Cisco ArreConmed: WPH Clent bo remobe usars upon connecton, The initial disnt daployment requires end-usar
admiristrative rights. The Cisco AnvwConnect WP Client supports IPsec (IKEwZ) burnel as wel a5 550 tunn=l with Dsbagram Transpart Layer Secority (DTLS) tunneling

apHons.

Aecess Interfaces
7| Enzblks Gsco AryConnect Y Ciant access on tha inkerfaces selecked in tha bable bakw
SEL acoess musk be enabled IF you ko AryConnect cliank to be launchad from a Browssr (Wel Launch]

551 Aooess 1Psec (IKEvE) Access
[rterfaos 5
Allow Aocoss Enable CTLS Al Acoess Enable Clien: Services Device Certfizate ... |
[[outsude Fl L] 1 Port Settngs ... |
nsde || T

/Q,jJ Apply.ua‘ob Configuration > Remote Access VPN > Network (Client) Access > Anyconnect Client Software
> Add JJ_ol9e Lo9,6 go5J Cisco AnyConnect VPN oy 31,6 Flash IUgloé o ASA Yol 09

PIAL:

rl o
D UPiosd M52 S

IUpload a file From local computer ta Flash File system on the device. The upload process might take a Few minutes,
Please wait for the operation ko Finish,

Local File Path: _::'I,Llsers'l,jl:nsemed'l,Desktnp'l,an';.fn:n:nnnect-win-S. 1.05152-43.pkg ’ Browse Local Files, .. ]
Flash File Svstem Path; :diskﬂi,l'anycnnnect.-win-& 1 .D5152-k'9.p|-;g.| . ’ Browse Flash. .. ]
[ Upload File ] ’ Close l [ Help ]
b
? ’ _ - IF T
[} Add AnyConnect Client Image
anyConnect Image: anycnnnect-win-S.1.05152-k9.|:|kg| | Browse Flash. .. |
| Upload. .. |

3]

Regular expression to match user-agent

Ik ] | Cancel | | Help |

CLI ouvdsd pIdlics:
ciscoasa (config) #webvpn
ciscoasa (config-webvpn) #enable outside
ciscoasa (config-webvpn) #anyconnect image disk0:/anyconnect-win-3.1.05152-k9.pkg 1
ciscoasa (config-webvpn) #tunnel-group-list enable
ciscoasa (config-webvpn) #anyconnect enable
. odasu vog Idpeze9gsd. wéel) Configuration > Remote Access VPN > Network (Client) Access > Group
Policies Jluuwle yw sl wsé pogp9€6 2lgJsé clientgroup. weo General £Jlo6 IJo 9w 225 SSL VPN

client gluo IUIgesh Jopedsy WebVPN Jo 9599 099 pw o9 wo.
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9.5 Advanced > Split Tunneling 229Jé. [ sl Tunnel Network List Below o0 I 9les,06 100w Jé
"Idooe" Jlouble gpse 1Jzip po IJdpws9cy IJogss po g 093 fou.
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CLI o s pldes:

ciscoasa(config) #access-list SPLIt-ACL standard permit 10.77.241.0 255.255.255.0
ciscoasa(config) #access-list SPLIt-ACL standard permit 192.168.10.0 255.255.255.0

ciscoasa(config) #group-policy clientgroup internal
ciscoasa(config) #group-policy clientgroup attributes

ciscoasa (config-group-policy) #vpn-tunnel-protocol ssl-client
ciscoasa (config-group-policy) #split-tunnel-policy tunnelspecified
ciscoasa (config-group-policy) #split-tunnel-network-list SPLIt-ACL

. gl Configuration > Remote Access VPN > AAA/Local Users > Local Users > Add Jlouwle guwle

PV P ; .S ssluserl. [y gy OK 900 Sp Apply.
IR 2 e dscour 8 L ——f-ET---_ m——— *1 |~
frieris]

PR ——

H-KFH Fricy

Lenrraara: eriwar]
Freanrart !
Lo fuspanih |14944449]
U cullniindin] g MELHS!
Pz Bedidean
‘vt i H npHines bednee b et BT, T Teieed and Donends AT
[ TETCR T [P P PP TTE TE S RONTERS T T T T | PTPre e 1M 1o
) Pl seran ST, T, Telrak and Conerls)
Eehdans e
Bebliags Lassd; i

= CLT kg pamangd For S, Tednad and oneles (g (M acrass]
Thics sattine b affasctivm onte | o544 sothanticstion b oorsoks LR " coanarand b coadiueeal

Ma AECH, 55H, Telnet or Coredks eccam

Thin iwtting iv sffectve anty F “ass sthenticetdan hitp coreda LOCAL”" and " o o
CLI oy Isd pIdldss:

ciscoasa(config)#username ssluserl password asdmASA@

. oIS pge9Es IJu9 . wEel) Configuration > Remote Access VPN > Network (Client) Access >
Anyconnect Connection Profiles > Add JJu_ile 020966 w99 22526 sslgroup. 9. Basic /o6
IJowsse: spdod cudss Slsps IJodasule Jpl 09 09002 cuwpss pepsed IJoS9
wlw e sslgroup. o Client Address Assignment: I2<, ogpg IJEUI9SS vpnpool ey Client Address Pools
IJ8lesp6 1o s Jé. @ Default Group Policy: ié&_, wog IJeze9€6 clientgroup o Group Policy
LJLéA&aoé LLngL}u)Ljé.



[E] Add AnyConnect Connection Profile

F-Advanced
aliases:
Aubhentication
Method: @ ang ) Certificabe ) Both
A& Server Group: LonZAL

fze LOCAL T Server Group Fals

iClier Address Assignment
DHCP Servers:

@ Mome (0 DHCP Link ) DHCP Subnet

Client Address Paals: |\.l|:|n|:ml

Client [Pve Address Pools:

IPw6 address pool is only supported for 530,

Defaulk Group Palicy

Group Folicy: | clientgroup

(Folowing Field i an attrioute of the group policy selected above,)
|| Enable 551 ¥PN dient protocal

e —

wgw Advanced > Group Alias/Group URL £Jl06 IJo w950 o wOESSU lwpe IUpzesed lJpuweel

< sslgroup_users 9/u 9y 999 oK. CLI o ubdsd pdlss:
ciscoasa(config) #tunnel-group sslgroup type remote-access
ciscoasa(config) #tunnel-group sslgroup general-attributes
ciscoasa (config-tunnel-general) #address-pool vpnpool

ciscoasa (config-tunnel-general) #default-group-policy clientgroup
ciscoasa(config-tunnel-general) #exit

ciscoasa(config) #tunnel-group sslgroup webvpn-attributes
ciscoasa (config-tunnel-webvpn) #group-alias sslgroup_users enable

ASA IJl_osl, 9.1(2) ouidsd Sis CLI
ciscoasa (config)#show running-config
: Saved

ASA Version 9.1(2)

7

hostname ciscoasa

domain-name default.domain.invalid

enable password SRy2YjIyt7RRXU24 encrypted

names

7

Interface GigabitEthernetl,/0

nameif outside

security-level 0

ip address 172.16.1.1 255.255.255.0
/

Interface GigabitEthernetl/1

nameif inside

security-level 100

ip address 10.77.241.142 255.255.255.192
/

Interface Management(/0

shutdown

no nameifr

no security-level

no ip address

/

passwd 2KFQOnbNIdI.2KYOU encrypted




boot system disk0:/asa802-k8.bin

ftp mode passive

clock timezone IST 5 30

dns server-group DefaultDNS

domain-name default.domain.invalid
same-security-traffic permit intra-interface

!/ -—- Command that permits the SSL VPN traffic to enter and exit the same interface.

object network obj-inside
subnet 10.77.241.128 255.255.255.192

/-—-- Commands that define the network objects we will use later on the NAT section.

access-1ist SPLIt-ACL standard permit 10.77.241.0 255.255.255.0
access-1ist SPLIt-ACL standard permit 192.168.10.0 255.255.255.0

/-—- Standard Split-Tunnel ACL that determines the networks that should travel the
Anyconnect tunnel.

pager lines 24

logging enable

logging asdm informational

mtu inside 1500

mtu outside 1500

ip local pool vpnpool 192.168.10.1-192.168.10.254 mask 255.255.255.0

/-—-- The address pool for the Cisco AnyConnect SSL VPN Clients

no failover

Icmp unreachable rate-limit 1 burst-size 1
asdm image disk0:/asdm-602.bin

no asdm history enable

arp timeout 14400

nat (inside,outside) source static obj-inside obj-inside destination static
ob7j-AnyconnectPool obj-AnyconnectPool

/-—- The Manual NAT that prevents the inside network from getting translated when
going to the Anyconnect Pool

object network obj-inside
nat (inside,outside) dynamic interface

/-——- The Object NAT statements rfor Internet access used by inside users.
/-—- Note: Uses an RFC 1918 range for lab setup.

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgco-pat 0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute

dynamic-access-policy-record DfltAccessPolicy

http server enable

http 0.0.0.0 0.0.0.0 inside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

no crypto isakmp nat-traversal

telnet timeout 5

ssh timeout 5

console timeout 0

threat-detection basic-threat



threat-detection statistics access-1ist
7

class-map inspection _default

match default-inspection-traffic

7

7

policy-map type inspect dns preset_dns_map
pbarameters

message-length maximum 512
policy-map global policy

class inspection _default

inspect dns preset_dns_map

inspect ftp

inspect h323 h225

inspect h323 ras

Iinspect nethbios

inspect rsh

inspect rtsp

Inspect skinny

Iinspect esmtp

inspect sqglnet

Iinspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

7

service-policy global policy global
webvpn

enable outside

!/-—- Enable WebVPN on the outside interface

anyconnect image disk0:/anyconnect-win-3.1.05152-k9.pkg 1

/--- Assign an order to the AnyConnect SSL VPN Client image

anyconnect enable

/--- Enable the security appliance to download SVC images to remote computers
tunnel-group-list enable

/-—-- Enable the display of the tunnel-group list on the WebVPN Login page
group-policy clientgroup internal

/--- Create an internal group policy "clientgroup”

group-policy clientgroup attributes
von-tunnel-protocol ssl-client

/-—- Specify SSIL as a permitted VPN tunneling protocol



split-tunnel-policy tunnelspecified

/-—- Encrypt only traffic specified on the split-tunnel ACL coming from the SSIL
VPN Clients.

split-tunnel-network-1ist value SPLIt-ACL

/--- Defines the previosly configured ACL to the split-tunnel policy.

username ssluseril password ZRAWS5jZgFaVds5P. encrypted

/--- Create a user account "ssluserl”

tunnel-group sslgroup type remote-access

/-—- Create a tunnel group "sslgroup” with type as remote access

tunnel-group sslgroup general-attributes
address-pool vpnpool

/--- Associate the address pool vpnpool created
derfault-group-policy clientgroup
/--- Associate the group policy "clientgroup” created

tunnel-group sslgroup webvpn-attributes
group-alias sslgroup users enable

/--- Configure the group alias as sslgroup-users

prompt hostname context
Cryptochecksum:afr3cdbfcdffc07414c4drbd29c5262a9
: end

ciscoasa(config)#

IJuade pPuU IJanaluu&é)p o3l I wp Joldss gpd IJodoss wivd) Logse.
- show vpn-sessiondb svc - SE 2 IJogd9ple 29J louoldle SSL IJzlJsé.

ciscoasa#show vpn-sessiondb anyconnect

Session Type: SVC

Username : ssluserl Index 212

Assigned IP : 192.168.10.1 Public IP : 192.168.1.1
Protocol : Clientless SSL-Tunnel DTLS-Tunnel

Encryption : RC4 AES128 Hashing : SHAl

Bytes Tx : 194118 Bytes Rx : 197448

Group Policy : clientgroup Tunnel Group : sslgroup

Login Time : 17:12:23 IST Mon Mar 24 2008
Duration : Oh:12m:00s



NAC Result : Unknown
VLAN Mapping : N/A VLAN : none

- show webvpn group-alias - S& )2 IJlwe Idewegl) IU3s op odIsuo Jogesgle pgoddo.
ciscoasa#show webvpn group-alias
Tunnel Group: sslgroup Group Alias: sslgroup users enabled

- s ASDM. I, Monitoring > VPN > VPN Statistics > Sessions in order to £, IJglds gdwé S IJ
ASA.

@ Cisco ASDM 7.1 for ASA - Demo mode

File ‘iew Tools Wizards Window Help

— = O
@ Home G’ié} iZonfiguration D Monitaring | Save @ Refresh |H \_‘:j Fr

Device Lisl_: m] Monitoring = ¥YPMN = ¥YPN Skatistics > Sessions
gp Add ﬁ Delete ﬁ Connect

Find: G0 Type Ackive
------ = 172,731,245, 74:544 3

e 3@ localhost:55000

¥PN T
=) PN Statistics

'fléill:er By danwConneck Client a -- all

5 =y Cluster Loads
- I Crypta Statistics SBEE
gl Compression Skatiskics Cumpection rofils
% Encryption Statistics seheser] cligritgroup
- M clohal IKE/IPsec Statistics 192.168.10.1 SSIgroup
gl MAC Session Surmmary
- M Protocol Statistics
- I | AN Mapping Sessions
-l Clientless 550 WPH
-l YPN Connection Graphs

----- gl WSA Sessions

J=ername

I,JUUJ,JUILQ I,JI > blc _QIUaJICOIsjd ) 03 I G wp pgd9ple Sspdod Iuwegslpol
Tl [sble /JUJ”U SlooJlzol.

- vpn-sessiondb logoff name - /,o_) ouwesd 1Ug9e po IJ SSL VPN gJ wé J IJ sgso username.
ciscoasa#vpn-sessiondb logoff name ssluserl
Do you want to logoff the VPN session(s)? [confirm] Y
INFO: Number of sessions with name "ssluserl” logged off : 1

ciscoasa#Called vpn_remove_uauth: success!
webvpn_svc_np tear down: no ACL



webvpn_svc _np tear down: no IPv6é ACL
np_svc_destroy_session(0xB000)

oldoid: Spdod [uwegsle vpn-sessiondb logoff anyconnect I:DJ in order to iuoqo all the
AnyConnect gJ_wé.

debug webvpn anyconnect <1-255> - ($9L9, ia)/& WebVPN Ss 19 s /JJEJ..; U /CJ lowle
IJeJwoe.

Ciscoasaf#fdebug webvpn anyconnect 7

CSTP state = HEADER PROCESSING
http_parse_cstp_method()

. .input: 'CONNECT /CSCOSSLC/tunnel HTTP/1.1'
webvpn_cstp_parse_request_field()

..input: 'Host: 10.198.16.132"'

Processing CSTP header line: 'Host: 10.198.16.132'
webvpn_cstp_parse_request_field()

..input: 'User-Agent: Cisco AnyConnect VPN Agent for Windows 3.1.05152'
Processing CSTP header line: 'User-Agent: Cisco AnyConnect VPN Agent for Windows
3.1.05152"

Setting user-agent to: 'Cisco AnyConnect VPN Agent for Windows 3.1.05152'
webvpn_cstp_parse_request_field()

..input: 'Cookie: webvpn=146E70@20480@567F@50A0DFF04AFC2411E0DD4F681D330922F4B21F60"'
Processing CSTP header line: 'Cookie: webvpn=
146E70@20480@567F@50A0DFF04AFC2411E0DD4F681D330922F4B21F60"'

Found WebVPN cookie: 'webvpn=146E70@20480@567FRQ50A0DFF04AFC2411E0DD4F681D330922F4B21F60"
WebVPN Cookie: 'webvpn=146E70@20480@567F@Q50A0DFF04AFC2411E0DD4F681D330922F4B21F60"
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Version: 1'

Processing CSTP header line: 'X-CSTP-Version: 1'
Setting version to '1'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Hostname: WCRSJOW7Pnbc038'

Processing CSTP header line: 'X-CSTP-Hostname: WCRSJOW7Pnbc038'
Setting hostname to: 'WCRSJOW7Pnbc038'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-MTU: 1280'

Processing CSTP header line: 'X-CSTP-MTU: 1280'
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Address-Type: IPv6,IPv4d'’

Processing CSTP header line: 'X-CSTP-Address-Type: IPvé6,IPv4d'’
webvpn_cstp_parse_request_field()
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Base-MTU: 1300’

Processing CSTP header line: 'X-CSTP-Base-MTU: 1300'
webvpn_cstp_parse_request_field()
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Full-IPv6-Capability: true'

Processing CSTP header line: 'X-CSTP-Full-IPvé6-Capability: true'
webvpn_cstp_parse_request_field()

..input: 'X-DTLS-Master-Secret: F1810A764A0646376F7D254202A0A602CF075972F91EAD1
9BB6BE387BB8C6F893BFB49886D47F9A4BE2EA2A030BF620D'

Processing CSTP header line: 'X-DTLS-Master-Secret: F1810A764A0646376F7D254202A0
A602CF075972F91EAD19BB6BE387BB8C6F893BFB49886D47F9A4BE2EA2A030BF620D"'
webvpn_cstp_parse_request_field()

..input: 'X-DTLS-CipherSuite: AES256-SHA:AES128-SHA:DES-CBC3-SHA:DES-CBC-SHA'
Processing CSTP header line: 'X-DTLS-CipherSuite: AES256-SHA:AES128-SHA:DES-CBC3
-SHA :DES-CBC-SHA'
webvpn_cstp_parse_request_field()

..input: 'X-DTLS-Accept-Encoding: 1zs'

Processing CSTL header line: 'X-DTLS-Accept-Encoding: 1lzs'
webvpn_cstp_parse_request_field()

..input: 'X-DTLS-Header-Pad-Length: 0'
webvpn_cstp_parse_request_field()



. .input: 'X-CSTP-Accept-Encoding: lzs,deflate’

Processing CSTP header line: 'X-CSTP-Accept-Encoding: lzs,deflate'’
webvpn_cstp_parse_request_field()

..input: 'X-CSTP-Protocol: Copyright (c¢) 2004 Cisco Systems, Inc.'
Processing CSTP header line: 'X-CSTP-Protocol: Copyright (c¢) 2004 Cisco Systems, Inc.'
Validating address: 0.0.0.0
CSTP state = WAIT FOR_ADDRESS
webvpn_cstp_accept_address: 192.168.10.1/255.255.255.0
webvpn_cstp_accept_ipvé_address: No IPv6 Address
CSTP state = HAVE_ADDRESS
SVC: Sent gratuitous ARP for 192.168.10.1.

SVC: NP setup

np_svc_create_session (0x5000, 0xa930al80, TRUE)
webvpn_svc_np_setup

SVC ACL Name: NULL

SVC ACL ID: -1

vpn_put_uauth success for ip 192.168.10.1!

No SVC ACL

Iphdr=20 base-mtu=1300 def-mtu=1500 conf-mtu=1406

tcp-mss = 1260

path-mtu = 1260 (mss)

mtu = 1260 (path-mtu) - 0(opts) - 5(ssl) - 8(cstp) = 1247
tls-mtu = 1247 (mtu) - 20(mac) = 1227

DTLS Block size = 16

mtu = 1300 (base-mtu) - 20(ip) - 8(udp) - 13(dtlshdr) - 16(dtlsiv) = 1243
mod-mtu = 1243 (mtu) & O0xfff0(complement) = 1232

dtls-mtu = 1232 (mod-mtu) - 1(cdtp) - 20(mac) - 1(pad) = 1210
computed tls-mtu=1227 dtls-mtu=1210 conf-mtu=1406

DTLS enabled for intf=2 (outside)

tls-mtu=1227 dtls-mtu=1210

SVC: adding to sessmgmt

Unable to initiate NAC, NAC might not be enabled or invalid policy
CSTP state = CONNECTED

webvpn_rx_data_cstp

webvpn_rx_data_cstp: got internal message

Unable to initiate NAC, NAC might not be enabled or invalid policy
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https://www.cisco.com/c/ar_ae/support/security/asa-5500-series-next-generation-firewalls/series.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/67986-pix7x-asa-client-stick.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/70511-sslvpnclient-asa.html
https://www.cisco.com/c/ar_ae/support/index.html?referring_site=bodynav
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