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ASA CLI (1955

ci scoasa#show running-config
Saved :

(ASA Version 8.0(2

|
host nanme ci scoasa
donmai n- nane defaul t. domain.invalid
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
nanes

|
interface Ethernet0/0

nanei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0
|
interface Ethernet0/1

narei f outsi de

security-level O

ip address 192.168.1.5 255. 255.255.0
|
interface Ethernet0/2

narei f DVZ

security-level 90

i p address 10.77.241.142 255. 255, 255, 192
|
interface Ethernet0/3

shut down

no nanei f

no security-Ieve

no i p address

|
i nterface Managenent 0/ 0

shut down

no nanei f

no security-Ieve

no i p address

|

passwd 2KFOnbNI dI . 2KYQU encr ypt ed

regex urllistl
".*\.([Ee] [Xx] [Ee] | [Cc] [Oo] [Mm] | [Bb] [Aa] [Tt])
"[HTTP/1.[01

Extensions such as .exe, .com, .bat to be captured ---!
and !--- provided the http version being used by web
browser must be either 1.0 or 1.1 regex urllist2
".*\.([Pp][Ii] [F£]| [Vv][Bb][Ss] | [Ww] [Ss] [Hh])
"[HTTP/1.[01

Extensions such as .pif, .vbs, .wsh to be captured ---!
!--- and provided the http version being used by web
browser must be either !--- 1.0 or 1.1 regex urllist3
".*\.([DA] [Oo] [Ce] | [Xx] [L1][Ss]|[Pp][Pp][Tt])
"[HTTP/1.[01

Extensions such as .doc(word), .xls(ms-excel), .ppt ---!
to be captured and provided !--- the http version being
used by web browser must be either 1.0 or 1.1 regex
urllist4 ".*\.([2z][Ii]l[Ppl]|[Tt][Aal([Rr]|[Tt][Gg]l[Zz])
"[HTTP/1.[01

Extensions such as .zip, .tar, .tgz to be captured ---!




and provided !--- the http version being used by web
browser must be either 1.0 or 1.1 regex domainlistl
nn\.yahoo\.com

"regex domainlist2 "\.myspace\.com

"regex domainlist3 "\.youtube\.com

Captures the URLs with domain name like yahoo.com, ---!
I --- youtube.com and myspace.com regex contenttype
""Content-Type

"%, /regex applicationheader "application

Captures the application header and type of !--- —---1!
content in order for analysis boot system di sk0:/asa802-
k8.bin ftp node passive dns server-group Defaul t DNS
domai n- name defaul t.domain.invalid access-list
inside_mpc extended permit tcp any any eq www

access-list inside_mpc extended permit tcp any any eq
8080

Filters the http and port 8080 !--- traffic in ---!
order to block the specific traffic with regular !---
expressions pager lines 24 nmtu inside 1500 ntu outside
1500 mtu DMEZ 1500 no failover icnp unreachable rate-
limt 1 burst-size 1 asdminmage di sk0:/asdm 602. bin no
asdm history enable arp timeout 14400 route DMZ 0.0.0.0
0.0.0.0 10.77.241.129 1 tineout xlate 3:00:00 tineout
conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp

0: 00: 02 timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00
ngcp 0: 05: 00 ngecp-pat 0: 05:00 tineout sip 0:30:00
sip_nedia 0:02: 00 sip-invite 0:03:00 sip-di sconnect

0: 02: 00 timeout uauth 0:05:00 absol ute dynamni c-access-
policy-record DfltAccessPolicy http server enable http
0.0.0.0 0.0.0.0 DVZ no snnp-server |location no snnp-
server contact snnp-server enable traps snnp

aut hentication linkup |inkdown coldstart no crypto

i saknp nat-traversal telnet tineout 5 ssh tineout 5
consol e tinmeout O threat-detection basic-threat threat-
detection statistics access-list | class-map type regex
match-any DomainBlockList

match regex domainlistl

match regex domainlist2

match regex domainlist3

Class map created in order to match the domain ---!
names !--- to be blocked class-map type inspect http
match-all BlockDomainsClass

match request header host regex class DomainBlockList

Inspect the identified traffic by class !--- ---!
"DomainBlockList". class-map type regex match-any
URLBlockList

match regex urllistl

match regex urllist2

match regex urllist3

match regex urllist4

Class map created in order to match the URLs !--- ---!
to be blocked cl ass-map inspection_default match
default-inspection-traffic class-map type inspect http
match-all AppHeaderClass

match response header regex contenttype regex
applicationheader




Inspect the captured traffic by regular !--- —---!
expressions "content-type" and "applicationheader".
class-map httptraffic

match access-list inside_mpc

Class map created in order to match the !--- ---!
filtered traffic by ACL class-map type inspect http
match-all BlockURLsClass
match request uri regex class URLBlockList
1
Inspect the identified traffic by class !--- ---!
"URLBlockList". ! policy-map type inspect dns
preset _dns_map paraneters nmessage-| ength maxi mum 512
policy-map type inspect http http_ inspection_policy
parameters
protocol-violation action drop-connection
class AppHeaderClass
drop-connection log
match request method connect
drop-connection log
class BlockDomainsClass
reset log
class BlockURLsClass
reset log

Define the actions such as drop, reset or log !--- ---!
in the inspection policy map. policy-map gl obal _policy
cl ass inspection_default inspect dns preset_dns_nap
i nspect ftp inspect h323 h225 inspect h323 ras inspect
net bi os i nspect rsh inspect rtsp inspect skinny inspect
esntp inspect sqlnet inspect sunrpc inspect tftp inspect
sip inspect xdncp policy-map inside-policy

class httptraffic

inspect http http_inspection_policy

Map the inspection policy map to the class !--- ---!
"httptraffic" under the policy map created for the !---
inside network traffic. ! service-policy global _policy

gl obal service-policy inside-policy interface inside

Apply the policy to the interface inside where the ---!
websites are blocked. pronpt hostnane context

Crypt ochecksum e629251a7c37af 205¢289cf 78629f c11 : end
#ci scoasa
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Configuration > Firewall > Objects > Regular Expressions

Eag.lla' Expressdons -}

Configure regular expressions for uss in patderm makching. Regulsr sxpressions wath names starong with *_default” are default regular expressions an
carnot be modfied or delketad,

Nzme I
e S ——
_ neme:{omantstt | 8% 8 1 (<353 8 (=3 (=1 LY el
7 .vahoaoh.com ;j Build. .
_ Walue: 4'
Test... |
: cocs || =
S99 Lislg .myspace.com Jwll pul bladl J>1 o0 2 ._S)Lc_,us.u Jbro clisl 09
@= Add Regular Expression
Marme: |[domainliskz
Jmvspace, com Ewild. ..
Yalue:
Pl
oole e cals I I Zancel Help OK
999 silg .domain name youTube.com JI a8 domainList3 in order to

ﬁ: Add Regular Expression

Manne: Iu:lu:nmainlistS ]

.yu:nutul:ue'l,.n:n:um” Ewi

Yalue:
Tes

i iZancel Help

us5 9,0 &30 clisl @9 OK
aolaziw| e SHI hitp jlasl oeSs ol day i baty comg exe Jio wlalall olslaol bladl J=1 o dole

$99 59 1191 1.0 ol wugll o, io dlauwls,

B Add Regular Expression

Mame Iurllistl

A ([Eells=TE=] [Tl oalMm]|[BRI[AaILTE]) HTT
Fil.[01]

N —

Yalue!

Ik I Zancel Help

urllist2 in ssle jusi wal> .OK




w9 padioy wlasiwl Ges, ol égwo http JI ol wshy pif. vbs Jio whblaiol calall jasd e order to
599 L8519 .1.1 91 1.0 Lol

&."q: Add Regular Expression

Mame: 1ur||ist2 1

A ([Pp]IHIIFF]I v JIBEI S ]| [ LSS JTHRT) HTTF‘J Build. .
y1.[o1] —

Yalue:

Tesk,,

2K, I Zancel | Help |

290 aaild clisl p9 .OK
oy Sl http Hlas] e ol dlay i ppty xI39 doc Jio olalall olaxle bladl J>1 o0 3 dnle juss
319 .1.1 91 1.0 Lol wuoll Lo 2o S (o dolaiiwl

g% Add Regular E:-tpressmn

Mane!| |urllisks

A ([Dd][Oo][Ce]| [ L S]] [Pp]PRICTED HTTF‘j Build,

1.[01]

Yalue:

Tesk,

2K, I iZancel | Help |

B)leo ansld clisl, pd OK
iy SV http las] oSy ol dlay i 4g2Z9 targ zip Jio olalall whblaiol bl =1 (o abiio sl

99 Lalg 1.1 91 1. Oblwg]luo)mmJaSan.o|w|

g% Add Regular Expression

Marne: Furllistﬂl ]

A ([Z2)n]Pp]|[Te)Aa]Rr I [T [GO][Z=]) HTTR/ IJ

I iZancel I Help |
Sole Lusi soie g9i clisl p9 .OK
S99 aily .seixall goi bolail¥




g% Add Regular Expression

Mame; Icu:nnl:enl:l:ype

Cu:unlzenl:-T';.fpe| J

Build. .
Yalue:

Test, .

Ik I Cancel Help
Guls ol slil 9 o

B Add Regular Expression

Mame: ||applicationheader

ey
application). Eil
Yalue: 4

T

] 4 I Cancel | Help
e JiSis OK. CLI
doMe wo Laiay ddlailg aple jyles < SllS < Gla> jlax < JSuis o bplell usil obd elis] .2
Sole usi @9 clivl p8.au090 98 oS wlid Lalio caals in order to aplell jyeill bd Cugull
#lg .domainList3 9 domainList1. domainList2 a,slell olusill o0 sl dilas) DomainBlockList
S99
.OK




& Add Regular Expression Class Map

Configure a regular expression class using available reguiar expressions. For a class to be considered a match, only one of its match
conditions needs to be met,

Farme: | |Dm'pa'r|E|I|:|d-:List |

Description: |

Available Regular Expressions Configured Match Conditions

Regular Exprassion I Makch Tvpe I Regular Expression
L =] ) domainlist

iR, domainlist2

_default_gnu-hetp-tunnel_uri
_default_http-tunnel
_default_httport-tunnal
_default_icy-metadata
_default_msr-messenger
_default_shoutcast-tunneling-protocol
_default_windows-media-playsr-tunnel )
_default_x-kazaa-network
_default_yshoo-messenger

applicationheader

contentbype

jurlist |
wrlist2

urlst S

wrlists -

Eﬁ;-.u | hew... Mtk TEFH: EEMHH‘I

oK | Canicel | Help I
9 urllist1. urllist2, urllist3 &yl olusidl oo i s las) URLBlockList ssle uss @ clisl, o8

999 Laslg .urllist4
OK.




i Hegular Expression Liass Map

Corfiqure & regular expression class using avallable regular expressions. For a class ko be corsidered a match, anky ane of ks mat
conditions needs bo be met,

Mame: RLEockList |
Description: |
Available Regular Expressions Configured Match Conditions
Regular Expression I_ Match Type I Regular Expression
e S LN :] 1) urliist1
_defaulk_gru-hetp-tunmel_arg oR m urllist2

_defauk_gru-http-tunmel_uri OR urllists
_dafaulk_kttp-tuninesl &
_defauk_httport-tunnsl
_dafauk_icy-metadata
_defaulk_msn-messenger
_defauk_shoutcast-tunnelng-protoool
_dafaulk_windowves-media-player-turinel
_defaul_x-kazaa-network
_d=fauk_yahoo-messanger
applicationheader

contenttype

Jomairkist3
domairdist2
|l:||:ma1'ri5t1

L4]

Edtl . l Maw,.. Mabkch Tm: EE Mtk

9150 JuSis CLI

ad< s <ala> Hham<sSis o slasll b3 plakiwl 6333l 59,0)l &,> Laxd .3
ules Galito O camy 9,0 &> hitp JI Laxe, ol day 3 i cals in order to adlol<HTTP<kil,s
Shusill bl go 4wl Lul) aslaa) AppHeaderClass aid lolaso clisl p9.x050 o8 LaS dyolly;
Lanlell




f= Add HTTP Traffic Class Map '
Mame: (|AppHeadsrClass )

Descripkion: |

Match Option: (¢ Match Al ¢~ Match Any

Match Type | Criterion Value | Cadd:
& Add HTTP Match Criterion N x| Edt
Match Tvpe: % Match Mo Match Dieteta
Criterion: Gﬂuqua.-st Header Field j =
WYalue
~Field
" Predefined: |-an:n:-a|:4: _'_]
(:ﬁ' Regular Expression: In:mtanttvpe EI:J Manage... |
Value
- s
b " Reogular Expression Class: IDc.rr-aerI-:utkLlst _:J Marage.. .
I (874 l Cancel | Help [

=il bladl go L)l ul) ds,lno) BlockDomainsClass clisl, p2sdlgo (999 il o
Lanlell
0% Add HTTP TrafficClassMap =

Marre; |Bﬂnd<Dnmah::CIass
Description: |
Match Option: = Makch all " Match Any

Match Type | Critesion I Wl I @

@& Add HTTP Match Criterion K x| Edt

Match Tvpe: & Match Mo Makch Dt

i

Crikerion: [:IRequasl Header Field =]

Walue
~Fiedd

( Predefined: [host J =]

™ Regular Expression: ]n:nnteﬁ-“.t'_-pe LI Marage,

—Wahue
™ Regular Expression: I_':IE'F-B'J||.'_.GEIT':IT"1':.-'F'C-|:L;-|'|FE| ;’ sERE =0

fﬁ' Requiar Expression Class] | DomainBlackList El Manage. ..

| oK I Carcel I Help I
Slusil blaidl go Lol uri O 420 dsylna) disll =i BlockURLsClass cLlisl, r¢>.§.OK 999 sily



el
= Add HTTP Tralttic Class Map - B

Mlarme: EbockR Lslass

Description: |

Match Cpfion: % Match &l ¢ Match Any

Match Type | Criberion | Value |  add
Edit
@ Add HTTP Match Criterion x|
LIESEDE
Match Type: (% Match (" No Match
Criterion:  [|Request UR =]
Yalue
i Regular Expression: I_dea‘ault_GnTnMvF‘C-tunnel ;l FManage.,.
( ool Boresion o, | -] _oos..
i  F— NS T | vl I
o JsSuis OK.CLI (999 ,ailg

< bil,5 Lani<oili<alas < JiSis o i liygadl dwluw (S ddlaall 9,0l 3,5 olel2Yl ouss 4
2090 98 WS 59,0 &,> Jilay JI J eL,2Vl cuiy ol http_inspection_policy c.als HTTP in order to
999 iy
.OK



] N -

EE- [

Mame: ﬂhttp_hspecti:ﬂ _palicy J

Description: |

Parameters Inspections |

Match Type Criterion Wahue Action Log

fowve Lip

[ove Dawn

| Cancel | Help |

HTTP > HTTP_INSPECTION_POLICY < ki3l Laxd < olils < alas> jlax < JuSis o i
s> gl olall wlise J el 2 g in order to alo] < Jupolss dslaalbg (29550 6,45)
oV

—

& Edit HTTP Inspect Map

Manme; Iiﬁttp_inspectinnjnlicy :I

Descripkion: I

Security Level || l Details J

Pararmeters Inspections

Makch Tvpe Criterion Yalue ackion Log

Edit

1089 Llb Lolwls Hheall Jumus (o p89 bliw] Jlasl & cl2 Yl usiy 08



Match Criberia

{* Single Match

Match Type: % Match & Mo Match

Crikerion: ( Request Methndj -

Value

{+ Method:

{~ Regular Expression

{¢ Feqular Expression; _default  GoToMyPC-tunnel

{ Hegular Expression Class:  |DomainBlockLisk

" Mulkiple matches

HTTF Traffic Class: [AppHeaderZlass - MMariat

Bckions

fckion: i+ Drop Conneckion | ¢ Reset  ( Log

Log: * Enable ™ Disable

999 il ai | OF I Cancel | Help

AppHeaderClass dall Jouwill ¢uSai9 blaw| Juasl J cl,2Vl usiy p889lg0



03.0K 399 ,ail9

= Add HTTP Inspeck

f% Add HTTP Inspect

Makch Criteria
£ Single Match

Match Type; & Match €7 Mo Match

Zriterimm;

RequestiResponse Conkent Type Mismatch LI

Yalue

Mot applicable.

[F Mulkiple matn:he}

HTTF Traffic Classlz .ﬁ.ppHeaderCIassj il Mar
actions
Ackion: f nection { Reset " Log
Log: i~ Disable
Ik I Cancel | Help

Match Criteria
™ Single Match

Match Tape; & Match £ Ma Mateh

ot =1 ¢ [l p

Request/Response Content Type Mismatch ;l

Walue

Mot applicable.

&7 Multiple n‘uatn:l'uE;l

HTTP Traffic Class: IEIDckDDmainsclagls

actions
Ackion: ¢ Drop Conneckion |1 Resed {7 Log
Log:
Ik, I Cancel Help

039 laio 8>l qjiulsclp}”c,m

.BlockDomainsClass



; 039 loio 63le] &l e el 2Vl sty paddlgo 999
= Add HTTP Inspect -

Makch Criteria

" Single Match

Match Twpe; €& Match 0 Ma Match

3 o= [ Fequest/Response Content Type Mismatch )

W alie

Mot applicatle,

f:?- Multiple matchesj

HTTF Traffic Class:

Bckions

Ackion: { Drop Conneckion " Log
Log: i Disable

21K iZancel | Help |

.BlockURLsClass
918 JuSis CLI 3day dalnisls. OK (99

< &8Lo] < doazdl dwlaw aclgd < Glazl jlax < ueSHl Lislagzloll e Liniaill HTTP dwlaw gulos .5
dwluw 622l
.aoasd|

»l9

Configuration > Firewall > Service Policy Rules

dp add ~| [E Edit ﬁ Delete | + 4 | Y B2 B -| QFnd Diagramn B Packet Trar

[‘ﬁ' Fy\ﬂdﬂar%mﬁPtdlgyRuﬁle‘l. iaFFin: Classification

g8 Add Management Service Policy Rule. .. SourCe Drestination Service
Insert, ..

% I @@ any Q, default-inspe. .

A3 I pwl 29 douiall anslall o (31 o)1 8o 5 (SwY ¢l o i3 THTTP obly 490 &,>
Next 999 a5 .duwlw
(JWwI)



Adding a new service policy rule requires three steps:

Step 1: Configure a service policy.
Step 2: Configure the traffic dassification criteria for the service policy rule,

Step 3 Configure ackions on the traffic classified by the service policy rule.

Create a Service Policy and apply To:

Cnly one service policy can be configured per interface or at global level. IF a service policy already exists, the
new rule inko Ehe existing setvice policy, Otherwise, wou can create a new service policy.

G;' Interface:  |inside - (create new service palicy) = }

Policy Marme:| iinside-pnlicy

Description; I

{~ Global - applies to all interfaces

Palicy: Tame: Igimba‘_gn!.w

Erescripbian I

= Back I |

U9 Sl daild pasiiuy) dg>olly yuaall IP glsic 33>9 dall lalasal hitp 9,0 S,> clisl, o8
Next 999 Jail .(Jgw0sll
(JWI)




{* Create a new traffic class: |!httptraFFic |

Description (opkional); I

Traffic Match Criteria
[T Default Inspection Traffic

[IF Source and Destination IP Address (uses SCLE j

[T Tunnel Group

[T TCP ar UDF Destination Part
[T RTP Range

[T IP DiffServ CaodePaints (DSCP)
[T IP Precedence

[T &y kraffic

" Use an existing kraffic class:  [inspection default _v_l

" Use class-default as the Eraffic class.

If traffic does nok match a existing kraffic class, then it will match the class-defaulk traffic class, Class-defaul
all situation.

< bk

Next (959 il .tep-udp/http ol Loy a0 go sl ol Loy dg=29)l9 jannll s
(Jw)



= Add Service Policy Rule Wizard - Traltic Maktch - Source and Destination Address

* Match " Do nat match
onf fany [
T




Pratacal Inspection | Connection Settings | Qo3 |

[~ CTIQBE
[~ DCERPC ZOnfiaure. .,
[~ CNS Zonfigure. .,
[~ ESMTP Configure. .,
[ FTFP Configure,
[T H.323H.225 Cankigure.,
[ H.323 RAS Configure.. .,
[IF HTTR : Configure. ..
[~ 1cmp

[ ICMP Error

[ IS
[ M Configure..,,
[~ IPSec-Pass-Thru Gonfiaure, .
[~ MGCP Canfigure..,
[~ METBIOS Configure..
[~ PPTR
i < Back | | cancel |JL..... dalnaloy 5 SkoY HTTP JI 58

G5 Ly .90 6B LS Laxdll Ld pSaill uais) HTTP Lasd dlag,s 33> L3l oo



%= Select HTTP Inspect Map

i Use the default HTTR inspection map

Ig:' Select a HTTP inspect map for fine control D}er

Ik I Cancel | Help

999 il
Configuration = Firewall > Service Policy Rules

g add - [ Edit ]ﬁmelste| + & | 3 B @ -

Traffic Classification

1, Find Diagram Pz

Marne # | Enabled Match Source Destination Ser
[=l Global; Palicy: global_palicy
inspection_defau (&4 Match @@ any g any ), defau

Inkerface: inside; Policv: inside-policy
hittptraffic 1 W [EyMacch @ any @@ any uek- hitkp

2@ 8aeld < @8lio| i3l (5,31 640,90 dS,> 8080 idio
o3l



Configuration > Firewall > Service Policy Rules

@ add | [ Edi Delete | 4 & | & Ba B -| QFind Diagram £ P

¢ Add Service Palicy Rule. .. afFic Classification

gp  Add Management Service Policy Rule. .. SOUrCE Destination et
Insert. ..

% B y @@ any 0, defau

o Insert After...

[] Interface: inside; Palicy: inside-policy
httptraffic 1 W CEyMatch @@ any P any uok hikkp

Next 599 4l
()

@ Add Service Policy Rule Wizard - Service Policy

#dding a new service palicy rule requires three steps:

Step 1 Configure a service policy.

Step 2: Configure the traffic classification criteria far the service policy rule.
step 3 Configure actions an the kraffic dassified by the service palicy rule,

Creake a Service Policy and Apply To:

2nly one service policy can be configured per inkerface or at global level, IF a service policy already exists, the
new rule into the existing service policy, Otherwise, wou can creake a new service policy,

LI (312=10 = = (i s - inside-policy

Description: l

" Global - applies ko all inkerfaces

Folicy Hanme: Igint:ai_nulu:‘;.f

Description |

*nly one service policy is allowed, Existing service policy names cannok be changed.

ot | ()|

999 Lail .aawioll aailall o0 httpTraffic Lisl9 839>gall 19,0ll aS,> &b J| 6acld adlio] jL3l ;5 s
Next
(Jwn)




[T Default Inspection: Traffic

[ [Source and Destination IF &

I Tunnel Group

e
i Eptni=1nie

Next (555 Ll . TCP/B080 go (sl dg=olly Hananll o]
(W)



= Add Service Policy Rule Wizard - Traffic Maktch - Source and Destination Address




B% Add Service Policy Rule Wizard - Rule Actions

@ The Rule Actions are applied ko all the rules grouped in the Traffic Match.

:Protocol Inspection | Connection Settingsl QDS'

[~ CTIQBE

[~ DCERPC Configure...

[~ ohs COnFigure: .

[~ ESMTP Configure, ..

[~ FTP Zontiaure, .,

[T H.323H.225 Eorfigure:. .

[ H.323RAS Configures

[¥ HTTP Configure. .. HTTF Inspect Map: http_inspeckion_policy
[ ICMp

[T ICMP Error

[ 1s

[ Conkigure. ..
[~ IPSec-Pass-Thru COnFigUrE:. .
[ MaCR Eorfigure:. .
[~ METEIOS COnfigures.

= Back | Finish || Cancel

Configuration > Firewall = Service Policy Rules
g add + [ Edit ‘m‘l‘nelete| + & | y B2 @ -

Traffic Classification

3, Find Diagram © | Pa

-,

Marne # | Enabled Makch Source Destination Ser,
[=l Global; Palicy: global_palicy
inspection_defau =y makch @@ any @@ any Q, defaull
[ Interface: inside; Palicy: inside-palicy
httptraffic 1 W [Eymatch & any P any uok hkkp
2 I [EymMatch & any P any TeE- 5030

- " . - I

2o JSuiy oueSil Jac 4T puusl] 138 paciuwl



w22 (OIT) 2L,3Vl a2 i 8151 pazkiwl .ShOW Lolol Lasy (Jaad ulxualleNasl)) 2151 p> is 6131 ac
. show oVl 2,50 il

Lo pi il anlell wl,)lell Lo 2, —show running-config regex -
Cci scoasa#show running-config regex
[Ee] [ Xx][Ee] | [Cc][Co] [M | [Bb][Aa][Tt]) HTTP/1.[01
(PRI [FIT[FTI[W][Bb][Ss]|[W[Ss][Hh]) HTTP/1.[01
[DA] [Co] [Ce] | [X][LIT[Ss]|[PpI[PPI[Tt]) HITP/1.[01
[Zz][Vi][Ppl | [Tt][Aa] [Rr]|[Tt][ Gl [Zz]) HTTP/1.[01
"regex domainlistl "\.yahoo\.com
"regex donmminlist2 "\.myspace\.com
"regex domainlist3 "\.youtube\.com
"regex contenttype "Content-Type
"*. /regex applicationheader "application
#ci scoasa

oSS o5 il dall bail,> o=, —show running-config class-map
ci scoasaf##show running-config class-map
!

regex urllistl ".*\.(
regex urllist2 ".*\.(
regex urllist3 ".*\.(
regex urllistd ".*\ . (

—_ —,——

.

cl ass-map type regex match-any Domai nBl ockLi st
mat ch regex domainlistl
mat ch regex domainlist2
mat ch regex domainlist3
class-map type inspect http match-all Bl ockDomai nsC ass
mat ch request header host regex class Domai nBl ockLi st
cl ass-map type regex match-any URLBI ockLi st
match regex urllistl
match regex urllist2
match regex urllist3
match regex urllist4
cl ass-map i nspection_defaul t
mat ch defaul t-inspection-traffic
class-map type inspect http match-all AppHeader d ass
mat ch response header regex contenttype regex applicati onheader
class-map httptraffic
mat ch access-list inside_npc
class-map type inspect http match-all Bl ockURLsC ass
mat ch request uri regex class URLBI ockLi st
!

#ciscoasé
290 85,> Laxas il dwlwdl basl )5 o ,2—http a=$ show running-config policy-map type
leioSs pi I HTTP

ci scoasa#show running-config policy-map type inspect http
!

policy-map type inspect http http_inspection_policy
paraneters

protocol -viol ation action drop-connection
cl ass AppHeader d ass

dr op- connection | og

mat ch request net hod connect

dr op- connection | og

cl ass Bl ockDomai nsC ass

reset |og

cl ass Bl ockURLsC ass

reset |og
|

#ciscoasé
oy )3 eSS Il ALYl awlul dlay 3 ©lugSs gue> o2 —show running-config policy-map
0oV duw Ll |

ci scoasa#show running-config policy-map
|

.

policy-map type inspect dns preset_dns_nap


//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

par aneters
nmessage- | ength maxi mum 512
policy-map type inspect http http_inspection_policy
par aneters
protocol -viol ati on acti on drop-connection
cl ass AppHeader d ass
dr op- connection | og
mat ch request net hod connect
dr op- connection | og
cl ass Bl ockDomai nsCl ass

reset |og
cl ass Bl ockURLsC ass
reset |og

pol i cy-map gl obal _policy
cl ass inspection_default
i nspect dns preset_dns_map
i nspect ftp
i nspect h323 h225
i nspect h323 ras
i nspect net bi os
i nspect rsh
i nspect rtsp
i nspect ski nny
i nspect esntp
i nspect sql net
i nspect sunrpc
i nspect tftp
i nspect sip
i nspect xdntp
pol i cy-map i nside-policy
class httptraffic
inspect http http_inspection_policy
1
#ci scoasa

WE leheiv sl doazdl g wluesSs gua> o,2—show running-config service-policy -
ci scoasa#show running-config service-policy
service-policy global _policy gl oba
service-policy inside-policy interface inside

bVl jle> e lehsiv pi (il Joogll dasld 655 Lo, —show running-config access-list -

ci scoasa#show running-config access-list
access-list inside_npc extended pernmit tcp any any eq www

access-list inside_npc extended permt tcp any any eq 8080
#ci scoasa

Le>Nolg clas VI BlaSiuwl

Le>Wools (oSl elasi GlaSiwy lgolaiwl liSay ologles pumill 13D s,

.debug olol plaziw| Jd zuaill 1olol Jo> dago wlogles JI &>l rda>Ve

HTTP 9,0 &, ellasVl auas Jilw, Lo ,2 —debug http -
dlo ol ol

Cisco ASA 5500 Series Adaptive Security Appliances éasall oYl &3¢ a5 -
CisCo 0 (ASDM) @asall ;b1 Jol> 63621 a0 po> -



//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6121/tsd_products_support_series_home.html?referring_site=bodynav

Cisco PIX 500 Series Security Appliances ;LI 6 g2 ac> -
Cisco PIX dlo> o> a0l -

Cisco 0 509l PIX &lo> Hla> olol 22150 -

(PIX ell5 5 o) 5LoVl quiia) dulaall oloMel -

(RECs) cladeil ol -

Cisco Systems - olaiwally _isill acall -



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2120/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
//www.cisco.com/en/US/support/tsd_products_field_notice_summary.html?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
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