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ةمدقملا

LAN ىلإ lan ربع رفاسي نأ رورم ةكرح VPN لا مجرتي نأ لمعتسي steps لا ةقيثو اذه فصي
(L2L) IPsec ئياهم نمأ نانثإ نيب قفن (ASA) رسيأ ناونع ةمجرت اضيأو لخادتم ويرانيس يف
(PAT) تنرتنإلا رورم ةكرح.

ةيساسألا تابلطتملا

تابلطتملا

،تاهجاولا ىلع IP نيوانع مادختساب Cisco نم فيكتلل لباقلا نامألا زاهج نيوكت نم دكأت
.اذه نيوكتلا لاثمب ةعباتملا لبق ةيساسألا لاصتالا ةيناكمإ رفوت نمو

ةمدختسملا تانوكملا

:ةغيص ةيجمرب اذه ىلع ةقيثو اذه يف ةمولعملا تسسأ

تارادصإلاو 8.3 رادصإلا ،Cisco Adaptive Security Appliance ةلدعملا نامألا ةزهجأ جمانرب
.ثدحألا

●

.ةصاخ ةيلمعم ةئيب يف ةدوجوملا ةزهجألا نم دنتسملا اذه يف ةدراولا تامولعملا ءاشنإ مت
تناك اذإ .(يضارتفا) حوسمم نيوكتب دنتسملا اذه يف ةمدختسُملا ةزهجألا عيمج تأدب
.رمأ يأل لمتحملا ريثأتلل كمهف نم دكأتف ،ةرشابم كتكبش

ةيساسأ تامولعم

ربع لاصتالا ثدحي ال ،ةلخادتملا تاهويرانيسلا يف .ةيمحم ةصاخ ةكبش زاهج لك فلخ دجوي
ىلإ رورملا ةكرح لاسرإ ذنم ادبأ ةيلحملا ةيعرفلا ةكبشلا رداغت ال مزحلا نأل ادبأ VPN ةكبش
ةكبشلا ناونع ةمجرت عم كلذ قيقحت نكمي .ةيعرفلا ةكبشلا سفنب صاخلا IP ناونع
(NAT) ةيلاتلا ماسقألا يف حضوم وه امك.

 VPN ةياهن طاقن نم لك ىلع ةمجرتلا

،ةياهنلا يتطقن الك ىلع نيوكتلا ليدعت نكميو ةيمحملا VPN تاكبش لخادتت امدنع
لاقتنالا دنع ةفلتخم ةيعرف ةكبش ىلإ ةيلحملا ةكبشلا ةمجرتل NAT مادختسإ نكميو
.دعب نع ةمجرتملا ةيعرفلا ةكبشلا ىلإ



ASA 1

مادختسالا ديق ةيعرفلا تاكبشلل ةمزاللا تانئاكلا ءاشنإ

object network LOCAL

 subnet 192.168.1.0 255.255.255.0

object network XLATED-LOCAL

 subnet 192.168.2.0 255.255.255.0

object network XLATED-REMOTE

 subnet 192.168.3.0 255.255.255.0

NAT ةرابع نيوكت

دنع طقف ةفلتخم ةيعرف ةكبش ىلإ ةيلحملا ةكبشلا ةمجرتل ةيودي ةرابع ءاشنإ
(اضيأ ةمجرتم) ةديعبلا ةيعرفلا ةكبشلا ىلإ لاقتنالا

nat (inside,outside) source static LOCAL XLATED-LOCAL destination static XLATED-REMOTE XLATED-

REMOTE

تمت يتلا ةيعرفلا تاكبشلا مادختساب ريفشتلا ىلإ لوصولا يف مكحتلا ةمئاق نيوكت
اهتمجرت

access-list VPN-TRAFFIC extended permit ip object XLATED-LOCAL object XLATED-REMOTE Rele

ةلصلا يذ ريفشتلا نيوكت

crypto ikev1 enable outside

crypto ikev1 policy 1

 authentication pre-share

 encryption aes-256

 hash sha

 group 2

 lifetime 86400

crypto ipsec ikev1 transform-set AES256-SHA esp-aes-256 esp-sha-hmac

crypto ipsec security-association pmtu-aging infinite

crypto map MYMAP 10 match address VPN-TRAFFIC

crypto map MYMAP 10 set peer 172.16.2.1

crypto map MYMAP 10 set ikev1 transform-set AES256-SHA



crypto map MYMAP interface outside

tunnel-group 172.16.2.1 type ipsec-l2l

tunnel-group 172.16.2.1 ipsec-attributes

 ikev1 pre-shared-key secure_PSK

ASA 2

مادختسالا ديق ةيعرفلا تاكبشلل ةمزاللا تانئاكلا ءاشنإ

object network LOCAL

 subnet 192.168.1.0 255.255.255.0

object network XLATED-LOCAL

 subnet 192.168.3.0 255.255.255.0

object network XLATED-REMOTE

 subnet 192.168.2.0 255.255.255.0

NAT ةرابع نيوكت

دنع طقف ةفلتخم ةيعرف ةكبش ىلإ ةيلحملا ةكبشلا ةمجرتل ةيودي ةرابع ءاشنإ
(اضيأ ةمجرتم) ةديعبلا ةيعرفلا ةكبشلا ىلإ لاقتنالا

nat (inside,outside) source static LOCAL XLATED-LOCAL destination static XLATED-REMOTE XLATED-

REMOTE

تمت يتلا ةيعرفلا تاكبشلا مادختساب ريفشتلا ىلإ لوصولا يف مكحتلا ةمئاق نيوكت
اهتمجرت

access-list VPN-TRAFFIC extended permit ip object XLATED-LOCAL object XLATED-REMOTE Rele

ةلصلا يذ ريفشتلا نيوكت

crypto ikev1 enable outside

crypto ikev1 policy 1

 authentication pre-share

 encryption aes-256

 hash sha

 group 2

 lifetime 86400

crypto ipsec ikev1 transform-set AES256-SHA esp-aes-256 esp-sha-hmac

crypto ipsec security-association pmtu-aging infinite

crypto map MYMAP 10 match address VPN-TRAFFIC

crypto map MYMAP 10 set peer 172.16.1.1

crypto map MYMAP 10 set ikev1 transform-set AES256-SHA

crypto map MYMAP interface outside

tunnel-group 172.16.1.1 type ipsec-l2l

tunnel-group 172.16.1.1 ipsec-attributes

 ikev1 pre-shared-key secure_PSK

ةحصلا نم ققحتلا

.حيحص لكشب نيوكتلا لمع ديكأتل مسقلا اذه مدختسا

ASA 1



ASA1(config)# sh cry isa sa

IKEv1 SAs:

   Active SA: 1

    Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 1

1   IKE Peer: 172.16.2.1

    Type    : L2L             Role    : initiator

    Rekey   : no              State   : MM_ACTIVE

There are no IKEv2 SAs

ASA1(config)# show crypto ipsec sa

interface: outside

    Crypto map tag: MYMAP, seq num: 10, local addr: 172.16.1.1

      access-list VPN-TRAFFIC extended permit ip 192.168.2.0 255.255.255.0 192.168.3.0

255.255.255.0

      local ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

      remote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)

      current_peer: 172.16.2.1

      #pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9

      #pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9

      #pkts compressed: 0, #pkts decompressed: 0

      #pkts not compressed: 9, #pkts comp failed: 0, #pkts decomp failed: 0

      #pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

      #PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

      #TFC rcvd: 0, #TFC sent: 0

      #Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

      #send errors: 0, #recv errors: 0

      local crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.16.2.1/0

      path mtu 1500, ipsec overhead 74(44), media mtu 1500

      PMTU time remaining (sec): 0, DF policy: copy-df

      ICMP error validation: disabled, TFC packets: disabled

      current outbound spi: F90C149A

      current inbound spi : 6CE656C7

    inbound esp sas:

      spi: 0x6CE656C7 (1827034823)

         transform: esp-aes-256 esp-sha-hmac no compression

         in use settings ={L2L, Tunnel, IKEv1, }

         slot: 0, conn_id: 16384, crypto-map: MYMAP

         sa timing: remaining key lifetime (kB/sec): (3914999/28768)

         IV size: 16 bytes

         replay detection support: Y

         Anti replay bitmap:

          0x00000000 0x000003FF

    outbound esp sas:

      spi: 0xF90C149A (4178318490)

         transform: esp-aes-256 esp-sha-hmac no compression

         in use settings ={L2L, Tunnel, IKEv1, }

         slot: 0, conn_id: 16384, crypto-map: MYMAP

         sa timing: remaining key lifetime (kB/sec): (3914999/28768)

         IV size: 16 bytes

         replay detection support: Y

         Anti replay bitmap:

          0x00000000 0x00000001



ASA 2

ASA2(config)# show crypto isa sa

IKEv1 SAs:

   Active SA: 1

    Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 1

1   IKE Peer: 172.16.1.1

    Type    : L2L             Role    : responder

    Rekey   : no              State   : MM_ACTIVE

There are no IKEv2 SAs

ASA2(config)# show crypto ipsec sa

interface: outside

    Crypto map tag: MYMAP, seq num: 10, local addr: 172.16.2.1

      access-list VPN-TRAFFIC extended permit ip 192.168.3.0 255.255.255.0 192.168.2.0

255.255.255.0

      local ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)

      remote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

      current_peer: 172.16.1.1

      #pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9

      #pkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9

      #pkts compressed: 0, #pkts decompressed: 0

      #pkts not compressed: 9, #pkts comp failed: 0, #pkts decomp failed: 0

      #pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

      #PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

      #TFC rcvd: 0, #TFC sent: 0

      #Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

      #send errors: 0, #recv errors: 0

      local crypto endpt.: 172.16.2.1/0, remote crypto endpt.: 172.16.1.1/0

      path mtu 1500, ipsec overhead 74(44), media mtu 1500

      PMTU time remaining (sec): 0, DF policy: copy-df

      ICMP error validation: disabled, TFC packets: disabled

      current outbound spi: 6CE656C7

      current inbound spi : F90C149A

    inbound esp sas:

      spi: 0xF90C149A (4178318490)

         transform: esp-aes-256 esp-sha-hmac no compression

         in use settings ={L2L, Tunnel, IKEv1, }

         slot: 0, conn_id: 12288, crypto-map: MYMAP

         sa timing: remaining key lifetime (kB/sec): (4373999/28684)

         IV size: 16 bytes

         replay detection support: Y

         Anti replay bitmap:

          0x00000000 0x000003FF

    outbound esp sas:

      spi: 0x6CE656C7 (1827034823)

         transform: esp-aes-256 esp-sha-hmac no compression

         in use settings ={L2L, Tunnel, IKEv1, }

         slot: 0, conn_id: 12288, crypto-map: MYMAP

         sa timing: remaining key lifetime (kB/sec): (4373999/28683)



         IV size: 16 bytes

         replay detection support: Y

         Anti replay bitmap:

          0x00000000 0x00000001

ةلخادتم عرفأ عم ملكتملاو عزوملا

مزلي يتلا اهسفن ةيعرفلا ةكبشلا ىلع نيمداخلا الك يوتحي ،يلاتلا ططخملا يف
لا لحي نأ ليكشت nat لا نراقلا ىلع ةرادإلا ليهستل .ةرصلا هاجتاب IPsec قفن ربع اهتيامح
 .طقف ةرصلا ىلع تزجنأ ةلكشم لخادتي

ASA1

مادختسالا ديق ةيعرفلا تاكبشلل ةمزاللا تانئاكلا ءاشنإ

object network LOCAL

 subnet 10.10.10.0 255.255.255.0

object network SPOKES-NETWORK

 subnet 192.168.2.0 255.255.255.0

object network LOCAL-XLATE-TO-SPOKE1

 subnet 10.20.20.0 255.255.255.0

object network LOCAL-XLATE-TO-SPOKE2

 subnet 10.30.30.0 255.255.255.0

object network REMOTE-XLATE-SPOKE1

 subnet 192.168.3.0 255.255.255.0

object network REMOTE-XLATE-SPOKE2

 subnet 192.168.4.0 255.255.255.0

:ةمجرتل ةيودي لمج ءاشنإ



TALK1 ىلإ لاقتنالا دنع 24/ 10.20.20.0 ىلإ 24/ 10.10.10.0 نم ةيلحملا ةكبشلا
(192.168.2.0 /24).

●

●.24/ 10.20.20.0 ىلإ لوصولا دنع 24/ 192.168.3.0 ىلإ 24/ 192.168.2.0 نم TALK1 ةكبش

TALK3 ىلإ لاقتنالا دنع 24/ 10.30.30.0 ىلإ 24/ 10.10.10.0 نم ةيلحملا ةكبشلا
(192.168.2.0 /24).

●

●.24/ 10.30.30.0 ىلإ لصت امدنع 24/ 192.168.4.0 ىلإ 24/ 192.168.2.0 نم TALK2 ةكبش

nat (inside,outside) source static LOCAL LOCAL-XLATE-SPOKE1 destination static REMOTE-XLATE-

SPOKE1 SPOKES-NETWORK

nat (inside,outside) source static LOCAL LOCAL-XLATE-SPOKE2 destination static REMOTE-XLATE-

SPOKE2 SPOKES-NETWORK

تمت يتلا ةيعرفلا تاكبشلا مادختساب ريفشتلا ىلإ لوصولا يف مكحتلا ةمئاق نيوكت
اهتمجرت

access-list VPN-to-SPOKE1 extended permit ip object LOCAL-XLATE-SPOKE1 object SPOKES-NETWORKS

access-list VPN-to-SPOKE2 extended permit ip object LOCAL-XLATE-SPOKE2 object SPOKES-NETWORKS

ةلصلا يذ ريفشتلا نيوكت

crypto ikev1 enable outside

crypto ikev1 policy 1

 authentication pre-share

 encryption aes-256

 hash sha

 group 2

 lifetime 86400

crypto ipsec ikev1 transform-set AES256-SHA esp-aes-256 esp-sha-hmac

crypto ipsec security-association pmtu-aging infinite

crypto map MYMAP 10 match address VPN-to-SPOKE1

crypto map MYMAP 10 set peer 172.16.2.1

crypto map MYMAP 10 set ikev1 transform-set AES256-SHA

crypto map MYMAP 20 match address VPN-to-SPOKE2

crypto map MYMAP 20 set peer 172.16.3.1

crypto map MYMAP 20 set ikev1 transform-set AES256-SHA

crypto map MYMAP interface outside

tunnel-group 172.16.2.1 type ipsec-l2l

tunnel-group 172.16.2.1 ipsec-attributes

 ikev1 pre-shared-key secure_PSK

tunnel-group 172.16.3.1 type ipsec-l2l

tunnel-group 172.16.3.1 ipsec-attributes

 ikev1 pre-shared-key secure_PSK

ASA2 (1 ملكت)

ةيعرفلا ةكبشلا ىلإ بهذي يذلا ريفشتلل (ACL) لوصولا يف مكحتلا ةمئاق نيوكت
(24/ 10.20.20.0) ةمجرتملا

access-list VPN-TRAFFIC extended permit ip 192.168.2.0 255.255.255.0 10.20.20.0 255.255.255.0

ةلصلا يذ ريفشتلا نيوكت

crypto ikev1 enable outside



crypto ikev1 policy 1

 authentication pre-share

 encryption aes-256

 hash sha

 group 2

 lifetime 86400

crypto ipsec ikev1 transform-set esp-aes-256 esp-sha-hmac

crypto ipsec security-association pmtu-aging infinite

crypto map MYMAP 10 match address VPN-TRAFFIC

crypto map MYMAP 10 set peer 172.16.1.1

crypto map MYMAP 10 set ikev1 transform-set AES256-SHA

crypto map MYMAP interface outside

tunnel-group 172.16.1.1 type ipsec-l2l

tunnel-group 172.16.1.1 ipsec-attributes

 ikev1 pre-shared-key secure_PSK

R1 (TALK2)

ةيعرفلا ةكبشلا ىلإ لاقتنالا ريفشتلل (ACL) لوصولا يف مكحتلا ةمئاق نيوكتب مق
(24/ 10.30.30.0) ةمجرتملا

ip access-list extended VPN-TRAFFIC

 permit ip 192.168.2.0 0.0.0.255 10.30.30.0 0.0.0.255

ةلصلا يذ ريفشتلا نيوكت

crypto isakmp policy 1

 encr aes 256

 authentication pre-share

 group 2

crypto isakmp key secure_PSK address 172.16.1.1

crypto ipsec transform-set AES256-SHA esp-aes 256 esp-sha-hmac

 mode tunnel

crypto map MYMAP 10 ipsec-isakmp

 set peer 172.16.1.1

 set transform-set AES256-SHA

 match address VPN-TRAFFIC

interface GigabitEthernet0/1

 ip address 172.16.3.1 255.255.255.0

 duplex auto

 speed auto

 media-type rj45

 crypto map MYMAP

ةحصلا نم ققحتلا

ASA 1

ASA1(config)# show crypto isakmp sa

IKEv1 SAs:



   Active SA: 2

    Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 2

1   IKE Peer: 172.16.3.1

    Type    : L2L             Role    : responder

    Rekey   : no              State   : MM_ACTIVE

2   IKE Peer: 172.16.2.1

    Type    : L2L             Role    : responder

    Rekey   : no              State   : MM_ACTIVE

There are no IKEv2 SAs

ASA1(config)# show crypto ipsec sa

interface: outside

    Crypto map tag: MYMAP, seq num: 10, local addr: 172.16.1.1

      access-list VPN-to-SPOKE1 extended permit ip 10.20.20.0 255.255.255.0 192.168.2.0

255.255.255.0

      local ident (addr/mask/prot/port): (10.20.20.0/255.255.255.0/0/0)

      remote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

      current_peer: 172.16.2.1

      #pkts encaps: 10, #pkts encrypt: 9, #pkts digest: 10

      #pkts decaps: 10, #pkts decrypt: 9, #pkts verify: 10

      #pkts compressed: 0, #pkts decompressed: 0

      #pkts not compressed: 9, #pkts comp failed: 0, #pkts decomp failed: 0

      #pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

      #PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

      #TFC rcvd: 0, #TFC sent: 0

      #Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

      #send errors: 0, #recv errors: 0

      local crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.16.2.1/0

      path mtu 1500, ipsec overhead 74(44), media mtu 1500

      PMTU time remaining (sec): 0, DF policy: copy-df

      ICMP error validation: disabled, TFC packets: disabled

      current outbound spi: 79384296

      current inbound spi : 2189BF7A

    inbound esp sas:

      spi: 0x2189BF7A (562675578)

         transform: esp-aes-256 esp-sha-hmac no compression

         in use settings ={L2L, Tunnel, IKEv1, }

         slot: 0, conn_id: 12288, crypto-map: MYMAP

         sa timing: remaining key lifetime (kB/sec): (3914999/28618)

         IV size: 16 bytes

         replay detection support: Y

         Anti replay bitmap:

          0x00000000 0x000003FF

    outbound esp sas:

      spi: 0x79384296 (2033730198)

         transform: esp-aes-256 esp-sha-hmac no compression

         in use settings ={L2L, Tunnel, IKEv1, }

         slot: 0, conn_id: 12288, crypto-map: MYMAP

         sa timing: remaining key lifetime (kB/sec): (3914999/28618)

         IV size: 16 bytes

         replay detection support: Y

         Anti replay bitmap:

          0x00000000 0x00000001

    Crypto map tag: MYMAP, seq num: 20, local addr: 172.16.1.1



      access-list VPN-to-SPOKE2 extended permit ip 10.30.30.0 255.255.255.0 192.168.2.0

255.255.255.0

      local ident (addr/mask/prot/port): (10.30.30.0/255.255.255.0/0/0)

      remote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

      current_peer: 172.16.3.1

      #pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

      #pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

      #pkts compressed: 0, #pkts decompressed: 0

      #pkts not compressed: 4, #pkts comp failed: 0, #pkts decomp failed: 0

      #pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

      #PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

      #TFC rcvd: 0, #TFC sent: 0

      #Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

      #send errors: 0, #recv errors: 0

      local crypto endpt.: 172.16.1.1/0, remote crypto endpt.: 172.16.3.1/0

      path mtu 1500, ipsec overhead 74(44), media mtu 1500

      PMTU time remaining (sec): 0, DF policy: copy-df

      ICMP error validation: disabled, TFC packets: disabled

      current outbound spi: 65FDF4F5

      current inbound spi : 05B7155D

    inbound esp sas:

      spi: 0x05B7155D (95884637)

         transform: esp-aes-256 esp-sha-hmac no compression

         in use settings ={L2L, Tunnel, IKEv1, }

         slot: 0, conn_id: 8192, crypto-map: MYMAP

         sa timing: remaining key lifetime (kB/sec): (3914999/2883)

         IV size: 16 bytes

         replay detection support: Y

         Anti replay bitmap:

          0x00000000 0x0000001F

    outbound esp sas:

      spi: 0x65FDF4F5 (1711142133)

         transform: esp-aes-256 esp-sha-hmac no compression

         in use settings ={L2L, Tunnel, IKEv1, }

         slot: 0, conn_id: 8192, crypto-map: MYMAP

         sa timing: remaining key lifetime (kB/sec): (3914999/2883)

         IV size: 16 bytes

         replay detection support: Y

         Anti replay bitmap:

          0x00000000 0x00000001

ASA2 (1 ملكت)

ASA2(config)# show crypto isakmp sa

IKEv1 SAs:

   Active SA: 1

    Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 1

1   IKE Peer: 172.16.1.1

    Type    : L2L             Role    : initiator

    Rekey   : no              State   : MM_ACTIVE

There are no IKEv2 SAs



ASA2(config)# show crypto ipsec sa

interface: outside

    Crypto map tag: MYMAP, seq num: 10, local addr: 172.16.2.1

      access-list VPN-TRAFFIC extended permit ip 192.168.2.0 255.255.255.0 10.20.20.0

255.255.255.0

      local ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

      remote ident (addr/mask/prot/port): (10.20.20.0/255.255.255.0/0/0)

      current_peer: 172.16.1.1

      #pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

      #pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

      #pkts compressed: 0, #pkts decompressed: 0

      #pkts not compressed: 9, #pkts comp failed: 0, #pkts decomp failed: 0

      #pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0

      #PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

      #TFC rcvd: 0, #TFC sent: 0

      #Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

      #send errors: 0, #recv errors: 0

      local crypto endpt.: 172.16.2.1/0, remote crypto endpt.: 172.16.1.1/0

      path mtu 1500, ipsec overhead 74(44), media mtu 1500

      PMTU time remaining (sec): 0, DF policy: copy-df

      ICMP error validation: disabled, TFC packets: disabled

      current outbound spi: 2189BF7A

      current inbound spi : 79384296

    inbound esp sas:

      spi: 0x79384296 (2033730198)

         transform: esp-aes-256 esp-sha-hmac no compression

         in use settings ={L2L, Tunnel, IKEv1, }

         slot: 0, conn_id: 8192, crypto-map: MYMAP

         sa timing: remaining key lifetime (kB/sec): (4373999/28494)

         IV size: 16 bytes

         replay detection support: Y

         Anti replay bitmap:

          0x00000000 0x000003FF

    outbound esp sas:

      spi: 0x2189BF7A (562675578)

         transform: esp-aes-256 esp-sha-hmac no compression

         in use settings ={L2L, Tunnel, IKEv1, }

         slot: 0, conn_id: 8192, crypto-map: MYMAP

         sa timing: remaining key lifetime (kB/sec): (4373999/28494)

         IV size: 16 bytes

         replay detection support: Y

         Anti replay bitmap:

          0x00000000 0x00000001

R1 (TALK2)

R31show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst             src             state          conn-id status

172.16.1.1      172.16.3.1      QM_IDLE           1001 ACTIVE

IPv6 Crypto ISAKMP SA

R1#show crypto ipsec sa

interface: GigabitEthernet0/1

    Crypto map tag: MYMAP, local addr 172.16.3.1



   protected vrf: (none)

   local  ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)

   remote ident (addr/mask/prot/port): (10.30.30.0/255.255.255.0/0/0)

   current_peer 172.16.1.1 port 500

     PERMIT, flags={origin_is_acl,}

    #pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

    #pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

    #pkts compressed: 0, #pkts decompressed: 0

    #pkts not compressed: 0, #pkts compr. failed: 0

    #pkts not decompressed: 0, #pkts decompress failed: 0

    #send errors 0, #recv errors 0

     local crypto endpt.: 172.16.3.1, remote crypto endpt.: 172.16.1.1

     plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernet0/1

     current outbound spi: 0x5B7155D(95884637)

     PFS (Y/N): N, DH group: none

     inbound esp sas:

      spi: 0x65FDF4F5(1711142133)

        transform: esp-256-aes esp-sha-hmac ,

        in use settings ={Tunnel, }

        conn id: 1, flow_id: SW:1, sibling_flags 80004040, crypto map: MYMAP

        sa timing: remaining key lifetime (k/sec): (4188495/2652)

        IV size: 16 bytes

        replay detection support: Y

        Status: ACTIVE(ACTIVE)

     inbound ah sas:

     inbound pcp sas:

     outbound esp sas:

      spi: 0x5B7155D(95884637)

        transform: esp-256-aes esp-sha-hmac ,

        in use settings ={Tunnel, }

        conn id: 2, flow_id: SW:2, sibling_flags 80004040, crypto map: MYMAP

        sa timing: remaining key lifetime (k/sec): (4188495/2652)

        IV size: 16 bytes

        replay detection support: Y

        Status: ACTIVE(ACTIVE)

     outbound ah sas:

     outbound pcp sas:

اهحالصإو ءاطخألا فاشكتسا

.اهحالصإو نيوكتلا ءاطخأ فاشكتسال اهمادختسا كنكمي تامولعم مسقلا اذه رفوي

ةينمألا تانارتقالا حسم

يف .رييغت ءارجإ دعب ةدوجوملا SA لئاسر حسم نم دكأت ،اهحالصإو SA ءاطخأ فاشكتسأ دنع
:ةيلاتلا رماوألا مدختسأ ،PIX ل تازايتمالا يذ عضولا

●.ةطشنلا IPsec تاكبش فذحي - IPsec ريفشت حسم

●.ةطشنلا IKE تاكبش فذحي - isakmp sa ريفشتلا حسم

nat ليكشت تعجار



ةعومجم / (تانئاكلا) نئاكلا عيسوت عم NAT نيوكت ضرعي - nat ليصافت ضرع
تانئاكلا (تاعومجم)

●

اهحالصإو ءاطخألا فاشكتسا رماوأ

.حيحص لكشب نيوكتلا لمع ديكأتل مسقلا اذه مدختسا

رماوأ (طقف نيلجسملا ءالمعلل) (Cisco نم رماوألا رطس ةهجاو للحم) Cisco CLI Analyzer معدي
show مدختسا .ةنيعم Cisco CLI Analyzer (نم رماوألا رطس ةهجاو للحم Cisco) ليلحت ضرعل
.show رمألا جَرخُمل

IP نامأ ءاطخأ فاشكتسأو ءاطخألا حيحصت رماوأ لوح ةمهم تامولعم ىلإ عجرا :ةظحالم
.debug رماوأ مدختست نأ لبق اهمادختساو ءاطخألا حيحصت رماوأ مهف - اهحالصإو

  

debug crypto ipSec - تاضوافم ضرعي IPsec 2 ةلحرملل.●

debug crypto isakmp - تاضوافم ضرعي ISAKMP 1 ةلحرملل.●

ةلص تاذ تامولعم

nat دشرم ليكشت●

لوصولل IPsec لوكوتورب ربع (VPN) ةيرهاظلا ةصاخلا ةكبشلا ءاطخأ فاشكتسأ لولح
اعويش رثكألا L2L و دعب نع

●

●IKE تالوكوتورب/IPSec ةضوافم

●Cisco Systems - تادنتسملاو ينقتلا معدلا

http://cway.cisco.com/go/sa/
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
/content/en/us/td/docs/security/asa/asa90/configuration/guide/asa_90_cli_config/nat_overview.html
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav


ةمجرتلا هذه لوح
ةيلآلا تاينقتلا نم ةعومجم مادختساب دنتسملا اذه Cisco تمجرت
ملاعلا ءاحنأ عيمج يف نيمدختسملل معد ىوتحم ميدقتل ةيرشبلاو
امك ةقيقد نوكت نل ةيلآ ةمجرت لضفأ نأ ةظحالم ىجرُي .ةصاخلا مهتغلب
Cisco يلخت .فرتحم مجرتم اهمدقي يتلا  ةيفارتحالا ةمجرتلا عم لاحلا وه
Systems ىلإ اًمئاد عوجرلاب يصوُتو تامجرتلا هذه ةقد نع اهتيلوئسم
.(رفوتم طبارلا) يلصألا يزيلجنإلا دنتسملا


