od9su 92886 ASA VPN Llwogdle CSD 9
DAP 9 AnyConnect 4.0

lJpzossle
| Jp, 9506
IJpobJole Il wsé

lJodoule | OEdp0

ASA
lJzlb9s 1. &J9se SSL VPN IJl_wl_w.s

lJg 9o 2. vouse CSD

|J2196 3. wesl wle DAP

oz 2aole Jud 1 Jo9sé (ISE)

lJo2.9.9 ol 0

lo31> CSD 9 AnyConnect

AnyConnect VPN zJ, wo og Posture (9_0£.59) - £.5) p9l9,9
AnyConnect VPN zJ, woé og Posture (9, ,0£.56) - 0919, 9
lowod il iz ble ol oJlzol

AnyConnect DART

psJ9ple do o Jé
NFX YY)

S92z 03l lJpuwows Jsss wudss IUsgog Jeduwle gpd VPN 1w gs36 IJos swp luolgol
£Js zob 1Jiplo 1JGlod JJedsad (ASA). sep ouldss 1dpsdad peds! woluulbs ASA Clguedsle
Cisco Secure Desktop (CSD) eg 9236 HostScan |Juplosé. ogs logsle gduwé gpd IduveJé
IJ¢luos 1dblo,ss (VPN) suwez JJpzlos 1decsl s wldsuosd IJdled [Js Iduve ds wsuel
wopot lJeebd £s) 1Upwsld §6 wldyueod 1Jees9s [Js IUubwds.

Jpl swp 0@38p w938l lesl> CSD 9 AnyConnect 4.0.
IJpclbdole Wil uss
IJpobdolo

o900 Cisco Llu odaw Jssd pe,s Lldeslose IJoldss:

- wd9su ASA VPN py Cisco
- Cisco AnyConnect Secure Mobility Client

IJedoule IJpguegspd



oo Idegdsple 1Uslss B 03l ldpuwews 1Us luoshle IUuslez sldedsole 1Jelss 1Joldss:

- uble IJobgsd Microsoft Windows 7

. Cisco ASA. IJ]o>l, 9.3 19 [Losl) Tzae

- wulpz perd edple 1Jogss pu Cisco: IJluosble 1.3 9ldluesble Ui@o

- Cisco AnyConnect Secure Mobility Client. |J|_o>l, 4.0 9lJl_o>)le IJi@o

. CSD. IJl_osl, 3.6 19 |uool, lzae
e logble Idegdspele 1d91)36 Ws 03l ldpuwows pu 1Jiz056 1J 92956 LBs wisisé pgpdssd ¢luos.
u)lu ZPSE IJlaoJo |Jrouuua)|oo WOSs oSl |qu.uuu.) codIsu PPUNIT (I-_9u_,|u05) 1Bl IJlye
wwodod 9 ldogugsd: Solds pU o0 Jdoles, lJpeoped Jis |r°.)

IJodssu

lLowe IJotbsbs JJubwds

ISE 1.3 -
pungy-  NE
|Ir. ‘\\_.I
o~ S~
“'f Internet r).'
.‘\“'1 |
b
e .,A-_—'-"'-f

Inside: 192.168.1.1 Dutside: 10.62.145.45

IP Address assgined by
ASA VPN
192.168.1.10

ASAv example.com

Windows 7

wwsluws 1y ds os Jel sds:

- Sew 1o $sI90 Jpuwepsps IUuvods 1Ugluos [Ublo,ss (VPN) go wes 1Usse Jssop Ipdud
c:\test.txt (ow9199) 29 1J9e9d 1UIled IJs Iy ds |Js oy iy Js [slgdse
- Sew o8I0 Jpuwepsps IJubuds 1Ugluos [Jblo,ss (VPN) IJwesss IUsso Jsuw Jrsope
lJeJwd Ciltest.txt (&) pu9l98) 9,09d w2293 IJs IUubeds |Js el i, ds 1Uslgdsé:
Swp w9938, 1J9oed IJs Ebe IUluadlz 1.1.1.1 W b.
929> [Jpdd 09 luwb pold. sedu luvepsle ls Linb 1) (IJzelss po IJSSI9uwle 9lpe
pIlSes IJozuwuw SlJeedss sldobosy sldouwesd)-



lJos>99 09 Jpl sJs:

- Je sup wouse AnyConnect gJds 1w oddesu ldogsysu. op sSuodu lJs Lodzs ASA
eJs IJssw J CSD 9 AnyConnect provisioning (eg pJwd wg)s<9 VPN)

* 9wpe Ilouald gw) AnyConnect. sop IJuwele Jdpuwcdrpsu € IJposlodsy
ldsuosd IUpza9s Ids Idubeds. gusluws 1dsuesd IUssulesds (DAP) 1Jpwpeld
FileNotExists oo lblo 96.

© 889 ldpuwedse woudss gpdss Iluadlz (Covse IJpdd € @gslittest.txt) sseuod )6
2,65 & AnyConnect. s 030 1Jp,6: S&p &9, 19009 1Jdled 1S Idueds (¢p wlblod
wwSluws DAP 1Jpwelé FileExists ).

SpIdu wiuse 9g0 HostScan IJupbss $398! eds wdbs IJuolss. wop puvlJs pdudle
lJewld (hostscan-win-4.0.00051-pre-deploy-k9.msi) g Js loold Cisco Connection Online (CCO).
9JIue spdu g0l s ol po ASA. HostScan o zjc oo CSD 1J3s $pdu ©9ds 0 o ASA.
Suvwgdp o3l lduog IJelus Vs 03l Idpeld.

lJouwes JJluoshle 1Jigse eo AnyConnect (IJ]osl) 3.1 sldluosble 1l 0) oo ould 2506
P ,oJo pu99,6 £Js CCO (eds pvwsd IJpeld: hostscan_3.1.06073-k9.pkg) sldes Jlu
Spdu wdssuol 9lesbel gds ASA Luvdd puduod (wluwegsle 1o, Log,6 CSD hostscan) -
9JIJu Jp s> 03l 1Jgsh p9z9s! JJluesl, 4.0 oo AnyConnect.

ASA
IJgdo96 1. odoso SSL VPN IJiguluws

o 0850 ASA puvudl Lluwesle 108009 IJiuwluus 1Js o ds VPN 1Jugss6 (buds olzs
lJosuesd IUleus (SSL)):

webvpn

enabl e outsi de

no anyconnect-essenti al s

anyconnect image di skO:/anyconnect-w n-4.0.00051-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

group-policy Al Protocols interna
group-policy Al Protocols attributes
vpn-tunnel - protocol ikevl ikev2 ssl-client ssl-clientless

tunnel - group TAC type renote-access
tunnel - group TAC general -attributes
addr ess- pool POCL

aut henti cati on-server-group | SE3
defaul t - group-policy Al Protocols
tunnel - group TAC webvpn-attributes
group-alias TAC enabl e

ip local pool POOL 192.168.1.10-192.168.1.20 mask 255.255.255.0

aaa- server | SE3 protocol radius
aaa-server | SE3 (inside) host 10.1.1.100
key *kkk*k

ope wujsd giped AnyConnect gl uegsleol.



IJgb9s 2. c&wso CSD

uwusJ 2ied CSD pU |aJ UdJluu S1g5 pze PO Uudwu Jpl 09 p9 0T B oo,

@me%mﬂpzm*mm save (¥ Refresh Back Y Forward || D) tieko
Device List & B
% Add [J Delete S Connect
Find: Go

& 10.43.67.158:8443 Location: diskD: feed_3.5.6299-40,pkg
B 10.48.67.225:444

Browse Flash...
P110.62.145.45:8443) [¥] Enable Secure Desktop

= 10.62.97.56:8443
Bl 192,168.11,250:494
B o192 165,110, 10944

Host Scan Image
Seare Deskiog Manager
%o
Global Settings
- Preogin Policy
—[T] Secure Degktop Customization
[ Host Scan

w90 wpdsu ",Jubg: IJpdoo IUles" Jo 90 pu IJppdu luwegsle guele CSD Bs Guslywle
DAP Jpl 09 09,02 WO 1Juo9)s.

[ A

Add Endpoint Attribute =
=] p |

Endpoint Attribute Type: |File -

Posture Status: = v

(L) Warning e

& Cisco Secure Desktop (CSD) is not enabled. CSD must be enabled to configure Fie
endpoint attributes.

To enable CSD, go to Configuration > Remote Access VPN >Secure Desktop
Manager > Setup.

Lok J[ Comca |[ heb |

o8> wpdsy CSD: who, ¢shle pugssé wgw Secure Desktop Manager.



pdlzbé: vesb gdel Llu weupol popd uUdE_J sedu lJecs) eds s> po lpedsele
C9J U,D-.S_)lu |Jp0pJo |, 5

JI s;ld HostScan p>g9,l ulelp.J c9owpe luols $lese HostScan Iu.uluu..so 2826, swpe ldugsd
U 929> c:Mest.txt Jpol 09 p9 oz Vs IJuog)s.

Find: G0 Craabe enfries b be scanned on the endpont system. The scanned nforration will then be stored in the endpoint atrbute, Sooecs policies wsing the endpont
B 10 AT 158 - nfarmation can be configured under [ymanmic Soomes Folces
e Tl N 4
=, 10.52.57.55:843
B 152 165 L1 2544 i B2k Host Scan
Remote dccess VPR G B Tyme: m Info
?;hhrm-:m .
[ B} Metwears (Chent) Acoess
Clientiass S5L VPN Azess [ Edit e Scan (]
Anad ool Usars
Hest Soan Trace L Erdpart Iz 1] | Ea.
Sinuri Dikiog Marager P
E File Path: ot fest et | Dt
t Global Sattngs —
- Brefogn Pobcy
7] Saure Dashiop Customsgation [ = [ com |
bl
-8 Cartifirate Blsnsnwsmet e
m 1]
émm | Mgk Sean Cxtargsons
Advanced Erdpoint Assesecment ver 3.6.6254,2
S
I |#] Endooint Ansecement ver $6.6259.2
ﬂgﬂmm

Jol wop luols $lesxs "wdsse uldbs IJuolss [Jpw 96" IUlolds0 Jel 09 o902 O
IJue9,6.

[£) Advanced Endpoint Assessment ==

Antirus =
Verdor Product Hete Add..

L'pnmw:'.‘.wp. Portgn Antivieus 20.x [—]

Foroe File Sysiem Protecton

Force Wirue Definitions Uipdate

I mat updated in Last days
Personal Firewal =
Vendor Froduct Hote m
[Microsoft Com. rllamnﬁ't‘ﬁﬂmsﬁmﬂl 7 Sl.npu:rl:-ﬁ'mwlnics -
Delete
Firewall Acton: | Bane =
s Add...
ABLLOW Applcation Customadpp Edit...
| Delete |

The action and rules remain effective on dient device even after VPN session ends, please use them with discretion

lJos vogdd pu 9g9> Symantec Norton AntiVirus 20.x 9 Microsoft Windows Firewall 7. & 99,


/content/en/us/td/docs/security/csd/csd36/public_notices/vault_cc_ksl_host_emulation_deprecat_notice.html
/content/en/us/td/docs/security/csd/csd36/public_notices/vault_cc_ksl_host_emulation_deprecat_notice.html

9226 Posture |Juplbsé (HostScan) wldez 9 pu 030 [USsSpe 9JIo Ju sI9u ould Is <&, 2 (JI
S89p wog DAP LlJoedd pu 3JY).

IJ¢gbgé 3. yuslyslo

DAP

oJ9u wsluwlo DAP pu99Js g0 luwedsle Idoslule Idos we wgpeseol w9luvlbs HostScan
Jubpob subosd uvele pesud eds eduws gpd VPN voses Jsdd. Jlugble yusluws DAP o0
ASDM: lye@d IJs IJodssy > Remote Access VPN (IUso9d gu wed) > ClientLess SSL VPN
Access > Jusluwlo 19 o9d Idssulpsds Jel 09 p9oz S 1duo9)s.

LN LA R

@ml%mﬂum|£§mmm|gm ﬁm:ht am Qanmu| ?lth I CISCO
Device List o B 3 coess > Dynamic Access Policies [
B ada [l oeew 5 Corvact e —_—
Fand: Go For IPsec, AnyCannect Chant, Cherdess S50 VPH, and CutThough Proxy sessiors, you can configune dynamic access pobties [DAF) Fat define which network

1m, = recources & user is suthorioed to sooess. Al poboes in e table below ane evslustesd for mabchng mitenion duning sesson establichment. Wien none of the DaP

Y pobicies are matched, e ASA will enforce the DftAccessPeboy.

B 103367 20 K

1052 145 458443 y

M LOUSZ9T.56!8443 [ A

8 15016511 750:454 e ACL Priority  Hame Petrooric ACL List Wekitype ACL List Desiption

_m—_

Remeote Access VPR = 8 [er—

f Erraductian . [

e Bl Metork: (Chend) dncess

1=+ [T Cmntimss 5L VPN Sooess

bll:m'-ec:w- Frafles

m

Ty i Ml Maransy 2

v - b

Seedd [Juoz 1Jisd

(F”GEXiStS) PU lu“r" PEP.9£5 |.Juk.9L9 LJ)..S SUp !uuoé_slpo U L9u.J roJ\_Q

wgysd VPN IJS..,? op oeJ_9.._.$¢,.o (wp 239 wdsy ka.'9. oSO VPN JJso9z). wed d3JJde swpe
lole vzl luolvs Jdedw cMtest.txt Jpol 09 p9 0z WS IJuo9,6.

Poboy Mame: | FleEusts]
Deesoription:
Salection Criteria

ACL Prigrity: |0

Define the AAA and endpoint attributes used to select this access policy. A policy is used when a user's authorization attributes match the AAA atiribute criteria
bedow and every endpoint attributs has besn satisfisd, These attributes can be created using the tables below andfor by expanding the Advanced option to

specfy the logical expression text.
User has ANY of the folowing AAA Attrbutes values... and the folowing endgoint attributes are satisfed.
AAM Attribute Operation/Value Add Endpoint ID Hame fOperationVakue Add
YT o
Didete Delete
Logical Op
Advanced ¥
Arcess fauthorizaton Pokoy Attributes

Configure access/authorization

attributes for this pobcy. Attribute values specfied here will override those valuses cbtained from the AAA system and the

group-polcy hierarchy, The resulting VPN suthorization pelicy is an aggregation of DAP attributes, AAA attributes, and group-pobicy hierarchy attributes (those

that are not spedified in DAP).
| PortForwardina Lists
Action

I i

| Bockmarks | Access | AnyConnect Custom Attributes
Metwork ACL Filters (dhent) wehtme ACL Filters (chentess) Functions

Metwork ACLs




suwsed ddIJoJl sop oo-._ég’_sslig’_s lolele oluwegsle 1lesl I.JIx_éo_)Iubq Jduwelz oldlogold. JI
Sop luwopsle Slses Iogde Os 1Jsuo9d (ACL) - swp w99s) 1dsuesd Iddled 1Js 1uve Js.

oBluosd IJozdd pu lUpdd Jol os p9uoe S 1dues)s.

[

Edit Endpoint Attribute

Endpoint Attribute Type: File

@ E:{IEtE _| Does not exist

Endpaint ID: 1

c:\test. tut
days

[] Last Update: | <

[ Checksum: =

IJuog IJelus (FileNotEXxists) peled - JJu Gyl [J9 e o3l sdou 31 Jp sIu IdpJd 09293 Jel

09 p9PT I IJuo9s6.



Policy Name: FilatiatExists|
Description: ACL Priority: |0
Sedection Criteria
Define the AMA and endpoint attributes used to select this access policy. A policy is used when a user's authorization attributes match the AAR attribute criteria

below and every endpoint attribute has been satisfied, These attributes can be created using the tables below and for by expanding the Advanced option to
spedfy the logical expression text.

User has ANY of the following AAA Attrbutes values... and the following endpoint attributes are satisfied.
| AAA Attribute Operation/Vake Add Endpoint ID Name fOper ation Vake Add

osen
=

Advanced ¥

Access/Authorization Policy Attributes
Configure access/authorization attributes for this pobcy. Attribute valiess spesified here will override those values ebtained from the AAA system and the
group-pobcy hierarchy. The resulting VPN authaorization policy is an aggregation of DAP attributes, AAA attributes, and group-policy hierarchy attributes (those
that are ot spedfied in D&F).

| PortForwardnalists | Bookmadks | AccessMethod | AnyConnect | AnyConnect Custom Attrbutes
Acton | Network ACL Fiters (dhent) Webtype ACL Filters (chentiess) | Functions
Metwork ACLs
_ . ACL1
-m 1 - Add>>

Ol
- :".rl:':.

wew9s IJuwses eds Blises 1Usuo9d ACLT IJos wpe QGJ_9'§00|._9..§Q|0 gbg_,..,_s,j 3JdY eds
P ps ldubods IUElLos Iblo,sé (VPN) &s) IUposloodsy pe w9s) IUsuasd 1deea9>
IJs [Jyvede.

wx9¢ JJI wogs DAP uz9 9,09J AnyConnect Client Jol 09 090z B 1Juo9,6.

Access Authorization Pocy Attributes

Configure access/authorization attributes for this policy, Attribute values spedfied here wil override these values obtained from the AAA system and the
group-policy hierarchy. The resulting VPH authorization policy is an aggregation of DAP attributes, AAA atiributes, and group-policy hierardhy attributes (those
that are not spedified in DAP),

Action | Netwaork ACL Filters (chent) | _ Webtype ACL Filters (chentiess) | Functions
Port Forwarding Lists |  Bookmarks |  AccessMethod | AnyConmect | AnyConnect Custom Attributes

Access Method: () Unchanged
@) AnyCormect Chent
") WebPortal
) Both-default-Web-Portal
) Both-default-AnyConnect Chent

e E3plo I IJogsé (ISE)

Sop luwesle ISE Jpolh s IJpuwese. sSew wdasu zob Iduvwds (ASA) B&b sl e
lJpuwegsp IJuozse (Cisco). 903l IUzje €5, puvesd WS o030 IJplé.

lJoedd po lJuoes

luwogse 03l 1dGuwe Joldss gpd Idodssy vuvdd Lozse.



lp>1> CSD 9 AnyConnect

Os Idoolss Jl sep w96 Idpuwede pe psd AnyConnect. Idpwegse Es) pu9ldd Is ol
o€ 1Juoz (IJpJs c:Mest.txt £.s) £929>). [>¢d https://10.62.145.45 9swpe lel>s wozso lJpuuedse
W9l Joswsw CSD Jpl 09 p9 oz WS IJue9)o.

NNIr Cisco Secure Desktop

CISCO
& wWebLaunch Using ActiveX for Installation
Launching Cisco Secure Desktop.
_ Platform
Detection If the software does not start properly, Click here to
end the session cleanly.
- ActiveX

Spdo IJdsle w3Jd luuedsle Java iy ActiveX. wpzys odwse CSD. sep lJIGJIE guo Jel 09
P9I O IJuog)e.


https://10.62.145.45

vl
CcISCO

Cisco Secure Desktop

£ WebLaunch

B Platform
Detection

- Java Detection

- Sun Java

- Success

System Validated

system.

Succesz. Reloading. Pleaze wait...

Cisco Secure Desktop successfully validated your

Download

e wop lehs wozse ldpuwegde JJpuol$s Jel 09 p9 o S IUu096.

GROUP:
USERMAME:
PASSWORD:

Flease enter your username and password.

Login

TAC |=|

WO gldo Iduzles sep wuiy AnyConnect pg pJod IJog)sw 1U3s wp wdysuo - o6 ibs Spdu

luwegsle ActiveX lg Java Jel 09 090z B |Jo9,6.




nnlie

cisco AnyConnect Secure Mobility Client

_r} WebLaunch Using ActiveX for Installation
Launching Cisco AnyConnect Secure Mobility Client.
Platform
= : Ifthe software does not start properly, Click here to end
Detection )
the session cleanly.
- Activex AnyConnect Secure Mobility Client Downloader
. | Downloading AnyConnect Secure Mobility Client 4.0.00051.  »
| Please wait...
b Time Left: 9 secs (672.0 KB of 3.34 ME copied) -
- |

Cancel

[

Help | ownl|c

9sep lousle louold Iuveds 1Jglo6 1Ublo,ss (VPN) Jel 09 09,02 s 1JLo9,6.

ninlie

cisco AnyConnect Secure Mobility Client

% WebLaunch Using ActiveX for Installation
Launching Cisco AnyConnect Secure Mobility Client.
Platform
" Detection Ifthe software does not start properly, Click here to end

the session cleanly.

- ActiveX AnyConnect Secure Mobility Client Downloader
@ Flease wait while the VPM connection is established. .. -
| Relp Downloa

copsd 1Jgbes IJlsJs J AnyConnect B.s z)le Bz ol IJs oe (HostScan) sl wld IJedls)
IJss ASA Jpl 09 p9 o s 1Juey)s.



Posture Assessment: Initiating...

asaw Connect

Limited Access - DMS Failure

w85 3JJc 5990 AnyConnect wp o196 gdwéd gpd lduvods 1Ugluoé IUblo,s6 (VPN) sluolisol.

AnyConnect VPN zJ_wé pg Posture (90g.$6) - £5) po9ldd

gwpl w89 wluusle gduwé VPN zs36 pg AnyConnect. |y [Jgbos IJIsJs os I oe
(HostScan) Jel 09 p9_oz s J9bo Idyilyvs gwlodl. wgs 3JYe wpae Idpuolb 86 9swp luyile
eduwd gpd IJuvods 1glos Ibloyss (VPN) Jel 09 p9 oz b Iduos)-

'Y Cisco AnyConnect | 10.62.145.45

% Please enter your username and password.

Group: |T.|5.C - |

Username: csco

Passwnrd: e e e e

-

VPN
Please enter your username and password.

asav Connect

Limited Access - DMS Failure




oSy ASA g0 oJdBs wd)s) HostScan:

Y%ASA- 7- 716603: Received 4 KB Hostscan data from | P <10.61. 87. 251>
Sp sop lole puobys ldpyucioe:

YASA- 6- 113004: AAA user authentication Successful : server = 10.62.145.42 : user = cisco

95wl IJogasd Jeduwé £pd IduivwJs 1Jgloé 1bloyss (VPN) ode. gusel sop wpdse "debug
dap trace 255" swpe Lzle Idpedsple Idposd 96 929> pJ Ciltest.txt:

DAP_TRACE[ 128]: dap_i nstal |l _endpoi nt _data_to_|l ua:endpoint.file["1"]. exists="false"
DAP_TRACE: endpoint.file["1"].exists = "fal se"

DAP_TRACE[ 128] : dap_install _endpoint_data_to_lua:endpoint.file["1"].path="c:\test.txt"
DAP_TRACE: endpoint.file["1"].path = "c:\\test.txt"

Isuol pedople 29d 2ol) zelsé Microsoft Windows:

DAP_TRACE[ 128] : dap_i nstal |l _endpoi nt _data_to_| ua: endpoi nt. fw " MSW ndowsFW ] . exi st s="f al se"
DAP_TRACE: endpoi nt. fw "MSW ndowsFW ] . exists = "fal se"

DAP_TRACE[ 128] :

dap_i nstal | _endpoi nt _data_to_| ua: endpoi nt. fw " MSW ndowsFW ] . descri pti on="M crosoft W ndows
Firewal I"

DAP_TRACE: endpoi nt.fw "MSW ndowsFW ] . description = "Microsoft Windows Firewall"

DAP_TRACE[ 128]: dap_instal |l _endpoi nt _data_to_| ua: endpoi nt. f w " MSW ndowsFW ] . ver si on="7"
DAP_TRACE: endpoi nt.fw "MSW ndowsFW ] . version = "7

DAP_TRACE[ 128] : dap_i nstall _endpoi nt _data_to_| ua: endpoi nt. fw " MSW ndowsFW ] . enabled="failed"
DAP_TRACE: endpoi nt.fw "MSW ndowsFW ] .enabled = "fail ed"

9 Symantec AntiVirus (90991 J99lg> o 9sSp wdbs IJuelse IJewds06 HostScan IJos wp
oJdgsuol wlogl).

suwsed JdJI wpw pblu9sé yusluwé DAP:

DAP_TRACE: Usernane: cisco, Selected DAPs: ,FileNotExists

o9y o o030 Idywslyws [uwegsle AnyConnect Jol w9 Slispeos IJozde WS 19 o9d (ACLT)
J8lses IUsuo9d IJos w99, 9u09d Iuveds 1dedss Jdpuwese (Es) pu9l 98 pe wsluws
IJ i, Jb):

DAP_TRACE: The DAP policy contains the following attributes for user: cisco

DAP _TRACE: - - - - = = = - mm s m e e f o i
DAP_TRACE: 1: tunnel-protocol = svc

DAP_TRACE: 2: svc ask = ask: no, dflt: svc

DAP_TRACE: 3: action = continue

DAP_TRACE: 4: network-acl = ACL1

Jol 0@ lJgwedle lpewsble ACIDEX IJos spdo luveesleol oo Gud uwsluwsé DAP (Is zos
opysyol Vs bdole RADIUS |Us ISE 9swp |gwegsleol WOs §9les Idegssd Jiygb):

endpoi nt. anyconnect . clientversion = "4.0.00051";
endpoi nt. anyconnect . platform = '
endpoi nt. anyconnect . devi cetype = "innotek GrbH Virtual Box";
endpoi nt. anyconnect . platformversion = "6.1.7600 ";
endpoi nt. anyconnect . devi ceuni quei d =

" A1EDD2F14F17803779EB42C281C98DD892F7D34239AECDBB3FEA69D6567B2591" ;

'win";



endpoi nt . anyconnect . macaddress[ " 0"]
endpoi nt. anyconnect . useragent =

90wsed J3JIi wp wubgsd eduws gpd IJuboJs 1Jgluos [Ublo,sé (VPN) 9JJy pe 1dsue9d

= "08-00-27-7£-5f£-64";
" AnyConnect Windows 4.0.00051";

lJp8s> JJuwwJé:

ASAV2# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

User namne cisco I ndex © 4
Assigned | P 192.168.1.10 Public I P 10.61.87.251
Pr ot ocol AnyConnect - Parent SSL- Tunnel DTLS- Tunnel
Li cense AnyConnect Premnmi um
Encryption AnyConnect - Parent: (1)none SSL-Tunnel: (1)RC4 DTLS- Tunnel: (1)AES128
Hashi ng AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHAL
Bytes Tx 11432 Byt es Rx : 14709
Pkts Tx 8 Pkts Rx © 146
Pkts Tx Drop : O Pkts Rx Drop : O
G oup Policy : AllProtocols Tunnel Group : TAC
Login Tinme 11:58: 54 UTC Fri Dec 26 2014
Dur ati on Oh: 07m 54s
Inactivity : Oh: 00m 00s
VLAN Mapping : N A VLAN none
Audt Sess | D : 0add006400004000549d4d7e
Security Gp : none
AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1
AnyConnect - Par ent :
Tunnel ID 4.1
Public IP 10. 61. 87. 251
Encryption none Hashi ng none
TCP Src Port 49514 TCP Dst Port 443
Aut h Mode user Passwor d
Idle Tine Qut: 30 Mnutes Idle TO Left 22 M nutes
Cient CS Dowin
Cient OS Ver: 6.1.7600
Cient Type AnyConnect
Cient Ver Ci sco AnyConnect VPN Agent for Wndows 4.0.00051
Bytes Tx 5716 Bytes Rx 764
Pkts Tx 4 Pkts Rx 1
Pkts Tx Drop : O Pkts Rx Drop : O
SSL- Tunnel :
Tunnel ID 4.2
Assigned | P 192. 168.1.10 Public IP 10. 61. 87. 251
Encryption RC4 Hashi ng SHAL
Encapsul ation: TLSv1.0 TCP Src Port 49517
TCP Dst Port 443 Aut h Mode user Passwor d
Idle Tine Qut: 30 M nutes Idle TO Left 22 M nutes
Cient CS W ndows
Cient Type SSL VPN d i ent
Cient Ver Ci sco AnyConnect VPN Agent for W ndows 4.0.00051
Bytes Tx 5716 Bytes Rx 2760
Pkts Tx 4 Pkts Rx 12
Pkts Tx Drop : O Pkts Rx Drop : O
Filter Name ACL1
DTLS- Tunnel :
Tunnel ID 4.3



Assigned IP : 192.168.1.10 Public IP : 10.61.87.251

Encryption : AES128 Hashi ng : SHA1
Encapsul ati on: DTLSv1.0 UDP Src Port : 52749

UDP Dst Port : 443 Aut h Mode : user Password
Idle Tine Qut: 30 M nutes Idle TO Left : 24 Mnutes
Cient CS : W ndows

Client Type : DTLS VPN Cient

Client Ver : G sco AnyConnect VPN Agent for Wndows 4.0.00051
Bytes Tx 00 Bytes Rx : 11185

Pkts Tx 0 Pkts Rx : 133

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name : ACL1l

ASAv2# show access-list ACL1
access-list ACL1; 1 elenents; nane hash: 0xe535f5fe
access-list ACL1 line 1 extended permit ip any host 1.1.1.1 (hitcnt=0) 0xe6492cbf

S9uoe pe9ble AnyConnect IJgbsle IJowosdsse Jgpdso lUsog:

12:57: 47 Cont acting 10. 62. 145. 45.

12:58: 01 Posture Assessment: Required for access

12: 58: 01 Posture Assessment: Checking for updates...
12: 58: 02 Posture Assessment: Updating...

12: 58: 03 Posture Assessment: Initiating...

12:58:13 Posture Assessment: Active

12:58: 13 Posture Assessment: Initiating...

12:58: 37 User credentials entered.

12: 58: 43 Est abl i shing VPN session. ..

12: 58: 43 The AnyConnect Downl oader is perform ng update checks...
12: 58: 43 Checking for profile updates...

12: 58: 43 Checki ng for product updates...

12: 58: 43 Checki ng for custom zation updates. ..

12: 58: 43 Perform ng any required updates...

12: 58: 43 The AnyConnect Downl oader updates have been conpl et ed.
12: 58: 43 Est abl i shing VPN session. ..

12: 58: 43 Establishing VPN - Initiating connection...

12: 58: 48 Est abli shing VPN - Exani ning system..

12: 58: 48 Establishing VPN - Activating VPN adapter. ..

12: 58: 52 Establishing VPN - Configuring system..

12: 58: 52 Est abli shing VPN. ..

12:58: 52 Connected to 10.62.145.45.

AnyConnect VPN zJwub pg Posture (9_ogs6) - p9l9 9

w83 1o wd9p wluuile pJud eMtest.txt. sJ9u [ $ pupladl wpzss wie gduws &pd
AnyConnect g>s36¢ wivs) Iduwedle 1Us 929> 1Jpdwd:

YASA- 7- 734003: DAP: User cisco, Addr 10.61.87.251: Session Attribute
endpoint.file["1"]. exists="true"

YASA- 7- 734003: DAP: User cisco, Addr 10.61.87.251: Session Attribute
endpoint.file["1"]. path="c:\test.txt"

9uwseé J3Jd sop luwegsle yusluwsé DAP I3)s:

DAP_TRACE: Username: cisco, Selected DAPs: ,FileExists

Il sd,00 Ioog Is Blisps wedp Bs 1dsuesd (ACL) Jodsss Jords g Iduvwds.



op wubgsd IJeduws w9u ls Blises wede B IUsuesd (Idsuesd 1ddled 1Js IJubwds):

ASAv2# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

User nane cisco I ndex )
Assigned I P 192.168.1.10 Public I P 10.61.87.251
Pr ot ocol AnyConnect - Parent SSL- Tunnel DTLS- Tunnel
Li cense AnyConnect Premi um
Encryption AnyConnect - Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashi ng AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA1L DTLS- Tunnel: (1)SHAL
Byt es Tx 11432 Byt es Rx . 6298
Pkts Tx 8 Pkts Rx . 38
Pkts Tx Drop : O Pkts Rx Drop : O
Group Policy : AlProtocols Tunnel Group : TAC
Login Tinme 12:10: 28 UTC Fri Dec 26 2014
Dur ati on Oh: 00m 17s
Inactivity : 0h: 00m 00s
VLAN Mapping : NA VLAN none
Audt Sess | D : 0add006400005000549d5034
Security Grp : none
AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1
AnyConnect - Par ent :
Tunnel D 5.1
Public IP 10. 61. 87. 251
Encryption none Hashi ng none
TCP Src Port 49549 TCP Dst Port 443
Aut h Mode user Passwor d
Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Cient CS Dowin
Client OS Ver: 6.1.7600
Cient Type AnyConnect
Cient Ver Ci sco AnyConnect VPN Agent for W ndows 4.0.00051
Bytes Tx 5716 Bytes Rx 764
Pkts Tx 4 Pkts Rx 1
Pkts Tx Drop : O Pkts Rx Drop : O
SSL- Tunnel :
Tunnel D 5.2
Assigned | P 192.168.1.10 Public IP 10. 61. 87. 251
Encryption RC4 Hashi ng SHA1
Encapsul ation: TLSv1.0 TCP Src Port 49552
TCP Dst Port 443 Aut h Mode user Passwor d
Idle Tine Qut: 30 M nutes Idle TO Left 29 M nutes
Cient CS W ndows
Cient Type SSL VPN dient
Cient Ver Ci sco AnyConnect VPN Agent for W ndows 4.0.00051
Bytes Tx 5716 Bytes Rx 1345
Pkts Tx 4 Pkts Rx : 6
Pkts Tx Drop : O Pkts Rx Drop : O
DTLS- Tunnel :
Tunnel ID 5.3
Assigned | P 192.168.1.10 Public IP 10. 61. 87. 251
Encryption AES128 Hashi ng SHA1
Encapsul ati on: DTLSv1.0 UDP Src Port 54417
UDP Dst Port 443 Aut h Mode user Passwor d



ldle Tine Qut: 30 M nutes Idle TO Left : 30 Mnutes

Cient 05 : W ndows

Client Type : DTLS VPN dient

Cient Ver : Cisco AnyConnect VPN Agent for W ndows 4.0.00051
Bytes Tx 0 Byt es Rx : 4189

Pkts Tx 0 Pkts Rx 31

Pkts Tx Drop : O Pkts Rx Drop : O

J3JI. suvsy AnyConnect |Js i, HostScan tled ssuwb,) bdo lJpywe ldu29iss IJolds:

13:10: 15 Hostscan state idle
13:10: 15 Hostscan is waiting for the next scan

edlebé: Jlehs IJodsse: s9uos wluwedsle 9226 1Jauog 1Jpsezs pe ISE.

lwedunldd IJigble 9l oJlzol
S99, 03l IJBuwpe pedsple spdud luuegslpol Jluvaduld Igble IJoedssy sluadlzol.
AnyConnect DART

S99, AnyConnect IJoivgsuole Jel 09 p9 oz Os 1Juo9,)6.

! g Cisco AnyConnect Secure Mobility Client —|:|—|| [=] |u

I
CISCO

AnyConnect Secure-Maobi |ty Client

Preferences | Statistics | Route Details | Firewall | Message History

13:45:00 Contacting asav. s
13:45:09 Connection attempt has failed.

13:45:13 Contacting 10.62. 145,45,

13:45:21 Posture Assessment: Required for access

13:45:21 Posture Assessment: Checking for updates. ..

13:45:22  Posture Assessment: Initiating...

13:45:31 Posture Assessment: Active

13:45:31 Posture Assessment: Initiating...

13:45:35 User credentials entered.

13:45:41 Hostscan state idle

13:45:41 Hostscan is waiting for the next scan

13:45:42 Establishing YPM session...

13:45:42 The AnyConnect Downloader is performing update checks...
13:45:42 Checking for profile updates...

13:45:42 Chedking for product updates...

13:45:42 Checking for customization updates...

13:45:42 Performing any reguired updates. ..

13:45:42 The AnyConnect Downloader updates have been completed,
13:45:47 Establishing VPN session...

13:45:47 Establishing VPN - Initiating connection. ..

13:45:52 Establishing YPM - Examining system...

Clear




9lJss sgpe JJ uvedle AnyConnect 95z 8 bol WS pdud Zip eds pube IJpdow. souopy pJW
zip o3l Iduwedle 1Je9z96 Vs Cisco AnyConnect Secure Mobility Client/Anyconnect.txt.

S99, 03l pedyple 29d ASA 9sbde HostScan Jogese Iduslule:

Dat e : 12/ 26/ 2014
Ti ne : 12:58:01
Type : Information
Sour ce : acvpnui

Description : Function: ConnectMr:: processResponseString
File: .\Connect Myr.cpp

Li ne: 10286

I nvoked Function: ConnectMr:: processResponseString

Ret urn Code: 0 (0x00000000)

Description: HostScan request detected.

Sp odubd Lwedle 1858 pogsss g0 wouse CSD. o3l pold Jogids, CSD sl olJ AnyConnect
lJolds pg Posture:

CSD det ected, |aunching CSD

Posture Assessnent: Required for access

Gat hering CSD version infornmation.

Posture Assessnent: Checking for updates...

CSD version file | ocated

Downloading and launching CSD

Post ure Assessnent: Updating. ..

Downl oadi ng CSD updat e

CSD Stub | ocated

Posture Assessnent: Initiating...

Launching CSD

Initializing CSD

Performing CSD prelogin verification.

CSD prelogin verification finished with return code 0
Starting CSD system scan.

CSD successfully | aunched

Posture Assessment: Active

CSD | aunched, continuing until token is validated.
Posture Assessnent: Initiating...

Checki ng CSD token for validity
Waiting for CSD token validity result
CSD token validity check conpleted
CSD Token is now valid

CSD Token validated successfully
Authentication succeeded
Establishing VPN session...

wp weuwsu IJlouold wsu ASA g AnyConnect: pse sbdo ASA [g)le Wz ole pesus V@b -
SY9p AnyConneqt voo)_.._sd wslule |uolwsse Jody §lxye gds lple 3JdY (eds gvesd IJpeld:
lJoz8d pu pdlogs IJs 9 wle [Jpesd).

s pl oo Idelds wlgwegsle TAC §p vyl § wwedle dart og "show tech” 9"debug dap trace
255" py, ASA.

pedsple dlo LoJé
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/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect30/administration/guide/anyconnectadmin30/ac05hostscanposture.html
/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect30/administration/guide/anyconnectadmin30/ac05hostscanposture.html
/content/en/us/support/docs/security/identity-services-engine/116143-config-cise-posture-00.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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