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% Frewal || END RSA PRIVATE KEY-——
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> @ Object Management
> ﬁ’,} Local
ﬁ System Information
af Updates
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Source

Add to
Destination
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09 SSL 1Jgly»0 IJos Bpw wodssy yvelss IJgbe gldpdulz 1Ugluo Jol. weolg IUs luves)b
Lirolsd 1Jghe 9lUplz 1Ugloo U 1U9238 1o plbss FirePOWER. g0l wuod 2,98 09, SSL
IJs 9226 FirePOWER IJupeloss: Wluol oy ouvds) 2yIJs 1Ues9) 9089e wlale Iz eds
Jo lJpy9) Idos wp WY ouvds)ol. wed 1Bz Lo w@9pe 1J9er0 IJupelbse Firepower Llglso
Cub sy Is 1Jes9) shuwldel IJs [Jghe.



030 05 Iz bsle 1Uhug Jodsso B cuvds, SSL 1ol
IJgb9s 1. [gwos)ld Jbel>s 9o le 1UEe.

Jluwos)b ol 1Jgbe 9ldpvclz luedd IJs IJodssy > ASA Firepower Configuration > |»1)6
IJIliso > PKI > IJgboble 1UslgJs6 9lub) 999 luolds Jiolsé sIgJss.

eJ,ol 09 9T B Uuogja‘ Sp woEsSO lowp IJgiol>s. ol io o ououéa Joa>5> IJu'bobé o0

|.)| P Uw\—QgSJ |ka_9u|a: ‘-QE_U-)&S-) u9r° uupd;Su aluo |J|au;$|_) ‘ouud_)o Sab.) JJPO L_Jro_)g_)‘ erol
09 p9uoT S [Jue,é:
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"‘_-_-7' Application Filters

i (@ adgsmtemaicert | [ Fi
@ Geolocation I—
? X

% Variable Set N} Add Known Internal Certificate
& Securitylntelligence
. Sinkhole Name:  web.servertest.com
[H FileList
/& Cipher Suite List Certificate Data or, choose a file:
= Distinguished Name nzANBEkqhk|GQWOBAQEFAAOBJQAWngCgYEAquKK90fSyrAbYkSKC/nvyzg7M]
L PKI RHbVOUEK+2a5u5fDvZIRURHHBEbFp+SVOE7ak7PljdXd/sB4nhvvfPe4FN65IUrN

mjzYywUy4zi8uSzOr/9YhNJoz/2I12dvR4uZ 1PASAQgXvyeCCL/OCQmFQOrP6+gbk

I
Internal CAs +FPHLfOWFXBghpECAWEAATANBgKghKIG9WOBAQSFAAOBGQCUKZVPUTAjJeujPrtF

# Trusted CAs Lrcyns+IrbHTIhge0Z2HC/XImYwyJXhBuEgvU9qgx+GhQ99jNCOIo0iPIGF1nagBt
# External Certs FtI7ohmI/F544x75fm17t3XwfZF/VA2GhG3W3QGFKHCAQU7CBaU78jCVBa9CTKOG
- u8ceNhyAxU7MogAXNOecqCW88w==

————— END CERTIFICATE-----

% Internal CA Groups

2, Trusted CA Groups
A Key or, choose a file:
Internal Cert Group:

2 External Cert Group | | | |- BEGIN RSA PRIVATE KEY-----
MIICXAIBAAKBgQDS5yMor2h9LKsBtiRIoL+e/LaDsyNEdtXRQQr7Zrm7I809khFR

Fw
fay Local EccERSWN5JXQTtqTs+WN1d3+wHieG+9897gU3rki6s2aPNjLBTLjOLy5LM6v/ 1iE
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= +nzEJwx4LgmXR8N88YbkvC3n4iVY5z90fsvCdI2UoAGBXN4BAKEA+nkDe1UgIxOz
= Tools Pgmzad68Ingk4/7Wbg8ibZz0Mv2PSvO7pNbhRfpy/dtgGLIVIGIIr/+0iL2SrPFv
5 Backup Restore d7QmDkGwyQIBANeOIVWW;jBPUFCLQjYL04c66km9vzGgLDHjGc4gOINGIIFICrQtl
ST S RN [ o
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[ FileList
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IJgb9é 4. odosu yusluws IJozde B 1Ug o9
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hitps:Swww.cisco.com

General QE{E}-H;E

Issued To
Organization ()

Serial Mumber

Issued By

Organization (O]

Period of Validity
Begins On
Expires On

Fingerprints
5HA-256 Fingerprint

SHAL Fingerprint

p
Certificate Viewer: "www.cisco.com”

Common Mame (CH)

Common Mame (CN)

Could not verify this certificate because the issuer is unknown.

WWW, CISCO.COm

Cisco Systems

Organizational Unit (OU) ATS

14:5E:80:FB:06: DAz Ch:55

serverCA.example.com
TAC|

Organizaticnal Unit (OU) TAC

Thursday, January 28, 2016
Monday, January 29, 2018

GC:66:D8:0E=52=-5D=9D:D8:74:2F:A6:92:7F=31:=E7=39:
F2:E8:C7:B8:66:02:BC:R4:AF:F1:AB:92:56:B3:03:D7

9B:47:56:E4:80:2B:16:0D:FA:63:93:B1:53:F3:26.4:1 3:48:8E:ED

© U2 pU i@l& lJlouold JJdoz8d pu wog SSL 99lex6 SSLIJus wewps eds eyds 1Je9).



loodd 10 IJpalws > ol dws ASA FirePOWER > o opse Wi lUsde IJBgds. 233 zoc
9lud) WY &Huo IJeVdlosd. w2l pu lzuolissle WY ouvds,) SSL.

~Real Time Eventing

Connection Event ---- Allow

Time: Wed 6/7/16 6:29:10 AM (IST) to Wed 6/7/16 6:29:11 AM (IST)  Close

ASA FirePOWER firewall connection event

Reason:
Event Details

Initiator Responder Traffic

Initiator IP 192.168.20.50 / Responder IP 72.163.10.10 Ingress Security

Initiator Country and Responder Country and Zone

Continent Continent Egress Security

Source Port/ICMP Type ~ 56715 Destination Port/ICMP 443 Zone

User Special Identities/No Code Ingress Interface  inside
Authentication Required URL https://cisco-tags.cisco.com V4 Egress Interface  outside

R URL Category TCP Flags 0

WD URL Reputation Risk unknown NetBIOS Domain

Initiator Packets 4.0 HTTP Response 0

Responder Packets 9.0 DNS

Total Packets 13.0 Application DNS Query

Initiator Bytes 752.0 Application HTTPS Sinkhole

Responder Bytes 7486.0 Application Categories  network protocols/services View more

Connection Bytes 8238.0 Application Tag opens port o

o Client Application SSL client LS o R

i tat t i
—) Client Version S5t poli v e:ry:) S(SESIQF)

Policy Default Allow All Traffic Client Categories web browser t Policy Default SSL Policy

Firewall Policy Rule/SI  Intrusion_detection Client Tag SSL. protocol SSL Rule Outboound_SSL_Decrypt

Category - ) SSL Version TLSVL.0

Monitor Rules Web Application Cisco - -

on! ) ) ) SSL Cipher Suite  TLS_DHE_RSA_WITH_AES_256_CBC
Web App Categories web services provider SHA

ISE Attributes Web App Tag SSL protocol SSL Certificate  Valid

End Point Profile Name Application Risk Medium Status

Security Group Tag /}pplicaticn Business Medium SSL Flow Error Success

- elds po Ideeld vy "vor IJeedpe wldsuesd” wuele.

- olds po U psy Uusluws SSL B woz IJoede B [Js 09U

- olds pu Iy wog SSL seuss eds 1J@sles 1dpuluves JJloglo 1Ushs slduols,.

- olds polu @sles SSL wress eds Iuinb 1Jpoluve Jozsss s 1de,9) 1Jpdsss.
- ooldus lesle 1Jlouold JJoedd po woz SSL 9 8lesé SSL.

- 02dd puelde WY o bds,) SSL.
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