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5516-X ) IJos cuved IJluosl 5.4.1 slgds.
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- 0O O ASAFirePOWER Configurat... ' () ©) O Configuration > ASA FirePOWER Configuration > Integration > Identity Sources
> Policies
» ¥, Device Management
4 Q Object Management
> (@) Local
System Information
Ef Updates
E Licenses
v ﬂ Tools
@ Backup Restore
& Scheduling
&5 Import Export
,f Troubleshooting
v Va Integration
@ Cisco CSI Host Name/IP Address |192.168.10.11
b Realms
By sources|
Remote Management
[2 eStreamer

User Agent

108y B9 1)) edb Jedb IJugss)le.
IJgb9é 3. >pz FirePOWER pg Active Directory.
IJgb9s 3.1 luyis 1Jpeld.

wved 1Usged [Js ASDM: luodd IJs IJedssy > ASA FirePOWER Configuration > IJodled >
Realms. 149, W98 luolB6 28 238>

IJlgue 9ldsuod: $p wleble luvpls o Jog)rsd IJubld wubdd Byso.
IJJolee: Iledlo

peld AD IJigwluus: luvpe peld Active Directory (Iuwe NETBIOS).

luwp puwcspe lUdJsd: 23> <username>.

Idpd a9y 1UsJsd: 23> <dod 119>,

s DN IJiguluss: 1Upzld I Gbods OU ppadé po 2se uuswl IJuble IJwze B §less
wslule LDAP.

DN JJpze9eé: 255 DN JJpze9gs.

wed [Upzesesd: 233 gy IJesh pu 1USlkses Idpoyusds.

O O ASAFirePOWER Configurat... | | () Configuration > ASA FirePOWER Configuration > Integration > Realms ...
> Policies

> ¥, Device Management
> @ Object Management

Y Identity Sources
Remote Management
[ estreamer Base DN * ‘dc=servertest,dc=com

Directory Password *

> ﬁ} Local
System Information
Ef Updates
& ticenses Add New Realm
v ﬁ Tools
@ Backup Restore Name * ‘servertest ‘
= Scheduling
&5 Import Export Eostdlho ‘ ‘
#* Troubleshooting Type * ‘AD ‘v‘
v ¥ Integration
“ @ gisco csi AD Primary Domain * ‘servertest.com ‘ ex: domain.com
& Directory Username * ‘servertest\admin l ex: user@domain

ex: ou=user,dc=cisco,dc=com

Group DN * ‘cn=TAC,nu=Security-Team,dc=ser\.‘ ex: ou=group,dc=cisco,dc=com

Group Attribute ‘Member “"

* Required Field
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) O O ASAFirePOWER Configurat... | ") Configuration > ASA FirePOWER Configuration > Integration > Realms ...
» Policies
» W Device Management
» ﬁ Object Management
> ) Local
System Information
Ef Updates
E Licenses

v 'ﬁ Tools

@ Backup Restore

3‘} Identity Sources
Remote Management

= Scheduling :
@ Import Export Add directory
Troubleshooti
- 7 roubleshooting Hostname / IP |192.168.10.11
Vv %4 Integration Address
? Cisco CSI Port 180
EqRealms

Encryption () STARTTLS ( ) LDAPS @ None

SSL Certificate 7‘ [+)

[3 eStreamer

o
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) © O ASA FirePOWER Configurat... "~ O Configuration > ASA FirePOWER Confi 7 | ion > I

» E Policies

> I Device Management servertest You have unsaved changes
» @ Object Management
> {0} Local
@ System Information
:f Updates [ Directory ] Realm Configuration I User Download
45 Licenses
v &8 Tools Download users and groups
“r; Backup Restore Begin automatic download at |12 v | |AM |v | America/New York Repeat Every 24 |v | Hours
= Scheduling

&5 Import Export

" Troubleshooting
v ¥4 Integration

@ Cisco CSI \ Search by name

EYRealms | P

“i |dentity Sources

@ Remote Management

|=4 eStreamer

Available Groups & Groups to Include (0) Groups to Exclude (0)

Add to
Include
Add to
Exclude

E§9 Device Setup
QE{; Firewall
gé Remote Access VPN

r"/'.j Site-to-Site VPN Enter User Inclusion ‘ ‘ Enter User Exclusion ‘

[ ASA FirePOWER Configur...

E_)Device Management [ Store ASA FirePOWER Changes ] [ Cancel ]

lud) W99 wEsslo Store ASA FirePOWER Jz b wdysu IJublg.

Gp wopdsu elds IJobls 9lud) B985y Ideuisd Joujsd Idpuverpsu sldpzeselo: Jol o9
PP O IJuoy)e.

- © O ASA FirePOWER Configurat.. | ) ©) O Configuration > ASA FirePOWER Configuration > Integration > Realms
4 E Policies
> ice M. " :
I, Device Management Cisco CSI | Realms " Identity Sources " Remote Management " eStreamer ]
> Ca Object Management
> (i Local ¥ Compare realms &) New realm
E@ System Information ” —
Name | Description | Type | Base DN ‘ Group DN Group Attribute | State |
:f Updates
U] Licenses servertest AD dc=servertest,dc=com cn=TAC,ou=Security-Tean member @0 |l O
v ﬁT_OOIS Download buton
«7) Backup Restore

[ scheduling

@5 Import Export

" Troubleshooting
v ¥ Integration
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2. NTLM: suwogsp NTLM gslule lgeels pzbo god Windows 9sWlg o gJsol pg Active
Directory Lluwegsle puvceie 9w weolz lJs cpdso puolh§s NTLM B¢ Idpuvegruo.
oS p b6 [Jpuwodse wubdldss 590 pbldus wslule IUlgwpls. 909 $93) wgywd
cuwesd 389d 9lz38 Jdpuwcgdpsu.

3. &Vlg o HTTP: Vs o3l IJyse: selad IJuble IUpuolb §6 wluwaésle NTLM. 31 Buvd &p
Suwose Ideuwoube) wse puehb 8 HTTP IJiguluuss Ib)sds leosibss ssbde eovg
o9b Joslole lgwpl 1Jpuuoése.

4. Jodes |weglus HTTP: o3l ppled JJuse Iiuwluus HTTP. 9pg 3Jd: sop pbldusd
IJeuwose oul woguwiss IJpuob 86 B we9se HTML spdyu wiuosuoo.

See9s IJ ppwoesrue eds bisds Elues Jopdsu puob e NTLM. goldolds: spdud locle
buuble dpgwog o Jopdso puold 96 NTLM.

Jeubbds wslole ldlec el wyvdd low pe UPu*’Qu?’&) lJeszo: ceulz s vovse lel yuol>é
the p93€6 Sloslly Juolss ghp p9bes wubdd Elp B wog IUogss.

Generate a sinple self-signed certificate using openSSL -

Step 1. Generate the Private key
openssl genrsa -des3 -out server.key 2048

Step 2. Generate Certificate Signing Request (CSR)
openssl req -new -key server.key -out server.csr

Step 3. Generate the self-signed Certificate.
openssl x509 -req -days 3650 -sha256 -in server.csr -signkey server.key -out server.crt

luedd lJs IJodssy > ASA FirePOWER Configuration > IJwsluwle > guslws 1Jegss. 1w g
IUlo 1ds ed1ed IJowsse IJpuohb$s IJuuivlbs 9086 sy yobs IUghe 1o, eJs IJls @906 (+)
sozesd [Jubolss slded ol 1UElue 1JJsso See wogdsropl B 1Jebys Iduwlods wluweesle
OpenSSL. Jpl 09 p9_oz WIS IJuo9,6:

) O O ASA FirePOWER Configurat...

v 5 policies
B Access control Policy
» @ Intrusion Policy

| Files
o ssL .
1 Actions Alerts Add Known Internal Certificate
{2 DNS Policy ame: | Server_Ce
> % Device Management Certificate Data or, choose a file:
> @ Object Management BEGIN CERTIFICATE
> i Local MIIDKDCCAVMGAWIBAGLIAPTN5TIH1yBdMAOGCSGSIb3DQEBBQUAMIGNMQSWCQYD
E9) System Information VQQGEWIITJELMAKGA1UECBMCSOEXEjAQBGNVBACTCUIBTKABTE9SRTEOMAWGALUE
af Updates ChMFQOITQO8XDDAKBgNVBASTA1RBQzEaMBgGA1UEAXMRQOEUC2VydmVydGVzdCSj
= b20x1zAhBgkqhkiGOWOBCQEWFGFkbWIUQHNIcnZIcnRIc3QuY29tMBAXDTE2MDUX
icenses (ODE1MZzEONVOXDTI2MDUXN]E1MZEONVowgYOxCzAJBgNVBAYTAKIOMQswCQYDVQQI
v & Tools EwILQTESMBAGALUEBXMIQKFOROFMT 1JFMQ4wDAYDVQQKEWVDSVNDTZEMMAOGALUE
) Backup Restore CxMDVEFDMRoWGAYDVQQDEXFDQS522X12ZXJ0ZXNOLmNVbTEJMCEGCSqGSIb3DQE]

X ARYUYWRtaW5Ac2VydmVydGVzdC5jb20wgZ8wDQYIKoZIhveNAQEBBQADGYOAMIG]
= Scheduling

@2 Import Export Key or, choose a file:

#” Troubleshooting BEGIN RSA PRIVATE KEY-——-

v 4 Integration Proc-Type: 4,ENCRYPTED
@ Cisco CSI DEK-Info: DES-EDE3-CBC,B3542C7C670DC917
<o Realms mLeuBIX5T2apbAnOLR +sLYAPGIKxiXigDjR/1RM3WDPK3WHnCvn7Rdwkvw3xbdBC
iy Identity Sources G6u2y+I9WNIICEsfg4ItiX2Imbkp6LaX0fhlunUbktSjAKvmiZcIno0JipkQi3
Remote Management kHhebQGTTYWQFXXCCI23aj2vitiSZN2FD/4cz-+alRcSyekPEPpWIUG7kKi2cy 1/i
7 estreamer LDFOBA421fgxqALIVNKCfuXXzY 7x6cbpc0ZiB8dulgKIRABWCaSKyP-+4ZE/I77NVj
tbYSoMw8UKRBBIILTI1/+YpWFT2bBx4g6iQnUO4R0osakCBKAQLIIWI49GpOIP2

| Encrypted, and the password is: ‘

| 3. Device Setup (_ store AsA FirePOWER Changes | [

ASDM-IDM
s |

Remote Access VPN |

44 site-to-Site VPN

oW, IJT(_, 999 |ol9s dlesé Jlgble [yupe JJBles6 slge, [Jlg)le Jpuolr 96 uuulos. §pe
CUESY pubb 96 1Jpos,/1U9z0d: 9ubwIdd Idpos,/1U9z06 lJos w8 wpdsy puol>9d
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loodd IJs gdlpd lJowsse Jubld sldlesble. 225 Idubld oo 1J8lses deouwds IJos Seo
wodssuol W 1Jegbs IUuwlads 922> w9g IJp o> 86 pu lJ8lisps Idpuuwsds ldos odlise
wssé lduvods eds 1 od gzo.

1 L7 LJ ASA FIrePOWER Configurat... (3 1) O Configuration > ASA FirePOWER Configuration > Policies > Identity Policy
v E Policies
ﬁ Access Control Policy
> @ Intrusion Policy Add Rule 2?2 X
__ Files
0 ssL
ﬂ Actions Alerts
2 Action | Passive Authentication v Realm: servertest (AD) Authentication Type: HTTP Basic Exclude HTTP User-Agents: None
(2D DNS Policy

> ¥, Device Management [ Zones I Networks l Ports ] Realm & Settings

» @ Object Management

Name ‘Act]veiAuthenticationl ‘ @ Enabled Insert into Category V' Standard Rules M

> 4 Local Realm * servertest (AD) v|&
g System Information Use active authentication if passive authentication cannot identify user
Updates .
Eﬂ Licenses Identify as Special Identities/Guest if authentication cannot identify user
v & Tools Authentication Type HTTP Basic v
@' Backup Restore Application Filters ¢& Available Applications (83) & Exclude HTTP User-Agents (0)
\=. Scheduling [4 search by name | [ search by name l
& Import Export
<7 Troubleshooting 4 gl Risks (Any Selected) [ ABC @
v % Integration 7] 4] Very Low 19 | [7] AdobeAIR @ lwAddoRule
@ Cisco CSI Tlal Low 40 [] Advanced Packaging Tool (@)
g Realms Medium 11 [ AirPlay (@)
i ldentity Sources @ i P
— ty High 6 [} Amazon Instant Video (@)

@ Remote Management

E{ eStreamer
* Required Field

add [ cancel

IJ1095 4.2 o Jdsse ASA Jdpsed [Jpcodd.

IJgb9s 1. 235 2,IJ6 1dp,9) Idpes)é Jdlowple lJos uuswp lelé wyzsool [Js Sourcefire
JJovosJi.

ASA(config)# access-list SFR_ACL extended permit ip 192.168.10.0 255.255.255.0 any
ASA(config)#

ASA(config)# class-map SFR_CMAP

ASA(config-cmap)# match access-list SFR_ACL

ASA(config)# policy-map global_policy
ASA(config-pmap)# class SFR_CMAP
ASA(config-pmap-c)# sfr fail-open
ASA(config)#service-policy global policy global

IJglogs 2. svdJe 03l e, gds IJ ASA in order to pJduw 1dpslgd Iuws).

ASA(config)# captive-portal interface inside port 1025

CU@‘;C: ‘é?dd L‘?d(éd JJ ghs U?Lé‘éﬂ’ uu.usﬂd &‘V’ i} J&J ,\@3_

Qdegc: KAEN 20 U'_uﬂ}L._SQ f‘U‘—.‘;‘ Uth?‘ sl s J TCP 1025 g_ed td\eﬁ Uulm._ugsc._: "Ur:uahdé 1o itas" Ut\ua'é N \dajgs'é g_qé té\)
Ue&—"h.

IJboss 4.3 cuuzsd IUsgsd IUlzbes (IJpuols 86 1UgleJs).
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wvedle lelo AD 9sublhdul 030 Idpgdyple pg 926 FIrePOWER. wwogsp 1J9zr6 IJuplosd
Firepower o30 IJolosd pu lgd W00 IJozde Vs 1J9u09d.

Jodssu Jless IJpob @ IUeleds 1o, eds luolds Bless Jlgble | upe JJ8less &p e,
Jlple Jpuolx 86 ¢lpds. 9p wog sV pub§é ldpos,/l9zes 9w s Idpos,/ldgeos IJos
S wpdsu puolb9é lJpuwase Jol.

loedd Ids IJubld sldleshble gdles wugse. 235 ppdIds pu lJ8lises IJpouwsds IJos Bpw
wodysuol Ws IJgbys 1wl 96,

oul k5,«::3)(,6) ltosh bysws IJo,lze -.’quo_bj& uuubd Pl Jp oopdy lJpuol> §6 1Ugleds pu
S8 0988 [Jpuwiedp: Jol 09 p9 oz O Idueysé:

- © O ASA FirePOWER Configurat... O Configuration > ASA FirePOWER Configuration > Policies > Identity Policy
v f Policies
3 Access Control Policy Defau|t Identlty POIlCY You have unsaved change!
@ Intrusion Policy
Files Add Rule ? X
£ ssL
@ Actions Alerts Name | Passive_Authentication Enabled Insert | below rule v |1
- Action  Passive Authentication Vv Realm: servertest (AD)
) DNS Policy
> I Device Management J Zones I Networks ] Ports l [mL
[ CB Object Management
> fa} Local Realm * servertest (AD) V(&
EF System Information
:f Updates Use active authentication if passive authentication cannot identify user
B Licenses
v Tools
;’:f{‘ Backup Restore
Scheduling

&5 Import Export
g,;' Troubleshooting
¥ Integration
@ Cisco CSI
o Realms
% |dentity Sources
@ Remote Management
|« eStreamer

* Required Field

[ Add ] [ Cancel

lod, IJTo eJs ogss)le Store ASA FirePOWER Jz b wJdysy wog 1Jo9ss.

IJglo9é 5. odasu wor IJoedp Vs 1Jsuo9J.

loedd s lJodsse > ASA FirePOWER Configuration > IJuslusle > Gusluws [Jopde b
IJoo9J.

lo8) 998 wor IJesesd (IJzluw Ilsuwy B 10,d0 1Jedss): 923 wersd Iduog IJ3s Gpo
wodysuo B 1Jebys IJwlods pu 1USlses IUpuuwsds slub) 999 9l . Jpl 09 9oz B
oo lJuo9,6.



) © © ASA FirePOWER Configurat...

v Policies
E:3)ce-: ConrlPolo
» @ Intrusion Policy
_’i Files
o ssL
ﬂ Actions Alerts
& Identity Policy
(2 DN Policy
> ¥ Device Management
> Q Object Management
> fﬁj Local
System Information
Ef Updates
E Licenses
v ﬂ Tools
@ Backup Restore
ﬁ Scheduling
&5 Import Export
.ﬁ Troubleshooting
v % Integration
@ Cisco CSI

ASA ASA FirePOWER

Identity Policy

‘ Default Identity Policy

1B, 93 lolds Blgxs Jluolbs $lers 22526 luwdd IS IJpuwcdpav 9223 Idpuwetspsy
IU3s0 uvsop Boup Jlesd IJogde ldsuesd 1UElues wop: Jol 09 9 oz B 030 1Ju09)6: S
lud) W99 luols.

) O O ASA FirePOWER Configurat...

v [ policies
F:3cce-- Conro ol
» @ Intrusion Policy
" Files
st
‘ Actions Alerts
2 Identity Policy
(2D DNS Policy
> ¥ Device Management
> ﬁ Object Management
> @ Local
System Information
gf Updates
5 Licenses
v ﬂ Tools
@ Backup Restore
& Scheduling
&5 Import Export
f’ Troubleshooting
v % Integration
@ Cisco CSI
& Realms
2, Identity Sources
Remote Management
B eStreamer

‘ Eﬁo Device Setup

ASA FirePOWER

Add Rule ? X

Name || ‘ @ Enabled Insert [below rule “" ‘1 ‘

Action ‘JAllow ‘V‘ IPS: no policies  Variables: n/a Files: no inspection Logging: no logging

[ Zones I Networks l Users I Applications l Ports I_; URLs ]_A ISE Attributes ] [ Inspection I Logging ] Comments ]

Available Users ¢

Selected Users (1)
é servertest/TAC &

Available Realms ¢

[4 Search by name or value l [A Search by name or value ]

@ servertest/*
.,3() TAC

A sunil

& Special Identities
@ servertest

Add to Rule

Cancel ]

[ e [

o9y W98 wiisu wEssle ASA FirePOWER Jz Wb cdysy wog Idoede Vs 1U9uo9J.
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loedd 1Js IJeldws > @)l 806 ASA FirePOWER > IJLs ol B IJ9de IJdeds: Jpldws use
6 1Jpy9) 1dos sgvegseol lJpuwedse.

IJoedd pu lJuoes
lgucgse 03l IUBuwe Joldss gpd IUedsss wuvdd Lozse.
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IUlouold wso 19236 [Juploss Firepower 993sJ Idpuwcise (Jeuol 86 1UgleJs)

ouuedde 1J9zo IJuelbss Firepower o093 TCP 3306: Jodds walule yued ouilb IJpguedse
P 9dsd IJpuep.

JJozdd pw 2ldé £306 936 FirePOWER IJu el sé: Iowaégspe 03l 1Jle, s FMC.

adm n@i repower: ~$ netstat -tan | grep 3306
Gp wouvesd IJodlb 1Jzses eds FMC Jdezdd pu ldlouold pg 99dsd Idpuwedse.

adm n@i repower: ~$ sudo tcpdunp -i ethO -n port 3306

IJlouold wso FMC g Active Directory

ouuodde 1J9gso IJupeloss Firepower o093 TCP 389 Jlwe sl $less wslule [dpuvegse pu
Active Directory.

Ip vouugsd oyl 1Jzgjedé eds 1J9zré IJuplbss Firepower JJoz 99 pu lJlouold o Active
Directory.

adm n@i repower: ~$ sudo tcpdunmp -i ethO -n port 389
olds pu lo wslole lgcpb Idpuwedse ldpuwedspes Bs wdyso IJoblg Jol lewsl JI Jedo
Iler6 wslule puwagsp AD.

2288 pu ooy IJubld: 9ulds pu wuisd Idpuvetspsulldpzesele 9p0 cdosy pods aduws
ged IJpuwotse wubdd Lorse.

loedd 1Js "elBus 2lJé pops pl8ws ASA FirePOWER" 9olds oo 1o el oo s
puvedpsipeesele Idpole wutle: Jol 09 p902 Bes 030 IUL09)6.

Wlouold v ASA slJoble 1,05 (IJpuols 36 IJuuibs)

lJpuob@s IJuila. oi§J> o0 wd9su Idyiolss 9ldeouds wuvdd Lozse WOS wog WEHSW 9236
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ASA# show asp table classify domain captive-portal

I nput Table

in id=0x2aaadf516030, priority=121, domai n=captive-portal, deny=false
hits=10, user_dat a=0x0, cs_i d=0x0, fl ags=0x0, protocol =6
src ip/id=0.0.0.0, nask=0.0.0.0, port=0, tag=any
dst ip/id=19.19.19.130, mask=255. 255. 255. 255, port=1025, tag=any, dscp=0x0
i nput _i fc=inside, output_ifc=identity

Qut put Tabl e:

L2 - CQutput Table:

L2 - I nput Table:

Last clearing of hits counters: Never
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